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3.1.4.126.2.2 ExecuteSPSetConfigurationReSpoONSe........ccvvviiiiiiiiiiiiiiiiiiiieeen 406

3.1.4.126.3 COmMPIEX TYPES uiritiiiiiiiiie ittt e s 406
3.1.4.126.3.1 ArrayOfProgramKey ......ccouiiiiiiiiiiiiiiie e e 406
3.1.4.126.3.2 ExecuteSPSetConfigurationRequestBody ..........cccoeveieiiiniiiniienennne. 407
3.1.4.126.3.3 ExecuteSPSetConfigurationResponseBody .........cccoveiiiiiiiniiinenne. 407
3.1.4.126.3.4 ProgramKeY ..cueeieieieitititieeieie et 407

3.1.4.127 ExecuteSPGetAllLanguagesWithEnabledState...........cocoviiiiiiiiiiicinnnns 408
3.1.4.127.1 MESSAUGES tuuiutiintintintitite ittt 408
3.1.4.127.1.1
ApiRemotingSoap_ExecuteSPGetAllLanguagesWithEnabledState_InputM
LSS T = 408
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3.1.4.127.1.2
ApiRemotingSoap_ExecuteSPGetAllLanguagesWithEnabledState_Output
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3.1.4.127.2  ElemMENtS coiitiiie ittt e 409
3.1.4.127.2.1 ExecuteSPGetAllLanguagesWithEnabledState ...........cccovvieiiiiieinnns 409
3.1.4.127.2.2 ExecuteSPGetAllLanguagesWithEnabledStateResponse .................. 409
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3.1.4.127.3.1 ExecuteSPGetAllLanguagesWithEnabledStateRequestBody ............. 410
3.1.4.127.3.2 ExecuteSPGetAllLanguagesWithEnabledStateResponseBody ........... 410
3.1.4.128 ExecuteSPGetProgramkeys ......oiiiiiiiiiiiiiiin e 411
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3.1.4.128.1.1 ApiRemotingSoap_ExecuteSPGetProgramKeys_InputMessage ........ 411
3.1.4.128.1.2 ApiRemotingSoap_ExecuteSPGetProgramKeys_OutputMessage ...... 411
3.1.4.128.2  ElmMENTS cuuiitiiie it 412
3.1.4.128.2.1 ExecuteSPGetProgramkeys ......ccoviiiiiiiiiiiiiii e 412
3.1.4.128.2.2 ExecuteSPGetProgramKeysSResSpPONSEe .....ivveiiieiiiieiiiiiieiieenineanneanns 412
3.1.4.128.3 COMPIEX TYPES tutiuitiniitiitiiit ittt st se s e se e aeaaneraanens 412
3.1.4.128.3.1 ExecuteSPGetProgramKeysRequestBody .........c.cvvviviiiiiiiiinininiinnns. 412
3.1.4.128.3.2 ExecuteSPGetProgramKeysResponseBody .......c.cvvvvviiiriiiinineinnnnnn. 413
3.1.4.129 ExecuteSPGetFrontENdServers. . .covvi i e 413
3.1.4.129.1  MESSAUTES t.uiuriiniintititite ittt 413
3.1.4.129.1.1 ApiRemotingSoap_ExecuteSPGetFrontEndServers_InputMessage....414
3.1.4.129.1.2 ApiRemotingSoap_ExecuteSPGetFrontEndServers_OutputMessage..414
3.1.4.129.2 ElemMentS ittt 414
3.1.4.129.2.1 ExecuteSPGetFroNtENASEIVErS .. ..viviiiiieii i e eaeanans 414
3.1.4.129.2.2 ExecuteSPGetFrontENdServersRESPONSE .....cvvvviiviiiiiiiiieiiiiiieiaans 415
3.1.4.129.3  COMPIEX TYPES tutiuintiniitiiitie ittt e et se s ar e se e sararaeraanens 415
3.1.4.129.3.1 ExecuteSPGetFrontEndServersRequestBody .......cccovviiiiiiiiiiiiinnnnnns 415
3.1.4.129.3.2 ExecuteSPGetFrontEndServersResponseBody ...........cccvvvivinieinnnnn. 415
3.1.4.130 ExecuteSPRemMOVEFrONtENASErVer.....o.vviiiiiiii i e e e 416
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3.1.4.130.1.1 ApiRemotingSoap_ExecuteSPRemoveFrontEndServer_InputMessage416
3.1.4.130.1.2 ApiRemotingSoap_ExecuteSPRemoveFrontEndServer_OutputMessage
.............................................................................................. 416
3.1.4.130.2  ElemMENtS couiitieit ittt 417
3.1.4.130.2.1 ExecuteSPRemoveFrontENdServer......cooviiiiiiiiiiiici i eieneas 417
3.1.4.130.2.2 ExecuteSPRemoveFrontEndServerResponse ........ccccvvviiiviiiiiiennnns 417
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3.1.4.130.3.1 ExecuteSPRemoveFrontEndServerRequestBody .........c.cccevvviennnnenn. 417
3.1.4.130.3.2 ExecuteSPRemoveFrontEndServerResponseBody ..........cccevviieinnnns 418
3.1.4.131 ExecuteSPGetClientsWithRecentNameChange..........coccviiiiiiiiiiiiiiiienenn, 418
T 0 i I A === T | 418
3.1.4.131.1.1
ApiRemotingSoap_ExecuteSPGetClientsWithRecentNameChange_Input
=TT Y= T = 419
3.1.4.131.1.2
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3.1.4.131.2.1 ExecuteSPGetClientsWithRecentNameChange............c.cvevviieinnene. 419
3.1.4.131.2.2 ExecuteSPGetClientsWithRecentNameChangeResponse ................. 420
3.1.4.131.3  COmMPIEX TYPES 1uitititiiiiiie ittt e e 420
3.1.4.131.3.1 ExecuteSPGetClientsWithRecentNameChangeRequestBody............. 420
3.1.4.131.3.2 ExecuteSPGetClientsWithRecentNameChangeResponseBody .......... 420
3.1.4.132 ExecuteSPLoadReportingEventAttributes.........ccooviiiiiiiiiiii 420
3.1.4.132.1  MESSAUTES t.uiutinintinintinet ittt st 421
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3.1.4.132.1.1
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3.1.4.132.2.2 ExecuteSPLoadReportingEventAttributesResponse ...........c.ccvvevnnnns 422
3.1.4.132.3 COMPIEX TYPES tutiuitiniitiitiiit ittt e s e e e s e aaneraanens 422
3.1.4.132.3.1 ExecuteSPLoadReportingEventAttributesRequestBody.................... 422
3.1.4.132.3.2 ExecuteSPLoadReportingEventAttributesResponseBody.................. 423
3.1.4.133 ExecuteSPDeclineUpdate........coviiiiiiiiiiiii 423
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3.1.4.133.1.1 ApiRemotingSoap_ExecuteSPDeclineUpdate_InputMessage............ 424
3.1.4.133.1.2 ApiRemotingSoap_ExecuteSPDeclineUpdate_OutputMessage.......... 424
3.1.4.133.2 ElemMentS ot e 424
3.1.4.133.2.1 ExecuteSPDeclineUpdate........cccovviiiiiiiiiiiii 424
3.1.4.133.2.2 ExecuteSPDeclineUpdateRESPONSE ...c.viviiiiiiiiiiiiiiiici i aaas 425
3.1.4.133.3 COMPIEX TYPES tueiuintiniitiiie ittt sttt e st se s e ase s ananaeraanens 425
3.1.4.133.3.1 ExecuteSPDeclineUpdateRequestBody .........ccccvviiiiiiiiiiiiiiiiiinns 425
3.1.4.133.3.2 ExecuteSPDeclineUpdateResponseBody .........ccovvieiiiiiiiiiiininennnnnnn. 425
3.1.4.134 ExecuteSPGetUpdateByld ......ccoiiiiiiiiiiiiii e 426
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3.1.4.134.1.1 ApiRemotingSoap_ExecuteSPGetUpdateById_InputMessage........... 426
3.1.4.134.1.2 ApiRemotingSoap_ExecuteSPGetUpdateById_OutputMessage......... 426
3.1.4.134.2 ElemMentS oo e 427
3.1.4.134.2.1 ExecuteSPGetUpdateByld .......cociiiiiiiiiiii i 427
3.1.4.134.2.2 ExecuteSPGetUpdateByIdResSpoNse .......c.cooviviiiiiiiiiiiiiiiieceee, 427
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3.1.4.134.3.1 ExecuteSPGetUpdateByIdRequestBody ..........ccvvviiiiiiiiiiiiinineinnnnnn. 428
3.1.4.134.3.2 ExecuteSPGetUpdateByIdResponseBody .........cocviviiiiiiiiiinnnnnnnn. 428
3.1.4.135 ExecuteSPGetUpdatesByCategory .....ccvviiiiiiiiiiiiiii i e 428
3.1.4.135.1  MESSAGES .+ uiueiuineinitine ittt ettt e 428
3.1.4.135.1.1 ApiRemotingSoap_ExecuteSPGetUpdatesByCategory_InputMessage429

3.1.4.135.1.2 ApiRemotingSoap_ExecuteSPGetUpdatesByCategory_OutputMessage
.............................................................................................. 429
3,014,135, 2 ElmMENtS cu ittt 429
3.1.4.135.2.1 ExecuteSPGetUpdatesByCategory .......ccooviiiiiiiiiiiiiiiiieeeee 429
3.1.4.135.2.2 ExecuteSPGetUpdatesByCategoryResponse..........cocvvvviviiiniieinnnnnn. 430
3.1.4.135.3  COMPIEX TYPES tutiuitiniitiiie ittt ettt s r s e e s e s e e e e araeraanens 430
3.1.4.135.3.1 ExecuteSPGetUpdatesByCategoryRequestBody .........ccocvvvinviinnnnn. 430
3.1.4.135.3.2 ExecuteSPGetUpdatesByCategoryResponseBody ............ccovuennnnenn. 431
3.1.4.136 ExecuteSPSearChUpdates.....ccciiiiiiiiiiiii i e 431
3.1.4.136.1 MESSAGES t.uiuuiiutintitiitiat ettt et 431
3.1.4.136.1.1 ApiRemotingSoap_ExecuteSPSearchUpdates_InputMessage........... 432
3.1.4.136.1.2 ApiRemotingSoap_ExecuteSPSearchUpdates_OutputMessage......... 432
3.1.4.136.2 ElementS ot 432
3.1.4.136.2.1 ExecuteSPSearchUpdates.........cocoiuiiiiiiiiiiiii e 432
3.1.4.136.2.2 ExecuteSPSearchUpdatesResponse ..........ccvviiiiiiiiiiiiiiiiiiineen, 433
3.1.4.136.3 COmMPIEX TYPES ottt ittt e s 433
3.1.4.136.3.1 ExecuteSPSearchUpdatesRequestBody .........ccccveiiiniiiiiiiiiiinennn. 433
3.1.4.136.3.2 ExecuteSPSearchUpdatesResponseBody .........cccoevviiiiiiiiiicnnnnnnn. 433
3.1.4.137 ExecuteSPGetUpdateCoUNT. ... .....viiiiieii i e ee e 434
3.1.4.137.1  MESSAUTES t.uiuriintintintitite ittt s 434
3.1.4.137.1.1 ApiRemotingSoap_ExecuteSPGetUpdateCount_InputMessage......... 434
3.1.4.137.1.2 ApiRemotingSoap_ExecuteSPGetUpdateCount_OutputMessage....... 434
3.1.4.137.2 ElemMentS it 435
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3.1.4.137.2.1 ExecuteSPGetUpdateCount.......cocvuiiieiiiiiiiiiiier e 435
3.1.4.137.2.2 ExecuteSPGetUpdateCountRESPONSE ...cvvvviiiiiiiiiiiiiiiii e 435
3.1.4.137.3 COMPIEX TYPES tutiuintiniitiitieit ittt s e s e se e e e aneraaaens 435
3.1.4.137.3.1 ExecuteSPGetUpdateCountRequestBody ........ccvvvviiiiiiiiiiiiiiiinnnnns 435
3.1.4.137.3.2 ExecuteSPGetUpdateCountResponseBody .......c.covvvviiiiiiiiiiiniinnnnns 436
3.1.4.138 ExecuteSPGetSummariesPerCoOmMpPULer.......ccvviiiiiiiiiii e 436
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3.1.4.138.1.1 ApiRemotingSoap_ExecuteSPGetSummariesPerComputer_InputMessage
.............................................................................................. 437
3.1.4.138.1.2
ApiRemotingSoap_ExecuteSPGetSummariesPerComputer_OutputMessa
o 1< P 437
3.1.4.138.2 ElemMentS oot 437
3.1.4.138.2.1 ExecuteSPGetSummariesPerComputer......c.ccevviviiiiiiiiiiiiiinneens 438
3.1.4.138.2.2 ExecuteSPGetSummariesPerComputerResponse ..........c.cevvvernnnenn. 438
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3.1.4.138.3.1 ExecuteSPGetSummariesPerComputerRequestBody ...........ccvevvnenns 438
3.1.4.138.3.2 ExecuteSPGetSummariesPerComputerResponseBody .................... 439
3.1.4.139 ExecuteSPGetSummariesPerUpdate_SingleUpdate ........c.ccvviviiiiiiiiinnnnn. 439
3.1.4.139.1  MESSAUTES +.uiueiuineinintinee et et ettt 440
3.1.4.139.1.1
ApiRemotingSoap_ExecuteSPGetSummariesPerUpdate_SingleUpdate_In
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3.1.4.139.1.2
ApiRemotingSoap_ExecuteSPGetSummariesPerUpdate_SingleUpdate_O
ULPUEMES S A0 ...ttt e e e 440
3.1.4.139.2 ElemMentS ittt e 441
3.1.4.139.2.1 ExecuteSPGetSummariesPerUpdate_SingleUpdate ..............ccovvnene. 441
3.1.4.139.2.2 ExecuteSPGetSummariesPerUpdate_SingleUpdateResponse........... 441
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3.1.4.139.3.1 ExecuteSPGetSummariesPerUpdate_SingleUpdateRequestBody ...... 441
3.1.4.139.3.2 ExecuteSPGetSummariesPerUpdate_SingleUpdateResponseBody ....442
3.1.4.140 ExecuteSPGetSummariesPerUpdate.......cociiiiiiiiiiiiiiiiic e 443
O I O R === T 1= PP 443
3.1.4.140.1.1 ApiRemotingSoap_ExecuteSPGetSummariesPerUpdate_InputMessage
.............................................................................................. 443
3.1.4.140.1.2 ApiRemotingSoap_ExecuteSPGetSummariesPerUpdate_OutputMessage
.............................................................................................. 443
3.1.4.140.2 ElemMentS ottt e e 444
3.1.4.140.2.1 ExecuteSPGetSummariesPerUpdate.........cciviiiiiiiiiiiiiiiiiiiiiiieeans 444
3.1.4.140.2.2 ExecuteSPGetSummariesPerUpdateResponse ...........cccvviviniieinnenn. 444
G I 0 0 TR T @ 0 ¢ o1 £ D IV o 1= 444
3.1.4.140.3.1 ExecuteSPGetSummariesPerUpdateRequestBody ............covuevnnnenn. 444
3.1.4.140.3.2 ExecuteSPGetSummariesPerUpdateResponseBody ........c.cvvvvennnnns 445
3.1.4.141 ExecuteSPGetTotalUpdateSummaryForTargetGroup ........cccvvvvevriieiniiennennns. 446
T I R R === T 1= PP 446
3.1.4.141.1.1
ApiRemotingSoap_ExecuteSPGetTotalUpdateSummaryForTargetGroup_I
NPUEMESSAGE .. vttt e 446
3.1.4.141.1.2
ApiRemotingSoap_ExecuteSPGetTotalUpdateSummaryForTargetGroup_
OULPUEMESSAGE. . v e 447
3.1.4.141.2 ElemMentS ottt e 447
3.1.4.141.2.1 ExecuteSPGetTotalUpdateSummaryForTargetGroup ...................... 447
3.1.4.141.2.2 ExecuteSPGetTotalUpdateSummaryForTargetGroupResponse......... 447
3.1.4.141.3  COmMPIEX TYPES 1uitititiiiiiae ettt e e e e e e 448
3.1.4.141.3.1 ExecuteSPGetTotalUpdateSummaryForTargetGroupRequestBody ....448
3.1.4.141.3.2 ExecuteSPGetTotalUpdateSummaryForTargetGroupResponseBody ..448
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3.1.4.142 ExecuteSPGetUpdateSummariesForTargetGroup .......c.cvuvevvininiiniiiienenennnnns 449
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3.1.4.142.1.1
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3.1.4.142.2.2 ExecuteSPGetUpdateSummariesForTargetGroupResponse.............. 451
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3.1.4.142.3.1 ExecuteSPGetUpdateSummariesForTargetGroupRequestBody......... 451
3.1.4.142.3.2 ExecuteSPGetUpdateSummariesForTargetGroupResponseBody....... 452
3.1.4.143 ExecuteSPGetComputerSummariesForTargetGroup .......cooovviiiiiiiininennnnens. 452
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3.1.4.143.1.1
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NPUEMESSAGE . i u ittt r e et e e e e e eeas 453
3.1.4.143.1.2
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3.1.4.143.2  ElemMENtS cuuiitiiit ittt 454
3.1.4.143.2.1 ExecuteSPGetComputerSummariesForTargetGroup .........ccvevvivvnnnns 454
3.1.4.143.2.2 ExecuteSPGetComputerSummariesForTargetGroupResponse.......... 454
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3.1.4.143.3.1 ExecuteSPGetComputerSummariesForTargetGroupRequestBody..... 455
3.1.4.143.3.2 ExecuteSPGetComputerSummariesForTargetGroupResponseBody ...455
3.1.4.144 ExecuteSPGetTargetGroupSummariesForUpdate .........cooviiiiiiiiiiiininnne, 456
3.1.4.144.1 MESSAUTES 1.uiuuiiniintintiitiate ittt et 456
3.1.4.144.1.1
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3.1.4.144.1.2
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3.1.4.144.2  ElmMENtS cuuiitiiit ittt 457
3.1.4.144.2.1 ExecuteSPGetTargetGroupSummariesForUpdate............ccoevivinnnnn. 457
3.1.4.144.2.2 ExecuteSPGetTargetGroupSummariesForUpdateResponse.............. 457
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3.1.4.144.3.1 ExecuteSPGetTargetGroupSummariesForUpdateRequestBody......... 458
3.1.4.144.3.2 ExecuteSPGetTargetGroupSummariesForUpdateResponseBody....... 458
3.1.4.145 ExecuteSPGetUpdateSummaryForSingleTargetGroup........cocvvevvvieiniiennnnnnn. 459
3.1.4.145.1  MESSAUTES 1.uitiit ittt ittt e et 459
3.1.4.145.1.1
ApiRemotingSoap_ExecuteSPGetUpdateSummaryForSingleTargetGroup
_INPUEMESSAgE . e 460
3.1.4.145.1.2
ApiRemotingSoap_ExecuteSPGetUpdateSummaryForSingleTargetGroup
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3.1.4.145.2  ElmMENtS couiitiiit ittt 460
3.1.4.145.2.1 ExecuteSPGetUpdateSummaryForSingleTargetGroup..................... 461
3.1.4.145.2.2 ExecuteSPGetUpdateSummaryForSingleTargetGroupResponse ....... 461
3.1.4.145.3  COmMPIeX TYPES uiritiiiiiiiiie ittt 461
3.1.4.145.3.1 ExecuteSPGetUpdateSummaryForSingleTargetGroupRequestBody ..461
3.1.4.145.3.2 ExecuteSPGetUpdateSummaryForSingleTargetGroupResponseBody 462
3.1.4.146 ExecuteSPGetTotalSummaryForCategory ......coovviiiiiiiiiiiiiiiiieie e e 463
3.1.4.146.1 MESSAUTES t.uiuriintintintitite ittt s 463
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3.1.4.149 ExecuteSPGetUpdatelnstallationInfoForTargetGroup.........cocvveiiviiiniiennnnne. 473
3.1.4.149.1 MESSAUTES 1.uiuuiiutintitiataate ittt et et 473
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1 Introduction

The Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR) enables
communication between the Windows Server Update Services (WSUS) management API and a WSUS
server. WSUS provides updates for Windows and its installed components.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

category: A logical grouping of updates identified by a GUID and described by metadata. A
category can be treated as an update with no associated content.

certificate: A certificate is a collection of attributes and extensions that can be stored persistently.
The set of attributes in a certificate can vary depending on the intended usage of the certificate.
A certificate securely binds a public key to the entity that holds the corresponding private key. A
certificate is commonly used for authentication and secure exchange of information on open
networks, such as the Internet, extranets, and intranets. Certificates are digitally signed by the
issuing certification authority (CA) and can be issued for a user, a computer, or a service. The
most widely accepted format for certificates is defined by the ITU-T X.509 version 3
international standards. For more information about attributes and extensions, see [RFC3280
and [X509] sections 7 and 8.

client computer: A computer that gets its updates from an update server. A client can be a
desktop computer, a server, or the update server. For more information, see [MS-WUSP] and

MS-WSUSSS].

Common Information Model (CIM): The Distributed Management Task Force (DMTF) model that
describes how to represent real-world computer and network objects. CIM uses an object-
oriented paradigm, where managed objects are modeled using the concepts of classes and
instances. See [DMTF-DSP0004].

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

deployment: An administratively specified decision to make a specific update revision available
to a specific target group.

Distinguished Encoding Rules (DER): A method for encoding a data object based on Basic
Encoding Rules (BER) encoding but with additional constraints. DER is used to encode X.509
certificates that need to be digitally signed or to have their signatures verified.

downstream server (DSS): An update server that synchronizes its updates from another
update server.

End User License Agreement (EULA): A textual description of the terms that a user or
administrator accepts before an update is installed. Each EULA is identified by a GUID, and
each update revision might be associated with a EULA.
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fully qualified domain name (FQDN): An unambiguous domain name that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as defined in [REC1035] section
3.1 and [RFC2181] section 11.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

Internet Protocol version 4 (IPv4): An Internet protocol that has 32-bit source and destination
addresses. IPv4 is the predecessor of IPv6.

Internet Protocol version 6 (IPv6): A revised version of the Internet Protocol (IP) designed to
address growth on the Internet. Improvements include a 128-bit IP address size, expanded
routing capabilities, and support for authentication and privacy.

man in the middle (MITM): An attack that deceives a server or client into accepting an
unauthorized upstream host as the actual legitimate host. Instead, the upstream host is an
attacker's host that is manipulating the network so that the attacker's host appears to be the
desired destination. This enables the attacker to decrypt and access all network traffic that
would go to the legitimate host. The attacker is able to read, insert, and modify at-will messages
between two hosts without either party knowing that the link between them is compromised.

Microsoft Update: A Microsoft-hosted website located at http://update.microsoft.com.

PKCS #12: The Personal Information Exchange Syntax Standard developed and maintained by
RSA Data Security, Inc. This syntax standard specifies a portable format for storing or
transporting a user's private keys, and secrets.

revision: A specific version of an update that is identified by a combination of an UpdateID GUID
and a 32-bit revision number.

revision ID: A compact, server-assigned, 32-bit identifier for a revision that is used to identify
the revision during client/server communication.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL supports
server and, optionally, client authentication using X.509 certificates [X509] and [RFC5280]. SSL
is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL version 3.0
[SSL3].

security identifier (SID): An identifier for security principals that is used to identify an account
or a group. Conceptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority, termed
the relative identifier (RID). The SID format is specified in [MS-DTYP] section 2.4.2; a string
representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD] section 1.1.1.2.
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signing certificates: The certificate that represents the identity of an entity (for example, a
certification authority (CA), a web server or an S/MIME mail author) and is used to verify
signatures made by the private key of that entity. For more information, see [RFC3280].

SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework, which
provides a message construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming model and
other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-
1/2003].

SOAP action: The HTTP request header field used to indicate the intent of the SOAP request,
using a URI value. See [SOAP1.1] section 6.1.1 for more information.

SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-
1/2007] section 5.4 for more information.

target group: A named collection of client computers whose members are defined
administratively.

update: The combination of metadata and associated content for a software update. An update is
identified by a GUID.

update server: A computer that implements the Windows Server Update Services: Server-Server
Protocol or the Windows Server Update Services: Client-Server Protocol to provide updates to
client computers and other update servers.

upstream server (USS): An update server that provides updates to other update servers.

UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF-8 encoding form specified in
[UNICODE5.0.0/2007] section 3.9.

web service: A software system designed to support interoperable machine-to-machine
interaction over a network, using XML-based standards and open transport protocols.

Web Services Description Language (WSDL): An XML format for describing network services
as a set of endpoints that operate on messages that contain either document-oriented or
procedure-oriented information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.
Related concrete endpoints are combined into abstract endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

Windows Update Agent (WUA): A component originally introduced in the Windows 2000 Server
operating system Service Pack 3 (SP3) operating system that enables a computer to operate as
a client of an update server.

WSDL message: An abstract, typed definition of the data that is communicated during a WSDL
operation [WSDL]. Also, an element that describes the data being exchanged between web
service providers and clients.

WSDL operation: A single action or function of a web service. The execution of a WSDL operation
typically requires the exchange of messages between the service requestor and the service
provider.

X.509: An ITU-T standard for public key infrastructure subsequently adapted by the IETF, as
specified in [RFC3280].
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MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[ISO/IEC9075-2:2008] ISO/IEC, "Information technology -- Database languages -- SQL -- Part 2:
Foundation (SQL/Foundation)", INCITS/ISO/IEC 9075-2:2008, January 2009,
https://webstore.iec.ch/publication/21579

Note There is a charge to download the specification.

[MS-LCID] Microsoft Corporation, "Windows Language Code Identifier (LCID) Reference".

[MS-WSUSSS] Microsoft Corporation, "Windows Update Services: Server-Server Protocol".

[MS-WUSP] Microsoft Corporation, "Windows Update Services: Client-Server Protocol".

[RFC1766] Alvestrand, H., "Tags for the Identification of Languages", RFC 1766, March 1995,
http://www.ietf.org/rfc/rfc1766.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-
editor.org/rfc/rfc2818.txt

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soap12-
part1-20030624

[SOAP1.2-2/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2:
Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soapl2-part2-
20030624

[WSAWSDL] World Wide Web Consortium, "Web Services Addressing 1.0 - WSDL Binding", May 2006,
http://www.w3.0rg/TR/2006/CR-ws-addr-wsd|-20060529/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

41/ 666

[MS-WSUSAR] - v20200304

Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR)
Copyright © 2020 Microsoft Corporation

Release: March 4, 2020


https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?linkid=850906
mailto:dochelp@microsoft.com
https://go.microsoft.com/fwlink/?LinkId=253648
%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f
%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
%5bMS-WUSP%5d.pdf#Section_b8a2ad1d11c44b64a2cc12771fcb079b
https://go.microsoft.com/fwlink/?LinkId=120475
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90383
https://go.microsoft.com/fwlink/?LinkId=90383
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90522
https://go.microsoft.com/fwlink/?LinkId=90522
https://go.microsoft.com/fwlink/?LinkId=130726
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=191840

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-1-
20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlIschema-2-20010502/

[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

1.2.2 Informative References

[MS-WSUSOD] Microsoft Corporation, "Windows Server Update Services Protocols Overview".

[MSDN-CABFF] Microsoft Corporation, "File Cabinet Format",
http://msdnstage.redmond.corp.microsoft.com/en-us/library/jj633113.aspx

[MSDN-CreateUpdateMetadata] Microsoft Corporation, "Creating Update Metadata",
http://msdn.microsoft.com/en-us/library/bb902486(v=vs.85).aspx

[MSDN-TSQL-Ref] Microsoft Corporation, "Transact-SQL Reference", SQL Server 2005 Books Online
(November 2008), http://msdn.microsoft.com/en-us/library/ms189826(SQL.90).aspx

1.3 Protocol Overview (Synopsis)

This specification defines the Windows Server Update Services: Administrative API Remoting Protocol
(WSUSAR), which enables communication between the WSUS management API and a WSUS server to
remotely manage the WSDL operations for WSUS specified in section 3.1.4.

For an overview of the WSUS protocols, see [MS-WSUSOD].

1.4 Relationship to Other Protocols

WSUSAR uses SOAP over HTTP, as described in [RFC2616], and SOAP over HTTPS, as described in
RFC2818], and as shown in the following layering diagram.

Windows Server Update Services: .
Administrative API Remoting Protocol (WSUSAR) This protocol
<
SOAP
HTTP [RFC2616] HTTPS [RFC2818] > Industry standard
TCP [/ IP
y

Figure 1: Relationship to other protocols

Although WSUSAR defines how updates and update metadata are managed and assigned to target
groups, it does not define how those updates and update metadata are added to the update server.
That is specified Windows Update Services Server-Server Protocol [MS-WSUSSS].

WSUSAR also does not specify how computers are discovered. That is defined in Windows Update
Services: Client-Server Protocol [MS-WUSP].
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1.5 Prerequisites/Preconditions
WSUSAR imposes the following requirements on client implementations:

= A client implementation is required to have an implementation-specific way of obtaining the fully
qualified domain name (FQDN) or IP address and the TCP/IP port of the update server.

= This protocol does not require the use of HTTPS. However, when an update server is configured to
require HTTPS, the client implementation is required to have an implementation-specific way of
learning the root X.509 certificate used for verifying the server.

= The protocol requires client authentication, but the actual manner in which the authentication is
performed is implementation specific. The client implementation needs an implementation-specific
way of obtaining the authentication scheme to use, as well as the identity information to be
passed to the update server for authenticating the client.

WSUSAR imposes the following initialization requirements on the protocol server:

= Metadata synchronization for the protocol server is performed as defined in [MS-WSUSSS], and
according to the specific requirements of the implementation.

= Server-to-server synchronization is performed as defined in [MS-WSUSSS], and according to the
specific requirements of the implementation.

= The client computer is registered with the protocol server as defined in [MS-WUSP], and
according to the specific requirements of the implementation.

1.6 Applicability Statement

WSUSAR is applicable in environments where update servers are managed remotely.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

WSUSAR is a client-to-server protocol that consists of a SOAP-based web service.
WSUSAR operates over the following web service transports:

= SOAP over HTTP over TCP/IP [RFC2616

=  SOAP over HTTPS over TCP/IP [RFC2818

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses the
XML schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and the Web Services Description
Language (WSDL) as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces by using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-specific
and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows:

Prefix | Namespace URI Reference

ql http://schemas.datacontract.org/2004/07/ n/a

q2 http://www.microsoft.com/SoftwareDistribution/Server/IMonitorable

soapl2 | http://schemas.xmlsoap.org/wsdl/soap12/ [SOAP1.2-1/2003],
[SOAP1.2-2/2003]

tns http://www.microsoft.com/SoftwareDistribution/Server/ApiRemotingWebService | This specification

wsaw http://www.w3.0rg/2006/05/addressing/wsdl WSAWSDL

wsdl http://schemas.xmlsoap.