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Errata below are for Protocol Document Version V37.0 – 2016/07/14. 

Errata 
Published* Description 

2016/08/01 Updated three sections with additional information about USER_PROPERTY elements. 

 

In Section 2.2.10.1, USER_PROPERTIES, changed from: 

 

PropertyCount (2 bytes): The number of USER_PROPERTY elements in the UserProperties 
field. 

 

Changed to: 

PropertyCount (2 bytes): The number of USER_PROPERTY elements in the UserProperties 
field. When there are zero USER_PROPERTY elements in the UserProperties field, this field 
MUST be omitted; the resultant USER_PROPERTIES structure has a constant size of 0x6F 
bytes. 

 

In Section 3.1.1.8.10, userAccountControl, changed from: 

… 

6. If the UF_SMARTCARD_REQUIRED bit is set and is NOT present in the previous value, the 
dBCSPwd and unicodePwd attributes MUST be updated with 16 bytes of random bytes, and 
the supplementalCredentials attribute MUST be removed. 

 

Changed to: 

… 

6. If the UF_SMARTCARD_REQUIRED bit is set and is NOT present in the previous value, the 
dBCSPwd and unicodePwd attributes MUST be updated with 16 bytes of random bytes, and all 
USER_PROPERTY elements MUST be removed from the supplementalCredentials attribute. 

 

In Section 3.1.1.8.11.1.1, USER_PROPERTIES Processing, included the following paragraph in 
the section: 

When the last property-value pair is removed, the PropertyCount field is no longer included in 
the USER_PROPERTIES structure. In this state, the absence of any user properties MUST be 
inferred from the structure’s total length (0x6F bytes). 

 

*Date format: YYYY/MM/DD 
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