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1 Introduction

The RMS: Client-to-Server Protocol is used to obtain and issue certificates and licenses used for
creating and working with protected content. The RMS: Client-to-Server Protocol uses the SOAP
messaging protocol for exchanging information between a client and a server. It consists of five
separate interfaces:

= Server Service

= Activation Service

= Certification Service
= Licensing Service

= Publishing Service

The RMS: Client-to-Server Protocol depends on the proper use of these interfaces. In the case of the
RMS 1.0 client, all five interfaces are used. Later client versions (RMS 1.0 SP1, RMS 1.0 SP2, and
RMS 2.0) use all but the Activation Service. This specification contains the proper use of all five
interfaces.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

Advanced Encryption Standard (AES)
ASCII

certificate chain

certification authority (CA)
configuration naming context (config NC)
Coordinated Universal Time (UTC)
Data Encryption Standard (DES)
domain

domain account

domain controller (DC)

forest

fully qualified domain name (FQDN)
globally unique identifier (GUID)
little-endian

NT LAN Manager (NTLM) Authentication Protocol
policy

security identifier (SID)

SOAP fault

SOAP fault code

SHA-1 hash

Stock Keeping Unit (SKU)
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Unicode
Universal Naming Convention (UNC)

The following terms are specific to this document:
certificate: As used in this document, certificates are expressed in XrML 1.2.

client licensor certificate (CLC) chain: An XrML 1.2 certificate chain that contains an
asymmetric signing key pair issued to a user account by an RMS publishing service and binds
that user account to a specific computer. The CLC grants the role of a user who can publish
protected content.

cloud service: A set of one or more publicly available services that Microsoft operates.
consumer: The user who uses protected content.

content key: The symmetric key used to encrypt content.

creator: The user who creates protected content.

endpoint: A network-specific address of a server process for remote procedure calls. The actual
name of the endpoint depends on the RPC protocol sequence being used. For example, for
the NCACN_IP_TCP RPC protocol sequence, an endpoint might be TCP port 1025. For more
information, see [C706].

hardware ID (HID): A string usually derived from a fingerprint of an individual computer. The
HID is an identifier for a computer.

license: An XrML1.2 document that describes usage policy for protected content.
license chain: Similar to a certificate chain, but for a license.

offline publishing: The process of creating protected content and signing the associated
publishing license using a previously acquired CLC.

online publishing: The process of creating protected content and contacting a server to have
the publishing license signed.

protected content: Any content or information (file, email) that has an RMS usage policy
assigned to it and is encrypted according to that policy. Also known as "Protected
Information".

publishing license (PL): An XrML 1.2 license that defines usage policy for protected content
and contains the content key with which that content is encrypted. The usage policy identifies
all authorized users and the actions they are authorized to take with the content, along with
any conditions on that usage. The publishing license tells the server what usage policies
apply to a given piece of content and grants the server the right to issue use licenses (ULs)
based on that policy. The PL is created when content is protected. Also known as an "Issuance
License (IL)".

Passport Unique ID (PUID): A unique user name associated with a Microsoft Passport account.

rights policy template: An XrML 1.2 document that contains a predefined usage policy that is
used to create the PL when content is protected. Conceptually, a rights policy template (or
"template") is a blueprint for a PL, identifying authorized users and the actions they are
authorized to take with the content (along with any conditions on that usage). Unlike a PL, a
template does not contain a content key or information about the content owner. The content
key and information about the content owner are required to be added when the PL for a
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given piece is created from the template. End users can use a template when protecting a
document instead of defining the specifics of the usage policy themselves. When a document
is published using a template, the template is used to generate the PL.

RMS account certificate (RAC): An XrML 1.2 certificate chain that contains an asymmetric
encryption key pair issued to a user account by an RMS Certification Service. The RAC binds
that user account to a specific computer. The RAC represents the identity of a user who can
access protected content. The RAC is also known as a "Group Identity Certificate (GIC)".

security processor: A trusted component on the client machine that enforces usage policy. It
has exclusive access to the security processor certificate (SPC) private key.

security processor certificate (SPC): An XrML 1.2 certificate chain generated during
activation that contains the public key corresponding to the SPC private key. The SPC grants
the role of a machine that can be used for working with protected content.

security processor certificate (SPC) private key: A unique private key that is generated at
activation time and issued to the machine, either by self-activation or by calling the Activate
method.

server licensor certificate (SLC): An XrML 1.2 certificate that contains a public key issued to
an RMS server by an RMS cloud service (RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2) or Self
Enrollment (RMS 2.0). The RMS client uses the RMS server's public key to encrypt the usage
policy and content key in a publish license.

service connection point (SCP): An object stored in Active Directory that specifies the
location of an RMS server.

use license (UL): An XrML 1.2 license that authorizes a user to access a given protected
content file and describes the usage policies that apply. Also known as an "End-User License
(EUL)".

XrML: The eXtensible rights Markup Language [XRML] is a general-purpose, XML-based
specification grammar for expressing rights and conditions associated with digital content,
services, or any digital resource.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
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additional source.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www2.opengroup.org/ogsys/catalog/c706
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Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[WSDLExt] Nielsen, H.F., Christensen, E., and Farrell, J., "WS-Attachments", June 2002,
http://xml.coverpages.org/draft-nielsen-dime-soap-01.txt

If you have any trouble finding [WSDLExt], please check here.

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

[XMLSCHEMA1] Thompson, H.S., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-
xmlschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

[XRML] ContentGuard, Inc., "XrML: Extensible rights Markup Language Version 1.2", 2001,
http://www.contentguard.com/content/contact

Note Contact the owner of the XrML specification for more information.

1.2.2 Informative References

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www2.opengroup.org/ogsys/catalog/c706

[ECMA-335] ECMA International, "Common Language Infrastructure (CLI) Partitions I to VI", ECMA-
335, June 2006, http://www.ecma-international.org/publications/standards/Ecma-335.htm

[MS-ADSO] Microsoft Corporation, "Active Directory System Overview".

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".

[MS-DISO] Microsoft Corporation, "Domain Interactions System Overview".
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[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-LSAT] Microsoft Corporation, "Local Security Authority (Translation Methods) Remote Protocol".

[MS-RMPRS] Microsoft Corporation, "Rights Management Services (RMS): Server-to-Server
Protocol".

[MS-RMSI] Microsoft Corporation, "Rights Management Services (RMS): ISV Extension Protocol".

[MSDN-TaskSch] Microsoft Corporation, "Task Scheduler", http://msdn.microsoft.com/en-
us/library/aa383614.aspx

[MSKB2627272] Microsoft Corporation, "AD RMS update to increase key lengths",
http://support.microsoft.com/kb/2627272

[RFC2251] Wahl, M., Howes, T., and Kille, S., "Lightweight Directory Access Protocol (v3)", RFC
2251, December 1997, http://www.ietf.org/rfc/rfc2251.txt

1.3 Overview

The RMS: Client-to-Server Protocol provides support for information protection through content
encryption and fine-grained policy definition and enforcement. In doing so, the RMS: Client-to-
Server Protocol enables end users to create and access protected information. This specification
defines the RMS: Client-to-Server Protocol, which is a SOAP-based protocol that uses HTTP 1.1 as
its transport.

Cloud Service

Activation Enrollment
Service Service
Server
Activation Certification Licensing Publishing Server
Service Service Service Service Service
Creator - Consumer

Figure 1: Rights management roles

The Rights Management Services (RMS) system involves four active entities: the creator, the
consumer, the server, and the cloud service.
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The server is required to undergo a bootstrapping process to begin functioning in the RMS system.
This process results in a signed server licensor certificate (SLC) for the server. In RMS 1.0, RMS
1.0 SP1, and RMS 1.0 SP2 servers, this operation involves contacting the cloud service. In RMS 2.0,
this operation is done entirely offline. The creator and consumer contact the server for a
bootstrapping process to acquire the RMS account certificate (RAC) and client licensor
certificate (CLC) that are necessary to participate in the RMS system.

The creator builds a document and chooses an access policy for that document, either by creating it
directly or by using a rights policy template to apply a predefined access policy. The creator then
encrypts the document using a randomly generated content key and binds both this key and the
access policy to that document in the form of a Publishing License (PL).

The consumer, upon receiving the document from the creator and opening it, supplies the server
with the PL and the RMS account certificate (RAC) that was acquired during bootstrapping. If the
consumer is allowed access according to the access policy in the PL, the server issues the consumer
a use license (UL) that specifies the access policy for the consumer and binds the content
decryption key to the consumer's RAC. The RAC key is encrypted by the key of a trusted software
module called the security processor. When the consumer attempts to access the document, the
security processor decides whether the requesting application on the consumer machine is capable
of enforcing the access policy. If so, it supplies plain text of the document to the application along
with the policy that the application is to enforce. If not, access to the content is denied.

A client can play the role of a creator, a consumer, or both, depending on implementation. The client
is responsible for requesting certificates, licenses, and policies from the server. It is further
responsible for enforcing authorization policies as they apply to protected information and

encrypting or decrypting content as appropriate. The RMS 2.0 client<1> can fetch rights policy
templates from an RMS 2.0 server.

The cloud service role in the RMS: Client-to-Server Protocol is responsible for providing enroliment
services to RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2 servers. Enrollment is a one-time
bootstrapping process to begin functioning in the RMS system; the result of which is receiving a
signed SLC for the server. RMS 2.0 servers perform self-enrollment and do not contact the cloud
service. The cloud service also provides activation services to RMS 1.0 clients. This is accomplished
by binding an encryption key pair to the machine by way of the security processor and its SPC.
Activation in RMS 1.0 SP1, RMS 1.0 SP2, and RMS 2.0 is performed by the client without contacting
the cloud service. The cloud service role is not used in RMS 2.0.

The server role in the RMS: Client-to-Server Protocol is responsible for issuing certifications, keys,
and authorization policies, and for signing these issued certificates and policies with keys it holds in
escrow. It is further responsible for evaluating and issuing authorization policies based upon identity
credentials the client provides in protocol requests.

The RMS: Client-to-Server Protocol consists of a number of service endpoints, and each endpoint
provides one or more remote procedures that are related in function to each other. The web server
implementation identifies and services the endpoints, and the web server describes the endpoint's
interface using the Web Services Description Language ([WSDL]), which is analogous to a COM IDL.

The remote procedures are called to:

= Acquire or exchange certificates.

= Request an authorization policy for protected information.
= Author an authorization policy for protected information.

= Discover information about the server or a user that is necessary for client operation.
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= Manage the server remotely.

The RMS: Client-to-Server Protocol is stateless, and the methods on the protocol can be called in
any order.

1.3.1 Server Enroliment

Server enrollment is an initialization step that the server completes before it services any client
requests.

RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2 servers make an enrollment request to the cloud service.
During enrollment, the server generates its key pair and builds an enrollment request that includes
the public key. The server makes the enrollment request to the RMS enrollment cloud service and
receives a signed SLC in return.

On RMS 2.0 servers, the server enrollment operation occurs entirely offline.

1.3.2 Client Bootstrapping

Client bootstrapping is a set of initialization steps that clients complete before moving on to either
offline publishing or licensing. Client bootstrapping is not a prerequisite for online publishing.
During client boostrapping, the machine is activated and the user is certified for use in the RMS
system. This involves various key/certificate generations and exchanges as explained in section
3.8.4.1.

Client bootstrapping involves the following request and response methods: Activate, Certify,
FindServicelLocationsForUser, and GetClientLicensorCert.

1.3.3 Template Acquisition

The RMS 2.0 client<2> can acquire rights policy templates from an RMS 2.0 server. The client
makes an AcquireTemplateInformation request to the server. The server returns information about
the available templates. The client makes a subsequent AcquireTemplates request to the server for
outdated and missing templates, deleting templates that are no longer present on the server from
its local license store. The client then places the newly obtained templates from the server in its
local license store.

The following request and response methods are used for template acquisition:
AcquireTemplateInformation and AcquireTemplates.

1.3.4 Online Publishing

When publishing, templates can be used to control the rights that a user or group has on a
particular piece of content. Online publishing does not require completion of the client bootstrapping
steps. When the client is used to protect content, it generates a PL that contains the usage policy
and the content key, both of which are encrypted using the server's public key. The PL also contains
a reference to a server that can be used to issue ULs from the PL. During online publishing, the
client acquires the SLC of the server in order to encrypt the usage policy and content key to the
server and build the PL chain.

The following request and response methods are used for online publishing: GetLicensorCertificate
and Acquirelssuancelicense.

19/ 233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



1.3.5 Offline Publishing

Offline publishing does not make a call to the server. The client is required to have a valid client
licensor certificate (CLC) chain, RAC, and security processor certificate (SPC) to publish offline. For
an overview of the bootstrapping process, see sections 1.3.1 and 1.3.2.

When the client is used to protect content, it generates a PL that contains the usage policy and the
content key, both of which are encrypted using the server's public key. The PL also contains a
reference to a server that can be used to issue ULs from the PL.

During offline publishing, the usage policy and content key are encrypted using the server's public
key from the issuer of the CLC. The PL is signed using the CLC private key, and the resultant signed
PL chain includes the PL, CLC, and SLC from the CLC chain.

There are no request and response methods used for offline publishing.

1.3.6 Licensing

A UL is required for a user to access protected content. The UL describes the usage policies that
apply to the user while accessing a particular protected content file. It also contains the content key
encrypted with the user's RAC public key.

The client is required to possess a valid RAC and SPC to access protected content. For an overview
of the bootstrapping process, see section 1.3.1. The client needs a valid PL to acquire a UL for
protected content. For more information about publishing and PLs, see sections 1.3.4 and 1.3.5.

The following request and response method is used for licensing: AcquireLicense.

1.4 Relationship to Other Protocols

The RMS: Client-to-Server Protocol uses the SOAP messaging protocol, as specified in [SOAP1.1],
for formatting requests and responses. It transmits these messages using the HTTP and/or HTTPS
protocols. SOAP is considered the wire format used for messaging, and HTTP and HTTPS are the
underlying transport protocols. The content files are downloaded using HTTP 1.1, as specified in

RFC2616].

The RMS: Client-to-Server Protocol user certification endpoint uses authentication to determine the
requesting user's identity.

The RMS: Client-to-Server Protocol can use the Microsoft Web Browser Federated Sign-On Protocol,
as specified in [MS-MWBF], on requests to the licensing or user certification endpoints for providing
user authentication. Its extensions are defined in the Microsoft Web Browser Federated Sign-on
Protocol Extensions, as specified in [MS-MWBE].

The RMS: Client-to-Server Protocol is composed of Web services using SOAP [SOAP1.1] over HTTP
or HTTPS [RFC2616], for communication.

The following diagram shows the transport stack that the RMS: Client-to-Server Protocol uses.
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Figure 2: RMS: Client-to-Server Protocol transport stack

Content download is accomplished using HTTP 1.1 GET Byte Range requests, as specified in
RFC2616] section 14.35.

1.5 Prerequisites/Preconditions

The RMS: Client-to-Server Protocol assumes that the client is able to discover the server, either by
being able to access the appropriate Active Directory object<3> or by some other means.

It is assumed that the protected information itself can be distributed in some way, because the
RMS: Client-to-Server Protocol is not involved in content distribution.

1.6 Applicability Statement

The RMS: Client-to-Server Protocol is information-protection technology that uses content
encryption and use restrictions to safeguard digital information from unauthorized use. RMS is
designed for organizations that need to protect sensitive and proprietary information such as
financial reports, product specifications, customer data, and confidential email messages. The RMS:
Client-to-Server Protocol can be used to help prevent sensitive information from intentionally or
accidentally getting into the wrong hands.

1.7 Versioning and Capability Negotiation
This specification covers versioning issues in the following areas:

= Supported Transports: This protocol is implemented on top of HTTP and SOAP, as specified in
section 2.1.

= Protocol Versions: The RMS: Client-to-Server Protocol client and server have versions 1.0, 1.0
SP1, 1.0 SP2, and 2.0. Version 2.0 introduced the Template Distribution service and WSDL port
type.

= Security and Authentication Methods: The SOAP protocol passively supports NT LAN Manager
(NTLM) authentication over HTTP or HTTPS, as specified in [NTLM].

» Localization: The RMS: Client-to-Server Protocol has no localization-dependent behaviors.

= Capability Negotiation: The RMS: Client-to-Server Protocol supports limited capability negotiation
via the VersionData type that is present on all protocol requests. On a request, the VersionData
structure contains a MinimumVersion and MaximumVersion value indicating the range of versions
the client is capable of understanding. On a response, the VersionData structure contains a
MinimumVersion and MaximumVersion that the server is capable of understanding.<4>
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This protocol can be spread across multiple servers. To determine which servers are capable of
specific methods, the client calls the FindServicelLocationsForUser (section 3.7.4.2) method
in the Server Service (section 3.7).

1.8 Vendor-Extensible Fields

This protocol does not contain any vendor-extensible fields. All XML schema are considered
nonextensible in the RMS: Client-to-Server Protocol.

1.9 Standards Assignments

The RMS: Client-to-Server Protocol has not been ratified by any standards body or organization.
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2 Messages

2.1 Transport

An RMS: Client-to-Server Protocol message MUST be formatted as specified in either [SOAP1.1] or
[SOAP1.2/1].<5>

Each RMS Web service MUST support SOAP [SOAP1.1] over HTTP [RFC2616] over TCP/IP. Each RMS
Web service SHOULD support HTTPS for securing its communication with clients.<6> Each RMS Web
service MUST require HTTPS for communication with clients when making a request enabled by the
Microsoft Web Browser Federated Sign-on Protocol [MS-MWBF] to the Licensing or Certification Web
services.

The URLs specified in section 3.1.4.2 MUST be exposed by the server as endpoints for the HTTP and
SOAP over HTTP transports.

To optimize network bandwidth, the client implementation MAY request the reply be compressed by
specifying the encoding format in the HTTP Accept-Encoding request-header field as specified in
RFC2616] section 14.3. The update server SHOULD encode the reply using the requested format.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses
XML Schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and Web Services Description
Language as defined in [WSDL].

This protocol uses curly-braced GUID strings, as specified in [MS-DTYP] section 2.3.4.3.
This protocol uses SID string format syntax as specified in [MS-DTYP] section 2.4.2.1.

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified in
[XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefix Namespace URI Reference

S http://microsoft.com/DRM/AdminService

S http://microsoft.com/DRM/CertificationService

S http://microsoft.com/DRM/EditIssuancelLicenseService

s http://microsoft.com/DRM/LicensingService

s http://microsoft.com/DRM/PublishingService

s http://schemas.xmlsoap.org/wsdl/http/ WSDL

3 http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1], [XMLSCHEMAZ2]
S http://schemas.xmlsoap.org/wsdl/soap/ SOAP1.1

S http://schemas.xmlsoap.org/wsdl/soap12/ [SOAP1.2/1], [SOAP1.2/2]
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Prefix Namespace URI Reference

s http://schemas.xmlsoap.org/soap/encoding/ SOAP1.1
s http://schemas.xmlsoap.org/wsdl/ WSDL

2.2.2 Messages

None.

2.2.3 Elements

The following table summarizes the set of common XML Schema element definitions defined by this
specification. XML Schema element definitions that are specific to a particular operation are
described with the operation.

Element Description

Certificate Encloses any XrML certificate parameter that can be represented as a literal.
CertificateChain Contains an array of XML elements used to represent a certificate chain.

VersionData Contains versioning information that serves as a declaration of the capability support

necessary to understand and process the entire request or response.

string An extra XML wrapper for the string data type.

MaximumVersion | Used to specify the maximum capability version requirement between client and
server.

MinimumVersion Used to specify the minimum capability version requirement between client and
server.

RL Defines the use of the string data type to represent a URL.

2.2.3.1 Certificate Element

The Certificate (ArrayOfXmINode) element encloses any eXtensible Rights Markup Language (as
specified in [XRML]) certificate parameter that can be represented as a literal within an XML element
on the protocol.

<xs:element name="Certificate">
<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
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2.2.3.2 CertificateChain Element

The CertificateChain (LicensorCertChain) element uses an array of XML elements to represent a
certificate chain. This element MUST contain a valid certificate chain, as specified in 2.2.9.

<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
/>

2.2.3.3 VersionData Element

The VersionData element contains versioning information that serves as a declaration of the
capability support necessary to understand and process the entire request or response.

<xs:element name="VersionData"
type="VersionData"

/>

2.2.3.4 string Element

The string (ArrayOfString) element is an extra XML wrapper for the string data type. This element
helps define the string (ArrayOfString) element as an array of ordinary XML strings. This element
MUST contain only one literal string.

<xs:element name="string"
type="string"
/>

2.2.3.5 MaximumVersion Element

The MaximumVersion (VersionData) element is used to specify the maximum capability version
requirement of the RMS: Client-to-Server Protocol between client and server.

<xs:element name="MaximumVersion"
type="string"
/>

2.2.3.6 MinimumVersion Element

The MinimumVersion (VersionData) element is used to specify the minimum capability version
requirement of the RMS: Client-to-Server Protocol between client and server.

<xs:element name="MinimumVersion"
type="string"
/>

2.2.3.7 URL Element

The URL (ServiceLocationResponse) element defines the use of the string data type to represent
a URL in the RMS: Client-to-Server Protocol. This element MUST contain a literal string.

25 /233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



<xs:element name="URL"
type="string"
/>

2.2.4 Complex Types
The following table summarizes the set of common XML Schema complex type definitions defined by

this specification. XML Schema complex type definitions that are specific to a particular operation
are described with the operation.

Complex Type Description

ArrayOfXmlINode Contains an array of XML elements used exclusively for exchanging XrML certificates.

VersionData Represents the capability version of the client and server.

2.2.4.1 ArrayOfXmiINode Complex Type

The ArrayOfXmINode complex type contains an array of XML elements. It is used exclusively for
exchanging XrML certificates, each of which MUST be represented as an XML fragment. Each XML
fragment is enclosed in the Certificate element. For more information on XrML, see [XRML].

<xs:complexType name="ArrayOfXmlNode">
<xs:sequence>
<xs:element name="Certificate"
minOccurs="0"
maxOccurs="unbounded"

<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

2.2.4.2 VersionData Complex Type

The VersionData complex type is used to represent the capability version of the client and server.
The version data in this type MUST be represented by using a literal string and MUST conform to the
format "a.b.c.d". Subversion value "a" MUST be the most major component of the version, value "b"
MUST be the next most major, value "c" MUST be the next most major, and "d" MUST be the minor
subversion value.

When a client makes a request, it SHOULD specify "1.0.0.0" as both the MinimumVersion parameter
and as the MaximumVersion parameter, unless otherwise specified.
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When the server receives a request, it SHOULD compare its capability version to the capability
version range the client presents. The server SHOULD reject the request with a
Microsoft.DigitalRightsManagement.Core.UnsupportedDataVersionException fault if the
MaximumVersion value presented by the client is higher than the highest capability version of the
server.

When the server responds to the client, including instances when the server responds with an
error<7>, it SHOULD specify the lowest capability version it can support as the value for the
MinimumVersion parameter. The server SHOULD specify the highest capability version it can support
as the value for the MaximumVersion parameter.

<xs:complexType name="VersionData">
<xs:sequence>
<xs:element name="MinimumVersion"
type="string"
minOccurs="0"
maxOccurs="1"
/>
<xs:element name="MaximumVersion"
type="string"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

2.2.5 Simple Types

None.

2.2.6 Attributes

None.

2.2.7 Groups

None.

2.2.8 Attribute Groups

None.

2.2.9 Common Data Structures

This section describes the way the RMS: Client-to-Server Protocol utilizes [XRML] for certificates and
licenses.

2.2.9.1 Common Certificate and License Structures

This section describes in detail common elements of RMS certificate formats. All elements MUST
follow the [XRML] schema.
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2.2.9.1.1 ISSUEDTIME

The ISSUEDTIME element specifies the time that a certificate or license was generated, expressed in
Coordinated Universal Time (UTC). ISSUEDTIME is specified in the XrML Document Type
Definition (DTD). All certificates and licenses MUST contain an ISSUEDTIME element.

An ISSUEDTIME element MUST follow this template.

<ISSUEDTIME>
[[- issuedtime -]]
</ISSUEDTIME>

[[- issuedtime -]]: The time at which the certificate or license was generated, expressed in UTC.

2.2.9.1.2 VALIDITYTIME

VALIDITYTIME is an optional element that specifies the time period in which a certificate or license
can be used. The certificate or license MUST be considered invalid outside this time period. The time
period is a half-closed interval in which the start time is included in the set but the end time is not.
A certificate or license SHOULD contain a VALIDITYTIME element.

A VALIDITYTIME element MUST use the following template.

<VALIDITYTIME>
<FROM>[ [~ starttime -]]</FROM>
<UNTIL>[[- endtime -]]</UNTIL>
</VALIDITYTIME>

[[- starttime -]]: The beginning of the time interval in which the certificate is allowed to be
considered valid, expressed in UTC.

[[- endtime -]]: The end of the time interval in which the certificate is allowed to be considered
valid, expressed in UTC.

2.2.9.1.3 RANGETIME

RANGETIME specifies a time condition on the ability to exercise a right that is granted in a certificate
or license. The time period is a half-closed interval in which the start time is included in the set but
the end time is not.

The RANGETIME element MUST use the following template.

<RANGETIME>
<FROM>[ [~ starttime -]]</FROM>
<UNTIL>[[- endtime -]]</UNTIL>
</RANGETIME>

[[- starttime -]]: The beginning of the time period in which a right is allowed to be exercised,
expressed in UTC.

[[- endtime -]]: The end of the time period in which a right is allowed to be exercised, expressed in
UTC.
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2.2.9.1.4 DESCRIPTOR

The DESCRIPTOR element identifies the certificate or license and describes its type. All certificates
and licenses MUST contain a DESCRIPTOR element.

The DESCRIPTOR element MUST use the following template.

<DESCRIPTOR>
[[- object -1]
</DESCRIPTOR>

[[- object -]]: An object that identifies the certificate or license. An object is specified in the XrML
DTD. Specific content is defined for each certificate and license.

2.2.9.1.5 ISSUER

The ISSUER element describes the entity that issued or signed the certificate or license. All
certificates and licenses MUST contain an ISSUER element. The ISSUER element MUST contain an

object element that identifies the issuer along with a PUBLICKEY (section 2.2.9.1.6) element that
contains the issuer's public key.

An ISSUER element MUST use the following template.

<ISSUER>
[[- object -]]
[[- publickey -11]
[[- optionalinfo -]]
</ISSUER>

[[- object -]]: An object that identifies the issuer. An object is specified in the XrML DTD. Specific
content of the object depends on the certificate or license.

[[- publickey -]]: The issuer's public key contained in a PUBLICKEY element.

[[- optionalinfo -]]: Optional information about the issuer. Specific content is defined for each
certificate and license.

2.2.9.1.6 PUBLICKEY

A PUBLICKEY element contains an RSA public key. A PUBLICKEY element MUST use the following
template.

<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">
[[- exponent -]]
</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64" size="[[- key length -]]">
[[- modulus -1]
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</VALUE>
</PARAMETER>
</PUBLICKEY>

[[- exponent -]]: The exponent portion of the public key. This MUST be set to 65537.

[[- key length -]]: The length of the public key in bits, represented as a string. This MUST be a valid
key length for the RSA algorithm.

[[- modulus -]]: The modulus portion of the public key. This MUST be a valid modulus for the RSA
algorithm.

2.2.9.1.7 DISTRIBUTIONPOINT

A DISTRIBUTIONPOINT element is optional and describes an address or location for a particular
service. A certificate or license MAY contain multiple DISTRIBUTIONPOINT elements.

A DISTRIBUTIONPOINT element MUST use the following template.

<DISTRIBUTIONPOINT>
[[- object -]]
[[- publickey -11]

</DISTRIBUTIONPOINT>

[[- object -]]: An object that identifies the DISTRIBUTIONPOINT. An object is specified in the XrML
DTD. Specific content is defined for each certificate and license.

[[- publickey -]]: MAY be present if the object element of the DISTRIBUTIONPOINT element is of
type "Revocation". MUST NOT be present otherwise. If present, this MUST contain one PUBLICKEY
(section 2.2.9.1.6) element.

2.2.9.1.8 NAME
A NAME element contains a friendly name.

A NAME element MUST use the following template.

<NAME>
[[- name -]]
</NAME>

[[- name -]]: A string. The value of this placeholder depends on the specific application in a
certificate or license and is defined explicitly for each certificate and license format.

2.2.9.1.9 ADDRESS
An ADDRESS element contains a URL address.

An ADDRESS element MUST use the following template.

<ADDRESS type="[[- type -]1]">
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[[- address -11]
</ADDRESS>

[[- type -]]: A string containing a type of address that can take the value of "URL" or "email_alias".
The value of this placeholder depends on the specific application in a certificate or license and is
defined explicitly for each certificate and license format.

[[- address -]]: A string containing the address. The value of this placeholder depends on the
specific application in a certificate or license and is defined explicitly for each certificate and license
format.

2.2.9.1.10 SECURITYLEVEL

A SECURITYLEVEL element contains additional information in a name/value pair. A SECURITYLEVEL
element MUST follow the XrML DTD.

A SECURITYLEVEL element MUST use the following template.

<SECURITYLEVEL name="[[- name -]]" value="[[- value -]]"/>

[[- name -]]: An arbitrary string containing the name of the name/value pair. The value of this
placeholder depends on the specific application in a certificate or license and is defined explicitly for
each certificate and license format.

[[- value -]]: An arbitrary string containing the value of the name/value pair. The value of this
placeholder depends on the specific application in a certificate or license and is defined explicitly for
each certificate and license format.

2.2.9.1.11 ISSUEDPRINCIPALS

For a certificate, the ISSUEDPRINCIPALS element describes the role, identity, and key being issued
by the certificate. For a license, the ISSUEDPRINCIPALS element describes the principal to which
rights are being granted. All certificates and licenses MUST contain an ISSUEDPRINCIPALS element.
An ISSUEDPRINCIPALS element MUST contain exactly one principal.

An ISSUEDPRINCIPALS element MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
[[- object -11
[[- publickey -1]
[[- digest -]]
[[- optionalinfo -1]
[[- enablingbits -1]
</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- object -]]: An object that identifies the principal. An object is specified in the XrML DTD. The
value of this placeholder depends on the specific application in a certificate or license and is defined
explicitly for each certificate and license format.
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[[- publickey -]]: The public key of a principal contained in a PUBLICKEY element. For certificates,
this is the public key being issued to the principal. For licenses, this is an existing public key that
has already been issued to the principal.

[[- digest -]]: An SPC MUST include a digest element containing a hardware ID hash. All other
certificates and licenses MUST NOT include a digest element here.

[[- optionalinfo -]]: Other information SHOULD be included in the form of SECURITYLEVEL elements.

[[- enablingbits -]]: A publishing license MUST include an ENABLINGBITS element that contains the
encrypted rights data. All other certificates and licenses MUST NOT include an ENABLINGBITS
element here.

2.2.9.1.12 SIGNATURE

The SIGNATURE element contains the cryptographic signature of a license or certificate and is
appended to the end of each license or certificate. It is computed from the body element of the
license or certificate that it is contained in, including the body tags, and follows the format specified
by XrML.

The hash MUST be the SHA1 hash or the SHA256 hash of the body. The signature MUST be the
hash encrypted with the issuer's private key. The key length MUST be the bit length of the issuer's
private key, which MUST match the length of the issuer's public key.

A SIGNATURE element MUST use the following template.

<SIGNATURE>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>
<DIGEST>
<ALGORITHM>[ [- hashalgorithm -]]</ALGORITHM>

<PARAMETER name="codingtype">
<VALUE encoding="string">
surface-coding
</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="[[- hashsize -1]">
[[- hash -]]
</VALUE>
</DIGEST>
<VALUE encoding="base64" size="[[- size -]]">
[[- signature -]]
</VALUE>
</SIGNATURE>

[[- hashalgorithm -]]: The name of the hash algorithm: SHA-1 or SHA256.
[[- hashsize -]]: The size of the hash, in bits.
[[- hash -]]:. The hash of the body element, base64-encoded.

[[- size -]]: The size, in bits, of the issuer's private key that was used to compute the signature,
represented as a string.

[[- signature -]]: The hash of the body element, encrypted with the issuer's private key, base64-
encoded.
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2.2.9.1.13 ENABLINGBITS

An ENABLINGBITS element includes a key and a hash encrypted together in a license or certificate.
The format for ENABLINGBITS is as follows:

1. Enabling bits in XrML license = Base64Encoded(RawEnablingBits)

2. RawEnablingBits = Kpypic(KeyHeader & Kgession) + Ksession(EnablingBitsHeader + (KeyHeader & K)

+ Hash)
Note Notation: 'K(A)' means data 'A' encrypted with key 'K'.
License KPublic K Hashed data
PL Licensor (RMS Server) public Symmetric content ISSUEDPRINCIPALS element of
key key PL
UL RAC public key Symmetric content ISSUER element of UL
key
CLC RAC public key CLC private key ISSUER element of CLC
Chain
RAC Security processor public key RAC private key ISSUER element of RAC

K varies depending upon the type of license. The preceding table describes what K and A are for
each of the license types that contain enabling bits.

The session key MUST be either a 56-bit Data Encryption Standard (DES) key or a 128-bit, 192-
bit, or 256-bit Advanced Encryption Standard (AES) key. The KeyHeader for the session key
describes the key type, size, and block size. For more information about the KeyHeader, see section
2.2.9.1.13.1.

A new session key is randomly generated each time the client or server has to create enabling bits.
The session key is encrypted with the public key (licensor public key, group identity certificate (GIC)
public key, or machine public key, depending upon the license type) and this forms the first 1,024
bits of the ENABLINGBITS, assuming a 1,024-bit RSA key was used for the encryption. The size of
this equals the size of the RSA key pair encrypting the symmetric key, and since during decryption
the size of the private key is already known (from the prologue of the key bits), the size of the
encrypted symmetric key is also known.

The session key is used to encrypt the rest of the data in the ENABLINGBITS. The rest of the data
includes an enabling bits header, the key header and key, and the hash.

The ENABLINGBITS header is defined as follows.

typedef struct _UDEBHeader
{
DWORD dwVersion;
DWORD dwcbSize;
DWORD dwReservedl;
DWORD dwReserved2;
} UDEBHeader;

The value of dwVersion is 0x00000001 for enabling bits of type "sealed-key" and 0x00000002 for
enabling bits of type "sealed-key-v2". In either case, the value is a 32-bit unsigned LE integer.
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The size of the header is 128 bits. The value of dwReserved1 and dwReserved2 MUST be 0. The
dwcbSize indicates the combined size of the payload and hash. The format of the field is a 32-bit
unsigned LE integer.

The key itself will be either an RSA private key or a 56-bit DES or AES (128-bit, 192-bit, or 256-bit)
symmetric content key. The KeyHeader in front of the key specifies the key type, size, and
algorithm block size.

The hash is a hash of XrML data. The XrML data that is hashed depends on the type of XrML
document, as described in the preceding table. The hash is a 160-bit SHA1 hash for enabling bits of
type "sealed-key" and a 256-bit SHA256 hash for enabling bits of type "sealed-key-v2".

The ENABLINGBITS header, the payload, and the hash are concatenated and then encrypted with
the freshly generated symmetric key. The result of this encryption is then concatenated with the
encrypted symmetric key, and the result of this is base64-encoded and can be inserted into the
XrML document. The encryption uses PKCS #1 padding for enabling bits of type "sealed-key" and
OAEP padding for enabling bits of type "sealed-key-v2".

The ENABLINGBITS element contains the enabling bits in XrML. It MUST follow the XrML DTD and
the following template.

<ENABLINGBITS type="[[- type -11">
<VALUE encoding="base64" size="[[- size -]11">
[[- sealedkey -]1]
</VALUE>
</ENABLINGBITS>

[[- type -]]: The type of the enabling bits: "sealed-key" or "sealed-key-v2".
[[- size -]]: The length, in bits, of the enabling bits.
[[- sealedkey -]]: The enabling bits, base64-encoded.

2.2.9.1.13.1 KeyHeader

The KeyHeader for the session key describes the key type, size, and block size for the algorithm as
detailed in the following table.

0|1{2({3(4|5|/6|7(8|9|/0|1|2(3|4|5|6[7|8|9|0(1(2|3|4|5|6(7|8|9|0(1

BlobSize Reserved

keySizeInBytes blockSizeInBytes

Flags

BlobSize (2 bytes): A 16-bit unsigned, little-endian short integer value. The BlobSize field
MUST be the size, in bytes, of the complete KeyHeader plus Key structure.

Reserved (2 bytes): The Reserved field MUST be set to OxFFFF.
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keySizeInBytes (2 bytes): A 16-bit unsigned, little-endian short integer value. The
keySizelnBytes field MUST be the symmetric key size in bits. For DES, this MUST be 56. For
AES (Rijndael) size MUST be either 128 (the default), 192, or 256 bits.

blockSizeInBytes (2 bytes): A 16-bit unsigned, little-endian short integer value. The
BlockSizelInBytes field is the key block size, which varies depending on the cryptographic
provider.

Flags (4 bytes): The Flags field is a bit field with the following structure.

Where the bits are defined as:

Value Description

E This bit MUST be set to 1 to indicate the Electronic Codebook (ECB) cipher mode.
Electronic Code | This bit MUST be set to 0 if Cipher Block Chaining (CBC) cipher mode is used.
Book

C When set to 1, this bit indicates the Cipher Block Chaining (CBC) cipher mode.
Cipher Block This bit MUST be set to 0 when the KeyHeader describes a session key.
Chaining

A The Algorithm bit MUST be set to 0 if the key is a DES key. The Algorithm bit
Algorithm MUST be set to 1 if the key is an AES key.

2.2.9.2 Certificate and License Chains

A certificate or license chain shows the issuing and trust hierarchy for a given certificate or license.
The following diagram explains the relationships between certificates.
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Figure 3: Relationships between certificates

For version 1 clients, the SPC chain starts at the SPC leaf node certificate, followed by the version 1
security processor Certification Authority (CA) certificate, followed by the intermediate security
processor CA certificate, and terminates at the CA certificate. For version 1 SP1 and newer clients,
the SPC chain starts at the SPC leaf node certificate, followed by the SPC Issuer certificate, followed
by the security processor CA certificate, followed by the intermediate security processor CA
certificate, and terminates at the CA certificate. Certificates in the SPC chain are acquired during
client machine activation and are never generated by the server. For more information on client
machine activation, see 3.8.3.1.

The RAC chain starts at the RAC leaf node certificate, followed by the SLC, followed by the
Enroliment Service certificate, followed by the Enrollment CA certificate, terminating at the CA
certificate. The CLC chain starts at the CLC leaf node certificate, followed by the SLC, followed by
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the Enroliment Service certificate, followed by the Enrollment CA certificate, and terminating at the
CA certificate.

Certificates in dark boxes (RAC and CLC) are issued by the server. Certificates from the SLC and
below are acquired during server enrollment. For more information on server enrollment, see
3.6.4.2.1.1.

Certificates in dashed boxes (SLC, version 1 security processor CA certificate, SPC Issuer certificate,
security processor CA certificate, intermediate security processor CA certificate, CA certificate,
Enrollment Service certificate, and Enrollment CA certificate) are issuing certificates and follow a
similar format.

The following diagram explains the relationships between licenses and the certificate in their chains.

. Publishing License (PL) Publishing License (PL)
Use License onling Rights Policy Template offline
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Figure 4: Relationships between licenses and certificates
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The UL chain starts at the UL leaf node certificate, followed by the SLC, followed by the Enroliment
Service certificate, followed by the Enroliment CA certificate, terminating at the CA certificate.

For content published online, the PL chain starts at the PL leaf node certificate and terminates at the
SLC. For content published offline, the PL chain starts at the PL leaf node certificate and terminates
at the CLC.

The rights policy template is signed by the SLC, but exists as a single-node certificate.

Licenses in dark boxes (UL and online PL) are issued by the server. The offline PL is issued by the
client.

Every license and certificate used in an RMS: Client-to-Server Protocol environment consists of a
chain of certificates that leads back to a CA certificate. RMS servers provide two chains into which a
license or certificate can be nested: a pre-production certificate chain and a production certificate
chain. During application development, the pre-production certificate is used to sign custom
applications into the pre-production RMS certificate hierarchy. Once an application is ready for
production, a production certificate is used to sign the application into the production certificate
hierarchy.

Beginning with RMS: Client-to-Server Protocol version 2.0, a process called self-enrollment has been
made available. In the self-enrollment process, a self-enrollment certificate and private key are used
to automatically create the server licensor certificate.<8>

2.2.9.3 Issuing Certificates

This section defines the format of issuing certificates. The SLC, version 1 security processor CA
certificate, SPC issuer certificate, security processor CA certificate, intermediate security processor
CA certificate, CA certificate, Enroliment Service certificate, and Enroliment CA certificate, are all
Issuing certificates.

Issuing certificates MUST use the following template.

<XrML xmlns="" version="1.2">
<BODY type="LICENSE" version="3.0">
[[- issuedtime -1]
[- validitytime -1]
- descriptor -1]

[
[- issuer -]]

[- issuedprincipals -1]
W

[[- workobject -11
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<RIGHT name="ISSUE">
<CONDITIONLIST>
<TIME>
[[- rangetime -1]]
</TIME>
<ACCESS>
<PRINCIPAL internal-id="1" />
</ACCESS>
</CONDITIONLIST>
</RIGHT>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
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[[- conditionlist -]]
</BODY>
[[- signature -]]
</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the
certificate was generated, in UTC. The time MUST fall within the RANGETIME of the issuer's
certificate.

[[- validitytime -]]: SHOULD be a VALIDITYTIME (section 2.2.9.1.2) element describing the period
of validity for the certificate, in UTC. This element SHOULD be present but is optional.

[[- descriptor -]]: MUST be a DESCRIPTOR (section 2.2.9.3.1) element describing the certificate.

[[- issuer -]]: MUST be an ISSUER (section 2.2.9.3.2) element describing the issuer of the
certificate.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.3.3) element describing the
principal and its public key.

[[- workobject -]]: MUST be an OBJECT element that identifies the certificate. Copied verbatim from
the OBJECT in the DESCRIPTOR (section 2.2.9.3.1) including the same GUID. This OBJECT is
described in the DESCRIPTOR (section 2.2.9.3.1) section.

[[- rangetime -]]: MUST be a RANGETIME (section 2.2.9.1.3) element describing the period during
which the certificate can be used for issuance.

[[- conditionlist -]]: SHOULD be present in the SLC if alternate revocation information is included.
MUST NOT be present in other issuing certificates. If present, this MUST be a CONDITIONLIST
(section 2.2.9.3.4) element that specifies alternate revocation information.

[[- signature -]]: MUST be a SIGNATURE (section 2.2.9.1.12) element containing the cryptographic
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST be
the SHA1 or SHA256 hash of the body. The signature MUST be the hash encrypted with the issuer's
private key. The key length MUST be the length of the issuer's private key, which MUST match the
length of the issuer's public key.

2.2.9.3.1 DESCRIPTOR

The DESCRIPTOR element of Issuing certificates describes the type of the certificate and MUST use
the following template.

<DESCRIPTOR>
<OBJECT type="[[- type -]]">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
</OBJECT>
</DESCRIPTOR>

[[- type -]]: MUST contain the literal string from the following table.
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Certificate

Literal String

SLC

Server-Licensor-Certificate

Enrollment Service Certificate

Server-Licensor-Certificate

Enrollment CA certificate

DRM-CA-Certificate

Version 1 security processor CA certificate

Server-Licensor-Certificate

SPC issuer certificate

Server-Licensor-Certificate

Security processor CA certificate

DRM-CA-Certificate

Intermediate Security Processor CA Certificate

DRM-CA-Certificate

CA certificate

DRM-CA-Certificate

[[- GUID -]]: MUST be a unique GUID that identifies the certificate, represented as a literal ASCII

string enclosed in braces.

2.2.9.3.2 ISSUER

The ISSUER element of issuing certificates identifies the issuer of the certificate and MUST use the
following template. The contents are generally copied from the principal in the ISSUEDPRINCIPALS

element of the issuer's certificates.

<ISSUER>
<OBJECT type="[[- objecttype -1]1">
<ID type="[[- idtype -]11">
[[- id -]]
</ID>
[[- name -]]
</OBJECT>
[[- publickey -1]
[[- cps -1]
</ISSUER>

[[- objecttype -]]: MUST contain the literal string found in the following table, specifying the type of
the issuer. This string SHOULD be considered case-sensitive by both the client and the server.

Certificate

Literal string

SLC

MS-DRM-Server

Enrollment Service certificate

DRM-Certificate-Authority

Enrollment CA certificate

DRM-Certificate-Authority

Version 1 security processor CA certificate

DRM-Certificate-Authority

SPC issuer certificate

DRM-Desktop-Security-Processor-Certificate-Authority

Security processor CA certificate

DRM-Certificate-Authority

Intermediate security processor CA certificate

DRM-Certificate-Authority
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Certificate

Literal string

CA certificate

DRM-Certificate-Authority

[[- idtype -]]: MUST contain the literal string found in the following table, specifying the type of

identifier used to identify the issuer.

Certificate Literal string
SLC MS-GUID
Enrollment Service certificate ascii-tag
Enrollment CA certificate ascii-tag
Version 1 security processor CA certificate ascii-tag

SPC issuer certificate MS-GUID
Security processor CA certificate ascii-tag
Intermediate security processor CA certificate ascii-tag

CA certificate ascii-tag

[[- id -]]: MUST contain the value or literal string from the following tables, identifying the issuer.
The [[- GUID -]] placeholder is defined immediately following the two tables.

This table is for RMS servers in the production hierarchy.

Certificate

Literal string

SLC

[[- GUID -]]

Enrollment Service certificate

Microsoft DRM Production Server Enrollment CA

Enrollment CA certificate

Microsoft DRM Production CA

Version 1 security processor CA certificate

Microsoft DRM Production Machine Activation Server CA

SPC issuer certificate

[[- GUID -]J]

Security processor CA certificate

Microsoft DRM Production Machine Activation Server CA

Intermediate security processor CA certificate

Microsoft DRM Production CA

CA certificate

Microsoft DRM Production Root

This table is for RMS servers in the pre-production hierarchy:

Certificate

Literal string

SLC

[[- GUID -]]

Enrollment Service certificate

Microsoft DRM ISV Server Enrollment CA

Enrollment CA certificate

Microsoft DRM ISV CA
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Certificate

Literal string

Version 1 security processor CA certificate

Microsoft DRM ISV Machine Activation Server CA

SPC issuer certificate

[[- GUID -]]

Security processor CA certificate

Microsoft DRM ISV Machine Activation Server CA

Intermediate security processor CA certificate

Microsoft DRM ISV CA

CA certificate

Microsoft DRM ISV Root

[[- GUID -]]: A unique GUID that identifies the issuer of the certificate, represented as a literal
ASCII string enclosed in braces. MUST be taken from the object of the principal of the

ISSUEDPRINCIPALS of the issuer's certificate.

[[- name -]]: SHOULD be a name element containing the literal string from the following tables,

specifying a name for the issuer.

This table is for RMS servers in the production hierarchy:

Certificate

Literal string

SLC Microsoft DRM Server Enrollment Service

Enrollment Service certificate

Microsoft DRM Production Server Enrollment CA

Enrollment CA certificate

Microsoft DRM Production CA

Version 1 security processor CA
certificate

Microsoft DRM Production Machine Activation Server CA

SPC issuer certificate

Microsoft DRM Production Machine Activation Desktop Security
Processor CA

Security processor CA certificate

Microsoft DRM Production Machine Activation Server CA

Intermediate security processor CA
certificate

Microsoft DRM Production CA

CA certificate

Microsoft DRM Production Root

If the RMS server has been self-enrolled, the name element's value for the SLC MUST be "Microsoft

DRM Server Self Enrollment Service".

This table is for RMS servers in the pre-production hierarchy:

Certificate

Literal string

SLC Microsoft DRM ISV Server Enrollment Service

Enrollment Service certificate

Microsoft DRM ISV Server Enrollment CA

Enrollment CA certificate

Microsoft DRM ISV CA

Version 1 security processor CA
certificate

Microsoft DRM ISV Machine Activation Server CA

[MS-RMPR] — v20131025

Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013

42 /233



Certificate

Literal string

SPC issuer certificate

Microsoft DRM ISV Machine Activation Desktop Security
Processor CA

Security processor CA certificate

Microsoft DRM ISV Machine Activation Server CA

Intermediate security processor CA
certificate

Microsoft DRM ISV CA

CA certificate

Microsoft DRM ISV Root

[[- publickey -]]: MUST be a PUBLICKEY element that contains the issuer's public key. Exponent
MUST be set to 65537. Modulus MUST contain the modulus of the issuer's public key. Size MUST be
specified in bits and MUST follow this table.

Certificate

Literal string

SLC

1024 or 2048

Enrollment Service certificate

1024 or 2048

Enrollment CA certificate

2048

Version 1 security processor CA certificate

1024

SPC issuer certificate

1024 or 2048

Security processor CA certificate

1024 or 2048

Intermediate security processor CA certificate 2048

CA certificate

2048

[[- cps -]]: SHOULD be found in the SLC but MUST NOT be found in any other certificates. The SLC
SHOULD contain a SECURITYLEVEL element with the name "Certificate Practice Statement" and
value of a URL pointing to a certificate practice statement.

2.2.9.3.3 ISSUEDPRINCIPALS

The ISSUEDPRINCIPALS element of an issuing certificate describes the role, identity, and key the
certificate is issuing. It MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">

<OBJECT type="[[- objecttype -11">

<ID type="[[- idtype -11">
[[- id -]
</ID>
[[- name -]]
[[- address -1]
</OBJECT>
[[- publickey -11]
[[- serverversion -1]]
[[- serversku -]]
</PRINCIPAL>
</ISSUEDPRINCIPALS>
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[[- objecttype -]]: MUST contain the literal string, as listed in the following table, specifying the type

of principal the certificate is issuing.

Certificate

Literal string

SLC

MS-DRM-Server

Enrollment Service certificate

MS-DRM-Server

Enrollment CA certificate

DRM-Certificate-Authority

Version 1 security processor CA certificate

MS-DRM-Server

SPC issuer certificate

MS-DRM-Desktop-Security-Processor

Security processor CA certificate

DRM-Desktop-Security-Processor-Certificate-Authority

Intermediate security processor CA certificate

DRM-Certificate-Authority

CA certificate

DRM-Certificate-Authority

[[- idtype -]]: MUST contain the literal string, as listed in the following table, specifying the type of

identifier used to identify the principal.

Certificate Literal string
SLC MS-GUID
Enrollment Service certificate MS-GUID
Enrollment CA certificate ascii-tag
Version 1 security processor CA certificate MS-GUID
SPC issuer certificate MS-GUID
Security processor CA certificate MS-GUID
Intermediate security processor CA certificate ascii-tag

CA certificate ascii-tag

[[- id -]]: MUST contain the value or literal string, as listed in the following tables, identifying the
principal. The [[- GUID -]] placeholder is defined immediately following the two tables.

This table is for RMS servers in the production hierarchy:

Certificate String
SLC [[- GUID -]]
Enrollment Service certificate [[- GUID -]]

Enrollment CA certificate

Microsoft DRM Production Server Enroliment CA
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Certificate String

Version 1 security processor CA certificate [[- GUID -]]

SPC issuer certificate [[- GUID -]]

Security processor CA certificate [[- GUID -]]

Intermediate security processor CA certificate Microsoft DRM Production Machine Activation Server CA
CA certificate Microsoft DRM Production CA

This table is for RMS servers in the pre-production hierarchy:

Certificate String

SLC [[- GUID -]]

Enrollment Service certificate [[- GUID -]]

Enrollment CA certificate Microsoft DRM ISV Server Enrollment CA
Version 1 security processor CA certificate [[- GUID -]]

SPC issuer certificate [[- GUID -]]

Security processor CA certificate [[- GUID -]]

Intermediate security processor CA certificate Microsoft DRM ISV Machine Activation Server CA
CA certificate Microsoft DRM ISV CA

[[- GUID -]]: MUST be a unique GUID that identifies the principal the certificate is issuing,
represented as a literal ASCII string enclosed in braces.

[[- name -]]: MUST be present in all issuing certificates except for the SLC. MUST NOT be present in
the SLC, except when the server has been self-enrolled and the server name is used for the name
element. MUST be a name element containing the literal string, as listed in the following tables,
specifying a name for the principal.

This table is for RMS servers in the production hierarchy:

Certificate String

Enrollment Service certificate Microsoft DRM Server Enrollment Service

Enrollment CA certificate Microsoft DRM Production Server Enrollment CA

Version 1 security processor CA Microsoft DRM Machine Activation Service

certificate

SPC issuer certificate Microsoft DRM Production Desktop Security Processor Activation
Certificate

Security processor CA certificate Microsoft DRM Production Machine Activation Desktop Security
Processor CA

Intermediate security processor CA Microsoft DRM Production Machine Activation Server CA
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Certificate

String

certificate

CA certificate

Microsoft DRM Production CA

If the RMS server has been self-enrolled, the name element's value for the Enrollment Service
certificate MUST be "Microsoft DRM Server Self Enrollment Service".

This table is for RMS Servers in the Pre-Production hierarchy:

Certificate

String

Enroliment Service certificate

Microsoft DRM ISV Server Enrollment Service

Enrollment CA certificate

Microsoft DRM ISV Server Enrollment CA

Version 1 security processor CA
certificate

Microsoft DRM Machine Activation Service

SPC issuer certificate

Microsoft DRM ISV Desktop Security Processor Activation
Certificate

Security processor CA certificate

Microsoft DRM ISV Machine Activation Desktop Security
Processor CA

Intermediate security processor CA
certificate

Microsoft DRM ISV Machine Activation Server CA

CA certificate

Microsoft DRM ISV CA

[[- address -]]: MUST be present in the SLC only. MUST NOT be present in other issuing certificates.
MUST be an address element of type "URL" containing the URL of the server.

[[- publickey -]]: MUST contain the public key being issued. Exponent MUST be set to 65537.
Modulus MUST contain the modulus of the public key. Size MUST be specified in bits, as indicated in

the following table.

Certificate

String

SLC

1024 or 2048

Enrollment Service certificate

1024 or 2048

Enrollment CA certificate

1024 or 2048

Version 1 security processor CA certificate

1024

SPC issuer certificate

1024 or 2048

Security processor CA certificate

1024 or 2048

Intermediate security processor CA certificate 1024 or 2048

CA certificate

2048

[[- serverversion -]]: SHOULD be present in the SLC only. MUST NOT be present in other issuing
certificates. SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to "Server-
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Version" and the value attribute MAY<9> be set to a string containing additional version information
of the server.

[[- serversku -]]: SHOULD be present in the SLC only. MUST NOT be present in other issuing
certificates. SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to "Server-
SKU" and the value attribute MAY<10> be set to a string containing additional version information
of the server.

2.2.9.3.4 CONDITIONLIST

If the SLC was issued with custom revocation authorities specified, it SHOULD contain a
CONDITIONLIST element that describes one or more revocation authorities with its public key.

The CONDITIONLIST element MUST use the following template.

<CONDITIONLIST>
<REFRESH>
[[- distributionpointl -]]
[[- distributionpoint2 -]]
<INTERVALTIME />
</REFRESH>
</CONDITIONLIST>

[[- distributionpointl -]]: MUST be a DISTRIBUTIONPOINT (section 2.2.9.3.5) element that contains
the public key of the issuer of the SLC, as specified in DISTRIBUTIONPOINT.

[[- distributionpoint2 -]]: MUST contain at least one DISTRIBUTIONPOINT element that contains the
public key of a third-party revocation authority that is allowed to revoke the SLC. If more than one
third-party revocation authority is allowed to revoke the SLC, this includes additional
DISTRIBUTIONPOINT elements as peers, with one element for each revocation authority, as
specified in DISTRIBUTIONPOINT.

2.2.9.3.5 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT elements in the CONDITIONLIST describe the public keys of revocation
authorities who are authorized to revoke the SLC. The DISTRIBUTIONPOINT elements MUST use the
following template.

<DISTRIBUTIONPOINT>
<OBJECT type="Revocation">
<ID type="ascii-tag">
External revocation authority
</ID>
</OBJECT>
[[- publickey -1]
</DISTRIBUTIONPOINT>

[[- publickey -]]: MUST be a PUBLICKEY (section 2.2.9.1.6) element that contains the public key of
the revocation authority.

2.2.9.4 Security Processor Certificate

This section defines the format of the SPC. The SPC is acquired during client initialization and is
never generated by the server (section 3.8.3.1).
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The SPC MUST use the following template.

<XrML version="1.2" xmlns="">
<BODY type="LICENSE" version="3.0">
[[- issuedtime -]]
[[- descriptor -11
[[- issuer -]]
[[- distributionpoint -1]
[[- issuedprincipals -11
</BODY>
[[- signature -]]
</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the
SPC was generated, in UTC.

[[- descriptor -]]: MUST be a DESCRIPTOR (section 2.2.9.4.1) element describing the SPC.

[[- issuer -]]: MUST be an ISSUER (section 2.2.9.4.2) element describing the issuer of the SPC.

[[- distributionpoint -]]: MUST be a DISTRIBUTIONPOINT (section 2.2.9.4.3) element describing the
location of the issuer of the SPC.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.4.4) element describing the
principal and the SPC public key.

[[- signature -]]: MUST be a SIGNATURE (section 2.2.9.1.12) element containing the cryptographic
signature of the body of the certificate, generated by the issuer of the certificate.

2.2.9.4.1 DESCRIPTOR

The DESCRIPTOR element of the SPC describes the type of certificate and MUST use the following
template.

<DESCRIPTOR>
<OBJECT type="Machine-Certificate">
<ID type="MS-GUID">
[[- GUID -1]
</1D>
<NAME>
Microsoft Machine-Certificate
</NAME>
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies the certificate, represented as a literal ASCII
string enclosed in braces.

2.2.9.4.2 ISSUER

The ISSUER element of the SPC identifies the issuer of the certificate. The contents of the ISSUER
element MUST be copied verbatim from the contents of the principal element in the
ISSUEDPRINCIPALS element of the SPC issuer.
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The ISSUER element MUST use the following template.

<ISSUER>
<OBJECT type="[[- type -]1]1">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
<NAME>
[[- name -]]
</NAME>
</OBJECT>
[[- cps -11
[[- publickey -1]
</ISSUER>

[[- type -]]: Optional string that describes the type of the ISSUER.<11>

[[- GUID -]]: MUST be a unique GUID that identifies the issuer of the certificate, represented as a
literal ASCII string enclosed in braces. MUST be taken from the OBJECT of the PRINCIPAL of the
ISSUEDPRINCIPALS element belonging to the issuer's certificate.

[[- name -]]: Optional string that describes the issuer.<12>

[[- cps -]]: Optional SECURITYLEVEL element.<13>

[[- publickey -]]: MUST contain the issuer's public key. Exponent MUST be set to 65537. The size
attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus
MUST contain the modulus of the issuer's public key.

2.2.9.4.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT element of the SPC describes the location of the issuer of the SPC.

In the case of a version 1 client, the DISTRIBUTIONPOINT element of the SPC MUST point to the
RMS Machine Activation cloud service. The URL MUST be either
"https://activation.drm.microsoft.com" or "http://activation.drm.microsoft.com".<14>

<DISTRIBUTIONPOINT>
<OBJECT type="Activation">
<ID type="MS-GUID">
{99F48562-703E-4E7D-9175-DD69C66921B7}
</ID>
<NAME>
Microsoft Activation Server
</NAME>
<ADDRESS type="URL">
https://activation.drm.microsoft.com
</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>

In the pre-production hierarchy, the URL MUST be either "https://activation.isv.drm.microsoft.com"
or "http://activation.isv.drm.microsoft.com".
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In the case of a version 1 SP1, version 1 SP2 or version 2 client, this refers to the client itself. The
element MUST use the following XML, where [[activation_location]] is a reference to the location
where offline activation occurred.<15>

<DISTRIBUTIONPOINT>
<OBJECT type="Activation">
<ID type="MS-GUID">
{99F48562-703E-4E7D-9175-DD69C66921B7}
</1D>
<NAME>
Microsoft Activation
</NAME>
<ADDRESS type="URL">
[[activation location]]
</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>

2.2.9.4.4 ISSUEDPRINCIPALS

The ISSUEDPRINCIPALS element of the SPC issues the SPC public key. It MUST use the following
template.

<ISSUEDPRINCIPALS>
<PRINCIPAL>
<OBJECT type="Machine-Unique-Identifier">
<ID type="MS-GUID">
[[- GUID -1]
</1D>
<NAME>Machine</NAME>
</OBJECT>
[[- publickey -1]
<DIGEST>
<ALGORITHM>[ [- hashalgorithm -]]</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">
surface-coding
</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="[[- hashsize -1]">
[[- hash -]]
</VALUE>
</DIGEST>
[[- platform -]]
[[- manufacturer -]]
[[- repository -]]
</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- GUID -]]: MUST be a unique GUID that identifies the principal the certificate is issued to,
represented as a literal ASCII string enclosed in braces.

[[- publickey -]]: MUST contain the SPC public key. The exponent MUST be set to 65537. The size
attribute of the VALUE element MUST be set to the size of the SPC public key. The modulus MUST
contain the modulus of the SPC public key.
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[[- hashalgorithm -]]: MUST contain the name of the hash algorithm: SHA1 or SHA256.
[[- hashsize -]]: MUST contain the size of the hash, in bits.
[[- hash -]]: MUST contain a SHA1 or SHA256 hash of HID information.

[[- platform -]]: MUST contain a SECURITYLEVEL element with the name "Platform" and the value of
a string that contains the version of the client platform.

[[- manufacturer -]]: MUST contain a SECURITYLEVEL element with the name "Manufacturer" and
the value of a string that contains identifying information about the creator of the security
processor.

[[- repository -]]: MUST contain a SECURITYLEVEL element with the name "Repository" and the
value of a string that contains the version of the security processor.

2.2.9.5 RMS Account Certificate

This section defines the format of the RAC. The server generates the RAC when it responds to a
successful Certify request.

The RAC MUST use the following template.

<XrML xmlns="" version="1.2">

<BODY type="LICENSE" version="3.0">
[[- issuedtime -]]

- validitytime -]]

- descriptor -1]

- issuer -]]

- distributionpoint-int -]]

- distributionpoint-ext -]]

- issuedprincipals -1]

[- federationprincipals -11]
</BODY>
[[- signature -]]

</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the
RAC was generated, in UTC.

[[- validitytime -]]: SHOULD be a VALIDITYTIME (section 2.2.9.1.2) element describing the period
of validity for the RAC, in UTC.

[[- descriptor -]]: MUST be a DESCRIPTOR (section 2.2.9.5.1) element describing the RAC.

[[- issuer -]]: MUST be an ISSUER (section 2.2.9.5.2) element describing the issuer of the RAC.

[[- distributionpoint-int -]]: SHOULD be a DISTRIBUTIONPOINT (section 2.2.9.5.3) element
containing the intranet URL address of the server that issued the RAC.

[[- distributionpoint-ext -]]: SHOULD be a DISTRIBUTIONPOINT (section 2.2.9.5.3) element
containing the external URL address of the server that issued the RAC.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.5.4) element describing the
principal and the RAC public key.
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[[- federationprincipals -]]: MUST be a FEDERATIONPRINCIPALS (section 2.2.9.5.5) element that
issues the RAC private key to the user account.

[[- signature -]]: MUST be a SIGNATURE element containing the cryptographic signature of the body
of the certificate, generated by the issuer of the certificate. The hash MUST be the hash of the body.
The signature MUST be the hash encrypted with the issuer's private key. The key length MUST be
the length of the issuer's private key, which MUST match the length of the issuer's public key.

2.2.9.5.1 DESCRIPTOR

The DESCRIPTOR element of the RAC describes the type of the certificate and MUST use the
following template.

<DESCRIPTOR>
<OBJECT type="Group-Identity-Credential">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies the certificate, represented as a literal ASCII
string enclosed in braces.

2.2.9.5.2 ISSUER

The ISSUER element of the RAC identifies the issuer of the certificate. The contents of the ISSUER
element MUST be copied verbatim from the contents of the principal element in the
ISSUEDPRINCIPALS element of the issuing server's SLC.

The ISSUER element MUST use the following template.

<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
[[- name -]]
[[- address -]]
</OBJECT>
[[- publickey -11]
[[- serverversion -]]
[[- serversku -]1]
</ISSUER>

[[- GUID -]]: MUST be a unique GUID that identifies the issuer of the certificate, represented as a

literal ASCII string enclosed in braces. MUST be taken from the object of the principal of the
ISSUEDPRINCIPALS of the issuer's certificate.

[[- name -]]: In RMS 2.0, this element SHOULD be a string that describes the server's name. This
element is not present in RMS 1.0.

[[- address -]]: SHOULD be an ADDRESS element of type "URL" containing the URL of the server.
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[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The
size attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus
MUST contain the modulus of the issuer's public key.

[[- serverversion -]]: SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to
"Server-Version" and the value attribute MAY<16> be set to a string containing additional version
information of the server.

[[- serversku -]]: SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to
"Server-SKU" and the value attribute MAY<17> be set to a string containing additional version
information of the server.

2.2.9.5.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT elements of the RAC describe the location of the server that issued the
RAC and MUST use the following template.

<DISTRIBUTIONPOINT>
<OBJECT type="[[- type -]1]">
<ID type="MS-GUID">
[[- GUID -1]
</1D>
<NAME>
Microsoft Identity Certification Server
</NAME>
[[- address -]]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- type -]]: MUST be the type of the DISTRIBUTIONPOINT address. For an intranet address, the
type is "Activation". For an external address, the type is "Extranet-Activation".

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.<18>

[[- address -]]: MUST be an ADDRESS element of type "URL" containing the URL of the server. For
an intranet address, this is the internal URL of the server that issued the RAC. For an extranet
address, this SHOULD be the external URL of the server that issued the RAC using a fully qualified
domain name (FQDN).

2.2.9.5.4 ISSUEDPRINCIPALS
The ISSUEDPRINCIPALS element of the RAC issues the RAC public key to the user account.

The ISSUEDPRINCIPALS element MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="Group-Identity">
<ID type="[[- type -1]">
[[- userid -]]
</ID>
[[- emailaddress -]]
[[- emailalias -]]
</OBJECT>
[[- publickey -1]
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[[- RACtype -]]
<SECURITYLEVEL name="Group-Identity-Type"
value="Group" />
<SECURITYLEVEL name="Group-Identity-Policy"
value="Group-Identity-Credential" />
</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- type -]]: MUST be the type of user account, determined by the authentication scheme. There are
three types of authentication: "Windows", "Federation", and "Passport". For a RAC issued by a
server that has authenticated the user by an Active Directory account, the type MUST be "Windows".
For a RAC issued by a server using the Microsoft Web Browser Federated Sign-On Authentication
Protocol [MS-MWBF], the type MUST be "Federation".<19>

[[- userid -]]: MUST be the identifier of the user. For a RAC issued to a user's Active Directory
credentials, this MUST be the user's security ID (SID). For a RAC issued to a user's MWBF
credentials, this MUST be a unique GUID. For a RAC issued to a user's Passport credentials, this
MUST be the user's Passport User ID (PUID).

[[- emailaddress -]]: A NAME element that MUST contain the primary email address associated with
the user's account.

[[- emailalias -]]: SHOULD contain an email alias for a Microsoft Web Browser Federated Sign-On
Authentication Protocol authenticated user. MAY exist for RACs of type "Federation". MUST NOT
exist for RACs of type "Windows" or "Passport". If present, this MUST be an ADDRESS element of
type "email_alias" containing an email address. MAY have multiple elements as peers with one
element for each email alias.

[[- publickey -]]: MUST contain the RAC public key. The exponent MUST be set to 65537. The size
attribute of the VALUE element MUST be set to the size of the RAC public key. The modulus MUST
contain the modulus of the RAC public key.

[[- RACtype -]]: MUST describe whether the RAC is considered persistent or temporary. The
difference between persistent and temporary RACs is the validity time. The validity time of
persistent and temporary RACs is implementation-specific.<20> A SECURITYLEVEL element with the
name "Group-Identity-Credential-Type" with a value of either "Persistent" or "Temporary".

2.2.9.5.5 FEDERATIONPRINCIPALS

The FEDERATIONPRINCIPALS element of the RAC issues the RAC private key to the user account
and binds it to the machine by encrypting it with the SPC. It MUST use the following template.

<FEDERATIONPRINCIPALS>
<PRINCIPAL>
[[- machineobject -11]
[[- enablingbits -1]
[[- platform -]]
[[- manufacturer -]]
[[- repository -11
</PRINCIPAL>
</FEDERATIONPRINCIPALS>

[[- machineobject -]]: MUST be an object element that identifies the machine. MUST be copied
verbatim from the object in the principal element in the ISSUEDPRINCIPALS element of the SPC,
including the same GUID.
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[[- enablingbits -]]: MUST be the RAC private key encrypted with the SPC public key, contained
within an ENABLINGBITS element. The encryption method can be any public key algorithm.

[[- platform -]]: MUST be a SECURITYLEVEL element with the name "Platform" and the value of a
string that contains the version of the client platform. MUST be copied verbatim from the principal
element in the ISSUEDPRINCIPALS element of the SPC.

[[- manufacturer -]]: MUST be a SECURITYLEVEL element with the name "Manufacturer" and the
value of a string that contains identifying information about the creator of the security processor.
MUST be copied verbatim from the principal element in the ISSUEDPRINCIPALS element of the SPC.

[[- repository -]]: MUST be a SECURITYLEVEL element with the name "Repository" and the value of
a string that contains the version of the security processor. MUST be copied verbatim from the
principal element in the ISSUEDPRINCIPALS element of the SPC.

2.2.9.6 Client Licensor Certificate

This section defines the format of the CLC. The server generates the CLC when it responds to a
successful GetClientLicensorCert request.

The CLC MUST use the following template.

<XrML xmlns="" version="1.2">
<BODY type="LICENSE" version="3.0">
[[- issuedtime -]]
descriptor -1]

- issuer -]]
- distributionpoint-int -1]
- distributionpoint-ext -1]
- issuedprincipals -1]
ORK>

[[- workobject -11

<RIGHTSGROUP name="Main-Rights">

Ll
Ll
Ll
Ll
Ll
<W

<RIGHTSLIST>
<RIGHT name="ISSUE">
<CONDITIONLIST>
<TIME>
[[- rangetime -1]]
</TIME>
<ACCESS>
<PRINCIPAL internal-id="1">
[[- enablingbits -11]
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
</BODY>
[[- signature -]]
</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the
CLC was generated, in UTC.

[[- descriptor -]]: MUST be a DESCRIPTOR (section 2.2.9.6.1) element describing the CLC.
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[[- issuer -]]: MUST be an ISSUER (section 2.2.9.6.2) element describing the issuer of the CLC.

[[- distributionpoint-int -]]: MUST be a DISTRIBUTIONPOINT (section 2.2.9.6.3) element containing
the intranet URL address of the server that issued the CLC. The server at this address will issue ULs
from content that is published using this CLC.

[[- distributionpoint-ext -]]: SHOULD be a DISTRIBUTIONPOINT (section 2.2.9.6.3) element
containing the external URL address of the server that issued the CLC, but this is optional. The
server at this address will issue ULs from content that is published using this CLC.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.6.4) element describing the
principal and the CLC public key.

[[- workobject -]]: MUST be an object element that identifies the certificate. Copied verbatim from
the object in the DESCRIPTOR (section 2.2.9.6.1), including the same GUID.

[[- rangetime -]]: MUST be a RANGETIME (section 2.2.9.1.3) element describing the period during
which the certificate can be used for issuance.

[[- enablingbits -]]: MUST be the CLC private key encrypted with the RAC public key, contained
within an ENABLINGBITS (section 2.2.9.1.13) element.

[[- signature -]]: MUST be a SIGNATURE (section 2.2.9.1.12) element containing the cryptographic
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST be
the hash of the BODY. The signature MUST be the hash encrypted with the issuer's private key. The
key length MUST be the length of the issuer's private key, which MUST match the length of the
issuer's public key.

2.2.9.6.1 DESCRIPTOR

The DESCRIPTOR element of the CLC describes the type of the certificate and MUST use the
following template.

<DESCRIPTOR>
<OBJECT type="Client-Licensor-Certificate">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: A unique GUID that identifies the certificate, represented as a literal ASCII string
enclosed in braces.

2.2.9.6.2 ISSUER

The ISSUER element of the CLC identifies the issuer of the certificate. The contents of the ISSUER
element MUST be copied verbatim from the contents of the principal element in the
ISSUEDPRINCIPALS element of the SLC of the issuing server.

The ISSUER element MUST use the following template.

<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">
[[- GUID -]1]
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</ID>
[[- name -]]

[[- address -]]
</OBJECT>
[[- publickey -11]
[[- serverversion -]]
[[- serversku -]]

</ISSUER>

[[- GUID -]]: MUST be a unique GUID that identifies the issuer of the certificate, represented as a
literal ASCII string enclosed in braces. MUST be taken from the OBJECT of the PRINCIPAL of the
ISSUEDPRINCIPALS element of the issuer's certificate.

[[- name -]]: In RMS 2.0, this element SHOULD be a string that describes the server's name. This
element is not present in RMS 1.0.

[[- address -]]: SHOULD be an ADDRESS element of type "URL" containing the URL of the server.

[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The
size attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus
MUST contain the modulus of the issuer's public key.

[[- serverversion -]]: SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to
"Server-Version", and the value attribute MAY<21> be set to a string containing additional version
information of the server.

[[- serversku -]]: SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to
"Server-SKU" and the value attribute MAY<22> be set to a string containing additional version
information of the server.

2.2.9.6.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT elements of the CLC describe the location of the server that issued the
CLC. The server at these addresses will be used for issuing ULs from content that is published using
this CLC.

The DISTRIBUTIONPOINT elements MUST use the following template.

<DISTRIBUTIONPOINT>
<OBJECT type="[[- type -]1]">
<ID type="MS-GUID">
[[- GUID -11
</ID>
<NAME>
DRM Server Cluster
</NAME>
[[- address -1]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- type -]]: MUST be the type of the DISTRIBUTIONPOINT address. For an intranet address, the
type is "License-Acquisition-URL". For an external address, the type is "Extranet-License-Acquisition-
URL".
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[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.<23>

[[- address -]]: MUST be an ADDRESS element of type "URL" containing the URL of the server. For
an intranet address, this is the internal URL of the server that issued the CLC. For an extranet
address, this is the external URL of the server that issued the CLC using an FQDN.

2.2.9.6.4 ISSUEDPRINCIPALS
The ISSUEDPRINCIPALS element of the CLC issues the CLC public key to the user account.
The ISSUEDPRINCIPALS element MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="Group-Identity">
<ID type="[[- type -1]">
[[- userid -1]
</ID>
[[- emailaddress -]]
[[- emailalias -]]
</OBJECT>
[[- publickey -1]
</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- type -]]: MUST be the type of user account, as determined by the authentication scheme. MUST
be copied verbatim from the principal element in the ISSUEDPRINCIPALS element of the RAC.

[[- userid -]]: MUST be the identifier of the user. MUST be copied verbatim from the principal
element in the ISSUEDPRINCIPALS element of the RAC.

[[- emailaddress -]]: MUST be a NAME element that contains the primary email address associated
with the user's account.

[[- emailalias -]]: SHOULD contain an email alias for a Microsoft Web Browser Federated Sign-On
authenticated user [MS-MWBF]. MAY exist for CLCs issued to RACs of type "Federation". MUST NOT
exist for CLCs issued to RACs of type "Windows" or "Passport". If present, this MUST be an
ADDRESS element of type "email_alias" containing an email address. MAY have multiple elements
as peers with one element for each email alias. MUST be copied verbatim from the principal element
in the ISSUEDPRINCIPALS element of the RAC.

[[- publickey -]]: MUST contain the CLC public key. The exponent MUST be set to 65537. The size
attribute of the VALUE element MUST be set to the size of the CLC public key. The modulus MUST
contain the modulus of the CLC public key.

2.2.9.7 Publishing License

This section defines the format of the PL. PLs generated from offline publishing are built by the client
and signed using the CLC. PLs generated from online publishing are built by the client and signed by
the server.

The PL SHOULD use the following template.

<XrML version="1.2" xmlns="">
<BODY type="Microsoft Rights Label" version="3.0">

58/ 233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013


%5bMS-MWBF%5d.pdf

[[- issuedtime -]]

[[- descriptor -11

[[- issuer -]]

[[- distributionpoint-int -]]
[[- distributionpoint-ext -1]
[[- issuedprincipals -11

[[- distributionpoint-ref -]]
<W!

[[- workobject -1]
<METADATA>
[[- owner -1]]

</METADATA>

[[- revocationpoint -]]
</WORK>
[[- authenticateddata -1]
[[- exclusionpolicy -1]
[[- inclusionpolicy -1]

</BODY>
[[- signature -]]
</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the PL
was generated, in UTC.

[[- descriptor -]]: An optional element describing the policy in the PL. If present, the descriptor
MUST be a DESCRIPTOR (section 2.2.9.7.1) element.

[[- issuer -]]: MUST be an ISSUER (section 2.2.9.7.2) element describing the issuer of the PL.

[[- distributionpoint-int -]]: MUST be a DISTRIBUTIONPOINT (section 2.2.9.7.3) element containing
the intranet URL address of the server that will issue ULs from this PL.

[[- distributionpoint-ext -]]: MAY be a DISTRIBUTIONPOINT (section 2.2.9.7.3) element containing
the external URL address of the server that will issue ULs from this PL.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.7.4) element describing the
principal and the server public key.

[[- distributionpoint-ref -]]: An optional element containing the author's referral information. If
present, MUST be a DISTRIBUTIONPOINT (section 2.2.9.7.3) element of type "Referral-Info".

[[- signature -]]: MUST be a SIGNATURE (section 2.2.9.1.12) element containing the cryptographic
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST be
the hash of the body. The signature MUST be the hash encrypted with the issuer's private key. The
key length MUST be the length of the issuer's private key, which MUST match the length of the
issuer's public key.

[[- workobject -]]: MUST be an object element that identifies the content that the PL applies to. This
object SHOULD be created by the application used to create the PL and, therefore, SHOULD contain
application-specific information.

[[- owner -]]: MUST be an OWNER (section 2.2.9.7.5) element that describes the author of the
document.

[[- revocationpoint -]]: An optional field that specifies the location of a revocation list for the PL. If
present, MUST be a CONDITIONLIST (section 2.2.9.7.9) element.
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[[- authenticateddata -]]: MUST be an AUTHENTICATEDDATA (section 2.2.9.7.6) element that
describes the usage policy issued by the author.

[[- exclusionpolicy -]]: MAY be a POLICYLIST element in an unsigned PL with type "exclusion" that
identifies an exclusion policy list that applies to the PL and the information the PL protects. When
the PL is signed, this is in the AUTHENTICATEDDATA element.

[[- inclusionpolicy -]]: MAY be a POLICYLIST element in an unsigned PL with type "inclusion" that
identifies an inclusion policy list that applies to the PL and the information the PL protects. When the
PL is signed, this is in the AUTHENTICATEDDATA element.

2.2.9.7.1 DESCRIPTOR

The DESCRIPTOR element of the PL describes the type of license and MUST use the following
template.

<DESCRIPTOR>
<OBJECT>
<ID type="MS-GUID">
[[- GUID -1]
</ID>
[[- name -]]
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies the license, represented as a literal ASCII
string enclosed in braces.

[[- name -]]: MUST be a NAME element giving the name of the policy described in the PL. The text
of this element is structured as follows. One or more occurrences of the following structure MUST be
present in each NAME element, separated by a semicolon.

LCID [[- lcid -]]:NAME [[- name2 -]]:DESCRIPTION [[- description -]];
[[- Icid -]]: MUST be the LCID describing the language in which the name and description that
follow it are encoded.
[[- name2 -]]: MUST be the name of the policy, encoded in the language defined by the [[- Icid -]].

[[- description -]]: MUST be the description of the policy, encoded in the language defined by the [[-
Icid -]].

2.2.9.7.2 ISSUER

The ISSUER element of the PL identifies the issuer of the license. The object and PUBLICKEY
elements of the ISSUER element MUST be copied verbatim from the principal element in the
ISSUEDPRINCIPALS element of the CLC for offline publishing. The SECURITYLEVEL element is also
copied from the ISSUEDPRINCIPALS element of the issuer, but the values are optional.

The object and PUBLICKEY elements of the ISSUER element MUST also be copied verbatim from the
principal element in the ISSUEDPRINCIPALS element of the SLC by the server for online publishing.

The ISSUER element MUST use the following template.
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<ISSUER>

[[- object -1]

[[- publickey -11]

[[- securitylevel -1]
</ISSUER>

[[- object -]]: MUST be the object element copied verbatim from the principal element in the
ISSUEDPRINCIPALS element of the issuer.

[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The
size MUST be the size of the issuer's public key in bits. The modulus MUST contain the modulus of
the issuer's public key.

[[- securitylevel -]]: SHOULD be the SECURITYLEVEL element copied verbatim from the principal
element in the ISSUEDPRINCIPALS element of the issuer.

2.2.9.7.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT elements of the PL describe the locations of the server that will be used
for issuing ULs based on the PL.

The DISTRIBUTIONPOINT elements MUST use the following template.

<DISTRIBUTIONPOINT>
<OBJECT type="[[- type -]]">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
<NAME>
[[- name -]]
</NAME>
[[- address -]]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- type -]]: MUST be the type of the DISTRIBUTIONPOINT address. For an intranet address, the
type MUST be "License-Acquisition-URL". For an external address, the type MUST be "Extranet-
License-Acquisition-URL". For a reference to the author of the document, the type MUST be
"Referral-Info".

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.

[[- address -]]: MUST be an ADDRESS element of type "URL" containing the URL of the server or an
email address when the object type is "Referral-Info". For an intranet address, this is the internal
URL of the server that issued the PL. For an extranet address, this is the external URL of the server
that issued the PL using an FQDN.

[[- name -]]: MUST be a name for the object. For an object of type "Referral-Info", this element
MUST contain the display name of the referral address. For other objects, this element MUST contain
the literal string "DRM Server Cluster".
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2.2.9.7.4 ISSUEDPRINCIPALS

The ISSUEDPRINCIPALS element identifies a server principal that will issue licenses from this PL.
The ISSUEDPRINCIPALS element contains the server public key, as well as the symmetric content
key encrypted with the server public key.

The ISSUEDPRINCIPALS element MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">
[[- GUID -1]
</1ID>
[[- name -]]
[[- address -1]
</OBJECT>
[[- publickey -1]
<SECURITYLEVEL name="Server-Version" value="1.0.3246.0" />
<SECURITYLEVEL name="Server-SKU" value="RMS 1.0" />
[[- enablingbits -1]
</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- GUID -]]: MUST be a unique GUID that identifies the server that will issue licenses from this PL,
represented as a literal ASCII string enclosed in braces. For an offline-published PL, this MUST be
taken from the object of the ISSUER element of the CLC. For an online-published PL, this MUST be
taken from the object of the principal of the ISSUEDPRINCIPALS element of the SLC.

[[- name -]]: In RMS 2.0, this element SHOULD be a string that describes the server's name. This
element is not present in RMS 1.0. For an offline-published PL, this MUST be taken from the object
of the ISSUER element of the CLC. For an online-published PL, this MUST be taken from the object
of the principal of the ISSUEDPRINCIPALS element of the SLC.

[[-address -]]: MUST be an ADDRESS element of type "URL" containing the URL of the server. For
an offline-published PL, this MUST be taken from the object of the ISSUER element of the CLC. For
an online-published PL, this MUST be taken from the object of the principal of the
ISSUEDPRINCIPALS element of the SLC.

[[- publickey -]]: MUST contain the server public key. The exponent MUST be set to 65537. The size
MUST be the size of the public key, in bits. The modulus MUST contain the modulus of the server
public key. For an offline-published PL, this MUST be taken from the PUBLICKEY of the ISSUER
element of the CLC. For an online-published PL, this MUST be taken from the PUBLICKEY of the
principal of the ISSUEDPRINCIPALS element of the SLC.

[[- enablingbits -]]: MUST contain the symmetric content key encrypted with the server public key,
contained within an ENABLINGBITS element.

2.2.9.7.5 OWNER
The OWNER element of the PL describes the author of the PL as a formal principal.

The OWNER element MUST use the following template.

<OWNER>
<OBJECT>
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<ID type=[[- type -]] />
[[- emailaddress -]]
</OBJECT>
</OWNER>

[[- type -]]: MUST be the type of user account, as determined by the authentication scheme. For an
ID authenticated by an Active Directory account, the type MUST be "Windows". For an ID
authenticated by a server using the Microsoft Web Browser Federated Sign-On Protocol [MS-MWBF],
the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be "Passport".

[[- emailaddress -]]: MUST be a NAME element that contains the primary email address associated
with the author's account.

2.2.9.7.6 AUTHENTICATEDDATA

The AUTHENTICATEDDATA element of the PL MUST contain the usage policy defined by the author
of the PL. It MUST be encrypted to the server public key, and the encrypted results MUST be
base64-encoded.

The AUTHENTICATEDDATA element MUST use the following template.

<AUTHENTICATEDDATA id="Encrypted-Rights-Data">
[[- encryptedrightsdata -]1]
</AUTHENTICATEDDATA>

[[- encryptedrightsdata -]]: MUST be the usage policy defined by the author of the PL, encrypted to
the server public key, and then base64-encoded. For information on the plaintext description (prior
to base64 encoding and encryption), see section 2.2.9.8.

2.2.9.7.7 POLICYLIST
The POLICYLIST element of the PL contains zero or more POLICY elements.

If no POLICY elements are included, the POLICYLIST element MUST use the following template.

<POLICYLIST type="[[- type -117 />

If at least one POLICY element is included, the POLICYLIST element MUST use the following
template.

<POLICYLIST type="[[- type —-]]">
[[- policy -1]
</POLICYLIST>

[[- type -]]: MUST be the type of the policies in the list and MUST be either "inclusion" or
"exclusion".

[[- policy -]]: MUST be a POLICY element and MAY have additional POLICY elements as peers.
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2.2.9.7.8 POLICY

The POLICY element of the PL contains usage policy other than user rights. It MAY be used to define
application restrictions, such as version requirements of an application that attempts to access the
PL. It is created by the application that creates the PL.

If present, the POLICY element MUST use the following template.

<POLICY>
<OBJECT>
<ID type="filename">
[[- filename -1]
</1ID>
<VERSIONSPAN min="[[- min -]]" max="[[- max -]]" />
</OBJECT>
</POLICY>

[[- filename -]]: MUST be the file name of the application to which the policy applies.

[[- min -]]: MUST be the minimum version of the application named by [[- filename -]] to be
included in this policy.

[[- max -]]: MUST be the maximum version of the application named by [[- filename -]]: to be
included in this policy.

2.2.9.7.9 CONDITIONLIST

The CONDITIONLIST element of the PL contains a URL where an XrML revocation list can be
retrieved. The revocation list located at the specified URL MUST be a signed XrML document
containing a REVOCATIONLIST element as specified in section 3.17 of [XRML].

If present, the CONDITIONLIST element MUST use the following template.

<CONDITIONLIST>
<REFRESH>
<DISTRIBUTIONPOINT>
<OBJECT type="Revocation">
<ID type="[[- type -]11">[[- id -]11</ID>
<NAME>[ [- name -]]</NAME>
<ADDRESS type="URL">[[- address -]]</ADDRESS>
</OBJECT>
[[- publickey -1]
</DISTRIBUTIONPOINT>
<INTERVALTIME days="[[- days -1]"
hours="[[- hours -]]"
minutes="[[- minutes -]]1"
seconds="[[- seconds -]11" />
</REFRESH>
</CONDITIONLIST>

[[- type -]: MUST be the type of the ID of the issuer of the revocation list.

[[-id -]]: MUST be the ID of the issuer of the revocation list.

[[- name -]]: An optional field containing a human-readable name of the revocation list site.
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[[- address -]]: MUST be the URL of a location to download a revocation list.

[[- publickey -]]: MUST be a PUBLICKEY element (section 2.2.9.1.6) that contains the public key
used to sign the revocation list.

[[- days -]]: The number of days in the time interval for refreshing the revocation list. If this value
is zero, the days attribute SHOULD be omitted.

[[- hours -]]: The number of hours in the time interval for refreshing the revocation list. If this value
is zero, the hours attribute SHOULD be omitted.

[[- minutes -]]: The number of minutes in the time interval for refreshing the revocation list. If this
value is zero, the minutes attribute SHOULD be omitted.

[[- seconds -]]: The number of seconds in the time interval for refreshing the revocation list. If this
value is zero, the seconds attribute SHOULD be omitted.

2.2.9.8 Encrypted Rights Data

The contents of the PL's AUTHENTICATEDDATA element having an ID of "Encrypted-Rights-Data"
MUST be an XrML document, as defined in [XRML], referred to as Encrypted Rights Data (ERD). The
ERD is XrML that defines the rights the author grants. It is encrypted for privacy protection and then
base64-encoded. For a PL based on an official rights template, the contents of the ERD are copied
verbatim from the rights template. The plaintext ERD MUST use the following template.

<XrML xmlns="" version="1.2">

<BODY type=[[- erdtype -]] >
[[- issuedtime -]]

[[- descriptor -11

[[- issuer -]]

[[- distributionpoint-pub -1]]

[[- distributionpoint-ref -]]

[[- work -1]

[[- authenticateddata -1]

[[- exclusionpolicy -1]

[[- inclusionpolicy -1]
</BODY>
[[- signature -]]

</XrML>

[[- erdtype -]]: MUST be the type of ERD. If the ERD was generated based on an enterprise rights
template, then this value MUST be "Microsoft Official Rights Template". Otherwise this value MUST
be "Microsoft Rights Template".

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the
ERD was generated, in UTC.

[[- descriptor -]]: If present, MUST be a DESCRIPTOR (section 2.2.9.8.1) element describing the
ERD.

[[- issuer -]]: MUST be present for an official rights template and MUST be an ISSUER (section
2.2.9.8.2) element describing the issuer of the ERD. The ISSUER SHOULD NOT be present if the [[-
erdtype -]] is "Microsoft Rights Template".
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[[- distributionpoint-pub -]]: MUST be present for an official rights template and MUST be a
DISTRIBUTIONPOINT (section 2.2.9.8.3) element containing the URL address of the server that will
issue ULs for this ERD.

[[- distributionpoint-ref -]]: An optional element containing the author's referral information. If
present, MUST be a DISTRIBUTIONPOINT (section 2.2.9.8.3) element of type "Referral-Info".

[[- work -]]: A WORK element as specified in section 2.2.9.8.5. Contains a unique GUID for the
certificate and at least one RIGHT element. Can also include metadata specifying the owner of the
PL and a list of time conditions on the usage policy.

[[- authenticateddata -]]: MAY be one or more AUTHENTICATEDDATA elements as defined in section
2.2.9.8.6.

[[- exclusionpolicy -]]: MAY be a POLICYLIST (section 2.2.9.7.7) element in a signed PL with type
"exclusion" that identifies an exclusion policy list that applies to the PL and the information the PL
protects.

[[- inclusionpolicy -]]: MAY be a POLICYLIST (section 2.2.9.7.7) element in a signed PL with type
"inclusion" that identifies an inclusion policy list that applies to the PL and the information the PL
protects.

[[- signature -]]: MUST only be present for an official rights template. MUST be a SIGNATURE
(section 2.2.9.1.12) element containing the cryptographic signature of the body of the certificate,
generated by the issuer of the certificate. The hash MUST be the SHA-1 hash of the body. The
signature MUST be the hash encrypted with the issuer's private key. The key length MUST be the
length of the issuer's private key, which MUST match the length of the issuer's public key.

2.2.9.8.1 DESCRIPTOR

The DESCRIPTOR element of the ERD describes the ERD and MUST use the following template.

<DESCRIPTOR>
<OBJECT>
<ID type="MS-GUID">
[[- GUID -1]
</ID>
[[- name -]]
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.

[[- name -]]: MUST be a NAME element providing the name of the policy described in the ERD. The
text of this element is structured as follows. One or more occurrences of the following structure
MUST be present in each ERD descriptor, separated by a semicolon.

LCID [[- lcid -]1]:NAME [[- name2 -]]:DESCRIPTION [[- description -11;

[[- Icid -]]: MUST be the locale identifier (LCID) describing the language in which the name and
description that follow it are encoded.
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[[- name2 -]]: MUST be the name of the policy, encoded in the language defined by the [[- Icid -]].

[[- description -]]: MUST be the description of the policy, encoded in the language defined by the [[-
Icid -]].

2.2.9.8.2 ISSUER

The ISSUER element of the ERD MUST identify the issuer of the ERD. The object and PUBLICKEY
elements of the ISSUER element MUST be copied verbatim from the principal element in the
ISSUEDPRINCIPALS element of the template if it is based on a template.

The object and PUBLICKEY elements of the ISSUER element MUST be copied verbatim from the
PRINCIPAL element in the ISSUEDPRINCIPALS element of the CLC if a template is not used.

The ISSUER element MUST use the following template.

<ISSUER>
[[- object -1]
[[- publickey -11]
</ISSUER>

[[- object -]]: MUST be an object element copied verbatim from the principal element in the
ISSUEDPRINCIPALS element of the issuer.

[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The
size MUST be the size of the issuer's public key, in bits. The modulus MUST contain the modulus of
the issuer's public key.

2.2.9.8.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT element of the ERD describes the location of the server that will be used
for issuing ULs based on the ERD. The DISTRIBUTIONPOINT elements MUST use the following
template.

<DISTRIBUTIONPOINT>
<OBJECT type="[[- type -]]">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
<NAME>
[[- name -]]
</NAME>
[[- address -1]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- type -]]: MUST be the type of the DISTRIBUTIONPOINT address. For an ERD [[- distribution-pub
-]] the type is "Publishing-URL". For an ERD [[- distribution-ref -]] the type is "Referral-Info".

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.

[[- address -]]: MUST be an ADDRESS element of type "URL" containing the URL of the server or an
email address when the object type is "Referral-Info".
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[[- name -]]: MUST be a name for the object. For an object of type "Publishing-URL", this element

contains the text "Publishing Point". For an object of type "Referral-Info", this element MUST contain
the display name of the referral address.

2.2.9.8.4 TIME

The TIME element specifies the period of time for which the document or right can be accessed. The
element MAY be present.

When present, the element MAY be specified in two ways. One of the following two ways MUST be
used if this element is present.

Form 1

<TIME>
<RANGETIME>
<FROM>[ [- fromtime -]]</FROM>
<UNTIL>[[- untiltime -]]</UNTIL>
</RANGETIME>
</TIME>

[[- fromtime -]]: Specifies the beginning date and time for the document to be considered valid (as
in "not expired"). The time is expressed in UTC format.

[[- untiltime -]]: Specifies the end date and time for the document to be considered valid (as in "not
expired"). The time is expressed in UTC format.

Form 2

<TIME>

<INTERVALTIME days="[[= numberofdays -]1"/>
</TIME>

[[- numberofdays -]]: Specifies the number of days from the ISSUEDTIME that the document will be
considered valid (as in "not expired").

2.2.9.8.5 WORK

The WORK element MUST use the following template.

<WORK>
<OBJECT>
<ID type="MS-GUID">
[[- GUID -1]
</ID>
</OBJECT>
[[- owner -]]

[[- preconditionlist -]]
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
[[- right -]]
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
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[[- GUID -]]: MUST be a unique GUID that identifies the certificate, represented as a literal ASCII
string enclosed in braces.

[[- owner -]]: An optional element that specifies the owner of the PL. If present MUST be a
METADATA element as specified in section 2.2.9.8.5.1.

[[- preconditionlist -]]: An optional element that specifies the time conditions on the usage policy. If
present MUST be a PRECONDITIONLIST element as specified in section 2.2.9.8.5.2.

[[- right -]]: MUST be one or more RIGHT elements as specified in section 2.2.9.8.5.3.

2.2,9.8.5.1 METADATA
The METADATA element of the ERD describes the author of the PL as a formal principal.
The METADATA element MUST use the following template.

<METADATA>
<OWNER>
<OBJECT>
<ID type=[[- type -11 />
[[- emailaddress -]]
</OBJECT>
</OWNER>
</METADATA>

[[- type -]]: MUST be the type of user account, as determined by the authentication scheme. For an
ID authenticated by an Active Directory account, the type MUST be "Windows". For an ID
authenticated by a server using the Microsoft Web Browser Federated Sign-On Protocol [MS-MWBF],
the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be "Passport".

[[- emailaddress -]]: MUST be a NAME element that contains the primary email address associated
with the author's account.

2.2.9.8.5.2 PRECONDITIONLIST

The PRECONDITONLIST element specifies the time conditions on the usage policy. It MUST use the
following template:

<PRECONDITIONLIST>
[[- time -]]
</PRECONDITIONLIST>

[[- time -]]: MUST be a TIME element (section 2.2.9.8.4) specifying the time conditions of the
policy.

2.2.9.8.5.3 RIGHT

The RIGHT element describes a right assigned to a principal. One or more RIGHT elements MUST be
present. The RIGHT element MUST follow one of the two following forms.

Form 1

<RIGHT name=[[- rightname -]] >
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<CONDITIONLIST>
[[- timecondition -]]
<ACCESS>
<PRINCIPAL>
<OBJECT>

<ID type="[[- type -1]">
[[- userid -1]
</ID>
[[- emailaddress -1]]
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>

Form 2

<[[- rightname -]] >
<CONDITIONLIST>
[[- timecondition -]]
<ACCESS>
<PRINCIPAL>
<OBJECT>

<ID type="[[- type -11">
[[- userid -]]
</ID>
[[- emailaddress -]]
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>

</[[- rightname -]] >

[[- rightname -]]: In form 1, the name of the right MUST be an attribute on a RIGHT element and
can be any arbitrary right name. In form 2, the name of the right MUST be the name of the
element, and MUST be one of a set of the following reserved values:

= VIEW

= PRINT

= EDIT

= FORWARD

= VIEWRIGHTSDATA

[[- timecondition -]]: MAY exist to specify a number of days for which the right can be exercised. If
present, this MUST be a TIME element as specified in section 2.2.9.8.4.

[[- type -]]: MUST be the type of identity that possesses the right. Possible identity type values
include the following literal strings: "Unspecified", "Windows", or "Internal".
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[[- userid -]]: MAY be present if the type is "Windows". If present, MUST be the SID of the identity
that possesses the right. If the type is "Internal", MUST be present and contain either "Owner" or
"Anyone".

[[- emailaddress -]]: MUST be present if the type is "Unspecified"”, or if the type is "Windows" and
[[- userid -]] is not present. MUST be a NAME element that MUST contain the primary email address
associated with the identity that possesses the right.

2.2.9.8.6 AUTHENTICATEDDATA

The AUTHENTICATEDDATA element of the ERD contains the usage policy defined by the rights policy
template author. For an ERD, this element always represents application-specific data. One or more
AUTHENTICATEDDATA elements MAY be present and MUST use the following forms.

If present, the AUTHENTICATEDDATA element MUST use the following template.

<AUTHENTICATEDDATA name="[[- name - ]]" id="APPSPECIFIC">[[- value -]]</AUTHENTICATEDDATA>

[[- name -]]: The name of the application-specific control. There are two predefined controls:
VIEWER: Specifies whether the protected document can be opened in a browser.

NOLICCACHE: Specifies whether the use license received from the server should be cached
(stored in the client's local store).

[[- value -]]: The value of the application-specific control. For the preceding predefined controls, the
value indicates the following:

VIEWER: '0', or when the element does not exist: Do not allow viewing in a browser. '1": Allow
viewing in a browser.

NOLICCACHE: '0', or when the element does not exist: Allow UL caching. '1': Do not allow UL
caching.

2.2.9.9 Use License

This section defines the format of the UL. The UL names an issued principal via the
ISSUEDPRINCIPALS element and then grants a set of rights to that principal, one right per RIGHT
element.

The UL SHOULD use the following template.

<XrML version="1.2" xmlns="" purpose="Content-License">
<BODY type="LICENSE" version="3.0">
[[- issuedtime -1]
[- descriptor -]]
[- issuer -]]
[- issuedprincipals -1]
[- distributionpoint-ref -1]
W

[[- workobject -11
<METADATA>
[[- owner -]]
</METADATA>
[[- revocationpoint -]]
<RIGHTSGROUP name="Main-Rights">
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<RIGHTSLIST>
[[- right -]]
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
<CONDITIONLIST>
[[- condition -]]
</CONDITIONLIST>
[[- exclusionpolicy -]]
[[- inclusionpolicy -]]
</BODY>
[[- signature -]]
</XrML>

[[- issuedtime -]]: MUST be an ISSUEDTIME (section 2.2.9.1.1) element containing the time the UL
was generated, in UTC.

[[- descriptor -]]: MUST be a DESCRIPTOR (section 2.2.9.9.1) element describing the UL.

[[- issuer -]]: MUST be an ISSUER (section 2.2.9.9.2) element describing the issuer of the UL.

[[- issuedprincipals -]]: MUST be an ISSUEDPRINCIPALS (section 2.2.9.9.3) element describing the
principal and the user public key for which the UL is issued.

[[- distributionpoint-ref -]]: An optional element containing the author's referral information. If
present, MUST be a DISTRIBUTIONPOINT (section 2.2.9.9.4) element of type "Referral-Info".

[[- workobject -]]: MUST be an object element that identifies the content to which the UL applies.
This object is created by the application used to create the PL that the UL was generated from, and
therefore will contain application-specific information.

[[- owner -]]: MAY be an OWNER (section 2.2.9.9.5) element that describes the author of the
document.

[[- revocationpoint -]]: An optional field that specifies the location of a revocation list for the UL. If
present, MUST be a CONDITIONLIST (section 2.2.9.9.10) element.

[[- right -]]: MUST be an element, as defined in section 2.2.9.9.6, that defines a right and the
principal that possesses the right.

[[- condition -]]: MAY be an element, as defined in section 2.2.9.9.9, that defines an excluded OS
version span.

[[- exclusionpolicy -]]: MAY be a POLICYLIST (section 2.2.9.7.7) element with type "exclusion" that
identifies an exclusion policy list that applies to the UL and the information that the UL protects.

[[- inclusionpolicy -]]: MAY be a POLICYLIST (section 2.2.9.7.7) element with type "inclusion" that
identifies an inclusion policy list that applies to the UL and the information that the UL protects.

[[- signature -]]: MUST be a SIGNATURE (section 2.2.9.1.12) element containing the cryptographic
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST be
the hash of the body. The signature MUST be the hash encrypted with the issuer's private key. The
key length MUST be the length of the issuer's private key, which MUST match the length of the
issuer's public key.
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2.2.9.9.1 DESCRIPTOR

The DESCRIPTOR element of the UL describes the UL and MUST use the following template.

<DESCRIPTOR>
<OBJECT>
<ID type="MS-GUID">
[[- GUID -]11
</1ID>
[[- name -]]
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.

[[- name -]]: MAY be a NAME element giving the name of the policy described in the UL.
2.2,9.9.2 ISSUER

The ISSUER element of the UL identifies the issuer of the license. The object and PUBLICKEY
elements of the ISSUER element MUST be copied verbatim from the object and PUBLICKEY elements
of the ISSUER element in the PL used to generate this UL.

The ISSUER element MUST use the following template.

<ISSUER>
[[- object -1]
[[- publickey -11]
</ISSUER>

[[- object -]]: MUST be an object element copied verbatim from the principal element in the
ISSUEDPRINCIPALS element of the issuer.

[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The

size MUST be the size of the issuer's public key, in bits. The modulus MUST contain the modulus of
the issuer's public key.

2.2.9.9.3 ISSUEDPRINCIPALS

The ISSUEDPRINCIPALS element of the UL identifies the RAC to which this UL is issued. All rights in
the UL are granted to this RAC. The principal element MUST be copied verbatim from the principal
element in the ISSUEDPRINCIPALS element of the RAC.

The ISSUEDPRINCIPALS element MUST use the following template.

<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">

<OBJECT type="Group-Identity">
<ID type="[[- type -11">[[- userid -]11</ID>
[[- emailaddress -]]
[[- emailalias -1]

</OBJECT>

[[- publickey -11]
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</PRINCIPAL>
</ISSUEDPRINCIPALS>

[[- type -]]: MUST be the type of user account, determined by the authentication scheme. For a RAC
issued by a server that has authenticated the user by an Active Directory account, the type MUST be
"Windows". For a RAC issued by a server using Microsoft Web Browser Federated Sign-On
authentication [MS-MWBF], the type MUST be "Federation". For a RAC issued by the RMS Account
Certification cloud service using Passport authentication, the type is "Passport".

[[- userid -]]: MUST be the identity of the user. For a RAC issued to a user's Active Directory
credentials, this MUST be the user's SID. For a RAC issued to a user's Microsoft Web Browser
Federated Sign-On credentials, this MUST be a unique GUID. For a RAC issued to a user's Passport
credentials, this MUST be the user's PUID.

[[- emailaddress -]]: MUST be a NAME element that contains the primary email address associated
with the user's account.

[[- emailalias -]]: Contains an email alias for a Microsoft Web Browser Federated Sign-On
authenticated user [MS-MWBF]. This element MAY exist for RACs of type "Federation". This element
MUST NOT exist for RACs of type "Windows" or "Passport". If present, this MUST be an ADDRESS
element of type "email_alias" containing an email address. There MAY be multiple ADDRESS
elements as peers with one element for each email alias.

[[- publickey -]]: MUST contain the RAC public key. The exponent is set to 65537. The size MUST be
the size of the RAC public key, in bits. The modulus MUST contain the modulus of the RAC public
key.

2.2.9.9.4 DISTRIBUTIONPOINT
The DISTRIBUTIONPOINT element of the UL contains the referral information of the author.

The DISTRIBUTIONPOINT elements MUST use the following template.

<DISTRIBUTIONPOINT>
<OBJECT type="Referral-Info">
<ID type="MS-GUID">
[[- GUID -1]
</ID>
<NAME>
[[- name -]]
</NAME>
[[- address -1]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- GUID -]]: MUST be a unique GUID that identifies this DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.
[[- name -]]: MUST be a name for the object.

[[- address -]]: MUST be an ADDRESS element of type "URL" containing the URL of a server or an
email address.
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2.2.9.9.5 OWNER

The OWNER element of the UL describes the author of the PL that was used to create the UL. It
grants no rights by itself, whereas the RIGHT element with name OWNER does formally grant the
owner rights.

The OWNER element MUST follow this template.

<OWNER>
<OBJECT>
<ID type=[[- type -1] />
[[- emailalias -]]
</OBJECT>
</OWNER>

[[- type -]]: MUST be the type of user account, as determined by the authentication scheme. For an
ID authenticated by an Active Directory account, the type MUST be "Windows". For an ID
authenticated by a server using the Microsoft Web Browser Federated Sign-On Protocol [MS-MWBF],
the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be "Passport".

[[- emailalias -]]: MUST be a NAME element that contains the primary email address associated with
the user's account.

2.2.9.9.6 RIGHT

The RIGHT element describes a right assigned to the principal named in the use license. One or
more RIGHT elements MUST be present.

Each RIGHT element MUST use one of the two following template forms.

Form 1
<RIGHT name=[[- rightname -]] >
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL internal-id="1">
[[- enablingbits -1]
</PRINCIPAL>
</ACCESS>
[[- rangetime -]]
[[- intervaltime -1]]
</CONDITIONLIST>
</RIGHT>
Form 2
<[[- rightname -]1] >
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL internal-id="1">
[[- enablingbits -1]
</PRINCIPAL>
</ACCESS>
[[- rangetime -]]
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[[- intervaltime -]]
</CONDITIONLIST>
</[[- rightname -]] >

[[- rightname -]]: In form 1, the name of the right MUST be a name attribute on a RIGHT element
and can be any arbitrary right name. In form 2, the name of the right MUST be the name of the
element and MUST be one of a set of the following reserved rights:

= VIEW

= PRINT

= EDIT

= FORWARD

= VIEWRIGHTSDATA
= OWNER

If the UL has been issued to the author of the original PL, then there MUST be one RIGHT element
named OWNER and it MUST follow form 1. All rights to the protected information are granted to this
owner and further RIGHT elements MUST NOT be present.

[[- enablingbits -]]: MUST contain the symmetric content key encrypted with the user's public key,
contained within an ENABLINGBITS element.

[[- rangetime -]]: SHOULD exist to specify a period of time for which the right can be exercised. If
present, this MUST take the following form.

<TIME>
<RANGETIME>
<FROM>=[[- time -]]</FROM>
<UNTIL>=[[- time -]]</UNTIL>
<RANGETIME/>
</TIME>

[[- time -]]: MUST be the time in the format Coordinated Universal Time (UTC).

[[- intervaltime -]]: SHOULD exist to specify a number of days or a time range for which the right
can be exercised. If present, this MUST take the following form.

<TIME>
<INTERVALTIME days="[[- intervaltimedays -1]1" />
</TIME>

[[- intervaltimedays -]]: MUST be the number of days specified for the time condition.

2.2.9.9.7 POLICYLIST
The POLICYLIST element of the UL contains zero or more POLICY elements.

If no POLICY elements are included, the POLICYLIST element MUST use the following template.
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<POLICYLIST type="[[- type -]]1" />

If at least one POLICY element is included, the POLICYLIST element MUST use the following
template.

<POLICYLIST type="[[- type —-11">
[[- policy -1]
</POLICYLIST>

[[- type -]]: MUST be the type of the policies in the list and MUST be either "inclusion" or
"exclusion".

[[- policy -]]: MUST be a POLICY element and MAY have additional POLICY elements as peers.
2.2.9.9.8 POLICY

The POLICY element of the UL contains usage policy other than user rights. It MUST be copied
verbatim from the PL, if present. It MAY be used to define application restrictions, such as version

requirements of an application that tries to access the PL. It is created by the application that
creates the PL.

The POLICY element MUST use the following template.

<POLICY>
<OBJECT>
<ID type="filename">[[- filename -]]1</ID>
<VERSIONSPAN min="[[- min -]]1" max="[[- max -]]" />
</OBJECT>
</POLICY>

[[- filename -]]: MUST be the file name of the application to which the policy applies.

[[- min -]]: MUST be the minimum version of the application named by [[- filename -]] to be
included in this policy.

[[- max-]]: MUST be the maximum version of the application named by [[- filename -]] to be
included in this policy.

2.2.9.9.9 CONDITION

The CONDITION element of the UL contains usage conditions. It MAY be used to define OS version
exclusions.

The CONDITION element MUST use the following template.

<CONDITION NAME="0OS-Exclusion" TYPE="versionspan">
[[- minversion -]]-[[- maxversion -]]
</CONDITION>

[[- minversion -]]: MUST be the minimum version of the OS exclusion policy.

[[- maxversion -]]: MUST be the maximum version of the OS exclusion policy.
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2.2.9.9.10 CONDITIONLIST

The CONDITIONLIST element of the UL contains a URL where an XrML revocation list can be
retrieved. The revocation list located at the specified URL MUST be a signed XrML document
containing a REVOCATIONLIST element as specified in section 3.17 of [XRML].

If present, the CONDITIONLIST element MUST use the following template.

<CONDITIONLIST>
<REFRESH>
<DISTRIBUTIONPOINT>
<OBJECT type="Revocation">
<ID type="[[- type -]11">[[- 1id -]11</ID>
<NAME>[ [- name -]]</NAME>
<ADDRESS type="URL">[[- address -]]</ADDRESS>
</OBJECT>
[[- publickey -1]
</DISTRIBUTIONPOINT>
<INTERVALTIME days="[[- days -1]1"
hours="[[- hours -]]1"
minutes="[[- minutes -]]1"
seconds="[[- seconds -]]" />
</REFRESH>
</CONDITIONLIST>

[[- type -]]: MUST be the type of the ID of the issuer of the revocation list.

[[- id -]]: MUST be the ID of the issuer of the revocation list.

[[- name -]]: An optional field containing a human-readable name of the revocation list site.
[[- address -]]: MUST be the URL of a location to download a revocation list.

[[- publickey -]]: MUST be a PUBLICKEY element (section 2.2.9.1.6) that contains the public key
used to sign the revocation list.

[[- days -]]: The number of days in the time interval for refreshing the revocation list. If this value
is zero, the days attribute SHOULD be omitted.

[[- hours -]]: The number of hours in the time interval for refreshing the revocation list. If this value
is zero, the hours attribute SHOULD be omitted.

[[- minutes -]]: The number of minutes in the time interval for refreshing the revocation list. If this
value is zero, the minutes attribute SHOULD be omitted.

[[- seconds -]]: The number of seconds in the time interval for refreshing the revocation list. If this
value is zero, the seconds attribute SHOULD be omitted.

2.2.9.10 Rights Policy Template

This section defines the format of the rights policy template. Templates are generated by an
administrator on the server and then distributed to client machines. A client generates a PL from a
template when a user uses it to protect a document (offline publishing). The PL is signed using the
CLC.

The rights policy template MUST use the following template.
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<XrML version="1.2" xmlns="">
<BODY type="Microsoft Official Rights Template">
[[- issuedtime -]]
descriptor -1]
issuer -]]
distributionpoint-pub -11]
- distributionpoint-ref -]]
[ work -1]]
[[- authenticateddata -1]
</BODY>
[[- signature -]]
</XrML>

[
[
[

[
[
[
[
[

[[- issuedtime -]]: MUST be an ISSUEDTIME element containing the time the rights policy template
was generated, in UTC.

[[- descriptor -]]: MUST be a DESCRIPTOR element describing the rights policy template, as defined
in section 2.2.9.10.1.

[[- issuer -]]: MUST be an ISSUER element describing the issuer of the rights policy template, as
defined in section 2.2.9.10.2.

[[- distributionpoint-pub -]]: MUST be a DISTRIBUTIONPOINT element containing the intranet
licensing URL of the server that will issue ULs for the PL generated from this rights policy template,
as specified in section 2.2.9.10.3.

[[- distributionpoint-ref -]]: MUST be a DISTRIBUTIONPOINT element containing the rights request
referral information, as specified in section 2.2.9.10.3.

[[-work -]]: MUST be a WORK element containing the policy, as specified in section 2.2.9.10.4.

[[- authenticateddata -]]: MUST be an AUTHENTICATEDDATA element that describes the usage
policy issued by the author, as specified in section 2.2.9.10.5.

[[- signature -]]: MUST be a SIGNATURE element containing the cryptographic signature of the body
of the certificate, generated by the issuer of the certificate. The hash MUST be the hash of the body.
The signature MUST be the hash encrypted with the issuer's private key. The key length MUST be
the length of the issuer's private key, which MUST match the length of the issuer's public key.

2.2.9.10.1 DESCRIPTOR

The DESCRIPTOR element of the rights policy template describes the type of the license and MUST
use the following template.

<DESCRIPTOR>
<OBJECT>
<ID type="MS-GUID">[[- GUID -]]</ID>
[[- name -]]
</OBJECT>
</DESCRIPTOR>

[[- GUID -]]: MUST be a unique GUID that identifies the rights policy template, represented as a
literal ASCII string enclosed in braces.
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[[- name -]]: MUST be a NAME element providing the name of the rights policy template. The text
of this element is structured as follows. One or more occurrences of the following structure MUST be
present in each NAME element, separated by a semicolon.

LCID [[- lcid -]]:NAME [[- name2 -]]:DESCRIPTION [[- description -11;

[[- Icid -]]: MUST be the LCID describing the language in which the NAME and DESCRIPTION that
follow it are encoded.

[[- name2 -]]: MUST be the name of the policy, encoded in the language defined by the [[- Icid -]].

[[- description -]]: MUST be the description of the policy, encoded in the language defined by the [[-
Icid -11.

2.2.9.10.2 ISSUER
The ISSUER element of the rights policy template identifies the issuer of the template. The contents

of the ISSUER element MUST be copied from the contents of the principal element in the
ISSUEDPRINCIPALS element of the SPC of the issuing server.

The ISSUER element MUST use the following template.

<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">[[- GUID -]]</ID>
[[- name -]]
[[- address -1]
</OBJECT>
[[- publickey -11]
</ISSUER>

[[- GUID -]]: MUST be a unique GUID that identifies the issuer of the license, represented as a
literal ASCII string enclosed in braces. MUST be taken from the object of the principal of the
ISSUEDPRINCIPALS of the issuer's certificate.

[[- name -]]: SHOULD be a string containing a name for the server. The NAME element MAY be
omitted.

[[- address -]]: SHOULD be an ADDRESS element of type "URL" containing the URL of the server.

[[- publickey -]]: MUST contain the issuer's public key. The exponent MUST be set to 65537. The
size attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus
MUST contain the modulus of the issuer's public key.

2.2.9.10.3 DISTRIBUTIONPOINT

The DISTRIBUTIONPOINT element of the rights policy template either describes the intranet
licensing URL of the server that will be used for issuing ULs for the PL generated from the rights
policy template (this becomes a "publishing point" element), or the URL that is used when a
recipient of a protected document wants to request rights to the document (this becomes a
"referral-info" element). If the element describes the location of the server, it can be either an
internal or an external location.

The DISTRIBUTIONPOINT elements MUST use the following template.
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<DISTRIBUTIONPOINT>

<OBJECT type="[[- type -1]">
<ID type="MS-GUID">[[- GUID -]]</ID>
[[- name -]]
[[- address -]]
</OBJECT>
</DISTRIBUTIONPOINT>

[[- type -]]: MUST be the type of the DISTRIBUTIONPOINT address. For the publishing point
element, the type is "Publishing-URL", and for the referral-info element, the type is "Referral-Info".

[[- GUID -]]: MUST be a unique GUID that identifies the DISTRIBUTIONPOINT element, represented
as a literal ASCII string enclosed in braces.<24>

[[- name -]]: MUST be a name for the object. For an object of type "Publishing-URL", this element
MUST contain the text "Publishing Point", while for an object of type "referral-info", this MUST NOT
be present.

[[- address -]]: MUST be an ADDRESS element of type "URL". For an object of type "Publishing-
URL", this element MUST contain the intranet licensing URL of the server, while for an object of type
"referral-info", this element MUST contain the URL to use for requesting rights (usually an email
address).

2.2.9.10.4 WORK

The WORK element MUST use the following template.

<WORK>
<OBJECT>
<ID type="" />
</OBJECT>
[[- preconditionlist -]]
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<RIGHT name="OWNER">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">Owner</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
[[- right -]]
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>

[[- preconditionlist -]]: This element specifies the time conditions on the usage policy, as specified in
section 2.2.9.10.4.1.
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2.2.9.10.4.1 PRECONDITIONLIST

The PRECONDITIONLIST element specifies the period of time for which the document can be
accessed. The element MAY be present.

The element MAY be specified in two ways. One of the following two ways MUST be used if this
element is present.

Method 1

<TIME>
<RANGETIME>
<FROM>[ [- fromtime -]]</FROM>
<UNTIL>[[- untiltime -]]</UNTIL>
</RANGETIME>
</TIME>

[[- fromtime -]]: The fromtime element specifies the beginning date and time for the document to
be considered valid (as in "not expired"). The time is expressed in UTC format.

[[- untiltime -]]: The untiltime element specifies the end date and time for the document to be
considered valid (as in "not expired"). The time is expressed in UTC format.

Method 2

<TIME>
<INTERVALTIME days="[[= numberofdays -11"/>
</TIME>

[[- numberofdays -]]: The numberofdays element specifies the humber of days from the
ISSUEDTIME that the document will be considered valid (as in "not expired").

2.2.9.10.4.2 RIGHTSGROUP

The RIGHTSGROUP element contains RIGHT elements and users who have each of these rights.

2.2.9.10.4.2.1 RIGHT

The RIGHT element describes a right that is assigned to a principal. One or more RIGHT elements
MUST be present. It MUST follow one of two forms.

Form 1

<RIGHT name=[[- rightname -]] >
<CONDITIONLIST>
[[- timecondition -]]
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
[[- emailaddress -]]
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
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</RIGHT>

Form 2

<[[- rightname -]] >
<CONDITIONLIST>
[[- timecondition -1]]
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
[[- emailaddress -]]
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</[[- rightname -]] >

[[- rightname -]]: In form 1, the name of the RIGHT MUST be an attribute on a RIGHT element and
can be any arbitrary RIGHT name. In form 2, the name of the RIGHT MUST be the name of the
element and MUST be one of a set of the following reserved values:

= VIEW

= PRINT

= EDIT

= EXPORT
= EXTRACT

[[- timecondition -]]: MAY exist to specify a number of days for which the right may be exercised. If
present, this MUST take the following form:

<TIME>

<INTERVALTIME days="[[- intervaltime -]1" />
</TIME>

[[- intervaltime -]]: MUST be the number of days specified for the time condition.

[[- emailaddress -]]: MUST be a NAME element that contains the primary email address associated
with the user's account that possesses the right.

2.2.9.10.5 AUTHENTICATEDDATA

The AUTHENTICATEDDATA element of the template contains the usage policy defined by the rights
policy template author. For a template, this element always represents application-specific data.
One or more AUTHENTICATEDDATA elements MAY be present and MUST use the following forms.

If present, the AUTHENTICATEDDATA element MUST use the following template.

<AUTHENTICATEDDATA name="[[- name - ]]" 1id="APPSPECIFIC">[[- value -]]
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</AUTHENTICATEDDATA>

[[- name -]]: The name of the application-specific control.
There are two predefined controls:
VIEWER: Specifies whether the protected document can be opened in a browser.

NOLICCACHE: Specifies whether the use license received from the server should be cached (stored
in the client's local store).

[[- value -]]: The value of the application-specific control. For the preceding predefined controls, the
value indicates the following:

VIEWER: '0', or the element does not exist: Do not allow viewing in a browser; '1l": Allow viewing in
a browser.

NOLICCACHE: '0', or the element does not exist: Allow UL caching; '1': Do not allow UL caching.

2.3 Directory Service Schema Elements
The protocol accesses the Directory Service schema classes and attributes listed in the table below.

For the syntactic specifications of the following <Class> or <Class><Attribute> pairs, refer to one of
the following Active Directory Domain Services (AD/DS) documents: [MS-ADA1], [MS-ADA2], [MS-
ADA3], or [MS-ADSC].

Class Attribute

computer mail
objectCategory
objectSid
sIDHistory

container name

objectClass

serviceConnectionPoint keywords

name
objectCategory
objectClass
serviceBindingInfo

user mail
objectCategory
objectSid
sIDHistory
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3 Protocol Details
The following sections specify details of the RMS: Client-to-Server Protocol:

The RMS: Client-to-Server Protocol operates between a client (the initiator), acting as either a
creator or a consumer, and a server (the responder). After server bootstrapping, the protocol allows
for stateless server operation. The server MAY retain state where appropriate as an
optimization.<25>

3.1 Common Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The organization is provided to explain how the protocol
behaves. This specification does not mandate that implementations adhere to this model as long as
their external behavior is consistent with that described in this specification.

The model suggested by this section includes the use of Active Directory as an external data store
for user identity information. This is only one possible solution. Any implementation-specific internal
or external data storage method can be used with the RMS Client-Server Protocol.

3.1.1.1 Abstract Types

3.1.1.1.1 ServerConfiguration ADM Elements

The ServerConfiguration type contains all of the configuration data used by the server to process
requests. It contains the following fields.

configurationVersion: An integer that indicates the current version of the
ServerConfiguration.

configurationRefreshInterval: The interval of time the server waits between checking whether
the StoredConfiguration has changed.

serverVersion: A string that indicates the build version of the server.
name: A string that indicates the friendly name of the server.
SKU: A string that indicates the SKU of the server.

cryptographicMode: Indicates the cryptographic mode of the server. Can be either Mode 1 or
Mode 2, as described in section 3.1.4.7.

trustedSpcCAKeys: A list of trusted SPC issuer keys that can be used to determine whether to

authorize client requests that involve a given SPC chain. The SPC issuer key can be retrieved
from the SPC chain.<26>

SLC: An XrML 1.2 certificate chain that signs the RMS server's public key into the certificate
hierarchy.

keyPair: An asymmetric key pair used for encryption, decryption, and signing in the
server.<27>
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applicationExclusionPolicy: A set of elements of type ApplicationExclusionEntry that define the
applications to be excluded in Use Licenses produced by the server.

osExclusionEnabled: A Boolean value that indicates whether OS Exclusion is enabled.

osExclusionPolicy: An optional minimum and maximum version to be included in an OS
Exclusion condition of Use Licenses produced by the server.

spcExclusionPolicy: An optional minimum accepted version for the Repository SECURITYLEVEL
of an SPC.

racExclusionPolicy: A set of public keys that are not permitted in RACs trusted by the server.

creationTimeTolerance: The amount of time a RAC CredentialCreationTime SECURITYLEVEL is
allowed to exceed the publishing license (PL) ISSUEDTIME. This SECURITYLEVEL allows for the
reuse of accounts by ensuring that the account was created before the PL was issued. This
policy allows for an account to be created a limited time after the PL was issued.

racValidityTime: The length of time a RAC produced by this server is valid.
tempRacValidityTime: The length of time a temporary RAC produced by this server is valid.

federatedRacValidityTime: The length of time a RAC produced by this server is valid when
Microsoft Web Browser Federated Sign-On authentication is used.

certificateValidityTimeTolerance: The amount of time to subtract from the ISSUEDTIME while
generating a RAC in order to compute the FROM value of the VALIDITYTIME. This allows for
the clock on the client to differ by a specified amount from the server.

persistRac: A Boolean flag that indicates whether RACs produced by this server are persisted to
an external store.

baseUrl: The base URL of the RMS server.

licensingUrl: The URL of an alternative RMS server to be used for operations in the "/licensing/"
virtual directory.

externalCertificationUrl: An optional URL reachable on the Internet (or on an extranet) to be
used for operations in the "/certification/" virtual directory.

externalLicensingUrl: An optional URL reachable on the Internet (or on an extranet) to be used
for operations in the "/licensing/" virtual directory.

federationEnabled: A Boolean value that indicates whether the server supports Microsoft Web
Browser Federated Sign-On authentication.

serverDecommissioned: A Boolean value that indicates whether the server has been
decommissioned. A decommissioned server is not intended for normal operation, but can still
provide a mechanism to decrypt documents before removing the server.<28>

noRightsCacheEnabled: A Boolean value that indicates whether the server will add an entry to
its plCache when a RAC has no rights in the corresponding PL.

onlinePublishingEnabled: A Boolean value that indicates whether the server supports online
publishing.

trustedRacIssuers: A set of public keys from SLCs of servers that are trusted to issue RACs.

86 /233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013


%5bMS-GLOS%5d.pdf

trustedLicensingServers: A set of elements of type TrustedLicensingServer specifying the
servers on behalf of which this server may issue Use Licenses.

superUserEnabled: A Boolean value that indicates whether the superUserGroup is used when
processing licensing requests.

superUserGroup: The email address of a group whose members receive full access when
requesting a UL from this server, regardless of the policy in the PL.

publishedTemplates: A set of zero or more XrML 1.2 certificates. Each element of the set is a
Rights Policy Template (section 2.2.9.10). These templates are used for template distribution.

archivedTemplates: A set of zero or more XrML 1.2 certificates. Each element of the set is a
Rights Policy Template. These templates are not distributed but can still be used for evaluation
of PLs while generating ULs.

plCache: A set of elements of type PLCacheEntry. This is an optional cache that stores parsed
PLs in memory to avoid parsing and validating PLs more than once across multiple requests.

revocationType: A string that indicates the revocation type for the server. This can be either
"StandardRevocation" or "CustomRevocation".

revocationAuthorities: A set of zero or more elements of type RevocationAuthorityInformation
(section 3.6.4.1.3.2) that contain the binary public keys of the revocation authorities.

3.1.1.1.2 TrustedLicensingServer

A TrustedLicensingServer is a server on whose behalf the RMS server may issue licenses. This
provides a mechanism for one server to replace another. The SLC, asymmetric key pair, and the full
set of templates from the trusted server are needed to be able to issue new ULs for PLs issued to
the trusted server. This type has the following fields:

keyPair: An asymmetric key pair used for encryption, decryption, and signing in the trusted
server.

templates: A set of zero or more XrML 1.2 certificates. Each element of the set is a Rights Policy
Template.

SLC: An XrML 1.2 certificate chain that signs the trusted server's public key into the Microsoft
certificate hierarchy.

3.1.1.1.3 PLCacheEntry

A PLCacheEntry is used to store a parsed PL and, optionally, a set of RACs that have been
determined to have no rights in the PL. XML parsing, validation, and signature verification can be
expensive operations, so there can be a benefit in caching the results of this work in the event that
multiple requests use the same PL. This type has the following fields.

plSignature: A string containing the SIGNATURE element of a PL.

parsedPl: An in-memory representation of a PL that has been parsed, validated, and had its
signature verified.

racsWithNoRights: A set of identities that have previously been determined to have no rights in
the PL. Each element of the set contains the ID type and value from the ID element (section
2.2.9.5.4) of the RAC that had no rights.
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3.1.1.1.4 ApplicationExclusionEntry

An ApplicationExclusionEntry identifies a minimum and maximum version nhumber of an
application that is added to the exclusion policy of ULs issued by the server.

minimumVersion: A string containing the minimum version of the application to be excluded.
maximumVersion: A string containing the maximum version of the application to be excluded.

filename: A string containing the filename of the application executable to be excluded.

3.1.1.1.5 DomainAccount

A DomainAccount represents a domain account used for authenticating to the server. This type is
passed as a parameter to the GetDirectoryForAccount and GetEmailAddressForAccount
abstract interfaces. This type has the following fields:

name: The name of the domain account.

SID: The SID of the domain account.

3.1.1.1.6 FederatedAccount

A FederatedAccount represents an account used for authenticating to the server using Microsoft
Web Browser Federated Sign-On authentication, as specified in [MS-MWBF].

emailAddress: The value of the EmailAddress claim of the account.

proxyAddresses: Zero or more email addresses from the ProxyAddresses claim of the account.

3.1.1.1.7 Directory

A Directory is a reference to a data store that contains identity information, such as an Active
Directory forest.

3.1.1.1.8 RequestContext

A RequestContext is provided to the server application by the HTTP server. It contains information
that is not included elsewhere in the HTTP request, including the authenticated user and
authentication method. This type has the following fields:

authenticatedAccount: The account, if any, used for authenticating to the server. If the
authenticationType is MWBF, then this field contains a FederatedAccount. Otherwise it
contains a DomainAccount.

authenticationType: The type of authentication used to authenticate to the server, such as
NTLM or MWBF.

isAuthenticated: A Boolean value that indicates whether the client was authenticated.
3.1.1.2 Abstract Variables

3.1.1.2.1 ServerState

The ServerState abstract variable is of type ServerConfiguration. It contains the run-time state
of the server. This represents the state used by the server while processing requests.
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3.1.1.2.2 StoredConfiguration

The StoredConfiguration abstract variable is of type ServerConfiguration. It contains the
persistent state of the server. This state can be modified outside of the RMS Client-Server Protocol.
The StoredConfiguration is not used directly by the server while processing requests. It is used to
initialize the ServerState and as a means to detect external configuration changes. The PLCache
field is always empty. The StoredConfiguration contains sensitive data such as the private key of
the server. Implementations should ensure that this data is protected from unauthorized access or
modification.

3.1.1.2.3 ServiceConnectionPoint

The ServiceConnectionPoint (SCP) is an optional object in Active Directory that specifies the
location of an RMS server.

3.1.1.2.4 ForestName

The fully qualified Domain Name System (DNS) name of the forest to which the computer belongs.
This Abstract Data Model element is shared with ForestNameFQDN (in [MS-DISO] section
4.3.1.1). This element is used only when Active Directory is used as the identity store for the
implementation.

3.1.1.3 Abstract Interfaces

GetDirectoryForAccount: An abstract interface that returns the forest that contains the
specified domain account.

GetEmailAddressForAccount: An abstract interface that returns an email address belonging to
the specified domain account.

GetServicelLocationForDirectory: An abstract interface that returns an RMS service location of
a specified service type in the specified forest.

GetUserKeyPair: An abstract interface that returns an asymmetric key pair for the specified
user.

SetUserKeyPair: An abstract interface that stores an asymmetric key pair for the specified user.

Note that the preceding conceptual data can be implemented by using a variety of techniques. Any
data structure that stores the preceding conceptual data MAY be used in the implementation.

3.1.1.3.1 GetDirectoryForAccount

GetDirectoryForAccount is an abstract interface that returns the Directory containing a specified
account. The interface takes one parameter named account of type DomainAccount and returns a
Directory. If Active Directory is used, the directory is found by invoking the LsarLookupNames4
method specified in [MS-LSAT] section 3.1.4.5 on the primary domain controller with the following
parameters:

Count: Set to 1.
Names: Set to the name field of account.
LookupLevel: Set to LsapLookupWhksta.

LookupOptions: Set to 0.
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ClientRevision: Set to 2.

When LsarLookupNames4 returns, the ReferencedDomains parameter will contain the name of the
directory containing the account. If the return value of LsarLookupNames4 is not
STATUS_SUCCESS, GetDirectoryForAccount returns NULL.

.1.1.3.2 GetEmailAddressForAccount

GetEmailAddressForAccount is an abstract interface that returns an email address belonging to a
specified account. The interface takes one parameter named account of type DomainAccount and
returns the email address as a string. The email address can be retrieved from an external source,
such as Active Directory. If Active Directory is used, the following procedure will return the email
address using LDAP as specified in [RFC2251].

The procedure uses the following local variables:
ActiveDirectory_Connection: An ADConnection handle (see [MS-ADSQO] section 6.2.2).

Return_Value: A string containing the email address to return. This variable is initialized to
NULL.

1. Invoke the "Initialize ADConnection" task ([MS-ADSQO] section 6.2.6.1.1) to construct an
ADConnection handle, with the following parameters:

» TasklInputTargetName: The value of ForestName (section 3.1.1.2.4).
= TasklInputPortNumber: 3268
Store the created ADConnection handle in the ActiveDirectory_Connection variable.

2. Invoke the "Setting an LDAP Option on an ADConnection" task ([MS-ADSO] section 6.2.6.1.2)
with the following parameters:

= TaskInputADConnection: ActiveDirectory_Connection
= TaskInputOptionName: LDAP_OPT_PROTOCOL_VERSION
= TaskInputOptionValue: 3

3. Invoke the "Establishing an ADConnection" task ([MS-ADSO] section 6.2.6.1.3) with the following
parameters:

= TaskInputADConnection: ActiveDirectory_Connection
If the TaskReturnStatus returned is not 0, skip to step 7.

4. Invoke the "Performing an LDAP Bind on an ADConnection" task ([MS-ADSQO] section 6.2.6.1.4)
with the following parameters:

= TaskInputADConnection: ActiveDirectory_Connection
If the TaskReturnStatus returned is not 0, skip to step 7.

5. Invoke the "Perform an LDAP Operation on an ADConnection" task ([MS-ADSQO] section
6.2.6.1.6) with the following parameters:

= TaskInputADConnection: ActiveDirectory_Connection
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= TaskInputRequestMessage: LDAP SearchRequest message ([RFC2251] section 4.5.1), as
follows:

» baseObject: EMPTY string

= scope: wholeSubtree

= filter:
(& (] (objectSid=<SID>) (sIDHistory=<SID>)) (| (objectcategory=computer) (o
bjectcategory=person))), where "<SID>" is replaced with the value of the SID field
of account.

= gttributes: mail
= derefAliases: neverDerefAliases
= typesOnly: FALSE

= TaskOutputResultMessage: Upon successful return from the task, this parameter will contain
the results of the LDAP search.

If the TaskReturnStatus returned is not 0, proceed to step 6. Otherwise, Return_Value is set to
the value of the mail attribute of the SearchResultEntry of the first LDAPMessage of the
TaskOutputResultMessage.

6. Invoke the "Perform an LDAP Unbind on an ADConnection" task ([MS-ADSO] section 6.2.6.1.5)
with the following parameters:

TaskInputADConnection: ActiveDirectory_Connection

7. The procedure returns Return_Value.

3.1.1.3.3 GetServicelLocationForDirectory

GetServicelLocationForDirectory returns the URL of an RMS service location of a specified type in
a directory. The interface takes two parameters: directory of type Directory and serviceType of
type ServiceType. It returns a URL as a string.

3.1.1.3.4 GetUserKeyPair

GetUserKeyPair returns a key pair for a specified account that has been previously stored by
SetUserKeyPair. The interface takes one parameter named account of type string and returns a
key pair. If no key pair is available, the return value is null.

3.1.1.3.5 SetUserKeyPair

SetUserKeyPair stores a key pair for a specified account in internal or external storage so that it
can be retrieved by GetUserKeyPair. An implementation can choose not to store these key pairs,
in which case a new key pair will be generated each time it is needed. In this case, each RAC
belonging to the user will have a different key, so ULs issued to the user will work only with the RAC
that was used to request the UL. The interface takes two parameters: account of type string and
keyPair, an asymmetric key pair. The interface does not have a return value.
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3.1.2 Timers

Configuration Refresh Timer: A timer to control the monitoring of service configuration
changes. The interval is set to the value of the configurationRefreshInterval field of the
ServerState. The maximum interval is one day.

3.1.3 Initialization

3.1.3.1 Acquiring a Key Pair

If the keyPair field of the StoredConfiguration has not been initialized, a new key pair MUST be
generated and stored.

3.1.3.2 Acquiring an SLC Chain

If the SLC field of the StoredConfiguration has not been initialized, a new SLC chain MUST be
acquired. A server MUST<29> have an SLC chain that contains its unique public key, grants the
server the right to issue certificates and licenses, and leads back to the common RMS root. Microsoft
operates a publicly available RMS enrollment cloud service that signs an unsigned SLC and returns
an SLC chain that leads back to the common RMS root. The service is open to all callers, performs
no authentication and no authorization, and does not require the caller to meet any requirements.
Microsoft retains no data.

This service is available for both synchronous and asynchronous requests. The server MUST send
information about itself, such as its public key and GUID, to the cloud service. The cloud service

uses this information to generate an SLC, sign it with its private key, append its own certificate
chain, and return the result to the server:

= Synchronous: https://activation.drm.microsoft.com/enroliment/enrollservice.asmx

= Asynchronous: https://activation.drm.microsoft.com/offlineenroll/Enroliment.aspx

3.1.3.3 StoredConfiguration Initialization

The persistent state of the server is initialized once and stored in implementation-specific storage.
The following default values SHOULD be used.

Configuration version: This flag can be any value at initialization. At installation, this value is
0. The server SHOULD increment this value when there are configuration changes.

configurationRefreshInterval: The default interval is 30 seconds.
serverVersion: This field MUST be initialized with the product version of the server.
name: This field SHOULD be initialized with the friendly name of the server.

SKU: This field SHOULD be initialized with the SKU of the server.

cryptographicMode: The default value SHOULD be Mode 1 if an implementation does not
support multiple cryptographic modes. Otherwise, the value SHOULD be chosen when
deploying the server.

trustedSpcCAKeys: This field SHOULD be initialized with a set of public keys from SPC CA
certificates that are trusted by this server to sign SPCs.

SLC: The default value is the SLC acquired in section 3.1.3.2.
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keyPair: The default value is the key pair acquired in section 3.1.3.1.
applicationExclusionPolicy: The default value is the empty set.
osExclusionEnabled: The default value is false.
osExclusionPolicy: The default version range is "0-2.1.5.2600".
spcExclusionPolicy: The default value is null.

RAC exclusion policy: The default value is null.
creationTimeTolerance: The default value is 15 days.
racValidityTime: The default value is 365 days.
tempRacValidityTime: The default value is 15 minutes.
federatedRacValidityTime: The default value is 1 day.
certificateValidityTimeTolerance: The default value is 15 minutes.
persistRac: The default value is false.

baseUrl: The value SHOULD be chosen when deploying the server.
licensingUrl: The default value is NULL.
externalCertificationUrl: The default value is NULL.
externalLicensingUrl: The default value is NULL.
federationEnabled: The default value is false.
serverDecommissioned: The default value is false.
noRightsCacheEnabled: The default value is true.
onlinePublishingEnabled: The default value is true.
trustedRacIssuers: The default value is the public key of the SLC.
trustedLicensingServers: The default value is the empty set.
superUserEnabled: The default value is false.

superUserGroup: The default value is NULL.
publishedTemplates: The default value is the empty set.
archivedTemplates: The default value is the empty set.

plCache: The default value is the empty set.

3.1.3.4 ServerState Initialization

The server SHOULD initialize its run-time state, ServerState, with the field values from its
persisted state, StoredConfiguration.
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3.1.4 Message Processing Events and Sequencing Rules

The following high-level sequence diagram illustrates the operation of the protocol.

Figure 5: Protocol operation
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The state data acquired from server bootstrapping previously described in section 3.1.3 MUST be
retained on the server. Beyond this, no other state data is required on the server. The server MAY
retain additional state data as an optimization, but it is not required. These operations are discussed

in more detail in the following sections.

Note The following defined methods MUST contain a VersionData element in the SOAP header (as

specified in [SOAP1.1]). For information on the VersionData element, see section 2.2.3.3.
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3.1.4.1 Authentication

The RMS system uses the user's email address as a canonical identifier when specifying identities,
rights, and policies. The server MUST authenticate the end user making the client request for the
Certify method so that it can retrieve the user's email address from a directory or by other means,
and include it in the RAC. The user's email address MUST be included in the RAC. See [RFC822] for
the correct format of an email address.

The server SHOULD authenticate the end user making the FindServicelocationsForUser method so
that it can find the appropriate server for the user from the directory.

The server MAY<30> also support Microsoft Web Browser Federated Sign-On authentication, as
specified in [MS-MWBF]. The client MAY follow the active client profile for Microsoft Web Browser
Federated Sign-On. If Microsoft Web Browser Federated Sign-On authentication is used, the email
address of the authenticated user MUST be made available to the server during the Certify request.

3.1.4.2 Server Endpoint URLs

The server MUST expose its web methods at specific URLs for the client to find them. The server
MUST provide the following URL structure, building from a base URL. This is the minimal required
structure. Case-sensitivity depends on the web server being used to host the RMS server:

= [baseURL]/certification/Activation.asmx: Activate

= [baseURL]/certification/certification.asmx: Certify

= [baseURL]/certification/server.asmx: GetLicensorCertificate

= [baseURL]/certification/ServiceLocator.asmx: FindServicelLocationsForUser
= [baseURL]/licensing/license.asmx: AcquirelLicense

= [baseURL]/licensing/publish.asmx: AcquireIssuanceLicense

= [baseURL]/licensing/publish.asmx: GetClientLicensorCert

= [baseURL]/licensing/templateDistribution.asmx: AcquireTemplateInformation
= [baseURL]/licensing/templateDistribution.asmx: AcquireTemplates

= [baseURL]/licensing/server.asmx: GetLicensorCertificate

= [baseURL]/licensing/ServicelLocator.asmx: FindServiceLocationsForUser

If the server supports Microsoft Web Browser Federated Sign-On authentication [MS-MWBF] for this
protocol,<31> the following virtual directory structure MUST also exist in addition to the minimal
required structure. The server SHOULD use MWBF only for these paths:

= [baseURL]/certificationexternal/certification.asmx: Certify

= [baseURL]/certificationexternal/server.asmx: GetLicensorCertificate

= [baseURL]/certificationexternal/ServiceLocator.asmx: FindServicelLocationsForUser
= [baseURL]/licensingexternal/license.asmx: AcquireLicense

= [baseURL]/licensingexternal/publish.asmx: AcquirelssuanceLicense
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= [baseURL]/licensingexternal/publish.asmx: GetClientLicensorCert
= [baseURL]/licensingexternal/server.asmx: GetLicensorCertificate
= [baseURL]/licensingexternal/ServicelLocator.asmx: FindServiceLocationsForUser

If the server supports clients that behave as other types of servers (such as content management
servers), the following virtual directory structure MUST also exist in addition to the minimal required
structure:

= [baseURL]/certification/ServerCertification.asmx: Certify

If the server supports clients on mobile platforms (such as PDAs and mobile phones), the following
virtual directory structure MUST also exist in addition to the minimal required structure:

= [baseURL]/certification/MobileCertification.asmx: Certify

.1.4.3 Request Context

When the HTTP server invokes the RMS server to process a request, it MUST provide a
RequestContext containing additional context about the HTTP request. The isAuthenticated field
MUST indicate whether the request was authenticated. If MWBF authentication was used,
authenticationType MUST be MWBF and authenticatedAccount MUST be a FederatedAccount
containing the values of the EmailAddress and ProxyAddresses claims.

Otherwise, authenticationType SHOULD contain the authentication type used by the HTTP server
and authenticatedAccount MUST be a DomainAccount. If the HTTP server supports the
Negotiate protocol, the server SHOULD authenticate the client using SPNEGO-based Kerberos and
NTLM HTTP Authentication [RFC4559]. The server establishes a security context as specified in

RFC4178] section 3.2 by calling the implementation-specific equivalent of GSS_Accept_sec_context
as specified in [RFC2743] section 2.2.2. If the HTTP server does not support the Negotiate
authentication protocol, the server authenticates the client using NTLM Over HTTP [MS-NTHT]. The
server establishes a security context as specified in [MS-NLMP] section 3.2.4 by calling the
implementation-specific equivalent of GSS_Accept_sec_context as specified in [RFC2743] section
2.2.2.

The security context can be queried using the implementation-specific equivalent of
GSS_Inquire_context as specified in [RFC2743] section 2.2.6. The information obtained from the
context includes a Token/Authorization Context ([MS-DTYP] section 2.5.2). The server obtains
the SID of the user from the value of the element Token.Sids[Token.UserIndex]. The SID
SHOULD be stored in the SID field of the DomainAccount.

If the authentication protocol negotiated by SPNEGO-based Kerberos and NTLM HTTP Authentication
RFC4559] was Kerberos, the server obtains the EffectiveName and LogonDomainName from
the KERB_VALIDATION INFO structure ([MS-PAC] section 2.5) returned by the KDC as specified in
MS-KILE] section 3.3.5.6.3.1. The name field of the DomainAccount SHOULD be set to the string
value made by constructing "LogonDomainName\EffectiveName".

If the authentication protocol negotiated by SPNEGO-based Kerberos and NTLM HTTP Authentication

RFC4559] was NTLM, or the server authenticated the client using NTLM Over HTTP [MS-NTHT], the
server obtains the UserName and DomainName from the AUTHENTICATE MESSAGE sent by the
client as specified in [MS-NLMP] section 3.2.5.1.2. The name field of the DomainAccount SHOULD
be set to the string value made by constructing "DomainName\UserName".
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3.1.4.4 Service Connection Point

To facilitate the discovery of an RMS server, an SCP MAY<32> be defined in Active Directory. RMS
clients and servers MAY<33> use the SCP to locate an RMS server that is capable of servicing
requests for that directory. The LDAPv3 protocol specified in [REC3377] SHOULD be used to retrieve
the SCP element from Active Directory. The SCP object is stored in a RightsManagementServices
container in the config NC of an Active Directory forest. When locating the SCP in Active Directory,
an RMS client or server SHOULD search for an object with the objectClass or objectCategory of
serviceConnectionPoint and the keywords "MSRMRootCluster" and "1.0". The value of the
serviceBindingInformation attribute of the SCP object MUST be the location of an RMS service.

The following sections define the Active Directory objects related to the SCP.

3.1.4.4.1 RightsManagementServices
name: RightsManagementServices
parent: Services ([MS-ADTS] section 6.1.1.2.4)

objectClass: container

3.1.4.4.1.1 SCP

name: SCP

parent: RightsManagementServices (section 3.1.4.4.1)
objectCategory: serviceConnectionPoint

objectClass: serviceConnectionPoint

keywords: MSRMRootCluster, 1.0

serviceBindingInformation: [baseURL]/certification

3.1.4.5 Fault Codes

The RMS: Client-to-Server Protocol allows a server to notify a client of application-level faults by
generating SOAP fault codes as specified in [SOAP1.1] section 4.4. A SOAP fault code returned by
an RMS server always has a faultcode value of Server, as specified in [SOAP1.1] section 4.4.1.

When a Server SOAP fault is returned by the RMS server, the name of the exception causing the
fault SHOULD be included in the faultstring sub-element of the SOAP fault. The format used when
populating the faultstring sub-element SHOULD be a FaultString as specified in the following
section.

FaultString = ExceptionString

ExceptionString = ExceptionName / ExceptionName DelimText 0*1 (ExceptionBegin
0*1 (ExceptionString))

ExceptionName = 0* (IdentifierName '.') IdentifierName

DelimText = ExceptionDelim Text

ExceptionDelim = '-' / ':' / SP
Text = 0* (CHAR)
ExceptionBegin = '--->' 0* (SP)
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IdentifierName: The IdentifierName portion of a FaultString MUST follow Annex 7 of
Technical Report 15 of the Unicode Standard 3.0 governing the set of characters permitted to
start and be included in identifiers, as specified in [UNICODENORMFORMS]. Identifiers MUST
be in the canonical format defined by Unicode Normalization Form C.

For more information, see [ECMA-335] section 8.5.1.

3.1.4.6 Validation

The server SHOULD validate the input for each operation and return a SOAP fault when validation
fails.

Exception Description

Microsoft.DigitalRightsManagement.Core.UnsupportedDataVersionException | The data version requested
by the client is not
supported.

Microsoft.DigitalRightsManagement.Core.MalformedDataVersionException A client request contained a
version number that is not
valid and cannot be
processed.

System.ArgumentNullException At least one of the required
arguments was null.

The server SHOULD validate the VersionData element of the request. If the MinimumVersion
element or the MaximumVersion element do not contain a valid version humber (specified in
section 2.2.4.2), the server SHOULD return a
Microsoft.DigitalRightsManagement.Core.MalformedDataVersionException fault. If the
MaximumVersion element contains a version number that is higher than the range supported by
the server for the operation, the server SHOULD return a
Microsoft.DigitalRightsManagement.Core.UnsupportedDataVersionException. If any input element
that is required for successful processing of the operation is set to null, the server SHOULD return a
System.ArgumentNullException fault.

3.1.4.7 Cryptographic Modes

RMS servers MAY<34> support operating in multiple cryptographic modes. These modes define the
set of key sizes and hash algorithms that clients and servers use in XrML certificates. Two modes
are defined, named Mode 1 and Mode 2. Servers that do not support multiple cryptographic modes
SHOULD use key sizes and hash algorithms specified for Mode 1. The following table specifies the
differences between certificates in each of the cryptographic modes.

Certificate Mode 1 Mode 2

SLC The public key is 1,024-bit RSA. The The public key is 2,048-bit RSA. The
signature hash algorithm is SHA-1. signature hash algorithm is SHA256.

SLC Chain The public key is 1,024-bit or 2,048- The public key is 2,048-bit RSA. The

Intermediate and bit RSA. The signature hash algorithm signature hash algorithm is SHA256.

Root Certificates is SHA-1.

SPC The public key is 1,024-bit or 2048-bit | The public key is 2,048-bit RSA. The
RSA. The signature hash algorithm is signature hash algorithm is SHA256.
SHA-1.
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Certificate Mode 1 Mode 2
SPC Chain The public key is 1,024-bit or 2,048- The public key is 2,048-bit RSA. The
Intermediate and bit RSA. The signature hash algorithm signature hash algorithm is SHA256.
Root Certificates is SHA-1.
RAC The public key is 1,024-bit RSA. The The public key is 2,048-bit RSA. The
signature hash algorithm is SHA-1. signature hash algorithm is SHA256.
The enabling bits type is "sealed-key". The enabling bits type is "sealed-key-
v2".
CLC The public key is 1,024-bit RSA. The The public key is 2,048-bit RSA. The
signature hash algorithm is SHA-1. signature hash algorithm is SHA256.
The enabling bits type is "sealed-key". The enabling bits type is "sealed-key-
v2".
PL The signature hash algorithm is SHA- The signature hash algorithm is
1. The enabling bits type is "sealed- SHA256. The enabling bits type is
key". "sealed-key-v2".
UL The signature hash algorithm is SHA- The signature hash algorithm is
1. The enabling bits type is "sealed- SHA256. The enabling bits type is
key". "sealed-key-v2".

3.1.5 Timer Events

Configuration Refresh Timer Elapsed: When the Configuration Refresh Timer elapses, the

server SHOULD retrieve the configurationVersion field of the StoredConfiguration. If this

value is different from the configurationVersion field of the ServerState, the server
SHOULD replace all fields in ServerState with the corresponding fields in
StoredConfiguration. The timer SHOULD be reset to the interval specified by the
configurationRefreshInterval field of the ServerState.

3.1.6 Other Local Events

3.1.6.1 StoredConfigurationChanged

When modifying the persistent state of the server, the configurationVersion field of the

StoredConfiguration SHOULD be incremented to indicate to the server on the next Configuration
Refresh Timer Elapsed event that the configuration has changed. If incrementing the value would
cause it to be greater than one million, the configurationVersion SHOULD be set to 1.

3.1.6.2 SLC Expiry

The SLC grants the server the right to issue certificates and licenses by way of the ISSUE RIGHT
inside the WORK element of the certificate. The ISSUE RIGHT has a RANGETIME condition that
specifies the range during which the SLC can be used for issuing certificates and licenses. Outside
this range, the server SHOULD NOT issue certificates or licenses because those licenses and
certificates will be found invalid.

If the RANGETIME on the ISSUE RIGHT expires, the server MUST have its SLC reissued to continue
functioning. To have the SLC reissued, the server SHOULD repeat the behavior specified in 3.1.3.
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3.2 ActivationProxyWebServiceSoap Server Details

The complex types, simple types, and elements that are described in this section are used in the
Activation Service.<35>

3.2.1 Abstract Data Model

See the common server ADM in section 3.1.1.
3.2.2 Timers
None.

3.2.3 Initialization

See section common server Initialization (section 3.1.3).

3.2.4 Message Processing Events and Sequencing Rules

Operation Description
Activate Allows the server to act as a proxy between the version 1.0 client and the RMS
Operation Machine Activation cloud service.

3.2.4.1 Activate Operation

During the Activate request, the server acts as a proxy between the version 1.0 client and the RMS
Machine Activation cloud service.<36> The request from the client to the server and the request
from the server to the cloud service are identical. Likewise, the response from the cloud service to
the server and the response from the server to the client are identical.

g~

) Cloud
Client Server Service
Activate [v1 only] Activate
F—HIDXML : > —HIDKML—————————
E : o e
LAt <
__AORy 777

,,. _cpc, CAB i

Activate [S5P1+]

Figure 6: Activation message sequence

<wsdl:operation name="Activate">
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<wsdl:input message="tns:ActivateSoapIn" />
<wsdl:output message="tns:ActivateSoapOut" />
</wsdl:operation>

The Activate web method response also includes binary data that the server returns verbatim as a
DIME attachment to the SOAP response.

In the Activate operation, the client submits an HID hash (section 3.2.4.1.2.3) and requests a
security processor software component, signature, and SPC chain. A properly formed Activate
request MUST contain a HID hash. The server treats this HID hash as an opaque BLOB and forwards
it to the RMS Machine Activation cloud service.

In addition to returning an ActivateResponse element, the response method SHOULD also return a
binary attachment using DIME, as specified in [WSDLExt]). The DIME attachment is treated as an
opaque BLOB by the server and forwarded from the RMS Machine Activation cloud service back to
the client.

The server's role in the Activate request is to act only as a proxy to the RMS Machine Activation
cloud service. This functionality exists to enable clients that do not have connectivity to the Internet
beyond the corporate environment. The Activate protocol between the server and the RMS Machine
Activation cloud service is identical to the Activate protocol between the client and the server.

Upon receiving an Activate request, the server SHOULD service the request. To service the request,
the server MUST make an Activate request to the RMS Machine Activation cloud service using the
same Activate protocol and the same request data. When the cloud service responds, the server
MUST respond to the client with the same response data. The server MUST treat the request and
response data as opaque BLOBs and pass the response data through to the client. A successful
response includes an SPC chain, a security processor binary file containing the security processor
private key, and a signature of the binary file.

After the activation step is complete, the client has a security processor with its own key pair and
SPC chain.

For a successful request, the server MUST return exactly what it receives from the RMS Machine
Activation cloud service. For an unsuccessful request, the server SHOULD return the same fault as
the cloud service.

3.2.4.1.1 Messages

Message Description
ActivateSoaplIn Contains a unique one-way hash of the client's hardware configuration information.

ActivateSoapOut Contains information for verification of the binary data returned in a DIME attachment.

3.2.4.1.1.1 ActivateSoaplIn

The ActivateSoapIn message contains a unique one-way hash of the client's hardware configuration
information. This message is treated as an opaque BLOB by the server and forwarded to the RMS
Machine Activation cloud service.

<wsdl:message name="ActivateSoapIn">
<wsdl:part name="parameters" element="tns:Activate" />
</wsdl:message>
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Activate element: The Activate element, as specified in section 3.2.4.1.2.1. Contains an XML
structure generated by the client that contains a unique string derived from a one-way hash of
hardware configuration information.

3.2.4.1.1.2 ActivateSoapOut

The ActivateSoapOut message contains information for verification of the binary data returned in a
DIME attachment.

<wsdl:message name="ActivateSoapOut">
<wsdl:part name="parameters" element="tns:ActivateResponse" />
</wsdl:message>

ActivateResponse element: The ActivateResponse element, as defined in section 3.2.4.1.2.2.
Contains the SPC chain and a signature for verification of the binary data returned in a DIME
attachment (as specified in [WSDLExt]). The SPC leaf-node certificate contains the public key
corresponding to the private key in the security processor. This response is treated as an opaque
BLOB by the server and forwarded from the RMS Machine Activation cloud service back to the client.

3.2.4.1.2 Elements

Element Description

Activate Contains the body of the message for the Activate web method.

ActivateResponse Contains the body of the response from the Activate method.

HidXml Contains a base-64 encoded HID.
BinarySignature A fragment of XML that contains a signed hash of a binary DIME attachment.

3.2.4.1.2.1 Activate

The Activate element contains the body of the message for the Activate web method. The Activate
web method parameters consist of any number of hardware IDs (HIDs) that are associated with the
Activation Service.

<xs:element name="Activate">
<xs:complexType>
<xs:sequence>
<xs:element name="requestParams"
type="ArrayOfActivateParams"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.2.4.1.2.2 ActivateResponse

The ActivateResponse element contains the body of the response from the Activate method. The
Activate method response consists of any humber of BinarySignatures and MachineCertificateChains.
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<xs:element name="ActivateResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="ActivateResult"
type="ArrayOfActivateResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.2.4.1.2.3 HidXml

The HID MUST be base64 encoded. Otherwise, the format and content of the HID is
implementation-dependent. The HID SHOULD<37> uniquely identify the client making the Activate
request. The HID SHOULD be a base64-encoded SHA1 hash. The SHA1 hash can be generated from
any set of entropy using any input value. The SHA1 hash algorithm is specified in [FIPS180-2].

The server operates transparently on the HID, serving only as a pass-through to the RMS Machine
Activation cloud service. The SOAP operations that the server and the cloud service use while the
server is acting as a pass-through are identical to those made between the client and the server. For
information on how to use the cloud service, see section 3.1.3.2.

<xs:element name="HidXml">
<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.2.4.1.2.4 BinarySignature

The BinarySignature (ActivateResponse) element is a fragment of XML that contains a signed
hash of the binary data returned by the server in a DIME attachment (as described in [WSDLExt])
on the Activate web method response. The BinarySignature and attachment are passed through
by the server and treated as transparent data.

<xs:element name="BinarySignature">
<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
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3.2.4.1.3 Complex Types

Complex Types Description

ActivateParams Contains a single HID represented in XML form.

ActivateResponse Contains an array of machine certificates and a binary signature for the DIME
attachment.

ArrayOfActivateParams Contains an array of parameters for the Activate request operation.

ArrayOfActivateResponse Contains an array of responses to an Activate request operation.

3.2.4.1.3.1 ActivateParams

The ActivateParams complex type contains a single HID represented in XML form.

<xs:complexType name="ActivateParams">
<xs:sequence>
<xs:element name="HidXml"
minOccurs="0"
maxOccurs="1"

<xs:complexType name="XmlNode"
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

3.2.4.1.3.2 ActivateResponse

The ActivateResponse complex type contains an array of machine certificates and a binary
signature to verify the binary data the server returns in a Direct Internet Message Encapsulation
(DIME) attachment (as described in [WSDLExt]) on this Activate web method response. The
BinarySignature and attachment are passed through by the server and treated as transparent data.

<xs:complexType name="ActivateResponse">
<xs:sequence>
<xs:element name="BinarySignature"
minOccurs="0"

maxOccurs="1"

<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""

/>
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</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="MachineCertificateChain"
type="ArrayOfXmlNode"
minOccurs="1"
maxOccurs="0"
/>
</xs:sequence>
</xs:complexType>

3.2.4.1.3.3 ArrayOfActivateParams

The ArrayOfActivateParams complex type contains an array of parameters for the Activate
request operation. This array consists of any nhumber of ActivateParams (section 3.2.4.1.3.1).

<xs:complexType name="ArrayOfActivateParams">
<xs:sequence>
<xs:element name="ActivateParams"
type="ActivateParams"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.2.4.1.3.4 ArrayOfActivateResponse

The ArrayOfActivateResponse complex type contains an array of responses to an Activate request
operation.

<xs:complexType name="ArrayOfActivateResponse">
<xs:sequence>
<xs:element name="ActivateResponse"
type="ActivateResponse"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.2.5 Timer Events

None.

3.2.6 Other Local Events

None.
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3.3 CertificationWebServiceSoap Server Details

The complex types, simple types, and elements described in this section are used in the Certification
Service.

3.3.1 Abstract Data Model
See the common server ADM in section 3.1.1.
3.3.2 Timers

None.

3.3.3 Initialization

See section common server Initialization (section 3.1.3).

3.3.4 Message Processing Events and Sequencing Rules

Operation Description
Certify Operation The client uses the Certify request to acquire a RAC.

3.3.4.1 Certify Operation

To access protected content, the user needs a RAC that corresponds to the user's account. The RAC
grants the role of a user who can access protected content. It issues an asymmetric encryption key
pair and identifies the user account in the RMS system. The client uses the Certify request to
acquire a RAC. The client MUST have a valid SPC before calling Certify.

Cloud

Client Server ;
Service

Certify

Authentication
—5PC, Persistent —— -

| g —RAC-—

Figure 7: Certify message sequence

<wsdl:operation name="Certify">
<wsdl:input message="tns:CertifySoapIn" />
<wsdl:output message="tns:CertifySoapOut" />
</wsdl:operation>

Exceptions Thrown: The Certify method SHOULD return a fault code when a failure occurs.
Details of the RMS: Client to Server Protocol SOAP fault format can be found in section 3.1.4.5.
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Exception Description

System.UnauthorizedAccessException The access is
unauthorized.

Microsoft.DigitalRightsManagement.Core.VerifyEmailAddressFailedException The email
address is
formatted
incorrectly. See
RFC822] for
the correct
format of an
email address.

Microsoft.DigitalRightsManagement.Utilities. ADEntrySearchFailedException Failed to find an
entry in the
directory.

Microsoft.DigitalRightsManagement.Core.VerifyMachineCertificateChainFailedException The machine
certificate

provided has a
certificate chain
that is not valid.

Microsoft.DigitalRightsManagement.Licensing.BlackBoxIsInvalidException The client's RM
lockbox has
been revoked.
The client
computer MUST
be reactivated
to retrieve the
latest RM
lockbox.

Microsoft.RightsManagementServices.ClusterDecommissionedException A request was
received, but
the server is in
a
decommissioned
state and
cannot process
the request.

Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException | The given
certificate does
not contain an
acceptable
combination of
asymmetric key
and signature
hash
algorithms.

The client MUST authenticate to the server. The client SHOULD use NTLM authentication, as
described in [MS-NTHT], for Certify requests.<38> If the isAuthenticated field of the
RequestContext is false or the authenticationType field of the RequestContext is MWBF when
the federationEnabled field of ServerState is set to false, the server SHOULD return a
System.UnauthorizedAccessException SOAP fault code. If the authenticationType field of the
RequestContext is not MWBF and the authenticatedAccount represents a well-known local
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account, the server MAY replace authenticatedAccount with a DomainAccount representing the
machine account of the server.<39> The SOAP request does not encapsulate the
authentication.<40>

In the Certify operation, the client authenticates to the server, submits an SPC chain, identifies a
RAC type, and requests a RAC chain. A properly formed Certify request MUST contain a signed SPC
chain and a flag for the RAC type. If the server decommissioned flag is set, the server SHOULD
return a Microsoft.RightsManagementServices.ClusterDecommissionedException fault.

Upon receiving a Certify request, the server SHOULD validate the follow items:
= The signature of each certificate in the SPC certificate chain.

= The public key of either the first or second certificate that follows the SPC in the SPC chain is
present in the trustedSpcCAKeys field of ServerState.

= The Repository SECURITYLEVEL in the SPC meets the minimum required version in the
spcExclusionPolicy field of ServerState.

If this validation fails, a
Microsoft.DigitalRightsManagement.Core.VerifyMachineCertificateChainFailedException SOAP fault
code SHOULD be returned. If the Repository SECURITYLEVEL in the SPC does not meet the
minimum required version in the spcExclusionPolicy field of ServerState, the server SHOULD
return the Microsoft.DigitalRightsManagement.Licensing.BlackBoxIsInvalidException SOAP fault
code. The server SHOULD ignore the values of the following SPC elements: [[- cps -1], [[- type -
11 and [[- name -]] of the ISSUER element as described in section 2.2.9.4.2. If the SPC or any
certificate in the SPC certificate chain contains public key lengths or hash algorithms that are not
allowed in the cryptographic mode indicated by the cryptographicMode attribute of ServerState,
the server SHOULD return a
Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException fault.

If validation succeeds, the server SHOULD service the request. To service the request, the server
SHOULD generate a new RAC chain. To generate a RAC chain, the server MUST provide a unique
asymmetric key pair for the user. The server SHOULD invoke the GetUserKeyPair abstract
interface, passing in a string identifying the user. If the authenticationType of the
RequestContext is MWBF, the string SHOULD be the emailAddress of the
authenticatedAccount of the RequestContext. Otherwise, the string SHOULD be the SID of the
authenticatedAccount of the RequestContext. If the return value is null, the server MUST
generate a unique asymmetric key pair for the user. If a new key pair is generated, the server
SHOULD invoke the SetUserKeyPair abstract interface, passing in a string identifying the user, as
described previously, and the generated key pair. The server SHOULD store the RAC if the
persistRac field of ServerState is true. The VALIDITYTIME element of the RAC SHOULD be
computed using the racValidityTime field of ServerState. If the request is for a temporary
certificate, the tempRacValidityTime field of ServerState SHOULD be used. If the request was
authenticated using Microsoft Web Browser Federated Sign-On authentication, the
federatedRacValidityTime field of ServerState SHOULD be used. To account for clock differences
between the clock and the server, the server SHOULD subtract an amount of time equal to the
certificateValidityTimeTolerance field of ServerState from the ISSUEDTIME to compute the
FROM value of the VALIDITYTIME. If the request is for a persistent RAC, the RACtype of the
ISSUEDPRINCIPALS (section 2.2.9.5.4) MUST be a SECURITYLEVEL element with the name
"Group-Identity-Credential-Type" and a value of "Persistent". If the request is for a temporary RAC,
the RACtype of the ISSUEDPRINCIPALS MUST be a SECURITYLEVEL element with the name
"Group-Identity-Credential-Type" and a value of "Temporary".

The server processes the ISSUEDPRINCIPALS element differently, depending on the type of
authentication used:
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Microsoft Web Browser Federated Sign-On (MWBF) authentication: The userid of the
ISSUEDPRINCIPALS MUST be a GUID. This GUID MUST be unique for each authenticated
email address. The emailaddress of the ISSUEDPRINCIPALS MUST be the value of the
emailAddress field of the authenticatedAccount of the RequestContext. If the email
address is not properly formatted, a
Microsoft.DigitalRightsManagement.Core.VerifyEmailAddressFailedException SOAP fault code
SHOULD be returned by the server. See [RFC822] for the correct format of an email address.
The emailalias of the ISSUEDPRINCIPALS SHOULD be populated using the values of the
proxyAddresses field of the authenticatedAccount of the RequestContext.

Non-MWBF authentication: The userid of the ISSUEDPRINCIPALS MUST be the SID field of
the authenticatedAccount of the RequestContext. The emailaddress of the
ISSUEDPRINCIPALS MUST be the value returned by GetEmailAddressForAccount for the
authenticatedAccount of the RequestContext. If the email address is not properly
formatted, a Microsoft.DigitalRightsManagement.Core.VerifyEmailAddressFailedException
SOAP fault code SHOULD be returned by the server. See [RFC822] for the correct format of an
email address. If GetEmailAddressForAccount returns NULL, the server SHOULD return a
Microsoft.DigitalRightsManagement.Utilities.ADEntrySearchFailedException SOAP fault code.
The emailalias of the ISSUEDPRINCIPALS MUST NOT be present when MWBF
authentication is not used.

The RAC MUST contain the user's public key in the ISSUEDPRINCIPALS element. The RAC MUST
contain the user's private key, encrypted to the SPC public key, in the FEDERATIONPRINCIPALS
element. The server MUST include a DISTRIBUTIONPOINT (section 2.2.9.5.3) of type "Activation".
The ADDRESS element SHOULD contain the baseUrl of the ServerState followed by
"/certification". If the externalCertificationUrl of the ServerState is not null, the server SHOULD
include a DISTRIBUTIONPOINT of type "Extranet-Activation". The ADDRESS element SHOULD
contain the externalCertificationUrl. The ISSUER element of the RAC MUST be copied from the
ISSUEDPRINCIPALS element of the server's SLC. The SIGNATURE element of the RAC MUST be
generated using the server's private key. The server's entire SLC chain MUST be appended to the
RAC to form the RAC chain. For more information on the RAC chain, see section 2.2.9.5.

For a successful request, the server MUST return a RAC chain. If the federationEnabled field of
ServerState is true and the user is calling the interface for Federated Identity, then a RAC with the
type "federation" SHOULD be returned. For an unsuccessful request, the server MUST return a SOAP
fault code listed above or a generic SOAP fault code. The client MUST treat all SOAP fault codes the
same. For information on Certificate formats, see section 2.2.9.

3.3.4.1.1 Messages

Message Description
CertifySoapln Contains the client's SPC chain as well as a request flag.
CertifySoapOut Contains a RAC chain.

3.3.4.1.1.1 CertifySoaplIn

The CertifySoapIn message contains the client's SPC chain as well as a flag requesting either a
persistent (long-lived) or temporary (short-lived) certificate.

<wsdl:message name="CertifySoapIn">
<wsdl:part name="parameters" element="tns:Certify" />
</wsdl:message>

109/ 233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013


http://go.microsoft.com/fwlink/?LinkId=90497
http://go.microsoft.com/fwlink/?LinkId=90497

Certify: The Certify element, as specified in section 3.3.4.1.2.1.

3.3.4.1.1.2 CertifySoapOut
The CertifySoapOut message contains the RAC chain. The RAC chain issues an encryption key pair

to the user and binds the user's account to the machine through the SPC. The CertifyResponse
element also includes a QuotaResponse structure that the client SHOULD NOT use.

<wsdl:message name="CertifySoapOut">
<wsdl:part name="parameters" element="tns:CertifyResponse" />
</wsdl:message>

CertifyResponse: The CertifyResponse element, as specified in section 3.3.4.1.2.2.

3.3.4.1.2 Elements

Element Description
Certify Contains the body of the request for the Certify request operation.
CertifyResponse Contains the response to a Certify request operation.

3.3.4.1.2.1 Certify

The Certify element contains the body of the request for the Certify web method.

<xs:element name="Certify">
<xs:complexType>
<xs:sequence>
<xs:element name="requestParams"
type="CertifyParams"
minOccurs="1"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.1.2.2 CertifyResponse

The CertifyResponse element contains the response to a Certify request operation. This element is
used as an out parameter for the Certify operation.

<xs:element name="CertifyResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="CertifyResult"
type="CertifyResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
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</xs:element>

3.3.4.1.3 Complex Types

Complex Types Description

CertifyParams A list of machine certificates.

CertifyResponse Contains an array of certificates and certificate quota data.
QuotaResponse Not used; kept for backwards-compatibility only.

3.3.4.1.3.1 CertifyParams

The CertifyParams complex type allows the Certify request operation to accept a list of machine
certificates for performing the certificate operation. The list of machine certificates is stored in an
array. The ArrayOfXmlINode (section 2.2.4.1) complex type serves as a wrapper for this array.
The Persistent parameter is a Boolean flag that indicates whether the response is a temporary
identity certificate with a short validity time (when the value is TRUE), or an identity certificate with
a normal validity time (when the value is FALSE).

<xs:complexType name="CertifyParams">
<xs:sequence>
<xs:element name="MachineCertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
<xs:element name="Persistent"
type="boolean"
minOccurs="1"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.3.4.1.3.2 CertifyResponse

The CertifyResponse complex type contains response parameters consisting of an array of
certificates and certificate quota data. The certificates represent the user identity certificate that the
server issues. The quota data SHOULD NOT be used.

<xs:complexType name="CertifyResponse">
<xs:sequence>

<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="Quota"
type="QuotaResponse"
minOccurs="0"
maxOccurs="1"

/>
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</xs:sequence>
</xs:complexType>

3.3.4.1.3.3 QuotaResponse

The server does not process the QuotaResponse complex type. The Verified parameter value
MUST be set to true. The CurrentConsumption parameter value MUST be less than the Maximum

parameter value, otherwise arbitrary values for these two parameters MAY<41> be used.

<xs:complexType name="QuotaResponse">
<xs:sequence>
<xs:element name="Verified"
type="boolean"
minOccurs="1"
maxOccurs="1"

/>
<xs:element name="CurrentConsumption"
type="1int"

minOccurs="1"
maxOccurs="1"

/>
<xs:element name="Maximum"
type="1int"

minOccurs="1"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.3.5 Timer Events

None.

3.3.6 Other Local Events

None.

3.4 LicenseSoap and TemplateDistributionWebServiceSoapServer Server Details

The complex types, simple types, and elements described in this section are used in the Licensing

Service.
3.4.1 Abstract Data Model

See the common server ADM in section 3.1.1.
3.4.2 Timers

None.

3.4.3 Initialization

See section common server Initialization (section 3.1.3).
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3.4.4 Message Processing Events and Sequencing Rules

Operation Description

Acquirelicense Operation This request is used to acquire a UL from the server.

AcquireTemplatelnformation This request is used to acquire information about the rights policy

Operation templates available on the server.

AcquireTemplates Operation This request is used to acquire specific rights policy templates from
the server.

3.4.4.1 Acquirelicense Operation

The AcquireLicense request is used to acquire a UL from the server. A UL is required for a user to
access protected content. The UL describes what usage policies apply to the user while accessing a
particular protected content file. It also contains the content key encrypted with the user's RAC
public key. The UL is the authorization token that allows a user to access protected content.

Client server

AcquirelLicense

E—RAC, PL, AppData ——

;._ Ae==""

Figure 8: AcquireLicense message sequence

<wsdl:operation name="AcquireLicense">
<wsdl:input message="tns:AcquireLicenseSoapIn" />
<wsdl:output message="tns:AcquireLicenseSoapOut" />
</wsdl:operation>

Cloud
Service

Exceptions Thrown: The AcquireLicense method SHOULD return a fault code when a failure
occurs. Details of the RMS: Client to Server Protocol SOAP Fault Format can be found in section

3.1.4.5.

Exception

Description

Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertSignatureException

The account
certificate the
requestor
supplied has
been tampered
with.

Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertTimeException

The account
certificate the
requestor
supplied is
currently
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Exception

Description

invalid.

Microsoft.DigitalRightsManagement.Licensing.UnexpectedPersonaCertException

An unexpected
error was
encountered
while
validating the
account
certificate.

Microsoft.DigitalRightsManagement.Licensing.UntrustedPersonaCertException

The account
certificate the
requestor
supplied was
not issued by a
trusted user
domain
server.

Microsoft.DigitalRightsManagement.Licensing.NoRightsForRequestedPrincipalException

The PL
contains no
rights for the
requested
principal.

Microsoft.DigitalRightsManagement.Licensing.DrmacIsExcludedException

The account
certificate has
been excluded
and is not
permitted to
submit this
request.

Microsoft.DigitalRightsManagement.Licensing.InvalidRightsLabelSignatureException

The publishing
license
contains an
invalid
signature.

Microsoft.DigitalRightsManagement.Licensing.IssuancelLicenselsNotWithinValidTimeRangeEx
ception

The publishing
license has
expired or the
time specified
is not within
the valid time
range.

Microsoft.DigitalRightsManagement.Licensing.RightsLabelNoMatchingIssuedPrincipalExceptio
n

The publishing
license has no
issued
principals
corresponding
to this server.

Microsoft.RightsManagementServices.ClusterDecommissionedException

A request was
received, but
the server is in
a
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Exception Description

decommissione
d state and
cannot honor
the request.

Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException The given
certificate does
not contain an
acceptable
combination of
asymmetric
key and
signature hash
algorithms.

In the AcquireLicense operation, the client submits a signed PL chain, a RAC chain, and application
data, and requests a UL chain. A properly formed AcquireLicense request MUST contain a signed
PL chain, a RAC chain, and application data XML. The application data XML MAY contain a null value
by way of an empty XML element. If the client specifies "1.0.0.0" as the MaximumVersion field of
the VersionData header, the request MUST contain only one AcquireLicenseParams element in
the RequestParams field of the AcquireLicense element.

Upon receiving an AcquireLicense request, the server SHOULD perform signature validation on the
PL chain and ensure that it trusts the issuer of the PL. The server MUST know the private key that
corresponds to the public key of the issuer of the PL in order to issue a UL. The server SHOULD
perform signature validation on the RAC chain and verify that it trusts the RAC.

= If the RAC chain fails signature validation, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertSignatureException SOAP fault
code.

= If the RAC chain is expired or not yet valid, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertTimeException SOAP fault code.

= If the RAC is signed by an SLC that is not the SLC of one of the elements of the
trustedRaclssuers field of ServerState, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.UntrustedPersonaCertException.

= If the RAC public key is in the racExclusionPolicy set of ServerState, the server should return
the SOAP fault Microsoft.DigitalRightsManagement.Licensing.DrmaclsExcludedException.

= If the Repository SECURITYLEVEL in the SPC does not meet the minimum required version in the
spcExclusionPolicy field of ServerState, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.BlackBoxIsInvalidException SOAP fault.

= If a Credential-Creation-Time SECURITYLEVEL is present in the RAC and exceeds the
ISSUEDTIME of the PL by more than the value of the creationTimeTolerance field of
ServerState, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.CredentialCreationTimeException SOAP fault.

= If any other errors are found validating the RAC chain, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.UnexpectedPersonaCertException SOAP fault.

= If the federationEnabled field of ServerState is false and the RAC type is "federation" (section
2.2.9.5.4), the server SHOULD reject the request.
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= If the PL chain fails signature validation, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidRightsLabelSignatureException fault.

= If the current time is not within the range specified by the VALIDITYTIME of the PL and the
serverDecommissioned field of ServerState is false, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.IssuancelLicenseIsNotWithinValidTimeRangeExcepti
on fault.

= If the serverDecommissioned field of ServerState is true, the server SHOULD return a
Microsoft.RightsManagementServices.ClusterDecommissionedException fault.

= If the ApplicationData field of the AcquireLicenseParams element is greater than the
maximum size supported by the implementation, the server SHOULD return a
Microsoft.DigitalRightsManagement.Utilities.UnspecifiedErrorException fault.<42>

= If the RAC contains a public key length or hash algorithm that is not allowed in the cryptographic
mode indicated by the cryptographicMode attribute of ServerState, the server SHOULD return
a Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException fault.

= If the cryptographic mode indicated by the cryptographicMode attribute of ServerState is
Mode 1 cryptography and the PL contains a public key length or hash algorithm that is not
allowed in Mode 1, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.RightsLabelNoMatchingIssuedPrincipalException
fault.

If validation succeeds, the server SHOULD service the request. To service the request, the server
SHOULD determine whether the PRINCIPAL in the ISSUEDPRINCIPALS of the PL matches the
PRINCIPAL in the ISSUEDPRINCIPALS of the SLC in ServerState or the SLC in one of the elements
of the trustedLicensingServers set in ServerState. If it matches its own SLC, the keyPair of the
ServerState SHOULD be used to service the request. If it matches an SLC of one of the elements of
the trustedLicensingServers, the SLC, keyPair, and templates of the matching
TrustedLicensingServer SHOULD be used for the purposes of decrypting the PL and evaluating
policy. In either case, the SLC and keyPair of the ServerState SHOULD be used for issuing a UL.
If no matching PRINCIPAL was found, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.RightsLabelNoMatchingIssuedPrincipalException fault.
The server SHOULD decrypt the usage policy and content key from the PL by using the keyPair of
ServerState. The server SHOULD cache the parsed PL for use in subsequent requests with the
same PL SIGNATURE element, by adding a new PLCacheEntry element to the plCache field of the
ServerState. This PLCacheEntry SHOULD have a plSignature field corresponding to the
SIGNATURE of the PL, and a parsedPI field containing an in-memory representation of the PL. If
the noRightsCacheEnabled field of the ServerState is set to true, the server SHOULD check
whether there is a PLCacheEntry in the plCache field of ServerState for the PL. If so, the server
SHOULD check whether the ID type and value from the ID element of the OBJECT of the PRINCIPAL
of the ISSUEDPRINCIPALS of the RAC is in the racsWithNoRights field of the PLCacheEntry. If
so, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.NoRightsForRequestedPrincipalException SOAP fault.
The server MUST determine if the user identified by the RAC is allowed to access the content
according to the policy in the PL.

The server SHOULD follow any level of indirection in making this determination, such as group
memberships, aliases, and so on.<43> If the superUserEnabled field of ServerState is true and
the user is a member of the group specified in the superUserGroup field of the ServerState, the
user SHOULD receive the OWNER right in the UL that is generated without regard to the rights
specified in the PL. If the user is the OWNER specified in the PL, the user SHOULD receive the
OWNER right in the UL that is generated without regard to the rights specified in the PL. If the user
is not granted any access, the server should return a
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Microsoft.DigitalRightsManagement.Licensing.NoRightsForRequestedPrincipalException SOAP fault. If
the noRightsCacheEnabled field of the ServerState is set to true, the server SHOULD add the ID
type and value from the ID of the OBJECT of the PRINCIPAL of the ISSUEDPRINCIPALS of the RAC
to the racsWithNoRights field of the PLCacheEntry with a plSignature field matching the
SIGNATURE of the PL. If the GUID in the DESCRIPTOR of the ERD of the PL matches the GUID of a
Rights Policy Template in either the publishedTemplates field or the archivedTemplates field of
the ServerState, the server SHOULD ignore the policy in the PL and instead use the policy from the
matching entry in publishedTemplates or archivedTemplates.

If the user is granted some level of access according to the policy, the server SHOULD generate a
UL to return to the client. The UL MUST describe the access that has been granted along with any
conditions on that access as determined by the policy. The ISSUEDPRINCIPALS element of the UL
SHOULD contain a PRINCIPAL element with the same values as the PRINCIPAL element of the
ISSUEDPRINCIPALS element of the RAC. If the ERD of the PL contains any POLICYLIST elements,
these elements MUST be included in the UL. If the server has any ApplicationExclusionEntry
values in the applicationExclusionPolicy field of ServerState, corresponding POLICY elements
MUST be added to a POLICYLIST in the UL with type "exclusion". If the server osExclusionEnabled
field of ServerState is true, a CONDITION element based on the osExclusionPolicy field of
ServerState MUST be added to the CONDITIONLIST in the UL. The UL MUST contain the content
key encrypted with the RAC public key. The ISSUER element of the UL MUST contain the public key
of the server. The OWNER element of the METADATA of the UL SHOULD be copied verbatim from
the OWNER element of the METADATA of the PL. If the distributionpoint-ref field of the PL is
present, it SHOULD be copied verbatim to the distributionpoint-ref field of the UL. The body of the
UL MUST be signed by the server, and the signature MUST be included in the SIGNATURE element
of the UL. The server MUST append its SLC chain to the UL to complete the UL chain. For
information about certificate formats, see section 2.2.9.

For a successful request, the server MUST return a UL chain. For an unsuccessful request, the server
MUST return a SOAP fault code listed above or a generic SOAP fault code. The client MUST treat all
SOAP fault codes the same.

If the client specifies "1.1.0.0" as the MaximumVersion parameter of the VersionData header,
and the server supports version "1.1.0.0", multiple ULs can be retrieved in a single request. In this
case, the RequestParams element of the AcquireLicense element can contain more than one
AcquireLicenseParams element. The first AcquireLicenseParams element MUST contain a PL.
For subsequent AcquireLicenseParams elements, the most recent non-null PL MUST be used. The
server SHOULD generate a UL for each AcquireLicenseParams element. The
AcquireLicenseResult element of the AcquireLicenseResponse element MUST have one
AcquireLicenseResponse value for each AcquireLicenseParams. If an error occurs while the
server is processing an individual AcquireLicenseParams element, the CertificateChain element
of the AcquireLicenseResponse SHOULD contain an AcquireLicenseException (section 3.4.4.1.3.5)
element with the error message in place of a UL.

3.4.4.1.1 Messages

Message Description
AcquirelicenseSoapln Contains the user's RAC chain and the PL chain for a content access request.
AcquireLicenseSoapOut Contains a UL chain.

3.4.4.1.1.1 AcquirelLicenseSoapIn

The AcquireLicenseSoapIn message contains the user's RAC chain and the PL chain for the content
for which access is being requested.
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<wsdl:message name="AcquireLicenseSoapIn">
<wsdl:part name="parameters" element="tns:AcquireLicense" />
</wsdl:message>

AcquirelLicense: The AcquireLicense element, as specified in section 3.4.4.1.2.1.

3.4.4.1.1.2 AcquirelLicenseSoapOut

The AcquireLicenseSoapOut message contains the UL chain.

<wsdl:message name="AcquirelLicenseSoapOut">
<wsdl:part name="parameters" element="tns:AcquirelLicenseResponse" />
</wsdl:message>

AcquirelLicenseResponse: The AcquireLicenseResponse element, as specified in section
3.4.4.1.2.2.

3.4.4.1.2 Elements

Element Description

Acquirelicense Contains the body of the request for the AcquireLicense operation.
AcquirelLicenseResponse Contains the response to an AcquireLicense request message.
ApplicationData Contains application data wrapped in an XML element.

3.4.4.1.2.1 AcquirelLicense

The AcquireLicense element contains the body of the request for the AcquireLicense web method.
The RequestParams parameter contains an array of any number of sets of license chains used for
license acquisition.

<xs:element name="AcquireLicense">
<xs:complexType>
<xs:sequence>
<xs:element name="RequestParams"
type="ArrayOfAcquirelLicenseParams"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.4.4.1.2.2 AcquirelLicenseResponse
The AcquireLicenseResponse element contains the response to an AcquireLicense web method

request. The AcquireLicenseResult parameter is an array of certificate chains that contains a
licensed certificate that corresponds to the original AcquireLicense (section 3.4.4.1.2.1) request.

<xs:element name="AcquireLicenseResponse">
<xs:complexType>
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<xs:sequence>
<xs:element name="AcquireLicenseResult"
type="ArrayOfAcquirelLicenseResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.4.4.1.2.3 ApplicationData

The ApplicationData (AcquireLicenseParams) element contains application data wrapped in an
XML element. A client MAY specify a null value for this parameter.

<xs:element name="ApplicationData">
<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.4.4.1.3 Complex Types

Complex Types Description

ArrayOfAcquirelicenseParams Contains any number of sets of AcquireLicenseParams used to
acquire a license.

ArrayOfAcquirelicenseResponse Contains any number of AcquireLicenseResponse elements.

AcquirelicenseParams The parameters that are used to acquire a single license.
AcquirelLicenseResponse The parameters returned from an AcquireLicense operation.

3.4.4.1.3.1 ArrayOfAcquireLicenseParams

The ArrayOfAcquireLicenseParams complex type contains any number of sets of
AcquireLicenseParams used to acquire a license.

<xs:complexType name="ArrayOfAcquirelicenseParams">
<xs:sequence>
<xs:element name="AcquirelLicenseParams"
type="AcquireLicenseParams"
minOccurs="0"
maxOccurs="unbounded"
/>

</xs:sequence>
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</xs:complexType>

3.4.4.1.3.2 ArrayOfAcquireLicenseResponse

The ArrayOfAcquireLicenseResponse complex type contains any nhumber of
AcquirelLicenseResponse elements.

<xs:complexType name="ArrayOfAcquirelicenseResponse">
<xs:sequence>
<xs:element name="AcquirelLicenseResponse"
type="AcquireLicenseResponse"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.4.4.1.3.3 AcquireLicenseParams

The AcquireLicenseParams complex type defines the parameters that are used to acquire a single
license. LicenseeCerts is an ArrayOfXmlINode that represents certificates that the client provides to
successfully complete the request. The server MAY impose a limit on the size of a LicenseeCert a
client can provide in a request. <44>The server MAY impose a limit on the number of LicenseeCerts
a client can provide in a single request.<45> A user identity certificate, issued by way of the
Certify method, MUST be presented in this parameter. The user identity MUST be signed by an
issuer with which the server has a trust relationship.

Issuancelicense is an ArrayOfXmiINode that represents the usage policy for the protected
information. The usage policy MUST be signed by an issuer with which the server has a trust
relationship. The first AcquireLicenseParams present in an ArrayOfAcquirelLicenseParams MUST
contain an Issuancelicense. The server MAY impose a limit on the size of an IssuancelLicense a
client can provide in a request. <46>

ApplicationData is a fragment of XML that the client provides and that the server does not use. A
client MAY specify a null value for this parameter. The server MAY impose a limit on the size of an
ApplicationData parameter that a client can provide in a request. <47>

The format of the certificates in this complex type are specified in section 2.2.9.

<xs:complexType name="AcquireLicenseParams">
<xs:sequence>

<xs:element name="LicenseeCerts"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="IssuanceLicense"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="ApplicationData"
minOccurs="0"
maxOccurs="1"
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<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

3.4.4.1.3.4 AcquirelLicenseResponse

The AcquireLicenseResponse complex type defines the parameters returned from an
AcquirelLicense operation. A valid response MUST include a CertificateChain
(LicensorCertChain) parameter that is an ArrayOfXmlINode that represents the authorization
policy the server issues to the client. A ReferenceCertificates parameter is an ArrayOfXmINode
that represents other certificates, not part of the authorization policy, that the server returns to the
client. The ReferenceCertificates response parameter SHOULD<48> be empty.

<xs:complexType name="AcquireLicenseResponse">
<xs:sequence>
<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
<xs:element name="ReferenceCertificates"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.4.4.1.3.5 AcquirelLicenseException

The AcquireLicenseException complex type contains information about an error that occurred while
the server was generating a UL for the user.

<s:complexType name="AcquirelicenseException">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="ExceptionString" nillable="true"
type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="batchindex" type="s:int" />
</s:sequence>
</s:complexType>

ExceptionString: A string containing the exception that occurred while the server was
generating a UL for the user.
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batchindex: An integer corresponding to the index of the user in the batch of requests.

3.4.4.2 AcquireTemplateInformation Operation

The AcquireTemplateInformation request is used to acquire information about the rights policy
templates available on the server. The server returns information about the available templates in
the form of a list of GUIDs and hashes corresponding to the server templates.

Client Server

AcquireTemplateInformation

rempiate 1077

Figure 9: AcquireTemplateInformation sequence

<wsdl:operation name="AcquireTemplateInformation">

<wsdl:documentation xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">Return template
information (GUID + hash)</wsdl:documentation>

<wsdl:input message="tns:AcquireTemplateInformationSoapIn" />

<wsdl:output message="tns:AcquireTemplateInformationSoapOut" />
</wsdl:operation>

Exceptions Thrown: The AcquireTemplateIlnformation method SHOULD return a fault code when a
failure occurs. Details of the RMS: Client to Server Protocol SOAP fault format can be found in
section 3.1.4.5.

Exception Description

Microsoft.RightsManagementServices.ClusterDecommissionedException | A request was received, but the
server is in a decommissioned
state and cannot process the
request.

In the AcquireTemplateInformation operation, the client requests template information from the
server. The request MUST always be the same, with no specific request parameters.

Upon receiving an AcquireTemplateInformation request, the server SHOULD enumerate the
Rights Policy Templates in the publishedTemplates field of the ServerState. The server SHOULD
return information from this collection of templates. This information MUST contain the GUID of the
template and its hash value. For an unsuccessful request, the server MUST return a SOAP fault
code. If the serverDecommissioned field of ServerState is true, the server SHOULD return a
Microsoft.RightsManagementServices.ClusterDecommissionedException fault.
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3.4.4.2.1 Messages

Message Description

AcquireTemplatelnformationSoapln Contains an empty element sent to the server. This is done to
indicate a request, there are no in-parameters.

AcquireTemplatelnformationSoapOut | Contains information about the rights policy templates available on
the server.

3.4.4.2.1.1 AcquireTemplateInformationSoaplIn

The AcquireTemplateInformationSoapIn message contains an empty element sent to the server to
indicate a request.

<wsdl:message name="AcquireTemplateInformationSoapIn">
<wsdl:part name="parameters" element="tns:AcquireTemplateInformation" />
</wsdl:message>

AcquireTemplateInformation: The AcquireTemplateInformation element, as defined in
section 3.4.4.2.2.1.

3.4.4.2.1.2 AcquireTemplateInformationSoapOut

The AcquireTemplatelnformationSoapOut message contains information about the rights policy
templates available on the server.

<wsdl:message name="AcquireTemplateInformationSoapOut">
<wsdl:part name="parameters" element="tns:AcquireTemplateInformationResponse" />

</wsdl:message>

AcquireTemplateInformationResponse: The AcquireTemplateInformationResponse
element, as defined in section 3.4.4.2.2.2.

3.4.4.2.2 Elements

Element Description

AcquireTemplateInformation Contains the body of the request for the
AcquireTemplateInformation operation. There are no in-
parameters.

AcquireTemplatelnformationResponse | Contains the response for an AcquireTemplateInformation
operation.

3.4.4.2.2.1 AcquireTemplateInformation

The AcquireTemplateInformation element contains the body of the request for the
AcquireTemplateInformation web method.

<xs:element name="AcquireTemplateInformation">
<xs:complexType />
</xs:element>
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3.4.4.2.2.2 AcquireTemplateInformationResponse

The AcquireTemplateInformationResponse element contains the response to an
AcquireTemplateInformationResponse web method.

<xs:element name="AcquireTemplateInformationResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="AcquireTemplateInformationResult"
type="TemplateInformation"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.4.4.2.3 Complex Types

Complex Types Description

TemplateInformation The parameters returned from an AcquireTemplateInformation operation,
including one server public key.

GuidHash The parameters returned from an AcquireTemplateInformation operation.

3.4.4.2.3.1 TemplateInformation
The TemplateInformation complex type contains any number of elements.

The TemplateInformation complex type defines the parameters returned from an
AcquireTemplateInformation operation. A valid response MUST include one ServerPublicKey
parameter. This parameter MUST be a string that represents the RSA PKCS#1-encoded public key
(as specified in [PKCS1]) of the server's SLC, base64-encoded. This public key string SHOULD be
used only to identify the server and SHOULD NOT be used for any cryptographic operations. The
client SHOULD use this public key when comparing the set of templates it already has with those
available from the server. The response MUST also include one GuidHashCount parameter that is an
integer that represents the total number of GuidHash elements that are included in the response.
The next parameter is GuidHash, which is of complex type GuidHash, and represents a GUID and
hash pair for a template. The response contains a GuidHash parameter for all the templates
available on the server. The nhumber of GuidHash elements can range from "0" to "unlimited".

<xs:complexType name="TemplateInformation">
<xs:sequence>
<xs:element name="ServerPublicKey"
type="String"
minOccurs="0"
maxOccurs="1"

/>
<xs:element name="GuidHashCount"
type="int"

minOccurs="1"
maxOccurs="1"

/>
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<xs:element name="GuidHash"
type="GuidHash"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.4.4.2.3.2 GuidHash

The GuidHash complex type defines the parameters returned from an
AcquireTemplateInformation operation. A valid response MUST include a GUID parameter as a
string that represents the GUID of a server template. The response MUST also include a hash
parameter as a string that represents the hash of the server template (the hash value is the same
as in the VALUE of the DIGEST in the SIGNATURE element of the template).

<xs:complexType name="GuidHash">
<xs:sequence>
<xs:element name="Guid"
type="string"
minOccurs="0"
maxOccurs="1"
/>
<xs:element name="Hash"
type="string"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.4.4.3 AcquireTemplates Operation

The AcquireTemplates request is used to acquire specific rights policy templates from the server.
The template can then be used to create protected content. The template describes usage policies
for intended recipients when they access a particular content file protected using the template.

Client Server

AcquireTemplates
Template_ GUID[]

——

— -

_ __ Template =77

p—— i

-

Figure 10: AcquireTemplates message sequence

<wsdl:operation name="AcquireTemplates">
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<wsdl:documentation xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">Return
templates</wsdl:documentation>

<wsdl:input message="tns:AcquireTemplatesSoapIn" />

<wsdl:output message="tns:AcquireTemplatesSoapOut" />
</wsdl:operation>

Exceptions Thrown: The AcquireTemplates method SHOULD return a fault code when a failure
occurs. Details of the RMS: Client to Server Protocol SOAP fault format can be found in section
3.1.4.5.

Exception Description

Microsoft.RightsManagementServices.ClusterDecommissionedException | A request was received, but the
server is in a decommissioned
state and cannot process the
request.

In the AcquireTemplates operation, the client MUST submit a list of rights policy template GUIDs
and request templates corresponding to these GUIDs.

Upon receiving an AcquireTemplates request, the server SHOULD check whether it has the
requested rights policy templates in the publishedTemplates field of the ServerState. The server
SHOULD return a list of templates corresponding to the GUID list it obtained in the request. In
addition to the template XML, each returned object in the list MUST include the GUID of the
template and hash value. If the server cannot find a template matching the GUID, it MUST return a
null value for that template's XML field. For an unsuccessful request, the server MUST return a SOAP
fault code. If the serverDecommissioned field of ServerState is true, the server SHOULD return
a Microsoft.RightsManagementServices.ClusterDecommissionedException fault.

3.4.4.3.1 Messages

Message Description

AcquireTemplatesSoapIn Contains GUIDs of the rights policy templates that the client is requesting.

AcquireTemplatesSoapOut Contains the rights policy templates requested by the client.

3.4.4.3.1.1 AcquireTemplatesSoapIn

The AcquireTemplatesSoapIn message contains GUIDs of the rights policy templates that the client
is requesting from the server.

<wsdl:message name="AcquireTemplatesSoapIn">
<wsdl:part name="parameters" element="tns:AcquireTemplates" />
</wsdl:message>

AcquireTemplates: The AcquireTemplates element, as defined in section 3.4.4.3.2.1

3.4.4.3.1.2 AcquireTemplatesSoapOut

The AcquireTemplatesSoapOut message contains the rights policy templates requested by the client.

<wsdl:message name="AcquireTemplatesSoapOut">
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<wsdl:part name="parameters" element="tns:AcquireTemplatesResponse" />
</wsdl:message>

AcquireTemplatesResponse: The AcquireTemplatesResponse element, as defined in section
3.4.4.3.2.2.

3.4.4.3.2 Elements

Element Description
AcquireTemplates Contains the body of the request for the AcquireTemplates operation,

including the GUIDS parameter.

AcquireTemplatesResponse Contains the response to an AcquireTemplates operation.

3.4.4.3.2.1 AcquireTemplates

The AcquireTemplates element contains the body of the request for the AcquireTemplates web
method. It MUST include a parameter named guids. This parameter guids is an string
(ArrayOfString) that represents a list of server template GUIDs. The request indicates the
templates that the requestor is interested in obtaining from the server.

<xs:element name="AcquireTemplates">
<xs:complexType>
<xs:sequence>
<xs:element name="guids"
type="string (ArrayOfString)"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.4.4.3.2.2 AcquireTemplates

The AcquireTemplatesResponse Element contains the response to an AcquireTemplates web
method.

<xs:element name="AcquireTemplatesResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="AcquireTemplatesResult"
type="ArrayOfGuideTemplate"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>
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3.4.4.3.3 Complex Types

Complex Types Description
ArrayOfGuidTemplate Contains any number of GuidTemplate elements.
GuidTemplate The parameters returned from an AcquireTemplates operation.

3.4.4.3.3.1 ArrayOfGuidTemplate
The ArrayOfGuidTemplate complex type contains any number of elements.

The ArrayOfGuidTemplate complex type defines the parameters returned from an
AcquireTemplates operation. A valid response MUST include GuidTemplate parameters of type
GuidTemplate, each representing a server template. The number of GuidTemplate parameters
MAY range from 0 to 25.

<xs:complexType name="ArrayOfGuidTemplate">
<xs:sequence>
<xs:element name="GuidTemplate"
type="GuidTemplate"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.4.4.3.3.2 GuidTemplate

The GuidTemplate complex type defines the parameters returned from an AcquireTemplates
operation. A valid response MUST include a parameter named GUID. The GUID parameter is a string
that represents the GUID of a server template. The response MUST also include a hash parameter.
The hash parameter is a string that represents the hash of the server template (the hash value is
the same as in the VALUE of the DIGEST in the SIGNATURE element of the template). The
response MUST include a template parameter. The template parameter is a string that represents
the actual template in serialized XML form.

<xs:complexType name="GuidTemplate">
<xs:sequence>

<xs:element name="Guid"
type="string"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="Hash"
type="string"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="Template"
type="string"
minOccurs="0"
maxOccurs="1"

/>
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</xs:sequence>
</xs:complexType>

3.4.5 Timer Events

None.

3.4.6 Other Local Events

None.

3.5 PublishSoap Server Details

The complex types, simple types, and elements described in this section are used in the Publishing

Service.

3.5.1 Abstract Data Model

See the common server ADM in section 3.1.1.

3.5.2 Timers

None.

3.5.3 Initialization

See section common server Initialization (section 3.1.3).

3.5.4 Message Processing Events and Sequencing Rules

Operation

Description

Acquirelssuancelicense Operation

This request is used to sign a PL during online publishing.

GetClientLicensorCert Operation

This request is used to obtain a CLC.

3.5.4.1 AcquireIssuancelicense Operation

A PL cannot be used for licensing until it has been signed by a server. The

AcquireIssuancelicense request is used to sign a PL during online publishing.

Client

Server

Acquirelssuancelicense

'— Unsigned PL -

igned PL-—— 7
?‘_._9”3“

Cloud
Service
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Figure 11: Acquirelssuancelicense sequence

<wsdl:operation name="AcquireIssuancelLicense">
<wsdl:input message="tns:AcquirelssuanceLicenseSoapIn" />
<wsdl:output message="tns:AcquirelssuancelLicenseSoapOut" />
</wsdl:operation>

Exceptions Thrown: The AcquireIssuancelLicense method SHOULD return a fault code when a
failure occurs. Details of the RMS: Client to Server Protocol SOAP Fault Format can be found in

section 3.1.4.5.

Exception

Description

Microsoft.DigitalRightsManagement.Licensing.OnlinePublishingDisabledException

Online
publishing is
not available
on this
server.

Microsoft.DigitalRightsManagement.Licensing.UnsignedIssuancelLicenseNoMatchingIssuedPrin
cipalException

None of the
issued
principals
matches this
server.

Microsoft.DigitalRightsManagement.Licensing.InvalidOfficialRightsTemplateException

The official
rights
template
included in
the PL is not
valid.

Microsoft.RightsManagementServices.ClusterDecommissionedException

A request was
received, but
the server is
ina
decommission
ed state and

cannot
process the
request.
Microsoft.DigitalRightsManagement.Cryptography.CryptoUnsupportedSymKeyException The supplied
enabling bits
have an
unsupported

content key.

Microsoft.RightsManagementServices.EnablingBitsHashDoesNotMatchException

The supplied
enabling bits
are not valid.

In the AcquireIssuancelLicense operation, the client submits an unsigned PL and requests a
signed PL chain. A properly formed AcquireIssuanceLicense request MUST contain an unsigned

PL.
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Upon receiving an Acquirelssuancelicense request, the server SHOULD validate the unsigned PL for
format and syntax.

= If the value of the onlinePublishingEnabled field of ServerState is false on the contacted
server, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.OnlinePublishingDisabledException SOAP fault code.

= The ISSUEDPRINCIPALS element of the unsigned PL MUST follow the syntax specified in section
2.2.9.7.4. If not, the server MUST reject the unsigned PL as invalid XrML and SHOULD return a
Microsoft.DigitalRightsManagement.Utilities.UnspecifiedErrorException SOAP fault.

» The server SHOULD determine whether the PRINCIPAL in the ISSUEDPRINCIPALS of the PL
matches the PRINCIPAL in the ISSUEDPRINCIPALS of the SLC in ServerState or in one of
the elements of the trustedLicensingServers set in ServerState. A match is determined by
comparing the OBJECT ID as well as the size and value of the modulus parameter in the
PUBLICKEY element of the ISSUEDPRINCIPALS elements being compared. If there is no
match, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.UnsignedIssuanceLicenseNoMatchingIssuedPrincipal
Exception SOAP fault code.

= If the type attribute of the BODY element of the Encrypted Rights Data of the PL chain is
"Microsoft Official Rights Template" and the signature of the Encrypted Rights Data is not valid,
the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidOfficialRightsTemplateException fault.

= If the serverDecommissioned field of ServerState is true, the server SHOULD return a
Microsoft.RightsManagementServices.ClusterDecommissionedException SOAP fault code.

If any other errors are found validating the unsigned PL, the server SHOULD return a
Microsoft.DigitalRightsManagement.Utilities.UnspecifiedErrorException SOAP fault.

If validation succeeds, the server SHOULD service the request.

To service the request, the server MUST validate the ENABLINGBITS element of the PL. If the
Section Key field of the ENABLINGBITS element of the PL is DES symmetric key, the server
SHOULD return the
Microsoft.DigitalRightsManagement.Cryptography.CryptoUnsupportedSymKeyException SOAP fault
code. If the Hash field of the ENABLINGBITS cannot be validated, the server SHOULD return the
Microsoft.DigitalRightsManagement.EnablingBitsHashDoesNotMatchException SOAP fault code.If
validation succeeds, the server SHOULD regenerate the Hash field of the ENABLINGBITS element
of the PL by using the ISSUEDPRINCIPALS element of the PL.

To service the request, the server MUST sign the body of the PL and include the signature in the
SIGNATURE element of the PL.

The server MUST include a DISTRIBUTIONPOINT (section 2.2.9.7.3) of type "License-Acquisition-
URL", and an optional DISTRIBUTIONPOINT of type "Extranet-License-Acquisition-URL". The
ADDRESS element SHOULD contain the licensingUrl of the ServerState when the object type is
"License-Acquisition-URL", or externalLicensingUrl of ServerState when the object type is
"Extranet-License-Acquisition-URL". The NAME element SHOULD contain "DRM Server Cluster"
when the object type is "License-Acquisition-URL" or "Extranet-License-Acquisition-URL". The GUID
element SHOULD be a unique GUID for this DISTRIBUTIONPOINT element. If the unsigned PL
submitted by the client includes any DISTRIBUTIONPOINT of type "Referral-Info", then the same
DISTRIBUTIONPOINT MUST be included in the signed PL. The server SHOULD set the ISSUEDTIME
(section 2.2.9.1.1) element of the PL to the current time, expressed in UTC.

For information about certificate formats, see section 2.2.9.
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For a successful request, the server MUST return a signed PL chain. For an unsuccessful request, the
server MUST return a SOAP fault code listed earlier or a generic SOAP fault code. The client MUST
treat all generic SOAP fault codes the same.

3.5.4.1.1 Messages

Message Description
AcquirelssuancelLicenseSoapIn Contains an unsigned PL.
AcquirelssuancelLicenseSoapOut Contains a signed PL chain.

3.5.4.1.1.1 AcquirelIssuancelicenseSoapIn

The AcquirelssuancelicenseSoapln message contains an unsigned PL.

<wsdl:message name="AcquirelssuancelLicenseSoapIn">
<wsdl:part name="parameters" element="tns:Acquirelssuancelicense" />
</wsdl:message>

Acquirelssuancelicense: The AcquirelssuancelLicense element, as specified in section
3.5.4.1.2.1.

3.5.4.1.1.2 AcquirelIssuancelicenseSoapOut

The AcquirelssuanceLicenseSoapOut message contains a signed PL chain.

<wsdl:message name="AcquireIssuanceLicenseSoapOut">
<wsdl:part name="parameters" element="tns:AcquirelssuancelicenseResponse" />
</wsdl:message>

AcquirelIssuancelicenseResponse: The AcquirelssuancelLicenseResponse element, as
defined in section 3.5.4.1.2.2.

3.5.4.1.2 Elements

Element Description
Acquirelssuancelicense Contains the body of the request to the AcquirelssuanceLicense
operation.

AcquirelssuancelicenseResponse | Contains the response parameters returned from an
Acquirelssuancelicense operation.

UnsignedIssuancelLicense Contains the issuance license that the client requests the server to
sign and is represented as an XmINode.

3.5.4.1.2.1 AcquirelIssuancelicense

The AcquireIssuancelicense element contains the body of the request to the
AcquirelssuanceLicense web method.

<xs:element name="AcquireIssuancelicense">
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<xs:complexType>
<xs:sequence>
<xs:element name="RequestParams"
type="ArrayOfAcquireIssuancelLicenseParams"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.5.4.1.2.2 AcquirelIssuancelLicenseResponse

The AcquireIssuancelLicenseResponse element contains the response parameters returned from
an Acquirelssuancelicense web method.

<xs:element name="AcquireIssuancelicenseResponse'">
<xs:complexType>
<xs:sequence>
<xs:element name="AcquireIssuancelLicenseResult"
type="ArrayOfAcquireIssuancelLicenseResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.5.4.1.2.3 UnsignedIssuancelicense

The UnsignedIssuanceLicense element contains the issuance license that the client requests the
server to sign and is represented as an XmINode. This license MUST conform to the parameters
specified in section 2.2.9.

<xs:element name="UnsignedIssuancelLicense">
<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.5.4.1.3 Complex Types

Complex Types Description

ArrayOfAcquirelssuancelicenseParams An array used to provide multiple unsigned issuance licenses
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Complex Types Description

as in-parameters to the Acquirelssuancelicense operation.

ArrayOfAcquirelssuancelicenseResponse | An array of certificate chains that each represent a signed
issuance license.

AcquirelssuancelLicenseParams The in-parameters for the AcquireIssuanceLicense request
operation.
AcquirelssuancelicenseResponse Contains an ArrayOfXmlINode that contains the signed

issuance license issued by the server.

3.5.4.1.3.1 ArrayOfAcquireIssuancelLicenseParams

The ArrayOfAcquireIssuancelLicenseParams complex type defines an array used to provide
multiple unsigned issuance licenses as in-parameters to the Acquirelssuancelicense operation.

<xs:complexType name="ArrayOfAcquirelssuancelLicenseParams">
<xs:sequence>
<xs:element name="AcquireIssuancelicenseParams"
type="AcquirelssuancelLicenseParams"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.5.4.1.3.2 ArrayOfAcquireIssuancelLicenseResponse

The ArrayOfAcquirelssuancelLicenseResponse complex type contains an array of certificate
chains that each represent a signed issuance license.

<xs:complexType name="ArrayOfAcquireIssuancelLicenseResponse">
<xs:sequence>
<xs:element name="AcquireIssuanceLicenseResponse"
type="AcquireIssuancelLicenseResponse"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.5.4.1.3.3 AcquirelssuancelLicenseParams

The AcquirelIssuancelLicenseParams complex type defines the in-parameters for the
AcquirelIssuancelicense request operation. The in-parameter UnsignedIssuancelicense
contains the unsigned issuance license. The license format MUST correspond to the format defined
in 2.2.9.

<xs:complexType name="AcquireIssuancelLicenseParams">
<xs:sequence>
<xs:element name="UnsignedIssuanceLicense"
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minOccurs="0"
maxOccurs="1"

<xs:complexType
mixed="true"
>
<xs:sequence>
<xs:any
namespace=""
/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

3.5.4.1.3.4 AcquirelIssuancelLicenseResponse
The AcquireIssuancelLicenseResponse complex type contains an ArrayOfXmlINode that

contains the signed issuance license issued by the server. The issuance licenses used in this array
MUST conform to the format specified in 2.2.9.

<xs:complexType name="AcquirelIssuancelLicenseResponse">
<xs:sequence>
<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.5.4.2 GetClientLicensorCert Operation

To create protected content without continually contacting a server, the user needs a CLC chain that
corresponds to the user's account. The CLC chain represents the identity of a user who can create
protected content on behalf of the issuing server. It issues an asymmetric signing key pair that is
bound to the RAC.

The client uses the GetClientLicensorCert request to obtain a CLC. The client MUST have a valid
RAC and SPC before calling GetClientLicensorCert. For more information about acquiring a RAC,
see section 2.2.9.5. For more information about acquiring an SPC, see section 2.2.9.4.

Cloud

lient erver ;
Clie Serve Service

GetClientLicensorCert [offline publishing only]

—RAC ——

;‘H o= -7
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Figure 12: GetClientLicensorCert message sequence

<wsdl:operation name="GetClientLicensorCert">
<wsdl:input message="tns:GetClientLicensorCertSoapIn" />
<wsdl:output message="tns:GetClientLicensorCertSoapOut" />
</wsdl:operation>

Exception Description

Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertSignatureException The account
certificate the
requestor
supplied has
been tampered
with.

Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertTimeException The account
certificate the
requestor
supplied is
currently
invalid.

Microsoft.DigitalRightsManagement.Licensing.UnexpectedPersonaCertException An unexpected
error was
encountered
while validating
the account
certificate.

Microsoft.DigitalRightsManagement.Licensing.UntrustedPersonaCertException The account
certificate the
requestor
supplied was
not issued by a
trusted user
domain server.

Microsoft.DigitalRightsManagement.Licensing.DrmacIsExcludedException The account
certificate has
been excluded
and is not
permitted to
submit this
request.

Microsoft.DigitalRightsManagement.Licensing.BlackBoxIsInvalidException The client's RM
lockbox has
been revoked.
The client
computer MUST
be reactivated
to retrieve the
latest RM
lockbox.

Microsoft.RightsManagementServices.ClusterDecommissionedException A request was
received, but
the server is in
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Exception Description

a
decommissioned
state and
cannot process
the request.

Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException | The given
certificate does
not contain an
acceptable
combination of
asymmetric key
and signature
hash
algorithms.

In the GetClientLicensorCert request, the client submits a RAC chain and requests a CLC chain. A
properly formed GetClientLicensorCert request MUST contain a RAC chain.

Upon receiving a GetClientLicensorCert request the server SHOULD perform signature validation
on the RAC chain in the request and verify that it trusts the RAC.

= If the RAC chain fails signature validation the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertSignatureException SOAP fault
code.

= If the RAC chain is expired or not yet valid, the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.InvalidPersonaCertTimeException SOAP fault code.

= If the RAC is signed by an SLC that is not in the trustedRaclIssuers field of ServerState, the
server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.UntrustedPersonaCertException.

= If the RAC public key is in the racExclusionPolicy field of ServerState, the server should
return the SOAP fault Microsoft.DigitalRightsManagement.Licensing.DrmaclsExcludedException.

= If any other errors are found validating the RAC chain the server SHOULD return a
Microsoft.DigitalRightsManagement.Licensing.UnexpectedPersonaCertException SOAP fault.

= If the serverDecommissioned field of ServerState is true, the server SHOULD return a
Microsoft.RightsManagementServices.ClusterDecommissionedException SOAP fault code.

= If the RAC contains a public key length or hash algorithm that is not allowed in the cryptographic
mode indicated by the cryptographicMode attribute of ServerState, the server SHOULD return
a Microsoft.DigitalRightsManagement.Cryptography.UnsupportedCryptographicSetException fault.

If validation succeeds, the server SHOULD<49> service the request by generating a CLC. To
generate a CLC, the server MUST either retrieve or generate a unique asymmetric signing key pair
for the user account. The server MUST encrypt the private key with the public key of the RAC so the
RAC and the security processor are required to access the signing key in the CLC. The CLC MUST
contain the public key and the encrypted private key. The ISSUER element of the CLC MUST contain
the public key of the server. The ADDRESS of the distributionpoint-int of the CLC SHOULD
contain the licensingUrl of the ServerState. The ADDRESS of the distributionpoint-ext of the
CLC SHOULD contain the externalLicensingUrl of the ServerState if the URL is not null. The
starttime and endtime of the rangetime element of the CLC SHOULD be copied from the
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starttime and endtime of the validitytime element of the RAC. The OBJECT element of the
ISSUEDPRINCIPALS of the CLC SHOULD be copied from the OBJECT element of the
ISSUEDPRINCIPALS of the RAC. The body of the CLC MUST be signed by the server, and the
signature MUST be included in the SIGNATURE element of the CLC. The server MUST append its SLC
chain to the CLC to complete the CLC chain.

For a successful request, the server MUST return a CLC chain. For an unsuccessful request, the
server MUST return a SOAP fault code.

For information about certificate formats, see section 2.2.9.

3.5.4.2.1 Messages

Message Description
GetLicensorCertificateSoapln Contains the user's RAC chain.
GetLicensorCertificateSoapOut Contains the CLC chain.

3.5.4.2.1.1 GetClientLicensorCertSoapln

The GetClientLicensorCertSoapIn message contains the user's RAC chain.

<wsdl:message name="GetClientLicensorCertSoapIn">
<wsdl:part name="parameters"
element="tns:GetClientLicensorCert" />
</wsdl:message>

GetClientLicensorCert: The GetClientLicensorCert element, as specified in section 3.5.4.2.2.1.

3.5.4.2.1.2 GetClientLicensorCertSoapOut

The GetClientLicensorCertSoapOut message contains the CLC chain. The CLC chain issues a signing
key pair to the user and binds the signing keys to the user's account through the RAC.

<wsdl:message name="GetClientLicensorCertSoapOut">
<wsdl:part name="parameters" element="tns:GetClientLicensorCertResponse" />
</wsdl:message>

GetClientLicensorCertResponse: The GetClientLicensorCertResponse element, as specified in
section 3.5.4.2.2.2.

3.5.4.2.2 Elements

Element Description
GetlicensorCertificate Contains the body of the request used in the GetClientLicensorCert
operation.

GetLicensorCertificateResponse | Contains the response parameters returned from the
GetClientLicensorCertResponse operation.
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3.5.4.2.2.1 GetClientLicensorCert

The GetClientLicensorCert element contains the body of the request used in the
GetClientLicensorCert web method request. The GetClientLicensorCert operation takes as input
one parameter that is an array of user identity certificates.

<xs:element name="GetClientLicensorCert">
<xs:complexType>
<xs:sequence>
<xs:element name="RequestParams"
type="ArrayOfGetClientLicensorCertParams"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.5.4.2.2.2 GetClientLicensorCertResponse

The GetClientLicensorCertResponse element contains the response parameters returned from
the GetClientLicensorCertResponse web method request.

<xs:element name="GetClientLicensorCertResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="GetClientLicensorCertResult"
type="ArrayOfGetClientLicensorCertResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.5.4.2.3 Complex Types

Complex Types Description

ArrayOfGetClientLicensorCertParams An array of GetClientLicensorCertParams.
ArrayOfGetClientLicensorCertResponse Contains an array of CLCs.
GetClientLicensorCertParams Contains a user identity certificate chain.
GetClientLicensorCertResponse Contains an ArrayOfXmlINode that represents a CLC.

3.5.4.2.3.1 ArrayOfGetClientLicensorCertParams

The ArrayOfGetClientLicensorCertParams complex type is an array of
GetClientLicensorCertParams, each of which contains a set of user identity certificates used in
responding to the GetClientLicensorCert web request.

<xs:complexType name="ArrayOfGetClientLicensorCertParams">

139/ 233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



<xs:sequence>

<xs:element name="GetClientLicensorCertParams"
type="GetClientLicensorCertParams"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.5.4.2.3.2 ArrayOfGetClientLicensorCertResponse

The ArrayOfGetClientLicensorCertResponse complex type contains an array of
GetClientLicensorCertResponse types that each contain a certificate chain representing a CLC.

The CLC grants permissions to the client on behalf of the server so the client can sign issuance
licenses itself.

<xs:complexType name="ArrayOfGetClIentLicensorCertResponse">
<xs:sequence>
<xs:element name="GetClientLicensorCertResponse"
type="GetClientLicensorCertResponse"
minOccurs="0"

maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.5.4.2.3.3 GetClientLicensorCertParams

The GetClientLicensorCertParams complex type contains an element named PersonaCerts that is
an ArrayOfXmlINode, and represents a user identity certificate chain. The GetClientLicensorCert
web method issues CLC chains to the user identities presented via this parameter.

<xs:complexType name="GetClientLicensorCertParams">
<xs:sequence>

<xs:element name="PersonaCerts"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.5.4.2.3.4 GetClientLicensorCertResponse

The GetClientLicensorCertResponse complex type contains an ArrayOfXmlINode that represents

the CLC response from the GetClientLicensorCert web method request. This CLC MUST conform to
the parameters found in 2.2.9.

<xs:complexType name="GetClientLicensorCertResponse">
<xs:sequence>
<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
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maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.5.5 Timer Events

None.

3.5.6 Other Local Events

None.
3.6 EnrollServiceSoap Server Details

3.6.1 Abstract Data Model

See the common server ADM in section 3.1.1.

3.6.2 Timers

None.

3.6.3 Initialization

See section common server Initialization (section 3.1.3).

3.6.4 Message Processing Events and Sequencing Rules

Operation Description

Synchronous Allows a server to enroll in Rights Management using the Microsoft Cloud Server.
Enrollment

Asynchronous Allows a server without connectivity to the Internet to enroll in Rights
Enroliment Management using the Microsoft Cloud Server.

3.6.4.1 Synchronous Enroliment Operation

The RMS enrollment cloud service uses a SOAP over HTTP protocol, as specified in [SOAP1.1].

Cloud
Server ;
Service
i Enroll
i Server informa tiom
i T

EEp—
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Figure 13: Enrollment message sequence

In the enrollment protocol, the server makes an Enroll request submitting information about itself,
including its public key, its unique GUID, the type of revocation to use, and Stock Keeping Unit
(SKU) and version information about the server. The cloud service generates the SIGNATURE
element of the SLC using its private key, appends the element to the SLC, and appends its own
certificate chain. It then returns the signed SLC chain to the server in the response.

In the EnrolleeServerinformation complex type (section 3.6.4.1.4.6), the elements SHOULD be
populated as follows:

= SKU SHOULD be set to SKU from ServerState.

*= Version SHOULD be set to serverVersion from ServerState.
= Name SHOULD be set to name from ServerState.

= URL SHOULD be set to baseURL from ServerState.

In the EnrolleeRevocationInformation (section 3.6.4.1.4.3) complex type (section 3.6.4.1.4.3), the
elements MUST be populated as follows:

= The RevocationTypeEnum (section 3.6.4.1.2.1) MUST be set to revocationType from
serverState.

= The ArrayOfRevocationAuthorityInformation (section 3.6.4.1.4.4) MUST be set to
revocationAuthorities from serverState.

3.6.4.1.1 Messages

Message Description
EnrollSoapln The synchronous request for enroliment.
EnrollSoapOut The synchronous enrollment response.

3.6.4.1.1.1 EnrollSoapIn

The Enroll request message MUST be as follows. The minimum and maximum versions in the
VersionData element in the SOAP header MUST be set to "1.0.0.0".

<wsdl:message name="EnrollSoapIn">
<wsdl:part name="parameters" element="tns:Enroll" />
</wsdl:message>

3.6.4.1.1.2 EnrollSoapOut

The Enroll response MUST be as follows. The minimum and maximum versions in the VersionData
element in the SOAP header MUST be set to "1.0.0.0".

<wsdl:message name="EnrollSoapOut">
<wsdl:part name="parameters" element="tns:EnrollResponse" />
</wsdl:message>
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3.6.4.1.2 Simple Types

Simple Type Description

RevocationTypeEnum Indicates a particular type of revocation authority.

3.6.4.1.2.1 RevocationTypeEnum

The RevocationTypeEnum complex type indicates a particular type of revocation authority.

<s:simpleType name="RevocationTypeEnum">
<s:restriction base="s:string">
<s:enumeration value="NonRevocable" />
<s:enumeration value="StandardRevocation" />
<s:enumeration value="CustomRevocation" />
</s:restriction>
</s:simpleType>

3.6.4.1.3 Elements

Element Description

Enroll Contains the body of an Enroll request operation.

RevocationAuthorityInformation Describes the public key of a third-party revocation authority that is
allowed to revoke the SLC.

EnrollResponse Contains the body of an Enroll response operation.

3.6.4.1.3.1 Enroll

The Enroll element contains the body of an Enroll request operation.

<s:element name="Enroll">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="oInput"
type="tns:EnrollParameters" />
</s:sequence>
</s:complexType>
</s:element>

oInput: A set of enrolilment parameters contained inside an EnrollParameters element.

3.6.4.1.3.2 RevocationAuthorityInformation

The RevocationAuthorityInformation element describes the public key of a third-party revocation
authority that is allowed to revoke the SLC. If the Enroll request specifies CustomRevocation, at
least one RevocationAuthorityInformation element MUST be present. A
RevocationAuthorityInformation element MUST use the following template.

<RevocationAuthorityInformation>
<aRevocationAuthorityPublicKey>
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[[- key -1]
</aRevocationAuthorityPublicKey>
</RevocationAuthorityInformation>

[[- key -]1]: MUST contain the revocation authority's RSA PKCS#1-encoded public key as a
base64-encoded string. If this revocation authority is required to issue a revocation list that
revokes the SLC, it MUST be issued using this public key and signed with the corresponding

private key.

3.6.4.1.3.3 EnrollResponse

The EnrollResponse element contains the body of an Enroll response operation.

<s:element name="EnrollResponse">
<s:complexType>
<s:sequence>

<s:element minOccurs="1" maxOccurs="1" name="EnrollResult"

type="tns:EnrollResponse"
</s:sequence>
</s:complexType>
</s:element>

3.6.4.1.4 Complex Types

/>

Complex Types

Description

EnrollParameters

Contains parameters for an Enroll request.

X5091Information

Contains binary-formatted X509 information.

EnrolleeRevocationInformation

Contains information about the enrollee's revocation authorities.

ArrayOfRevocationAuthorityInformation

Container for revocation authority information.

RevocationAuthorityInformation

Contains a binary public key.

EnrolleeServerInformation

Contains data about the enrollee's server.

EnrollResponse

Contains a response to an Enroll request.

ArrayOfString

Contains an array of strings.

3.6.4.1.4.1 EnrollParameters

The EnrollParameters complex type contains one or more parameters for the enrollment request.

<s:complexType name="EnrollParameters">

<s:sequence>

<s:element minOccurs="1" maxOccurs="1"

name="AuthorizationInformation"
type="tns:X509Information" />
<s:element minOccurs="1" maxOccurs="1"

name="RevocationInformation"

type="tns:EnrolleeRevocationInformation" />

<s:element minOccurs="1" maxOccurs="1"

[MS-RMPR] — v20131025
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name="CertificatePublicKey"
type="tns:EnrolleeCertificatePublicKey" />
<s:element minOccurs="1" maxOccurs="1"
name="EnrolleeInformation"
type="tns:EnrolleeServerInformation" />
</s:sequence>
</s:complexType>

3.6.4.1.4.2 X509Information

The X509Information complex type contains binary-encoded X509 certificate information. This
complex type is currently ignored.

<s:complexType name="X509Information">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="SignedDataBase64Encoded"
type="s:string" />
</s:sequence>
</s:complexType>

3.6.4.1.4.3 EnrolleeRevocationInformation

The EnrolleeRevocationInformation complex type contains information about the enrollee's
revocation authorities.

<s:complexType name="EnrolleeRevocationInformation">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="RevocationType"
type="tns:RevocationTypeEnum" />
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorities"
type="tns:ArrayOfRevocationAuthorityInformation" />
</s:sequence>
</s:complexType>

RevocationType: The revocation type. MUST be either "StandardRevocation" or
"CustomRevocation", specified as a string. Although "NonRevocable" is specified as a possible
value by WSDL, it is not supported. "StandardRevocation" indicates that the issuer can revoke
the SLC. "CustomRevocation" indicates that a third party specified by
aRevocationAuthorities can revoke the SLC. "StandardRevocation" is recommended.

aRevocationAuthorities: MUST exist only if RevocationType is set to "CustomRevocation";
otherwise, MUST be empty. If RevocationType is set to "CustomRevocation", this MUST
contain one or more RevocationAuthorityInformation elements.

3.6.4.1.4.4 ArrayOfRevocationAuthorityInformation

The ArrayOfRevocationAuthorityInformation complex type is a container for revocation authority
information.

<s:complexType name="ArrayOfRevocationAuthorityInformation">
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<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="RevocationAuthorityInformation"
type="tns:RevocationAuthorityInformation" />
</s:sequence>
</s:complexType>

3.6.4.1.4.5 RevocationAuthorityInformation

The RevocationAuthorityInformation complex type contains a binary public key.

<s:complexType name="RevocationAuthorityInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorityPublicKey"
type="s:base64Binary" />
</s:sequence>

</s:complexType>

3.6.4.1.4.6 EnrolleeServerInformation
The EnrolleeServerInformation complex type contains data about the enrollee's server.

The enrollment service validates that Version is not NULL and is not an empty string. The SKU,
Name, and URL elements are ignored by the enrollment service.

<s:complexType name="EnrolleeServerInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="SKU"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Version"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Name"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="URL"
type="s:string" />
</s:sequence>
</s:complexType>

SKU: A string containing SKU or edition information for the server.
Version: A string containing version information for the server.
Name: A string containing a name for the server.

URL: A string containing a URL for the server.

3.6.4.1.4.7 EnrollResponse

The EnrollIResponse complex type contains an array of string values.

<s:complexType name="EnrollResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
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name="LicensorCertificateChain"
type="tns:ArrayOfString" />
</s:sequence>
</s:complexType>

LicensorCertificateChain: MUST contain the following sequence of four strings:
[[- SLC -]]: MUST be a string containing the SLC.

[[- EnrolimentServiceCert -]1]: MUST be a string containing the Enrollment Service
certificate.

[[- EnrolimentCACert -]]: MUST be a string containing the Enrollment CA certificate.
[[- CACert -]]: MUST be a string containing the CA certificate.

3.6.4.1.4.8 ArrayOfString

The ArrayOfString complex type contains an array of strings.

<s:complexType name="ArrayOfString">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="string"
nillable="true"
type="s:string" />
</s:sequence>
</s:complexType>

string: MUST contain a string.

3.6.4.2 Asynchronous Enrollment Operation

To enable "airgap" networks that do not have Internet connectivity, the Enroll SOAP request can be
written to an ASCII text file (using a SOAP-compatible encoding format) and submitted
asynchronously at https://activation.drm.microsoft.com/offlineenroll/Enroliment.aspx.

In the EnrolleeServerinformation complex type (section 3.6.4.2.4.3), the elements SHOULD be
populated as follows:

= SKU SHOULD be set to SKU from ServerState.

*= Version SHOULD be set to serverVersion from ServerState.
* Name SHOULD be set to name from ServerState.

= URL SHOULD be set to baseURL from ServerState.

In the EnrolleeRevocationInformation (section 3.6.4.2.4.2) complex type (section 3.6.4.2.4.2), the
elements MUST be populated as follows:

= The RevocationTypeEnum (section 3.6.4.2.2.1) MUST be set to revocationType from
serverState.
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= The ArrayOfRevocationAuthorityInformation (section 3.6.4.2.4.4) MUST be set to

revocationAuthorities from serverState.

3.6.4.2.1 Messages

Message

Description

Asynchronous Enrollment Message (SOAP over
HTTP

Enables asynchronous enrollment using an ASCII
file.

Asynchronous Enrollment Response

The asynchronous enrollment response.

3.6.4.2.1.1 Asynchronous Enrollment Request

To enable "airgap" networks that do not have Internet connectivity, the Enroll SOAP request can be

written to an ASCII text file (using a SOAP-compatible encoding format) and submitted
asynchronously at https://activation.drm.microsoft.com/offlineenroll/Enroliment.aspx.

The request message MUST be sent as an ASCII text file with no additional headers or footers. This

schema MUST be adhered to exactly.

<?xml version="1.0"?>

<s:schema targetNamespace="http://microsoft.com/DRM/EnrollmentService"

elementFormDefault="qualified"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<s:import namespace="http://microsoft.com/DRM/EnrollmentService"/>

<s:complexType name="EnrollParameters"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<s:element name="RevocationInformation"

type="tns:EnrolleeRevocationInformation"/>

<s:element name="CertificatePublicKey"

type="tns:EnrolleeCertificatePublicKey"
xmlns="http://microsoft.com/DRM/EnrollmentService">/>

<s:element name="EnrolleeInformation"

type="tns:EnrolleeServerInformation"
xmlns="http://microsoft.com/DRM/EnrollmentService">/>

</s:complexType>
</s:schema>

EnrolimentParameters.RevocationInformation: MUST be an EnrolleeRevocationInformation

(section 3.6.4.2.4.2) complex type. The RevocationType element MUST be either
"StandardRevocation" or "CustomRevocation", specified as a string. "StandardRevocation"

indicates that the issuer can revoke the SLC. "CustomRevocation" indicates that a third party

specified by aRevocationAuthorities can revoke the SLC. "StandardRevocation" is

recommended. The aRevocationAuthorities element MUST exist only if RevocationType is

set to "CustomRevocation" and MUST be empty otherwise. If RevocationType is set to
"CustomRevocation", this MUST contain one or more RevocationAuthorityInformation

elements, as specified in section 3.6.4.2.4.5.

EnrollmentParameters.CertificatePublicKey: MUST be an EnrolleeCertificatePublicKey

(section 3.6.4.2.4.1) complex type. The aPublicKeyBytes element MUST contain the server's
RSA PKCS#1-encoded public key as a base64-encoded string. GUID MUST be a unique GUID

that identifies the server, represented as a literal ASCII string. MAY be enclosed in braces.

[MS-RMPR] — v20131025
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EnrolimentParameters.EnrolleeInformation: MUST be an EnrolleeServerInformation (section
3.6.4.2.4.3) complex type. Version contains version information. The enrollment service
validates that Version is not NULL and is not an empty string. The SKU, Name, and URL
elements are ignored by the enrollment service.

3.6.4.2.1.2 Asynchronous Enrollment Response

The response message MUST be sent as an ASCII text file with no additional headers or footers. This
schema MUST be adhered to exactly.

<?xml version="1.0" encoding="utf-16"?>

<s:schema targetNamespace="http://microsoft.com/DRM/EnrollmentService
elementFormDefault="qualified"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<s:import namespace="http://microsoft.com/DRM/EnrollmentService" />
<s:complexType name="EnrollResponse"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<s:complexType name="LicensorCertificateChain">
<s: element name="SLC" type="xsd:string">
<s: element name="EnrollmentServiceCert" type="xsd:string">
<s: element name="EnrollmentCACert" type="xsd:string">
<s: element name="CACert" type="xsd:string">
</s:compleType>
</s:complexType>
</s:schema>

LicensorCertificateChain.SLC: MUST be a string containing the SLC.

LicensorCertificateChain.EnrollmentServiceCert: MUST be a string containing the Enrollment
Service certificate.

LicensorCertificateChain.EnrollmentCACert: MUST be a string containing the Enrollment CA
certificate.

LicensorCertificateChain.CACert: MUST be a string containing the CA certificate.

3.6.4.2.2 Simple Types

Simple Type Description

RevocationTypeEnum Indicates a particular type of revocation authority.

3.6.4.2.2.1 RevocationTypeEnum

The RevocationTypeEnum complex type indicates a particular type of revocation authority.

<s:simpleType name="RevocationTypeEnum">
<s:restriction base="s:string">
<s:enumeration value="NonRevocable" />
<s:enumeration value="StandardRevocation" />
<s:enumeration value="CustomRevocation" />
</s:restriction>
</s:simpleType>
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3.6.4.2.3 Elements

Elements Description

RevocationAuthorityInformation Describes the public key of a third-party revocation authority that is
allowed to revoke the SLC.

3.6.4.2.3.1 RevocationAuthorityInformation

Describes the public key of a third-party revocation authority that is allowed to revoke the SLC. If
the Enroll request specifies CustomRevocation, at least one RevocationAuthorityInformation element
MUST be present. A RevocationAuthorityInformation element MUST use the following template.

<RevocationAuthorityInformation>
<aRevocationAuthorityPublicKey>
[[- key -1]
</aRevocationAuthorityPublicKey>
</RevocationAuthorityInformation>

[[- key -]1]: MUST contain the revocation authority's RSA PKCS#1-encoded public key as a
base64-encoded string. If this revocation authority is required to issue a revocation list that
revokes the SLC, it MUST be issued using this public key and signed with the corresponding
private key.

3.6.4.2.4 Complex Types

Complex Types Description

EnrolleeCertificatePublicKey Contains a public key and an associated GUID.
EnrolleeRevocationInformation Contains information about the enrollee's revocation authorities.
EnrolleeServerInformation Contains data about the enrollee's server.

ArrayOfRevocationAuthorityInformation Container for revocation authority information.

RevocationAuthorityInformation Contains a binary public key.

3.6.4.2.4.1 EnrolleeCertificatePublicKey

The EnrolleeCertificatePublicKey complex type contains a public key and an associated GUID.

<s:complexType name="EnrolleeCertificatePublicKey">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="aPublicKeyBytes"
type="s:base64Binary" />
<s:element minOccurs="1" maxOccurs="1"
name="Guid"
type="sl:guid" />
</s:sequence>
</s:complexType>
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aPublicKeyBytes: MUST contain the server's RSA PKCS#1-encoded public key as a base64-
encoded string.

Guid: MUST be a unique GUID that identifies the server, represented as a literal ASCII string.
MAY be enclosed in braces. If the server has not previously acquired an SLC chain as specified
in section 3.1.3.2, the server SHOULD generate a new GUID. Otherwise, the server SHOULD
use the GUID specified in the ISSUEDPRINCIPALS element of its SLC as specified in section
2.2.9.3.3.

3.6.4.2.4.2 EnrolleeRevocationInformation

The EnrolleeRevocationInformation complex type contains information about the enrollee's
revocation authorities.

<s:complexType name="EnrolleeRevocationInformation">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="RevocationType"
type="tns:RevocationTypeEnum" />
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorities"
type="tns:ArrayOfRevocationAuthorityInformation" />
</s:sequence>
</s:complexType>

RevocationType: The revocation type. MUST be either "StandardRevocation" or
"CustomRevocation", specified as a string. Although "NonRevocable" is specified as a possible
value by WSDL, it is not supported. "StandardRevocation" indicates that the issuer can revoke
the SLC. "CustomRevocation" indicates that a third party specified by
aRevocationAuthorities can revoke the SLC. "StandardRevocation" is recommended.

aRevocationAuthorities: MUST exist only if RevocationType is set to "CustomRevocation" and
MUST be empty otherwise. If RevocationType is set to "CustomRevocation", this MUST
contain one or more RevocationAuthorityInformation elements.

3.6.4.2.4.3 EnrolleeServerInformation
The EnrolleeServerInformation complex type contains data about the enrollee's server.

The enrollment service validates that Version is not NULL and is not an empty string. The SKU,
Name, and URL elements are ignored by the enrollment service.

<s:complexType name="EnrolleeServerInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="SKU"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Version"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Name"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="URL"
type="s:string" />
</s:sequence>
</s:complexType>
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SKU: A string containing SKU or edition information for the server.
Version: A string containing version information for the server.
Name: A string containing a name for the server.

URL: A string containing a URL for the server.

3.6.4.2.4.4 ArrayOfRevocationAuthorityInformation

The ArrayOfRevocationAuthorityInformation complex type is a container for revocation authority
information.

<s:complexType name="ArrayOfRevocationAuthorityInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="RevocationAuthorityInformation"
type="tns:RevocationAuthorityInformation"™ />
</s:sequence>
</s:complexType>

3.6.4.2.4.5 RevocationAuthorityInformation

The RevocationAuthorityInformation complex type contains a binary public key.

<s:complexType name="RevocationAuthorityInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorityPublicKey"
type="s:base64Binary" />
</s:sequence>
</s:complexType>

3.6.5 Timer Events

None.

3.6.6 Other Local Events

None.

3.7 ServerSoap Server Details

The complex types, simple types, and elements described in this section are used in the Server
Service.

3.7.1 Abstract Data Model

See the common server ADM in section 3.1.1.

3.7.2 Timers

None.
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3.7.3 Initialization

See section common server Initialization (section 3.1.3).

3.7.4 Message Processing Events and Sequencing Rules

Operation Description

GetlicensorCertificate Operation This request is used to acquire the SLC chain from a server during
online publishing.

FindServicelocationsForUser This request is used to discover the appropriate server for various
Operation services for a given user.

3.7.4.1 GetLicensorCertificate Operation

The GetLicensorCertificate request is used to acquire the SLC chain from a server during online
publishing. The SLC is required for online publishing because the client MUST encrypt the usage
policy and content key with the server's public key, and the SLC contains the server's public key.
The usage policy and content key are placed in the PL.

Client Server

GetLicensorCertificate

Authentication -

Figure 14: GetLicensorCertificate sequence

<wsdl:operation name="GetLicensorCertificate">
<wsdl:input message="tns:GetLicensorCertificateSoapIn" />
<wsdl:output message="tns:GetLicensorCertificateSoapOut" />
</wsdl:operation>

In the GetLicensorCertificate operation, the client requests the server's SLC chain.

Upon receiving a GetLicensorCertificate request, the server MUST return its SLC chain for a
successful request. For an unsuccessful request, the server MUST return a SOAP fault code. If the
serverDecommissioned field of ServerState is true, the server SHOULD return a
Microsoft.RightsManagementServices.ClusterDecommissionedException fault code. The client MUST
treat all SOAP fault codes the same.

Exception Description

Microsoft.RightsManagementServices.ClusterDecommissionedException | A request was received, but the
server is in a decommissioned
state and cannot process the
request.
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For information about certificate formats, see section 2.2.9.

3.7.4.1.1 Messages

Message Description
GetClientLicensorCertSoapln Presents a request for the server's SLC chain.
GetClientLicensorCertSoapOut Contains the server's SLC chain.

3.7.4.1.1.1 GetlLicensorCertificateSoapln

The GetLicensorCertificateSoapIn message presents a request for the server's SLC chain.

<wsdl:message name="GetLicensorCertificateSoapIn">
<wsdl:part name="parameters" element="tns:GetLicensorCertificate" />
</wsdl:message>

GetLicensorCertificate: The GetLicensorCertificate element, as specified in section 3.5.4.2.2.1

3.7.4.1.1.2 GetlLicensorCertificateSoapOut

The GetLicensorCertificateSoapOut message contains the server's SLC chain.

<wsdl:message name="GetLicensorCertificateSoapOut">
<wsdl:part name="parameters" element="tns:GetLicensorCertificateResponse" />
</wsdl:message>

GetLicensorCertificateResponse: The GetLicensorCertificateResponse element, as defined in
section 3.5.4.2.2.2.

3.7.4.1.2 Elements

Element Description

GetClientLicensorCert Contains the body of the request for the GetLicensorCertificate
operation. There are no in-parameters.

GetClientLicensorCertResponse | Contains the response data returned from a GetLicensorCertificate
operation.

3.7.4.1.2.1 GetlLicensorCertificate

The GetLicensorCertificate element contains the body of the request for the GetLicensorCertificate
web method. This element MUST NOT contain any elements.

<xs:element name="GetLicensorCertificate">
<xs:complexType />
</xs:element>
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3.7.4.1.2.2 GetlLicensorCertificateResponse

The GetLicensorCertificateResponse element is a complex data type that contains the response
data returned from a GetLicensorCertificate operation. The certificate chain included here MUST
correspond to the certificate formats found in 2.2.9.

<xs:element name="GetLicensorCertificateResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="GetLicensorCertificateResult"
type="LicensorCertChain"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.7.4.1.3 Complex Types

Complex Types Description

LicensorCertChain Represents a set of certificates that are related to each other by successive issuers.

3.7.4.1.3.1 LicensorCertChain

The LicensorCertChain complex type represents a set of certificates that are related to each other
by successive issuers. For example, in a LicensorCertChain instance that contains A, B, and C
certificates, A is issued by B, and B is issued by C.

<xs:complexType name="LicensorCertChain">
<xs:sequence>
<xs:element name="CertificateChain"
type="ArrayOfXmlNode"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.7.4.2 FindServicelLocationsForUser Operation

Depending on the deployment topology of the servers in the network, different servers can be used
for different functions for a given user. The client SHOULD use the FindServiceLocationsForUser
request to discover the appropriate server for various services for a given user, however, the client
can obtain service discovery locations in any suitable, implementation-dependent manner. The client
can also cache the service discovery location in an implementation-specific manner.<50> A cached
service location takes precedence over a service location obtained through the
FindServicelLocationsForUser request.
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Client Server

FindServiceLocationsForUser

Authentication

ServiceType | =
I

Service Locations

-

Figure 15: FindServiceLocationsForUser message sequence

<wsdl:operation name="FindServiceLocations">
<wsdl:input message="tns:FindServiceLocationsSoapIn" />
<wsdl:output message="tns:FindServiceLocationsSoapOut" />
</wsdl:operation>

In the FindServiceLocationsForUser operation, the client MUST authenticate,<51> identifies a
service type, and requests its location. A properly formed FindServiceLocationsForUser request
MUST contain a valid ServiceType. If the ServiceType is improperly formed, the server will return a
System.InvalidOperationException fault code.

Upon receiving a FindServiceLocationsForUser request, the server SHOULD service the request.
To service the request, the server SHOULD begin by accessing the RequestContext provided by
the HTTP server. If the isAuthenticated field of the RequestContext is false, the server SHOULD
return a Microsoft.DigitalRightsManagement.Utilities.UnspecifiedErrorException SOAP fault. If the
authenticationType field of the RequestContext is MWBF, the Directory to use for servicing the
request is the directory the server is located in. Otherwise, the server SHOULD invoke the
GetDirectoryForAccount abstract interface, passing in the authenticatedAccount field of the
RequestContext, to determine the Directory corresponding to the DomainAccount. If
GetDirectoryForAccount returns NULL, the server SHOULD return a
Microsoft.DigitalRightsManagement.Utilities.UnspecifiedErrorException SOAP fault. If the server is in
a different Directory than the DomainAccount, the server SHOULD invoke the
GetServicelLocationForDirectory abstract interface, passing in the Directory and the requested
ServiceType, to determine the service location for the requested ServiceType in the Directory of
the authenticated DomainAccount. Otherwise the server SHOULD determine the service location
based on its configuration, returning values of various ADM elements specified in section 3.1.1.1.1
as follows: If the client requests the CertificationService, the server SHOULD use the value of the
externalCertificationUrl field of ServerState. If the client requests the LicensingInternalService,
the server SHOULD use the value of the licensingUrl field of ServerState. If the client requests
LicensingService, the server SHOULD use the value of the externalLicensingUrl field of
ServerState. If the client requests the ActivationService or CertificationInternalService, the server
SHOULD use the corresponding endpoint URLs specified in section 3.1.4.2. For a successful request,
the server MUST return the appropriate service location as a URL. This URL SHOULD be set to null
for a successful request if the service does not exist. For an unsuccessful request, the server MUST
return a SOAP fault code. The client MUST treat all SOAP fault codes the same.

The client MUST use one of the following types in the ServiceType enumeration:
= ActivationService (version 1.0 clients only)

= CertificationInternalService
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= CertificationService
= LicensingService

= LicensinglnternalService

3.7.4.2.1 Messages

Message Description
FindServicelocationsSoapln Contains a ServiceType enumeration. Specifies the type of service being
requested.

FindServiceLocationsSoapOut | Contains the URL and ServiceType of the service that was requested.

3.7.4.2.1.1 FindServicelLocationsSoapIn

The FindServicelLocationsSoapln message contains a ServiceType enumeration to specify the type of
service being requested.

<wsdl:message name="FindServicelLocationsSoapIn">

<wsdl:part name="parameters" element="tns:FindServicelocations" />
</wsdl:message>

FindServicelLocations: The FindServiceLocations element, as specified in section 3.7.4.2.2.1.

3.7.4.2.1.2 FindServicelLocationsSoapOut

The FindServiceLocationsSoapOut message contains the URL and ServiceType of the service that
was requested.

<wsdl:message name="FindServicelLocationsSoapOut">

<wsdl:part name="parameters" element="tns:FindServicelocationsResponse" />
</wsdl:message>

FindServicelLocationsResponse: The FindServiceLocationsResponse element, as defined in
section 3.7.4.2.2.2.

3.7.4.2.2 Elements

Element Description
FindServicelocationsForUser Contains any number of ServiceNames.
FindServicelLocationsForUserResponse Contains an array of service location response element.

3.7.4.2.2.1 FindServicelLocationsForUser

The FindServiceLocationsForUser element contains the body of the message for the
FindServicelLocationsForUser request. This element is used as an in-parameter to the
FindServicelLocationsForUser web method. This element MUST be populated by the client when
sending a FindServicelLocations request. The FindServiceLocationsForUser web method
parameters consist of any number of ServiceNames.
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<xs:element name="FindServiceLocationsForUser">
<xs:complexType>
<xs:sequence>
<xs:element name="ServiceNames"
type="ArrayOfServiceLocationRequest"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.7.4.2.2.2 FindServicelLocationsForUserResponse

The FindServiceLocationsForUserResponse element is a complex type that contains an array of
service location response elements. This element is used as an out-parameter for the
FindServicelLocationsForUserResponse operation.

<xs:element name="FindServiceLocationsForUserResponse">
<xs:complexType>

<xs:sequence>
<xs:element name="FindServiceLocationsForUserResult"

type="ArrayOfServiceLocationResponse"
minOccurs="0"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

3.7.4.2.3 Complex Types

Complex Types Description

ArrayOfServicelocationRequest Contains an array of ServiceLocationRequest elements.

ArrayOfServicelLocationResponse Contains an array of ServiceLocationResponse types.

ServicelocationRequest Contains an enumeration of a service type that indicates a service to
locate.
ServicelocationResponse Contains a standard URL that is associated with an RMS server and the

type of that service.

3.7.4.2.3.1 ArrayOfServicelLocationRequest

The ArrayOfServiceLocationRequest complex type is an array of ServiceLocationRequest
elements.

<xs:complexType name="ArrayOfServiceLocationRequest">
<xs:sequence>
<xs:element name="ServicelLocationRequest"
type="ServiceLocationRequest"
minOccurs="0"
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maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.7.4.2.3.2 ArrayOfServicelLocationResponse
The ArrayOfServicelLocationResponse complex type contains an array of

ServicelLocationResponse types. This array is used to respond to a
FindServicelLocationsForUser operation.

<xs:complexType name="ArrayOfServicelLocationResponse">
<xs:sequence>
<xs:element name="ServicelLocationResponse"
type="ServiceLocationResponse"
minOccurs="0"
maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>

3.7.4.2.3.3 ServicelLocationRequest

The ServiceLocationRequest complex type contains an enumeration of a service type that
indicates a service to locate. Possible values for the enumeration are defined in ServiceType
Simple Type 3.7.4.2.4.1. The enumeration MUST contain a literal string, as specified in
ServiceType Simple Type 3.7.4.2.4.1.

<xs:complexType name="ServiceLocationRequest">
<xs:sequence>
<xs:element name="Type"
type="ServiceType"
minOccurs="1"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.7.4.2.3.4 ServicelLocationResponse

The ServiceLocationResponse complex type contains a standard URL that is associated with an
RMS server and the type of that service. The URL MUST be a literal string. The Type element MUST
be a literal string from the set of possible values for ServiceType.

<xs:complexType name="ServiceLocationResponse">
<xs:sequence>

<xs:element name="URL"
type="string"
minOccurs="0"
maxOccurs="1"
/>

<xs:element name="Type"
type="ServiceType"
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minOccurs="1"
maxOccurs="1"
/>
</xs:sequence>
</xs:complexType>

3.7.4.2.4 Simple Types

Simple

Types Description

ServiceType Enumerates each of the possible types of service that a rights management server may
provide.

3.7.4.2.4.1 ServiceType

The ServiceType simple type enumerates each of the possible types of service that a rights
management server may provide. The ServiceType simple type is used to enumerate the type of
service or services offered by a rights management server and is part of both the in-parameters and
out-parameters of the FindServicelLocationsForUser operation.

Version 1 of the RMS: Client-to-Server Protocol introduced the FindServiceLocationsForUser and
the ServiceType simple type consisting of enumeration values for: EnrolimentService,
LicensingService, PublishingService, CertificationService, ActivationService, PrecertificationService,
ServerService, and DrmRemoteDirectoryServices.

Version 2 of the RMS: Client-to-Server Protocol<52> client introduced the following new
enumeration values: GroupExpansionService, LicensingInternalService, and
CertificationInternalService.

The PrecertificationService, DrmRemoteDirectoryServices, and GroupExpansionService
enumeration values are not used in the RMS: Client-to-Server Protocol.

<xs:simpleType name="ServiceType">
<xs:restriction
base="string"
>

<xs:enumeration
value="EnrollmentService"
/>

<xs:enumeration
value="LicensingService"
/>

<xs:enumeration
value="PublishingService"
/>

<xs:enumeration
value="CertificationService"
/>

<xs:enumeration
value="ActivationService"

/>

<xs:enumeration
value="PrecertificationService"
/>

<xs:enumeration
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value="ServerService"
/>

<xs:enumeration

value="DrmRemoteDirectoryServices
/>
<xs:enumeration
value="GroupExpansionService"
/>
<xs:enumeration
value="LicensingInternalService"
/>
<xs:enumeration
value="CertificationInternalService"
/>
</xs:restriction>
</xs:simpleType>
EnrollmentService: Enumerates the Enrollment service.
LicensingService: Enumerates the Licensing service.
PublishingService: Enumerates the Publishing service.
CertificationService: Enumerates the Certification service.
ActivationService: Enumerates the Activation service.
PrecertificationService: Enumerates the PreCertification service.
ServerService: Enumerates the Server service.
DrmRemoteDirectoryServices: Enumerates the DrmRemoteDirectory service.
GroupExpansionService: Enumerates the Group Expansion Service.<53>

LicensingInternalService: Enumerates the internal Licensing service. Enumerates the internal
Licensing Service.<54>

CertificationInternalService: Enumerates the internal Certification Service.<55>

3.7.5 Timer Events

None.

3.7.6 Other Local Events

None.
3.8 Client Details

3.8.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The organization is provided to explain how the protocol
behaves. This specification does not mandate that implementations adhere to this model as long as
their external behavior is consistent with that described in this specification.
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3.8.1.1 Abstract Elements
All of the following ADM elements are persisted in implementation-specific storage.
= Trusted SPC Issuer private key: The Trusted SPC Issuer Private key is used to sign the SPC.

= Trusted SPC Issuer chain: An XrML 1.2 certificate chain that is used to generate the SPC
chain. The SPC Issuer certificate contains the public key that corresponds to the Trusted SPC
Issuer Private Key.

= SPC private key: A unique private key that is generated at activation time and issued to the
machine, either by self-activation or by calling the Activate method. The private key is stored
securely on the client.

= SPC chain: An XrML 1.2 certificate chain generated during activation that contains the public key
corresponding to the SPC private key. The trusted security processor CA key exists in the chain.

= RAC chain: An XrML 1.2 certificate chain that issues an asymmetric encryption key pair to a user
account, bound to a machine. Acquired by making a Certify request to the server.

= CLC Chain: An XrML 1.2 certificate chain that issues an asymmetric signing key pair to a user
account, bound to a machine. Acquired by making a GetClientLicensorCert request to the
server.

= List of official rights templates: An official rights template is an XrML 1.2 certificate chain that
defines usage policy. This usage policy is used to generate the PL chain during offline publishing.
A list of official rights templates is a collection of official rights templates. A list of official rights
templates can be acquired by making an AcquireTemplate (section 3.4.4.3) request to the server.

= SLC chain: An XrML 1.2 certificate chain that signs the RMS server's public key into the certificate
hierarchy. Acquired by making a GetLicensorCertificate request to the server.

Note that the preceding conceptual data can be implemented using a variety of techniques. Any data
structure that stores the preceding conceptual data can be used in the implementation.

3.8.1.2 Abstract Interfaces

GetPolicyName: An abstract interface provided by the client that returns the policy name to use
when creating a PL. This interface takes no parameters and returns the policy name as a
string formatted as described in section 2.2.9.7.1.

GetPLID: An abstract interface provided by the client that returns the PL ID to use when
creating a PL. This interface takes no parameters and returns the PL ID as a GUID.

GetRevocationPoint: An abstract interface provided by the client that returns information about
the revocation point to use when creating a PL. This interface takes the PL ID as a GUID and
returns the Revocation Point for the PL. The revocation point contains information about the
revocation list. A Revocation Point has the following properties:

= Type: The ID type of the issuer of the revocation list.
= ID: The ID of the issuer of the revocation list.
= Name: A human-readable name of the revocation list site.

= Address: The URL of a location from which to download the revocation list.
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= Time interval: Frequency with which the list must be updated. The time interval contains
the following properties:

= Days: The number of days in the time interval for the revocation list.

» Hours: The number of hours in the time interval for the revocation list.

» Minutes: The number of minutes in the time interval for the revocation list.
= Seconds: The number of seconds in the time interval for the revocation list.

= Revocation List Public Key: A unique public key that was used to sign the revocation list.

3.8.2 Timers

None.
3.8.3 Initialization

3.8.3.1 SPC Issuer Initialization
The client loads its Trusted SPC Issuer private key and Trusted SPC Issuer chain. These items
SHOULD be preconfigured on the client and MUST be trusted by the server. The trustedSpcCAKeys

field of the ServerState of the server MUST contain the public key of either the first or second
certificate in the Trusted SPC Issuer chain in order for the chain to be trusted by the server.

3.8.3.2 Service Locations

The client MAY use any of the following discovery mechanisms to locate RMS servers:

= Active Directory
= Existing client configuration data

= Discovery of a server from a DISTRIBUTIONPOINT element in an existing license

The following sections define each of the ways to discover an RMS server.<56>

3.8.3.2.1 Locating an RMS Server by Using Active Directory

A client MAY locate an RMS server by finding an SCP in Active Directory. The client SHOULD search
for an object with the objectClass or objectCategory of serviceConnectionPoint and the keywords
"MSRMRootCluster" and "1.0". The value of the serviceBindingInformation attribute of the SCP
object MUST be the location of an RMS service. As specified in section 3.1.4.4.1.1, the value of the
serviceBindingInformation attribute is of the form [baseURL]/certification. The client SHOULD make
FindServiceLocationsForUser requests using the [baseURL]/certification/ServiceLocator.asmx

endpoint specified in section 3.1.4.2 in order to determine the service locations for any service types
needed by the client.

3.8.3.2.2 Locating an RMS Server by Using Existing Client Configuration Data

A client machine MAY<57> be preconfigured with stored server locations.
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3.8.3.2.3 Locating an RMS Server by Using Existing Licenses or Certificates

If the client has access to an existing PL or UL, it MAY discover a server using the URL specified in
the DISTRIBUTIONPOINT element in the license. If multiple URLs are specified, the client MAY try
any or all of them.

To find the appropriate server for an Activate request, the client SHOULD make a
FindServicelLocationsForUser request to the DISTRIBUTIONPOINT URL requesting ServiceType
"ActivationService". This ServiceType is for version 1.0 clients only. All other versions of the client
MUST NOT request ServiceType "ActivationService".

To find the appropriate server for a Certify request for the current user, the client SHOULD make a
FindServicelLocationsForUser request to the DISTRIBUTIONPOINT URL requesting ServiceType
"CertificationInternalService". If the response returns a URL that cannot be reached for a Certify
request, the client SHOULD make another FindServiceLocationsForUser request to the
DISTRIBUTIONPOINT URL requesting ServiceType "CertificationService".

To find the appropriate server for a GetClientLicensorCert request for the current user, the client
SHOULD make a FindServicelLocationsForUser request to the DISTRIBUTIONPOINT URL
requesting ServiceType "LicensingInternalService". If the response returns a URL that cannot be
reached for a GetClientLicensorCert request, the client SHOULD make another
FindServicelLocationsForUser request to the DISTRIBUTIONPOINT URL requesting ServiceType
"LicensingService".

To find the appropriate server for online publishing, the client MAY make a
FindServicelLocationsForUser request to the DISTRIBUTIONPOINT URL requesting ServiceType
"LicensingInternalService". If the response returns a URL that cannot be reached for online
publishing, the client SHOULD make another FindServiceLocationsForUser request to the
DISTRIBUTIONPOINT URL requesting ServiceType "LicensingService".

3.8.3.3 RAC Initialization

The client loads the RAC chain from its persistent store. If the RAC chain is not found in the
persistent store, the RAC chain is set to null.

3.8.3.4 CLC Initialization

The client loads the CLC chain from its persistent store. If the CLC chain is not found in the
persistent store, the CLC Chain is set to null.

3.8.4 Message Processing Events and Sequencing Rules

The following illustration shows a common message sequence for the client.
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Figure 16: Common message sequence for the client

Sequencing rules for the client can be divided into four sections: client bootstrapping, online
publishing, offline publishing, and licensing.

3.8.4.1 Client Bootstrapping

Client bootstrapping is required before offline publishing or licensing can take place. It is not a
prerequisite for online publishing.
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The client MUST activate as a first step in bootstrapping. Activation is the process of certifying a
given client machine for use in the RMS system. This is accomplished by binding an encryption key
pair to the machine by way of the security processor and its SPC. Version 1.0 clients MUST make an
Activate (section 3.2.4.1) request to the server to activate. All other versions of the client,
including RMS 1.0 SP1, RMS 1.0 SP2, and RMS 2.0, activate themselves without contacting a server.
The client generates its own security processor key pair and saves the private key in the SPC
private key ADM element. The client then generates an SPC signed by the Trusted SPC Issuer
private key. The client also creates an SPC Chain by appending the SPC with the Trusted SPC
Issuer chain and saves it as the SPC Chain ADM element.

The user MUST be certified to participate in the RMS system. This is accomplished by binding an
encryption key pair to both the user and the client machine by way of a RAC. The user MUST have a
RAC to access protected content or to publish protected content offline. The client uses the Certify
(section 3.3.4.1) method to acquire a RAC.

To publish offline, the user MUST have a signing key pair. The CLC binds a signing key pair to a user
through the RAC. A user MUST have a CLC to create protected content offline. The client uses the
FindServicelLocationsForUser (section 3.7.4.2) method to find the licensing server for the user
and the GetClientLicensorCert (section 3.5.4.2) method to acquire a CLC from that server.

3.8.4.2 Template Acquisition

The RMS client MAY fetch a list of official rights templates from an RMS 2.0 server.<58> The RMS
client makes an AcquireTemplatelnformation request to the server. The server returns information
about the available templates in the form of a list of GUIDs and hashes corresponding to the server
templates. The client then compares the obtained list against the list of official rights templates from
that server in its local store. The client makes add/delete/edit updates to the list of official rights
templates in the client store. Through this process, the client always keeps its list of official rights
templates in sync with the ones on the server.<59>

3.8.4.3 Online Publishing

Client bootstrapping is not required for online publishing. To create a PL, the client MUST have the
public key of the licensing server so it can encrypt the content key and usage policies to the server.
As the server's public key is stored in the SLC, the client MUST use the GetLicensorCertificate
(section 3.7.4.1) method to acquire the server's SLC.

The client MAY include DISTRIBUTIONPOINT (section 2.2.9.7.3) of type "Referral-Info". The
ADDRESS element SHOULD contain the URL of the server or an email address when the object type
is "Referral-Info". The NAME element SHOULD contain the display name for the URL or the email
when the object type is "Referral-Info". The GUID element SHOULD be a unique GUID for this
DISTRIBUTIONPOINT element.

The client SHOULD set the ISSUEDTIME (section 2.2.9.1.1) element of the PL to the current time,
expressed in UTC.

The client SHOULD include a principal element in the ISSUEDPRINCIPALS (section 2.2.9.7.4)
element. The object and public key of the principal element SHOULD be a verbatim copy of the
object and public key of principal element of the ISSUEDPRINCIPALS in the SLC.

For a PL based on an official rights template, the DESCRIPTOR element of the PL SHOULD be copied
verbatim from the DESCRIPTOR element of the rights template. For PL's not based on an official
rights template, the name field of the DESCRIPTOR element of the PL SHOULD be set to the value
returned by the GetPolicyName abstract interface. The GUID field of the DESCRIPTOR SHOULD be
set to the value returned by the GetPLID abstract interface.
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The PL MAY include an OWNER (section 2.2.9.7.5) element. The OWNER element is an optional
element specified by the application. The OWNER element identifies the content owner or author.

The client SHOULD call the GetRevocationPoint abstract interface with the GUID field of the
DESCRIPTOR as a parameter to get a revocation point for the PL. If the revocation point is not null,
the revocationpoint field of the PL SHOULD be a CONDITIONLIST (section 2.2.9.7.9) element. The
type field of CONDITIONLIST SHOULD be set to the type property of the revocation point. The id
field of CONDITIONLIST SHOULD be set to the ID property of the revocation point. The address
field of CONDITIONLIST SHOULD be set to the Address property of the revocation point. The name
field of CONDITIONLIST SHOULD be set to the Name property of the revocation point. The days,
hours, minutes and seconds fields of CONDITIONLIST SHOULD be set to the revocation point's
Time Interval properties: Days, Hours, Minutes, and Seconds. The modulus field of the publickey
field of CONDITIONLIST SHOULD be set to the base64-encoded value of the revocation list Public
Key property of the revocation point. The key length field of the publickey field of the
CONDITIONLIST SHOULD be set to the length, in bits, of the revocation list Public Key property of
the revocation point.

After the PL is constructed, it MUST be signed by the server before it can be used for licensing. The
client MUST use the AcquireIssuancelicense (section 3.5.4.1) method to have the server sign
the PL.

3.8.4.4 Offline Publishing

After bootstrapping is complete and the client has a valid SPC, RAC, and CLC, the client can publish
protected content offline without needing to contact a server to have PLs signed. If templates are
being used, they SHOULD be acquired before offline publishing. During offline publishing, the client
generates a PL and signs it with the CLC private key. The CLC private key can be obtained from the
CLC of the CLC chain. It also generates a UL for the owner and signs it with the CLC private key so
that the owner can continue to work with the protected content without having to contact the server
again.

The signed PL is associated with the protected content using an application-specific mechanism so
that consumers of the content will have access to the PL.

Offline publishing is the recommended method of publishing for client applications.

3.8.4.5 Licensing

To access the protected content, a user MUST have a UL that binds the content key to the RAC. To
acquire a UL, the client MUST submit the RAC chain and PL associated with the protected content
to the server by using the AcquireLicense (section 3.4.4.1) method.

3.8.5 Timer Events

None.

3.8.6 Other Local Events

None.
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4 Protocol Examples

4.1 Publishing Usage Policy Example

Publishing usage policy is part of the process of protecting information. Publishing usage policy is
the act of expressing who may use an author's protected information, in what way, and with what
conditions and durations. Published usage policy is signed by an issuer - either the server (online
publishing) or the author (offline publishing). In the case of offline publishing, the server delegates
the author to sign the usage policy on its behalf. The server honors this signature as a trusted
delegate by issuing the author a CLC chain. The CLC represents an asymmetric key pair that is used
to sign usage policy, thereby publishing it.

RMS is responsible only for issuing policy and certificates. The application (for example, the
Microsoft Office System with Information Rights Management) is responsible for persisting the policy
with the protected information.

The following section describes a typical scenario involving an RM-aware application and an author
who is publishing usage policy for protected information:

1. Deploy client package.
Deployment of the client package involves installing binaries on the client machine.<60>

2. Activate machine locally.

) Cloud
r .
Client Serve Service
Activate [v1 only] Activate
HIDXML , P —HIDXML—————————
- c, ChB B
LAt

__AORy "7

.-d _spc, cABfile ==

Activate [SP1+]

Figure 17: Local machine activation

Activation is the process by which an SPC is generated on the client machine. The SPC represents
a pair of keys for the machine that is used to protect the user's keys in a subsequent step.

In the RMS 1.0 client, the activation stage involved contacting a web service run by Microsoft to
acquire a binary and some metadata. RMS version 1.0 SP1, 1.0 SP2, and 2.0 clients eliminate the
need for this step by providing a form of self-activation that does not contact the server.
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3. Call the Certify method.

Client Server

Certify

SPC, Persistent Authentication

—

-

__maC =TT

—
—

Figure 18: Certify method call

Cloud
Service

Certification is the process by which the server issues a RAC. The RAC represents a pair of keys
for the user that is used to protect authorization policy and content keys in subsequent steps.
The RAC keys are themselves protected by the keys represented by the SPC from step 2.

The call to the Certify method provides the SPC a form of authentication and a flag that indicates
whether to issue a temporary, short-lived RAC or a normal, long-lived RAC. The result of a

successful Certify call is a RAC.

4. Call the GetClientLicensorCert method.

Figure 19: GetClientLicensorCert method call

- Cloud
Client Server Service
FindServicelocationsForUser
Authentication
Service Type [
......... Service Locations -
F TR
GetClientLicensorCert [offline publishing only]
RAC -
CLC
-

To publish offline, a client must possess a CLC chain. A CLC is a form of delegation issued by the
server that allows the client author to sign usage policies for protected information.

The client first calls the FindServicelLocationsForUser web method, providing the
authentication information, to determine at which URL the server that issues CLCs is located.
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Once this URL is obtained, the client calls the GetClientLicensorCert web method at this URL
and provides the user RAC. A successful response from the server results in a CLC being returned
to the client.

5. Encrypt protected information using client APIs.

At this point the application and the client have all certificates and keys needed to complete the
publishing and protection step. The application encrypts the information using these certificates,
keys, and the RMS client APIs.

6. Construct the usage policy using client APIs.

The application uses the RM client APIs to construct the usage policy (unsigned issuance license)
that expresses the set of users that may use this protected information, in what ways, and under
what conditions. The usage policy can be created either directly or by using a rights policy
template.

7. Sign the usage policy using client APIs and a CLC key.

The unsigned issuance license is signed using the key represented by the CLC, producing official
usage policy in the form of a signed issuance license.

8. Application persists policy with protected information.

Finally, the application persists the signed issuance license in a location it can access along with
the protected information.

4.2 Accessing Protected Information Example

Accessing protected information requires requesting an authorization policy from the RM server, and
then decrypting the protected information.

1. Client package is deployed.
Deployment of the client package involves installing binaries on the client machine.<61>

2. The machine activates locally.
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Figure 20: Local machine activation

Activation is the process by which an SPC is generated on the client machine. The SPC represents
a pair of keys for the machine that is used to protect the user's keys in a subsequent step.

In the RMS 1.0 client, the activation stage involved contacting a web service run by Microsoft to
acquire a binary and some metadata. RMS version 1.0 SP1, 1.0 SP2, and 2.0 clients eliminate the
need for this step by providing a form of self-activation that does not contact the server.

. The Certify method is called.

. Cloud
Client Server Service
Certify
| SPC, Persistent Authentication
i ———>
‘__ S

Figure 21: Certify message sequence

Certification is the process by which the server issues a RAC. The RAC represents a pair of keys
for the user that is used to protect the authorization policy and content keys in subsequent steps.
The RAC keys are, themselves, protected by the keys represented by the SPC from step 2.

The call to the Certify web method provides the SPC a form of authentication and a flag that
indicates whether to issue a temporary, short-lived RAC or a normal, long-lived RAC. The result

of a successful Certify call is a RAC.
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4. The application extracts the usage policy from the protected information.
The application extracts or retrieves the usage policy (signed issuance license) from wherever it
is stored. RMS is not responsible for storing the usage policy associated with protected
information; that is the responsibility of the application.

5. The AcquireLicense method is called.

Cloud

Client Server ]
Service

AcquirelLicense

—RAC, PL, AppData —

——

RN

Figure 22: AcquireLicense method sequence

The signed issuance license acquired in step 4 represents the complete usage policy issued by
the author of the protected information. For an individual user to access the protected
information, the server must issue an authorization policy, or UL. This authorization policy
expresses what an individual user can do with the protected information.

The client calls the AcquireLicense web method, providing the RAC, the signed issuance license,
and passing application data that the application provided.

The server verifies that the RAC and signed issuance license were issued from an entity or
entities it trusts, and then identifies the subset of the full usage policy that applies to the specific
user. It issues a UL that contains this subset of usage policy and itself. The UL is then returned to
the client.

6. Decryption of protected information using client APIs and authorization policy keys occurs.

Contained within the UL issued in step 5 is the symmetric key used to protect the information.
The symmetric key is encrypted to the user's RAC by the server upon issuance of the UL. The
application uses the UL and the RM client APIs to decrypt the protected information and to access
the information.

7. Application persists the UL with protected information, as needed.
Finally, the application persists the UL in a location it can access along with the protected

information. Whether or not the application persists the UL and where it is persisted is
implementation-specific.<62>

4.3 SOAP on DIME Response from Activate Method Example

This section shows a possible response from the Activate web method, in which a DIME
attachment, as specified in [DIME], is present.

DIME record 1 is as follows.

1 0 0 0000000000000
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010 0000000101001
00000000000000000001001010101100
http://schemas.xmlsoap.org/soap/envelope/
<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Header>

<VersionData xmlns="http://microsoft.com/DRM/ActivationService">

<RequiredVersion>string</RequiredVersion>
</VersionData>
</soap:Header>
<soap:Body>
<ActivateResponse

xmlns="http://microsoft.com/DRM/ActivationService">

<ActivateResult>
<ActivateResponse>
<Binary = ""/>

<BinarySignature>xml</BinarySignature>
<MachineCertificateChain>
<Certificate xsi:nil ="true"/>
<Certificate xsi:nil ="true"/>
</MachineCertificateChain>
</ActivateResponse>
<ActivateResponse>
<Binary = ""/>
<BinarySignature>xml</BinarySignature>
<MachineCertificateChain>
<Certificate xsi:nil ="true"/>
<Certificate xsi:nil ="true"/>
</MachineCertificateChain>
</ActivateResponse>
</ActivateResult>
</ActivateResponse>
</soap:Body>
</soap:Envelope>

The DIME record is broken into three parts:

» Fixed-Length Binary Header

Element Contents Explanation

Record flags 100 The Message Begin (MB) flag is set.

ID length 0000000000000 No ID is set for this first record, thus the ID
length is zero.

Type name 010 The type format is a URI, expressed as 0x02.

format

Type length 0000000101001 The type is expressed in 41 bytes.

Data length 00000000000000000001001010101100 | The data is expressed in 4,780 bytes
(estimated for this example).

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013

173/ 233




= Remaining Header

Element Contents Explanation

D N/A No ID necessary for this first record.

Type http://schemas.xmlsoap.org/soap/envelope/ The first record contains a SOAP message.
= Data

Data

The data in the first record is the SOAP response containing the machine certificate chain and a pointer to

the DIME record that contains the binary data.

DIME record 2 is as follows.

0 0 1 0000000010000
001 0000000011000
00000000000000011111111111111111
SecureRepository
application/octet-stream

<128KB of binary data>

DIME Record 2 is broken into three parts:

» Fixed-Length Binary Header

Element Contents Explanation

Record 001 The Chunked Flag (CF) is set.

flags

ID length 0000000010000 This record is identified in 16 bytes.

Type name 001 The type format is a Multipurpose Internet Mail

format Extension (MIME) type, expressed as 0x01.

Type 0000000011000 The type is expressed in 24 bytes.

length

Data length 00000000000000011111111111111111 | The data in this record is expressed in 128 KB.
The rest of the secure repository archive file is
sent in the following chunked records.

= Remaining Header

Element | Contents Explanation
ID <GUID> This record is identified as the beginning of the records that contain
the binary data. This GUID is automatically generated.
Type application/octet- This record is purely binary, used to transmit the binary data.
stream
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= Data

Data

For the purposes of this example, the binary data is taken to be 158,974 bytes in size. This example is
transmitting the binary in 128-KB chunks, so this first chunked record contains 128 KB of binary data.

DIME record 3 is as follows.

01 0 0000000000000

000 0000000000000

000000000000000000110110011111111
<27903 bytes of binary data>

Record 3 is also broken into three parts:

» Fixed-Length Binary Header

Element Contents Explanation

Record 010 The Message End (ME) flag is set and the CF is

flags cleared, denoting this message as the end of
the chunked binary and the end of the DIME
response.

ID length 0000000000000 All chunked records inherit the ID of the first
chunked record; thus this is zero.

Type name 000 All chunked records inherit the type of the first

format chunked record; thus this is zero.

Type 0000000011000 All chunked records inherit the type of the first

length chunked record; thus this is zero.

Data 000000000000000000110110011111111 | The data in this record is expressed in 27,903

length bytes as the final record in this chunked
transfer.

= Remaining Header

Element | Contents | Explanation
D All chunked records inherit the ID of the first chunked record; thus this is empty.
Type All chunked records inherit the type of the first chunked record; thus this is
empty.
= Data
Data

For the purposes of this example, the binary data is taken to be 158,974 bytes in size. Because 128 KB
were transmitted in the previous record, 27,903 bytes remain.
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4.4 Template Acquisition Example

Template acquisition is a process by which client machines keep their local copy of templates in sync
with the server.

The following section describes a typical scenario where the client synchronizes its local templates
with those on the server.

Client Server
AcquireTemplateInformation
Authentication
———
cemplate 10107
.
i AcguireTemplates
Template_GUID(] Authentication
; —
Tempaatei.l -
.

Figure 23: State diagram for client template synchronization

AcquireTemplateInformation: The client initially makes an AcquireTemplateInformation
request to the server. The server returns information about the available templates in the form of a
list of GUIDs and hashes for all the server templates. The client then compares the obtained list
against the list of templates from that server in its local store. The client deletes templates that are
no longer present on the server.

AcquireTemplates: For the templates that are either not present in the local store or that have
been updated on the server, the client makes an AcquireTemplates request. This request sends a
list of GUIDs to the server indicating the templates that the client is requesting. The server then
returns the requested templates to the client. On obtaining these templates, the client puts them in
the local store.

4.5 Certificate Examples

4.5.1 Security Processor Certificate Example

The following is an example of a Security Processor Certificate (SPC).

<XrML version="1.2" xmlns="">
<BODY type="LICENSE" version="3.0">
<ISSUEDTIME>2010-06-11T20:46</ISSUEDTIME>
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<DESCRIPTOR>
<OBJECT type="Machine-Certificate">
<ID type="MS-GUID">{92992236-A920-4152-ABAC-1C83467C5A57}</ID>
<NAME>Microsoft Machine-Certificate</NAME>
</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="MS-DRM-Desktop-Security-Processor">
<ID type="MS-GUID">{5b44ed92-3894-43eb-8395-2a13ae8df223}</ID>
<NAME>Microsoft DRM Production Desktop Security Processor Activation
Certificate</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">nxosrr4IY¥nkcpFhYkLB+mCtnjfyJlnT/NmgAKzkT6IMk3vHx3J0bMB5c6Q8VUQzsa+YSbIFjrVkLCQ8tv
tAKOTWIQGi74By1T32811sZT5jJL6YZb7+ssNMNgv5SiCujbd5Y+MuasklaNdw3v9380VYh47aiJz09gvkhieoHj6I=</
VALUE>
</PARAMETER>
</PUBLICKEY>
</ISSUER>
<DISTRIBUTIONPOINT>
<OBJECT type="Activation">
<ID type="MS-GUID">{99F48562-703E-4E7D-9175-DD69C66921B7}</ID>
<NAME>Microsoft Activation</NAME>
<ADDRESS type="URL">file:///rmactivate.exe</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<ISSUEDPRINCIPALS>
<PRINCIPAL>
<OBJECT type="Machine-Unique-Identifier">
<ID type="MS-GUID">{62c84d7e-880f-404a-80d4-5628249b4073}</ID>
<NAME>Machine</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">SUDuFem5bjLJimgD17n7ulLQONM+rkGI1C3Ik1FQW2rv51uNQ+0o8Do4£fI1/M3JGV+uz3CcilOg/0zTd9sqg09+
vIFXHn1Q1lGnY/vDmpbmsS6Ike9wMt75Np8kDoIi4QFUOMF4zE+Sz1/TnjgXxTM9Z0cvUPEQBjptLIroXJE9b4LXOKE=</
VALUE>
</PARAMETER>
</PUBLICKEY>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64"
size="160">iQL21mHanlVstRUFvZG75rDy4YuAD/8AdTkDAThwAAEAAP7 /XPOUAAAA/vB8IDWEAiI8b8/31IAgEID/8ACA
/ /AA==</VALUE>
</DIGEST>
<SECURITYLEVEL name="Platform" value="2.6.1.7600" />
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<SECURITYLEVEL name="Manufacturer" value="Microsoft Corporation mcoregen DLL
6.1.7600.16385 (RMS Client v3.0 Desktop Security Processor)" />
<SECURITYLEVEL name="Repository" value="Microsoft Corporation Windows RMS Client v3.0
secure repository 6.1.7600.16385" />
</PRINCIPAL>
</ISSUEDPRINCIPALS>
</BODY>
<SIGNATURE>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="160">37Ikse/P8RaLKgS9h5AcpQPoTeE=</VALUE>
</DIGEST>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>
<VALUE encoding="base64"
size="1024">EEdXnFIOxJjcxaMkZwZiQHHMGOinN6BfKv3E8rLWpzMCbXvwszy/AnKP1ls/tyAgMi3FFI9KcF/b0OZm8SKY
zcweszVDFtVJIB47A8gGl4y2z0ugtMEavMMFJWvkRiuLnvae53XpxmFn/biS2gMbFYX7yR1ITI1H+yLYtYJZ206YplaA=</
VALUE>
</SIGNATURE>
</XrML>

4.5.2 RMS Account Certificate Example

The following is an example of an RMS Account Certificate (RAC).

<XrML xmlns="" version="1.2">
<BODY type="LICENSE" version="3.0">
<ISSUEDTIME>2010-06-11T20:50</ISSUEDTIME>
<VALIDITYTIME>
<FROM>2010-06-10T20:50</FROM>
<UNTIL>2011-06-11T20:50</UNTIL>
</VALIDITYTIME>
<DESCRIPTOR>
<OBJECT type="Group-Identity-Credential">
<ID type="MS-GUID">{78647281-7120-4768-b635-087aadd4dfb6}</ID>
</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">{96c4ca87-b3ff-4ded-9c15-53272e26396f}</ID>
<NAME>CONTOSO-RMS</NAME>
<ADDRESS type="URL">HTTP://rms:80/ wmcs</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">g8uQpk4ClHSB3bbyBskYRn80olbJbVWYVVLOCFtFdW7gqlbNojWrIx8nEl1YPGAMUzJLEF1IxBK6VRNbeOCOW
X3K4sAKRGbKEXRFPGS5WQLFAXdzG5£71uohhInRrghCM6F1s9wwl0Y3gQ3G4k6F/WktX8ttmfeKHzcrniCYMIdOvvIg=</
VALUE>
</PARAMETER>
</PUBLICKEY>
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<SECURITYLEVEL name="Server-Version" value="6.0.0.0" />
<SECURITYLEVEL name="Server-SKU" value="RMS 2.0" />
</ISSUER>
<DISTRIBUTIONPOINT>
<OBJECT type="Activation">
<ID type="MS-GUID">{8BA9EA80-99E4-4a2b-9764-4CD84F77C3A0}</ID>
<NAME>Microsoft Identity Certification Server</NAME>
<ADDRESS type="URL">http://rms/ wmcs/certification</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="Group-Identity">
<ID type="Windows">S-1-5-21-3270430776-546919264-923996561-1118</1ID>
<NAME>owner@contoso.com</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">G7IL1Xg8EV3LBfaM62WyYpxKhhC38rXrSbQOLMo76F9+JdTnLjW+4wl 9OWIb6hRZInKEL3FOFTPfhdpDT2
h0I2e7ZXmBi/ddLtIGOLYtodb3gMEAK2mF3goAV5kFIYLebNUlecb6VdggqgDweykggCoYmIgAw]jBjglWdd+r5Sudsc=</
VALUE>
</PARAMETER>
</PUBLICKEY>
<SECURITYLEVEL name="Group-Identity-Credential-Type" value="Persistent" />
<SECURITYLEVEL name="Group-Identity-Type" value="Group" />
<SECURITYLEVEL name="Group-Identity-Policy" value="Group-Identity-Credential" />
</PRINCIPAL>
</ISSUEDPRINCIPALS>
<FEDERATIONPRINCIPALS>
<PRINCIPAL>
<OBJECT type="Machine-Unique-Identifier">
<ID type="MS-GUID">{62c84d7e-880f-404a-80d4-5628249b4073}</ID>
<NAME>Machine</NAME>
</OBJECT>
<ENABLINGBITS type="sealed-key">
<VALUE encoding="base64"
size="6144">1x723Acs8/ifk1lUvalUGYKekaMsf05IxwmimL1Wy3tsXMAfxrvGv+W7A9EtIuTcr3J4Mkao4kL3Ixs1B545S
SOot7rupnG4B3urojP90kn/TVgRX+HOEgd/S4BuY44£SEMIQiYXNLIZzBbDFMEWGX/ ZJxgjuN9pgrD2+aizgPtLxMo9nY
NiiSuYPexMsVZF6KUoZWIyD53CrTW5keWKyNOGFhcLksjViRD+QLiA9zGzui FDXvUWW57d/ddMMM1 x++pzFVvytYCBMW1
cqWB+X25E0eaSZ1NaKV6fiwFLiEAhSJY1U9X4PWpZ0/pzi5NB8h7s9zw/NZROOE3xawDIrMt HQwYZC6wpVoxUZVKWALIW
BDtHrvVvV5ubkbz4xO50dIAl fwpvHHSNTIUpIFhHJeasidec7ZHWhzpOmPrf64EHbPsgKgoW+fMemkLtM80ae5mN8 fcH8pB
peV13kGhHpWCG3YRDY/4IrV0z0+vIRxuUdSml £GXiFwQ+/Gx1HwkHiT+9J+qTRcOpgXU5i¥YmJYOn2BPfdclfwyGNIDvOh
31sL/UF4LY/0303gB2hsQTIJubQrQ95tSkxeHE2f8uD2/xRFu71g7jo/erHX2iFvEObJ+kcbDWg9Dg+Z221PJGp/eSiyDca
Qc2iwUrFfjbmWw+3dtDiigqngJl5jkbyIXHI2jKglofXevrbghagwdvhorGQ/OVWQXQfIGcKL4AvHSIXgtrGjEsfbugRzds
eidlBM/NTgT9z+5010DbbQtgMknLQfuWAMYe80pONHHRESxfrgPUspdnpX5r5gBVSSPzN2kZgpIJ/VOydtvMCVK7dPVIS
Rkto3gjFRn8WPfh6CxIUAScuVGyqU5kNvC8/3njLaas/Pm9eCF1H/66IT1CXypWBCPejistvLbKLXC/oFLALcZerGUhbm
LhRmuFji0As2S2C68TSOulkLtaNxH+HmDNYn2fezsoa8CfR+hIOBbZk0dgcxYna/jaI30h/+psbN1FxdOfIjlFgS6kJla
0Ya7SnIGGo09Q</VALUE>
</ENABLINGBITS>
<SECURITYLEVEL name="Manufacturer" value="Microsoft Corporation mcoregen DLL
6.1.7600.16385 (RMS Client v3.0 Desktop Security Processor)" />
<SECURITYLEVEL name="Platform" value="2.6.1.7600" />
<SECURITYLEVEL name="Repository" value="Microsoft Corporation Windows RMS Client v3.0
secure repository 6.1.7600.16385" />
</PRINCIPAL>
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</FEDERATIONPRINCIPALS>
</BODY>
<SIGNATURE>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>

</PARAMETER>
<VALUE encoding="base64" size="160">DiOe5fmkcpM41WDQpiVUSOhDNxI=</VALUE>

</DIGEST>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>

<VALUE encoding="base64"
size="1024">RGh+jDOEQI1+RKIhZbPEIiS+S29vTKOMFKpmhQKsG5xHy5UW9I8KWAO8dHN8BvMa6zF6BPab5591Pxd9qmy

ESsMXvxQi4+AY2k3RaGiALWghwZx00XsSzCmBgdCcYemSwvR44ReIrIXb/ZCyAIPn+1alSHC+dhglY3kjlep2iakKIM=</

VALUE>
</SIGNATURE>
</XrML>

4.5.3 Client Licensor Certificate Example

The following is an example of a Client Licensor Certificate (CLC).

<XrML xmlns="" version="1.2">
<BODY type="LICENSE" version="3.0">
<ISSUEDTIME>2010-06-11T20:52</ISSUEDTIME>
<DESCRIPTOR>
<OBJECT type="Client-Licensor-Certificate">
<ID type="MS-GUID">{1c4a57b8-94cd-4174-b555-881d705eeb5b5}</ID>

</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">{96c4ca87-b3ff-4ded-9c15-53272e26396f}</ID>
<NAME>CONTOSO-RMS</NAME>
<ADDRESS type="URL">HTTP://rms:80/ wmcs</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">

<VALUE encoding="base64"
s1ze="1024">g8uQpk4C1HSB3bbyBskYRn801lbJbVWYVVbOCFtFAW7glbNojWrIx8nE1YPGAmMuzJLEF1IxXxBK6VRNbeOCOW

X3K4sAKRGOKEXRFPGS5WQLFAXdzG5f71uohhInRrghCM6F1s9wwl0Y3gQ3G4k6F/WktX8ttmfeKHzcrniCYMIdOvvIg=</

VALUE>
</PARAMETER>
</PUBLICKEY>
<SECURITYLEVEL name="Server-Version" value="6.0.0.0" />
<SECURITYLEVEL name="Server—-SKU" value="RMS 2.0" />
</ISSUER>
<DISTRIBUTIONPOINT>

<OBJECT type="License-Acquisition-URL">
<ID type="MS-GUID">{0F45FD50-383B-43EE-90A4-ED013CDOCFE5}</ID>

<NAME>DRM Server Cluster</NAME>
<ADDRESS type="URL">http://rms/ wmcs/licensing</ADDRESS>

</OBJECT>
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</DISTRIBUTIONPOINT>
<DISTRIBUTIONPOINT>
<OBJECT type="Extranet-License-Acquisition-URL">
<ID type="MS-GUID">{94BF969A-CA04-44d6-AA96-51071281FEF2}</ID>
<NAME>DRM Server Cluster</NAME>
<ADDRESS type="URL">http://rms.contoso.com/ wmcs/licensing</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="Group-Identity">
<ID type="Windows">S-1-5-21-3270430776-546919264-923996561-1118</ID>
<NAME>owner@contoso.com</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">05bWmHBkyBVEEWVENoqVkma20zURnN0kXR87VIaNwnnBZCZpRIBrnBx8cvMhOIVv6SEulei2ZCat9y6/6at
YbfkRVhcFJIqZFz/JV1KD30/zyS4FZV6SQvrxdl+NDi/O5mYLGPs+yRBON17XTvH7Hl1r/8Go/eZTZ61SM+ZgUXBFts8=</
VALUE>
</PARAMETER>
</PUBLICKEY>
</PRINCIPAL>
</ISSUEDPRINCIPALS>
<WORK>
<OBJECT type="Client-Licensor-Certificate">
<ID type="MS-GUID">{1c4a57b8-94cd-4174-b555-881d705eeb5b5}</ID>
</OBJECT>
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<RIGHT name="ISSUE">
<CONDITIONLIST>
<TIME>
<RANGETIME>
<FROM>2010-06-10T20:50</FROM>
<UNTIL>2011-06-11T20:50</UNTIL>
</RANGETIME>
</TIME>
<ACCESS>
<PRINCIPAL internal-id="1">
<ENABLINGBITS type="sealed-key">
<VALUE encoding="base64"
size="6144">1Q70mkAQfoubyWIWkY7gXYTPOYQfZrMesL+ft/oREfmFaJhPRfMVQdKpCtXa6201TRv5dN7db779sxw2B
dORSNZNsgCg4dp+8HNXRUzUg6Bgey+yMSGzyumYt+9HL6NntuQVNS5r+DifsoyeN5VIjoI JNMSQzpCUfHCZViGP4pmm9/tA
eoybVJoGW7aGkzIu/AQavMmgOjs]j762QzhmYDKOIEWAP8)200D5kwkoMZDw+6mI4PIQtg8vXpS/DEONGjeFpktFYFKREr
ImdwFgA/HRfzjUbFsbkKOSTUhSwPYMWEQQhEWpVAD/VB8amKoDknlk0///RCAPGrbbsHCvpVWE fLFMokRvPIW/gqVLXBwg
Lmr6RueinQ/agNHEJktCMWiVVFaE2KpFHACeViNS7Z2j012KET5rRIAIAWCNEfhs i DWVBWiGKAzZH7vnROzyuwDugYAge/ 61
33FJauCgglUVEqveMn6LX1vNfpKorCAbXTRt4zmY /Wt rPskBzk20BuWIPKxjxnOfbMUBBDUgoySr2dIt0pKBamViksLdO
GyX9bI4BxuVIS2GNwX+iW3AHLe fGPGOz6RILINNHhACACXBMS4GAI2y65DVEMp+ANR/J7nR2arWcCIJir8hgWB420wxW]
CejdtUSsa4GPeIsCpL7Ef£728g0]j4gKH5900NZH1 ybSpJWhYxJKBNSJjn2g+upp4gdol3/SaeTTAggi3nMUttgeBgZD7v/
ZEghPCOtHz £sNLKgXbm2+K0ReXHaREsL38YCoiruSnwp2/omI5/sFMNJJ2£ZtNmaPkGrQtW2JAFLdhar78GYO33BJz61Y
LYnm4LWO1lhxmLRugSPIwv4MBwpV1aqriDT4bVZtiORJI1cIs00pLLznpF6XKUBtUUwOg3clmi0oEMh5SfGvDplzed/rC4o
ge3MCXnlDSJS04+E6ETozJ40GgvqukQ+seFLIMfRZRhxgHGaw63K7x0zAIBTeDaoz6s9pyiX0zkyOUGMn3FtCnQvUKEWP
cbcJKy7YglaUF</VALUE>
</ENABLINGBITS>
</PRINCIPAL>
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</ACCESS>
</CONDITIONLIST>
</RIGHT>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
</BODY>
<SIGNATURE>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="160">YLYPzANMOVJACnDw3C+HyxD5IQQ=</VALUE>
</DIGEST>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>

<VALUE encoding="base64"
size="1024">Gayk6Xgb6M2+9Aq5s0ggZQzex714msU/ONgd4oMvCvpGZmsgl 3kpTEONKyK1p926vtUJXQorCdLl+usWEbu

nlagLZMjb368tLOBJTSACAB7Y6TocW6JbacMvmPkkwFJHBLIrFEJWT5mCIDMbaY1oJv8W8LOAMHMFINUIZxv1fWFve=</
VALUE>

</SIGNATURE>
</XrML>

4.5.4 Publishing License Example

The following is an example of a Publishing License (PL).

<XrML version="1.2" xmlns="">
<BODY type="Microsoft Rights Label" version="3.0">
<ISSUEDTIME>2010-06-11T21:41</ISSUEDTIME>
<ISSUER>
<OBJECT type="Group-Identity">
<ID type="Windows">S-1-5-21-3270430776-546919264-923996561-1118</1ID>
<NAME>owner@contoso.com</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">

<VALUE encoding="base64"
size="1024">05bWmHBkyBVEEWVENoqVkma20zURnN0kXR87VIaNwnnBZCZpRIBrnBx8cvMhOIv6SEulei2ZCat9y6/6at

YbfkRVhcFJIqZFz/JV1KD30/zyS4FZV6SQvrxdl+NDi/O5mYLGPs+yRBON17XTvH7Hl1r/8Go/eZTZ61SM+ZgUXBFts8=</
VALUE>
</PARAMETER>
</PUBLICKEY>
<SECURITYLEVEL name="SDK" value="6.1.7600.16385" />
</ISSUER>
<DISTRIBUTIONPOINT>
<OBJECT type="License-Acquisition-URL">
<ID type="MS-GUID">{0F45FD50-383B-43EE-90A4-ED013CDOCFE5}</ID>
<NAME>DRM Server Cluster</NAME>
<ADDRESS type="URL">http://rms/ wmcs/licensing</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<DISTRIBUTIONPOINT>
<OBJECT type="Extranet-License-Acquisition-URL">
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<ID type="MS-GUID">{94BF969A-CA04-44d6-AA96-51071281FEF2}</ID>
<NAME>DRM Server Cluster</NAME>
<ADDRESS type="URL">http://rms.contoso.com/ wmcs/licensing</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">{96c4ca87-b3ff-4ded-9¢c15-53272e26396£}</ID>
<NAME>CONTOSO-RMS</NAME>
<ADDRESS type="URL">HTTP://rms:SO/imes</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">g8uQpk4C1lHSB3bbyBskYRn80olbJbVWYVVLOCFtFdW7glbNojWrIx8nE1lYPGAMUzJLEF1IxBK6VRNbeOCOW

X3K4sAKRGOKEXRFPQSWQLFAXdzG5f71uohhInRrghCM6F1s9wwl0Y3gQ3G4k6F/WktX8ttmfeKHzcrniCYMIdOvvIg=</
VALUE>

</PARAMETER>
</PUBLICKEY>
<SECURITYLEVEL name="Server-Version" value="6.0.0.0" />
<SECURITYLEVEL name="Server-SKU" value="RMS 2.0" />
<ENABLINGBITS type="sealed-key">
<VALUE encoding="base64"
size="1536">Sa+0woCKm/RDgXfPNzwQOnjKJIjherkTAG3GwSOTUh6w9I3KsOZkY8HSTvKAL/AonAKgEh9XEwd5nHrHEC2
7SxZLDM93g8D7fajp00odb3BOGFEj49SxLk4RWAOU7TRafSePzgWn7uASKecXpFyDY 7xp8yCHQEG6IM2 tiFWXW1UrlgkznQ
fOc180mOYyKFCgSu3LCFDI+LdrXW0Q31QrHMExWaX7RMJUBR14fFOrF+We7gn5h2WglOon8GSera9GKDt £ T</VALUE>
</ENABLINGBITS>
</PRINCIPAL>
</ISSUEDPRINCIPALS>
<DISTRIBUTIONPOINT>
<OBJECT type="Referral-Info">
<ID type="MS-GUID">{81C42010-208A-458A-BAB6-C3C60F06DD5F}</ID>
<NAME>owner@contoso.com</NAME>
<ADDRESS type="URL">mailto:owner@contoso.com</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<WORK>
<OBJECT>
<ID type="MS-GUID">{09D39708-DF09-4554-BD2B-D6421346DD30}</ID>
</OBJECT>
<METADATA>
<OWNER>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</OWNER>
</METADATA>
</WORK>
<AUTHENTICATEDDATA id="Encrypted-Rights-
Data">vjC4Nrd51Ha41HFnPBfG9egigrbZZxGnIaREPFz024MWgJIMEF/0JPqofV6hAt Sh+GAEIBSSS8PtvIW1LUK1VbyaYIl
vwlViG/DHe65gs0I90AwW3BF1ZHFZZALGhYrbHnAvt+dtzf3Ug5sb2HNYJLp3JLz]1/LA2UIEQNtrO0QVt60PCe87MF6+Dsg
gWaRb0xuwrH7Vxklkp/Yk4PgSCR7HgqUUhn+8PYKWARAI1Wmimry8JcL6t+JFvmBayTZ7PAS51MmgpiJt3SwR9ched3E+H
uviIkY9ja3dQVcFCEfgwDICmt P7EGAwswHNLOUP490EwgBiBrVuKsxTh/FSImGis+X2zoWg2p0sS4vaNkljjwTi+PtrQKa
691gRgAUPOM1LcMr3rRK2aVcoOuB+Z5GRXkT10FcgvMV4T/xBob90QDFVDbpwrsOEwTacEMUkJIxv7YQsralWhCckQ1AZ3R

183/ 233

[MS-RMPR] — v20131025
Rights Management Services (RMS): Client-to-Server Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



hwuVZ9EeyjzLCpbPyH7y7HUfiCfRbHiPwYpPh8HAY6MACCE369wYBYYyPS8RyrZR6t4k8P8M1UyXpVy+a3Ss4mCxzgSBeD
NH2Emviy+s1ABY9Cxj9SdQZ0Lpd5wFx9bshh0+cP/glWIlaFOmsryrT]6bdmizWTUcSIRENAOGGS1vthgPgyYfkoEw/ kA
M+6sxPh8pbudt0Yokw58Q0T67LPHQtNG35r4V0s0XapubAQJvkXnCb9GKiKvG0yRAaGKEIKLON2YrV/zEHtaDxK8nDt2n
If5gtgClY48Gk3YBPZuhi3L+NVDs6HInnUUz9weUPcgKIadhjzXkZgahYe+E8+UfWI6rB8818Iw8sHY4WVIpdxZy+63rG
gb9TjmyMgqdgqwC/5bAp91gnc2v]1J4h8PRWErnf 9sSLEAXHINMZF65KAcX4D/tJgZTW)5V75TI4GCNAGxYPNITi1dLOx7vgY
ITi70E4+H610040Ra0zZDXQqIVL11SX0pCIs0jJ0bnACEOgsCIXISgXVLrTZCHCVZFCA8+AUCZkw18diVI2YhVX+MTCX]
0aFVDrzu0BnZ/KR87Kfwkznxo+e52E0daiXtgqQbAZmnRvI6X1ze3EhM34x0837rnSOzuwBpD5nh8I8g5AK9hSmD7JVksR
sOEIKGESd90gBz+674jLZzV1PccxaCU8Us4MmszYy5ReZXiQ14PnDhPW3NTxc7nWGFKPCDsRfGnP14+10CAQqAa0zZDXQ
gqIVL11SXOpCIs0jJ0bnACEOgsCIX9SgXVtrTxwN820ZL/J08gZMkvHrdfQuzRDoMyiZYHIZBGIk/CCTUVYPU/NIesJXNc
8CQVQtSFPDQZSgFPZtrE3B5W8MzgBaBFaYrPSNCagLwUGPMVRadknu9708V+67FCCrAseU7I74N22xuybbMwbfo98H]DY
h6FXKnsitbgx1ljdGngiVeSU+FwKh328BpvKJIYDh8mAWVICCGCbSQZsM50IRznLzMh+dwHt+bcGNOACApzgevZDjU6TI8Ce
kK2uLic6eL+jCr2002pNeuQK6PgMIpjNEPtoAXY5Get20XjigqQ3gXFQGT10Z2y2AVI6eqv3cP7HsDOj4+WGItnrx8swlAH
OkJolHYM4+Mdx17nFiOo+we]jl1GQPLA26gybjAlAD2xIUgY0jvzeQnszD0Z2gi5kZ8D10ags3HIH52mhQpc/FhXuvbtT4Xb
BOuFncd5IeYLvItYVQDgCG5tx8k2WsarDvidztVJIs1l0O5VGOoc9RHUFAXhD/Rr1Qk1zT1YC27QKsDk0Xj2XwDg4209XdmY
Th3v4£GS6c4nh3svOKhCaeK3eYzOWDEENMKbTzO8bMOHTYk7gZkSXNWU9xzFoJTxSzgyazNjLm8C+ONgGjDAbfWR5NROC
F810o3uM/5Q0949vTMT5usqdFmNdjXFT6ZWoa9cgRM+LFiiD/3BDfiCYngaouk6Gusknr20gfUI187jZBgOmlvX0iTZRRX 0w
AUQ0/dQ4gJ1MOEuXXP4ssrh/BF83r//ZaSsJAE8BSNnzXrbsMd1Tv219Jv8p5JkAKIMTPWFALr 1HZzUAswAS54 IWhMhCzRu
9R4Igl+RU069QDz3Z2GY0xftZeFHZQWMN2 fzzYeBvdpWiJ/kE5nJJP2L7nL3RiLkSmOtX0E+aYHaY5CW1EDDf/LZCjiXPp
Y1EQOA4armW+2GA+rJh+SgTD+QAz7qzE+Hy1lub523R1iTDnxAS5Prss8dC02r fmvhU6zRdgmbsBAm+RecIv0YgIp9g27Qkz
Tv33s11Kv9vax4dhQWJICrZCh+kx/Qo6MpBaHRFCfgkk1l1zgHLUOOPRISZENMYQzK7NDUuXUVUsQspXMlcgwISy4DA/bLkes
YU/2LEwgq2p6tUnH+AUYWs7aT7wtjt+91lmpDcTyLCpORINWCvv1idongt1BusU967rHgxyEZgs+2D56Y0+82zG0ezgCErzi
VeW8wm3j2fgVhxeh7wVMcgwI5y4DA/bLkesYU/2LE+aDUIDEZswZeROb6ATCcELkAg5p01 7EXwl1PNO9SMeBzeMQvhBhpga
mT11i8qgzHO+gN4BqiNkNACOhUUWVJIc6kTizSMNnRUCAITSQwL1 f1KBAW2t PHA3zbRkv8k7yBkyS8et19CTNEOgzKJI1lgchkE
YiT8IJINS9g9T80h6wlclzwIBVCIIUSNBIKAUIM2sTcHlbwzOoFoEVPpis9I0JgovBQY8xVEpP2Se73ujxX7rsUIKsCx5cik
qcxWOv7zmWr 1 7RBXgATEL4QYaampk5YvKsxzvgjeSTkg55B1VeUmwQjE] £ fXgqvSEAAGOUTPNnE6UXLIPH1khPAeTZ81627
DHAU790vSb/gvtEKIMggsZHT+10Jz02tple200hPxNRpG5w3YZj2UInblE/di61FImYAEVwt17Bf0ersp5c)YnuQFdOWg
OUDNSLX4sgqCesDUeh+NZ2cYaPLC)y/VvIGF+BI/ctn5EVRoIWXpng4hUgF1nFXKVVQFJSZZ20crm9d/oTCk1W430bY5Mn8
204HeTbhULdgk0DjrzZkg3RD7u69YM7Hpti0BLt+6VYamUU/hrHj fk/wcEAvVAfn/kRBKBPGVDIgniwgl1DGOt2VvhzZ5st
10IMf1Psw2TOQScHprwRLNgnmnyLcgNzY+At5BL2wk03£3YKnxOKL/+xf+/g90+Tve8egeMgD0Gk8X1YRnedgnlzlwepo
LyUmWTnK5vXf6EwpIJVUN9G1+DYyYzmlnS6Pi8AIbbLIdYawPu9BHzITI1ZDJIM+VvA+44rXMMTGgultaQhqUcXDOKkBTaNJj
OkXWknLTB2KpRFsjVvWX7BI2etdpOFr94p5h90Q0zMn7yKppr0vl1IUuZysuWHT3kyXHfSMC+wihb1BCVvANSLX4sggCesDUe
h+NZ2cYaPLCJy/vTIGF+BI/ctn5EVRoIWXpng4hUgF1nFXKVVQEJSZZ20crm9d/oTCk1W430bY5Mn8ao4HeTbhULdgk0Dj r
Zkg3RD7u69YM7Hpti0BLt+6VYamUU/hrHj fk/wcEAVAfn/kRBKBPGVDIgniwgllDGOt2VvhzZz5st10IMf1Psw2TOQScHp
rwRLNgnmnyLcgNzY+At5BL2wk03£3YKnxOKL/+xf+/g90+Tve8egeMgD0Gk8X1YRnedgnlzlwepoLyUmWTnK5vXf6EwpJ
VuN9G1+DYyYzmlnS6P1i8ATIbbLIdYawPu9BHzII1ZDIM+VvA+44rXMMTGgultaQhqUcXDOKkBTaNJjokXWknLTB2KpREsbw
tYtedggNVKo808Ggb8JIB2yLOOrEypgleHeZwdxmH6vhvEFKwDL2£QpcSvJIJsJArn8sVVUG+E2buKO1iUcZbEDs2 7bygWRLw
4z0837Q0SbYmQ1Dui7hXp6si50QrNEUGVAWAMbzZ4L30bNZyLnsNhtnJd0ds91+d1YzKxX/pY654ZpVSB03Xe9wIwAybNOZ
/afIAgGNDgwgdS68rwt f4rdwlRkIEITQoRhkJIICXxz115mQaxcVIuFdvKhKoQT06/XifVmvBx1kIWCu0SvGkSPb30os2vl
JAh8PRWErnf9sSLEAXNu28glkS80MzvN+0EmM2 JkmfIrWbSmP4bpIknpZxPaVIXyghdA66JI/W7Fb7rJwdtfYV)8KYuCJOo
NmpDCMy2UcbCmS2t13IkLeRZB1UMg7gqR5Vm3j TPCddAJgeX6joTnzXP4ssrh/BF83r//Z2aSsJAE8BSNnzXrbsMd1Tv21i9
Jv8pS5JKAKIMTPWFALr1HzUASWAS54 IWhMhCzRu9R4Ig1+RU069QDz3ZGY0xftZeFHZQWMN2 fzzYeBvdpWiJ/kE5nJJP2L7
nL3RiLkSmOtX0E+aYHaYSCW1EDDE/LZCjiXPpY1lEQOAdarmW+2GA+rJh+SgTD+QAz7qzE+Hy1lu523RiiTDnxA5Prss8dC
02rfmvhU6zRdgm5sBAmM+RecIv0YqIp9g27QkzTv33s11KvOvax4dhQWICrZCh+kx/Qo6MpBaHRFCfgkkl1zgHLUOOPRISZ
ENmYQzK7NDuXUVUsQspXMlcgwI5y4DA/bLkesYU/2LE49kpvrlabgxzodCadOcbHErDXV1gzusBQr0Z3vaY88£frAIK3Qg
Di/xDJX6ZpG4coTUi1+LIKgnrAlHofjWAnGG)ywo8v70xhfgSP3LZ+RFUaPV16Z6ulVKhZZxVylVahSUmWTnK5vXf6Ewp
JVuN9G20TJ/GqOB3k24VC3apNA462ZIN0Q+7uviWDOx6bYtAS7fulWGplFP4ax435P8HBALWHS/5EQSgTx1QyYJ4sKtZQOx
Jrdlb4c2ebLddCDHIT7/MNkzkEnB6a8ESzap5p8i3Kjc2PgLeQS9sINN392Cp8Tii//sX/v4PdPk73vHOH]KgIBpPF5WEZ
3nYJ5c5cHqaC81J1k5yubl3+hMKSVb]j fRt £g2MmM5pZ0uj4vACG2yyHWGsD7vQR8yCNWQyTPrwPuOKl zDExoLtbWkIalH
FwOCpTOYR6VKTBS1J5G70xSDRU2ATJIQONIkTscnA/8Ww/ zWdbs1I4WhP1zuHHvcOFZbub+E8B5NnzXrbsMd1lTv219Jv8p5
JkAKIMTPWFALr1HzUASWAS4IWhMhCzRu9R4Ig1+RU06gQDz3ZGY0xftZeFHZQWMN2 fzzYeBvdpWiJ/kESnJyyJEzJJafz
LO5fBZLA4gTNGVSHUFbJR+7sVQbagR8wEFQGcurbjfvItGMFYDSbHDAgEJINS9g9T80h6wlclzwIJBVC1IIUSNBIKAUIM2sTcHL
bwzOoFoEVPpis9I0JqovBQY8xVEpP2Se73ujxX7rsUIKsCx5ciWkgcxWOv7zmWr 1 7TRBXgATEL4QYaampk5YvKsxzvgjeSTkg
55B1VeUmwQjE] f£XqvSEdAGOUTPNE6UxXLIPH1khPAeTZ81627DHAU7 9ovSb+ZMx/fCuP2ROSAWwBY76+2zbRz3g9H1Mzpp
xyJj+/rs9rzUil+LIKgnrAlHofJWAnGG)ywo8v70xhfgSP3LZ+RFUaPV16Z26uIVKhZZxVylVahSUmMWTnK5vXE£6EwpJVuN9
G20TJ/GgOB3k24VC3apNA462ZINOQ+7uviWDOx6bYtAS7Vx2XM88BIvdghVdIGNulk5Qt IGCISWEF43WeQGvv5uCntl1 ZEBV
wySnVCv0/pRsIeMAzZgcYMPFblankUlCmQO042pPLSwwuGxft9EgsX3MzZhrkAalatmHvuvykFrY/1MvvGQyxz/Avv2vban
9v6VkoSxzE4wFEpi /uv8yyw/eQqpSHEbpMMckleH5bi2SpKh7KZRBA+rF+vIduFWWCyoEUjI1ItfiyCoJ6wNR6H41nZxh
SxYMEhAJWtKKV38£fsntIEO200BvE0cO0GVR5b1i9gmTSS5wwHISAATTACA/ £XLyLdnQuwUeg4vAWcLhKej81HOrKVIwm2xJk
wS5ESS5VANVkogLE1ItfiyCoJ6wNR6H41nZxho8sKPL+IMYX4E]9y2fkRVGjlZemeriFSoWWcVepViWoUlJ1k5yubl 3+hMKS
VbjfRtjkyfxgjgdoNuFQt2gTQOO0tmSDAEPuU7rlgzsem2LQEulcdl zPPAfb3aoVXfRjbpZOULSBgiOVheN1nkBr7+bgp7d
WRAVcMkplQr9P6UbCH)AM2YHGDDXWSWPS5FIQPKNONGTy0sMLhsX7fRILF92GYa5AG1iGrZzh77r8pBa2P5TL7xkMsc/wL79
r22p/b+1ZKEscxOMBRKYv7r/MssP3kKgeRxG6TDHINXh+W4tkgSoeymUQXfgxfr/XbhV1gsgBFIyNSLX4sggqCesDUeh+N
Z2cYUsWJIhIQCVrSild/H7J7SBAJCMavjZA2J1AtimdTHE8 6PcMBybAAEOWAGP31y813Z20A5EEdAdwZ5yUDIu7SpmV7QTaou
+Lox0ws2YgHgOMuknMX2FY/CmLgidDZgQwiMt IHIUMg9ZtKxaDlgiD/ehHHMO5yLagKkr£X11iAbMSOENGlYvcthT+KOR
6C1iwkO+1+UMI+ccpQ/eLVk18AZLaEu6HzdTgxfQXR6aC3FqYWfa7as8IITSDprbFKCNMW/ tdUGTw40fsBTt6uGKZ2BX9
MGOCo0OrCB1LryvC1l/it3DVGTOTINChGGQkkJIJfHPXXmZBrFxX24V28gEqhBM7r9eJ9Wa8HHWQhYK7RK8aRI9vESiza+Un
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1HWIFYSud/2xIt8Bc27byqWRLw4z0837QSbYmSZ8itZtKY/hukmSelnE9pUlfKgF0Drokj9bsVvusnB21 9hWPwpi4InQ2
akMIzLZRygPMU58 3 m8ZNUtT3hK7x138wzZUQUnv/AfSG+onHoxCt/4ZCEfWP6SCN7ELV5aTtgt8g9Dftman4AKMLbX9P7QV
AHbIs7SsTKmoh4d5nB3GYfg+G8UrAMvZ9C1xK8kmwkCufyxVVQb4TZu406IJRx1sQ0zbtvKpZEVvDiM7zftBJIJtiZCUO6LUF
engyLk5Cs0RQZUBYAxvNNgvERs1InIuew2G2ciOTJUHPK61iCtBHUOPMIsmSPlsTunL1Rm1KKrGkhWyNthnbYuusz2Cux66
ASYJIDt8NOlA6wwaGyQiPKIYUS5cyO7WDYIkt+SOERLp643txcYKNO6NSZHTI0Zqo60EKz3HWH/qPrvzZebHrGEamM6I41/
0P47ZCg91ffXR4U17NcwBUTn8WEPiVReO0vIK6Wb3EKIN8sVVUG+E2buKO1iUcZbEDgoUj21pQTQHoUWLOpgo]jS6vhvEKwDL
2fQpcSvJIIsJArBSWuGt /gkCeRKL8b3tMfIZP7ujUZVorkVJY1gQYmJ1+D/3BDfiCYngaouk6GusKngXPpsyyQ8xTQ0O/xu
TyxZ0fVZjQ06+0wop3P8Rglbufu7HBEYPWE1Uk/QVFQoXvViclZT3HMWgl PFLODJrM2Muc8VBR2WEC2LX/ 7rckrxbfspk
LtDfUVONLWDK2CcYVIKSTTNS7EAPMx5I0878v7pegb65UINcOSWAtuOCrASNF4918A40NgPV3ZmCId7+Hxkun0J4d7LzioQ
mnit3mM/Vg3xDTCm08zvGzNB02J04GZE1zV1PccxaCU8Us4MmszYy5vAvV])jYBowwG31keZ0TghfJaN7jP+UPePb0zE+br
KnRZJXY1xU+mVgGvXIETPixYoqg/9wQ34gmJ4GgLpOhrrCp0tIMG9aZFUQoECXIrW45xF/kW5J9RITrBQvhVdMFytnev24
Hk5hdZd57NUdV48YoIrXMMTGgultaQhqUcXDQKkQ40mgf8S7RIYUUk6yMAYpgpCO8Gp/TtTQELCOauLBEP1DojC+syoiG
fWX7RIsoYjauUNDMLxCNBVVogpgXn9SfbNf1LsS0GG1Agfah4t85Z2gXTS+TRwI81lagPn9x5We0WiWmgDk9osIxevgayYEz
Nexjrdlb4c2ebLddCDHITTMNkzkEnB6a8ESzap5p81i3Kjc2PgLeQS9sINN392Cp8Tii//sX/v4PdPk73vHOHJKg9BpPFS
WEZ3nYJ5¢c5cHqaC81lJ1k5yubl3+hMKSVbjfRt£g2MmM5pZ0u]j4vACG2yyHWGsD7vOR8yCNWQyTPrwPuOK1l zDExoLtbWkI
alHFwOCprkyM/NbbFdzEu2chstYVP24tJ3nidYZI2L7B7C2IR+ghI/yTG2Ja+hLcYCsnM3QAX2FY/CmLgidDZgQwijMt1H
IUMg9ZtKxaDlgiD/ehHHM05yLagKkr£X11iiAbMSOENGlYvcthT+KOR6C1iwkO+1+UMI+ccpQ/eLVkl18AZLaEu6HzdTgxf
QXR6aC3FqYWfa7as8IITSDprbFKCNMW/ tdUGTw40fsBTt6uGKZ2BX9MG0Co00rCB1LryvC1l/it3DVGTOTINChGGQkkJIfH
PXXmZBrFxX24V28gqEqhBM7r9eJ9Wa8HHWQhYK7RK8aRI9vESiza+UniHwIFYSud/2xIt8Bc27byqWRLw4z0837QSbYmSZ
81tZtKY/hukmSelnE9pUlfKgF0Drokj9bsVvusnB219hWPwpi4InQ2akMIzLZRxkWZbRr4U655FbFF8230QrUlciaQ/1PP
5zkEsINIDSPwDg4yfqj55nVSTKCS7HZIH6K1 zDExoLtbWkIalHFwOCPEODpgn/Eu0SGFFJOsJHWKYKQjvBgf07UOBLQtG
riwRD5Q6IwvrMgIhnll+0SLKGI2r1DQzC8QjQVValkal5/Un2zX9S7EtBhpQIH20eLfOWYFO00vkOcP£fJWoD5/ceVutFlp
OA5PaLCMXr6msmBMzXveB/IMpIJGUpKaRLVYZ6avUhTw0GUoBT2baxNweVvDM6gWgRWMKz03Qmgi8FBjzFUWNZJ7ve6PF
fuuxQggqwlLH1lxaSpzFY6/vOZauXtEFeoBMQvhBhpgamT1i8gzHO+gN5JOSDnkHVV5SbBCMSNI 9epSPO+ZgHnU6Kght Py6M
ApQKCcRPG8twwcE916T10SjJuVQABSVMOwg7Ff/SMZGh+ZDEf1C3kSRB+IQ6ef4HwecifpMGtmoyDUezFiMVCeNAVQzuLwha
sCc8ZQGWoI2MRFgvelLblyE7vVOdnmMmvIpJ6V8NziveJEGVKNLPL /+NXxLWV3IJE4xRxzSAtA0JWYYFIBEVIulFPPfZ2GeuAD
Zm6dJIFIt3KcRPG8twwcE916Ti0SjJuVInpaXDmwiJOuui3B2Kzmu9IR0OAYSRM+cTpTESg8fWSE8BSNnzXrbsMd1Tv21i9J
v5kzH98K4/ZE5J1bAHLvrTMCSEZZ4cN0O1Dh+sx2kFygDW9v8/Mgdturh6HBeAPSpyJExXSCGsv2JI8sA6] zL+uuFSnjLH3h
610EzGdnKaVMVHi1BgSitsIFeClIrH7WCmpR+WzcYpzoa9PLK315NirV+Sw=</AUTHENTICATEDDATA>
</BODY>
<SIGNATURE>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="160">VjAukPumdInHSJIJm20UzD2+0Owa2Q=</VALUE>
</DIGEST>
<VALUE encoding="base64"
size="1024">vaPFszZknBG/ZS5z1zTWHp8tEvYiefg2PGAUNn//MnK29PCwmakD/p2aXzajdY3uvJe5gNxX6endcxi39VCF
3gqovru+FSDrfsnnKO4SnWO3WS4vChGI5IcmzbBVSQhzeAXMWsY6Gy0sglVv3C0tvu/hZ5Lc2JSM120Z2QhobnfPfDvTs=</
VALUE>
</SIGNATURE>
</XrML>

4.5.5 Encrypted Rights Data Example

The following is an example of Encrypted Rights Data.

<XrML version="1.2" xmlns="">
<BODY type="Microsoft Rights Template" version="3.0">
<ISSUEDTIME>2010-06-11T21:41</ISSUEDTIME>
<DISTRIBUTIONPOINT>
<OBJECT type="Referral-Info">
<ID type="MS-GUID">{81C42010-208A-458A-BAB6-C3C60F06DD5F}</ID>
<NAME>owner@contoso.com</NAME>
<ADDRESS type="URL">mailto:owner@contoso.com</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
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<WORK>
<OBJECT>
<ID type="MS-GUID">{09D39708-DF09-4554-BD2B-D6421346DD30}</ID>
</OBJECT>
<METADATA>
<OWNER>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>

</OBJECT>
</OWNER>
</METADATA>
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<VIEW>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>

<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</VIEW>
<PRINT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</PRINT>
<RIGHT name = "OBJMODEL">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<RIGHT name = "OWNER">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
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</ACCESS>
</CONDITIONLIST>
</RIGHT>
<RIGHT name = "SIGN">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<EDIT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EDIT>
<EXPORT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EXPORT>
<EXTRACT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EXTRACT>
<VIEW>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
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</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</VIEW>
<PRINT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</PRINT>
<RIGHT name = "OBJMODEL">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<RIGHT name = "OWNER">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<RIGHT name = "SIGN">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<EDIT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
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</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EDIT>
<EXPORT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EXPORT>
<EXTRACT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EXTRACT>
<VIEW>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Unspecified" />
<NAME>user@contoso.com</NAME>
</OBJECT>
</PRINCIPAL>
</ACCESS>
<TIME>
<RANGETIME>
<FROM>2010-06-11T21:41</FROM>
<UNTIL>2010-07-12T06:59</UNTIL>
</RANGETIME>
</TIME>
</CONDITIONLIST>
</VIEW>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
</BODY>
</XrML>

4.5.6 Use License Example

The following is an example of a Use License (UL).
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<XrML xmlns="" version="1.2" purpose="Content-License">
<BODY type="LICENSE" version="3.0">
<ISSUEDTIME>2010-06-11T21:44</ISSUEDTIME>
<DESCRIPTOR>
<OBJECT type="Content-License">
<ID type="MS-GUID">{c542ff5d-c2ca-4eda-beec-al42f834d271}</ID>
</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">{96c4ca87-b3ff-4ded-9¢c15-53272e26396£}</ID>
<NAME>CONTOSO-RMS</NAME>
<ADDRESS type="URL">HTTP://rms:80/ wmcs</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">g8uQpk4C1lHSB3bbyBskYRn80olbJbVWYVVLOCFtFdW7glbNojWrIx8nElYPGAMUzJLEF1IxBK6VRNbeOCOW
X3K4sAKRGOKEXRFPG5WQLFAXdzG5f71uohhInRrghCM6F1s9wwl0Y3gQ3G4k6F/WktX8ttmfeKHzcrniCYMIdOvvIg=</
VALUE>
</PARAMETER>
</PUBLICKEY>
<SECURITYLEVEL name="Server-Version" value="6.0.0.0" />
<SECURITYLEVEL name="Server-SKU" value="RMS 2.0" />
</ISSUER>
<ISSUEDPRINCIPALS>
<PRINCIPAL internal-id="1">
<OBJECT type="Group-Identity">
<ID type="Windows">S-1-5-21-3270430776-546919264-923996561-1119</1ID>
<NAME>user@contoso.com</NAME>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">f606105Je0z0hnfn/tTFRQUA7£xCR5zCADTICFFXuWzSV4£f0e9fREalSTs6IgxW1D/Emkanc7CnNbGaSu
JLKaXdQFth/skPQ2C8nEt1ZIKsT5VBWg6xk7aAL1ZvDNjojVGlUhgsiMhjxh7w3qgY1Itk8QTLPbVmfo8gAhWgn+hbY=</
VALUE>
</PARAMETER>
</PUBLICKEY>
</PRINCIPAL>
</ISSUEDPRINCIPALS>
<DISTRIBUTIONPOINT>
<OBJECT type="Referral-Info">
<ID type="MS-GUID">{81C42010-208A-458A-BAB6-C3C60F06DD5F}</ID>
<NAME>owner@contoso.com</NAME>
<ADDRESS type="URL">mailto:owner@contoso.com</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<WORK>
<OBJECT>
<ID type="MS-GUID">{09D39708-DF09-4554-BD2B-D6421346DD30}</ID>
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</OBJECT>
<METADATA>
<OWNER>
<OBJECT>
<ID type="Windows" />
<NAME>owner@contoso.com</NAME>
</OBJECT>
</OWNER>
</METADATA>
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<VIEW>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL internal-id="1">
<ENABLINGBITS type="sealed-key">
<VALUE encoding="base64"
size="1536">b0JbKEkyILmKmDDhDkKTSY9AtBAJ2LHbZmggV19SzMx1Z98HIAWIOF4V26£f2z1vIsWsQjOn0b/W4ylyhU663
SK6XtNK71rgXEMis8gDljhwe8sM30iM+2AYTtSz1QEJ37Dt7teddQHASL+HyzeDfU3IIX3aMpC+IVvgwIWhRX/Qy2+EPS
UDwd4SpOUL/TS0IDsDfbWIESmuOV/t7LZ6WNbk/PQOtp2DnuObIJItGAhuL9S40I8eAtmEVB6ieNKY4A+/</VALUE>
</ENABLINGBITS>
</PRINCIPAL>
</ACCESS>
<TIME>
<RANGETIME>
<FROM>2010-06-11T21:41</FROM>
<UNTIL>2010-07-12T06:59</UNTIL>
</RANGETIME>
</TIME>
</CONDITIONLIST>
</VIEW>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
</BODY>
<SIGNATURE>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="160">iD90Al/aE9T++2u0aBJ7IHS2Em4=</VALUE>
</DIGEST>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>
<VALUE encoding="base64"
size="1024">PmaokS5yZbUCW+RFIIUgPpLN4wTYKCt5TJFWYuulAMIw/CdtsQi0Z06GUU/mYx42EaPatXT7t4J2S0144Y
J0tstLVz5K8KFVVJIPHMyV1x3upusdEgBrNTSEMMpjEIpISiBOk2wTzi6plo7Jixlyng20c6G9IjDhdoulBullsgM6s=</
VALUE>
</SIGNATURE>
</XrML>

4.5.7 Rights Policy Template

The following is an example of a rights policy template.

<XrML xmlns="" version="1.2">
<BODY type="Microsoft Official Rights Template">
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<ISSUEDTIME>2010-06-11T21:44</ISSUEDTIME>
<DESCRIPTOR>
<OBJECT>
<ID type="MS-GUID">{4b1010c0-92b8-4169-8493-b5137c6fel68}</ID>
<NAME> LCID 1033:NAME CONTOSO Template:DESCRIPTION Template for CONTOSO;</NAME>
</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="MS-DRM-Server">
<ID type="MS-GUID">{96c4ca87-b3ff-4ded-9¢c15-53272e26396£}</ID>
<NAME>CONTOSO-RMS</NAME>
<ADDRESS type="URL">HTTP://rms:80/ wmcs</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA</ALGORITHM>
<PARAMETER name="public-exponent">
<VALUE encoding="integer32">65537</VALUE>
</PARAMETER>
<PARAMETER name="modulus">
<VALUE encoding="base64"
size="1024">g8uQpk4C1lHSB3bbyBskYRn80olbJbVWYVVLOCFtFdW7glbNojWrIx8nE1lYPGAMUzJLEF1IxBK6VRNbeOCOW
X3K4sAKRGOKEXRFPQSWQLFAXdzG5f71uohhInRrghCM6F1s9wwl0Y3gQ3G4k6F/WktX8ttmfeKHzcrniCYMIdOvvIg=</
VALUE>
</PARAMETER>
</PUBLICKEY>
</ISSUER>
<DISTRIBUTIONPOINT>
<OBJECT type="Publishing-URL">
<ID type="MS-GUID">{9A23D98E-4449-4ba5-812A-F30808F3CB16}</ID>
<NAME>Publishing Point</NAME>
<ADDRESS type="URL">http://rms/ wmcs/licensing</ADDRESS>
</OBJECT>
</DISTRIBUTIONPOINT>
<WORK>
<OBJECT>
<ID type="" />
</OBJECT>
<RIGHTSGROUP name="Main-Rights">
<RIGHTSLIST>
<RIGHT name="OWNER">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">Owner</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<VIEW>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
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</CONDITIONLIST>
</VIEW>
<EXTRACT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EXTRACT>
<RIGHT name="OBJMODEL">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<RIGHT name="VIEWRIGHTSDATA">
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</RIGHT>
<PRINT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</PRINT>
<EDIT>
<CONDITIONLIST>
<ACCESS>
<PRINCIPAL>
<OBJECT>
<ID type="Internal">ANYONE</ID>
</OBJECT>
</PRINCIPAL>
</ACCESS>
</CONDITIONLIST>
</EDIT>
</RIGHTSLIST>
</RIGHTSGROUP>
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</WORK>
</BODY>
<SIGNATURE>
<DIGEST>
<ALGORITHM>SHA1</ALGORITHM>
<PARAMETER name="codingtype">
<VALUE encoding="string">surface-coding</VALUE>
</PARAMETER>
<VALUE encoding="base64" size="160">JJVD6qucgGg6dypaYD+Dwol67fU=</VALUE>
</DIGEST>
<ALGORITHM>RSA PKCS#1-V1.5</ALGORITHM>
<VALUE encoding="base64"
size="1024">ZZNp/Um/w6MMt/UcKSSoYV1QzZ44YCVFISK3gEfC6YUXzjV5LaJhKwYQARIGCI1AcCbzghYrKgU2s9uzZ1T]j
8VudQs/VIWGDI9X0eF0rFy8y0grepHt 60SIQavoUnvMeSVE4AMv3mBNIXBoSZRB65HH bdgSfulVPODrkloj5M+551I=</
VALUE>
</SIGNATURE>
</XrML>
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5 Security

5.1 Security Considerations for Implementers

Certificate signatures are generated by computing a SHA1 hash of the contents of the body element
(including start and end tags) of a certificate. The hash is then signed using an asymmetric key pair.
The keys, digest, and encryption algorithm used all conform to RSA PKCS#1 version 1.5, as

specified in [PKCS1].

Single-DES is deprecated and SHOULD NOT be used. AES is preferred.

5.2 Index of Security Parameters

Security parameter Section
Transport authentication 2.1
Encryption algorithms 2.2.9.1.13
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6 Appendix A: Full WSDL

For ease of implementation, this section provides the full WSDL. The syntax uses the XrML syntax

extensions, as specified in [WSDL].

6.1 Activation Service WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:tns="http://microsoft.com/DRM/ActivationService"
xmlns:s="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/ActivationService"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/ActivationService">
<s:element name="Activate">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="requestParams"
type="tns:ArrayOfActivateParams" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfActivateParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="ActivateParams" nillable="true"
type="tns:ActivateParams" />
</s:sequence>
</s:complexType>
<s:complexType name="ActivateParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="HidXml">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="ActivateResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="ActivateResult"
type="tns:ArrayOfActivateResponse" />
</s:sequence>
</s:complexType>
</s:element>
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<s:complexType name="ArrayOfActivateResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="ActivateResponse"
type="tns:ActivateResponse" />
</s:sequence>
</s:complexType>
<s:complexType name="ActivateResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MachineCertificateChain"
type="tns:ArrayOfXmlNode" />
<s:element minOccurs="0" maxOccurs="1"
name="BinarySignature">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfXmlNode">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="Certificate"
nillable="true">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MinimumVersion" type="s:string" />
<s:element minOccurs="0" maxOccurs="1"
name="MaximumVersion" type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
</s:schema>
</wsdl:types>
<wsdl:message name="ActivateSoapIn">
<wsdl:part name="parameters" element="tns:Activate" />
</wsdl:message>
<wsdl:message name="ActivateSoapOut">
<wsdl:part name="parameters" element="tns:ActivateResponse"
</wsdl:message>
<wsdl:message name="ActivateVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="ActivationProxyWebServiceSoap">
<wsdl:operation name="Activate">
<wsdl:input message="tns:ActivateSoapIn" />

/>
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<wsdl:output message="tns:ActivateSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="ActivationProxyWebServiceSoap"
type="tns:ActivationProxyWebServiceSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="Activate">
<soap:operation
soapAction="http://microsoft.com/DRM/ActivationService/Activate"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:ActivateVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:ActivateVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="ActivationProxyWebServiceSoapl2"
type="tns:ActivationProxyWebServiceSoap">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Activate">
<soapl2:operation
soapAction="http://microsoft.com/DRM/ActivationService/Activate"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:ActivateVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:ActivateVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="ActivationProxyWebService">
<wsdl:port name="ActivationProxyWebServiceSoap"
binding="tns:ActivationProxyWebServiceSoap">
<soap:address
location="http://rmsx86e716/ wmcs/certification/activation.asmx" />
</wsdl:port>
<wsdl:port name="ActivationProxyWebServiceSoapl2"
binding="tns:ActivationProxyWebServiceSoapl2">
<soapl2:address
location="http://rmsx86e716/ wmcs/certification/activation.asmx" />
</wsdl:port>
</wsdl:service>
</wsdl:definitions>
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6.2 Certification Service WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:tns="http://microsoft.com/DRM/CertificationService"
xmlns:s="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/CertificationService"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/CertificationService">
<s:element name="Certify">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="requestParams"
type="tns:CertifyParams" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="CertifyParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MachineCertificateChain"
type="tns:ArrayOfXmlNode" />
<s:element minOccurs="1" maxOccurs="1"
name="Persistent"
type="s:boolean" />
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfXmlNode">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="Certificate" nillable="true">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="CertifyResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="CertifyResult"
type="tns:CertifyResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="CertifyResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
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name="CertificateChain" type="tns:ArrayOfXmlNode" />
<s:element minOccurs="0" maxOccurs="1"
name="Quota" type="tns:QuotaResponse" />
</s:sequence>
</s:complexType>
<s:complexType name="QuotaResponse">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="Verified" type="s:boolean" />
<s:element minOccurs="1" maxOccurs="1"
name="CurrentConsumption" type="s:int" />
<s:element minOccurs="1" maxOccurs="1"
name="Maximum" type="s:int" />
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MinimumVersion" type="s:string" />
<s:element minOccurs="0" maxOccurs="1"
name="MaximumVersion" type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
</s:schema>
</wsdl:types>
<wsdl:message name="CertifySoapIn">
<wsdl:part name="parameters" element="tns:Certify" />
</wsdl:message>
<wsdl:message name="CertifySoapOut">
<wsdl:part name="parameters" element="tns:CertifyResponse" />
</wsdl:message>
<wsdl:message name="CertifyVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="CertificationWebServiceSoap">
<wsdl:operation name="Certify">
<wsdl:input message="tns:CertifySoapIn" />
<wsdl:output message="tns:CertifySoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="CertificationWebServiceSoap"
type="tns:CertificationWebServiceSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="Certify">
<soap:operation
soapAction="http://microsoft.com/DRM/CertificationService/Certify"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:CertifyVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:CertifyVersionData"
part="VersionData" use="literal" />
</wsdl:output>
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</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="CertificationWebServiceSoapl2"
type="tns:CertificationWebServiceSoap">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="Certify">
<soapl2:operation
soapAction="http://microsoft.com/DRM/CertificationService/Certify"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:CertifyVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:CertifyVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="CertificationWebService">
<wsdl:port name="CertificationWebServiceSoap"
binding="tns:CertificationWebServiceSoap">
<soap:address
location="http://rmsx86e716/ wmcs/certification/certification.asmx"/>
</wsdl:port>
<wsdl:port name="CertificationWebServiceSoapl2"
binding="tns:CertificationWebServiceSoapl2">
<soapl2:address
location="http://rmsx86e716/ wmcs/certification/certification.asmx"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

6.3 Licensing Service WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:tns="http://microsoft.com/DRM/LicensingService"
xmlns:s="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/LicensingService"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/LicensingService">
<s:element name="AcquireLicense">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="RequestParams"
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type="tns:ArrayOfAcquirelLicenseParams" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfAcquireLicenseParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="AcquireLicenseParams"
nillable="true"
type="tns:AcquirelLicenseParams" />
</s:sequence>
</s:complexType>
<s:complexType name="AcquireLicenseParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"

name="LicenseeCerts" type="tns:ArrayOfXmlNode" />

<s:element minOccurs="0" maxOccurs="1"

name="Issuancelicense" type="tns:ArrayOfXmlNode" />

<s:element minOccurs="0" maxOccurs="1"
name="ApplicationData">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfXmlNode">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="Certificate" nillable="true">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="AcquirelLicenseResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="AcquireLicenseResult"
type="tns:ArrayOfAcquirelLicenseResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfAcquirelLicenseResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="AcquireLicenseResponse"
nillable="true"
type="tns:AcquirelLicenseResponse" />
</s:sequence>
</s:complexType>
<s:complexType name="AcquireLicenseResponse">
<s:sequence>
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<s:element minOccurs="0" maxOccurs="1"
name="CertificateChain"
type="tns:ArrayOfXmlNode" />
<s:element minOccurs="0" maxOccurs="1"
name="ReferenceCertificates"
type="tns:ArrayOfXmlNode" />
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MinimumVersion" type="s:string" />
<s:element minOccurs="0" maxOccurs="1"
name="MaximumVersion" type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
<s:complexType name="ArrayOfString">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="string" nillable="true" type="s:string" />
</s:sequence>
</s:complexType>

</s:schema>
</wsdl:types>
<wsdl:message name="AcquirelLicenseSoapIn">
<wsdl:part name="parameters" element="tns:AcquireLicense" />
</wsdl:message>
<wsdl:message name="AcquirelLicenseSoapOut">
<wsdl:part name="parameters"
element="tns:AcquirelLicenseResponse" />
</wsdl:message>
<wsdl:message name="AcquirelicenseVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="LicenseSoap">
<wsdl:operation name="AcquireLicense">
<wsdl:input message="tns:AcquireLicenseSoapIn" />
<wsdl:output message="tns:AcquireLicenseSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="LicenseSoap" type="tns:LicenseSoap">
<soap:binding
transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="Acquirelicense">
<soap:operation soapAction=
"http://microsoft.com/DRM/LicensingService/AcquirelLicense"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:AcquirelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:AcquirelicenseVersionData"
part="VersionData" use="literal" />
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</wsdl:output>

</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="LicenseSoapl2" type="tns:LicenseSoap">

<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http"/>

<wsdl:operation name="AcquireLicense">

<soapl2:operation soapAction=

"http://microsoft.com/DRM/LicensingService/AcquirelLicense"

style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquirelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquirelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:output>

</wsdl:operation>

</wsdl:binding>
<wsdl:service name="License">

<wsdl:port name="LicenseSoap" binding="tns:LicenseSoap">

<soap:address
location="http://rmsx86e716/ wmcs/licensing/license.asmx" />

</wsdl:port>
<wsdl:port name="LicenseSoapl2" binding="tns:LicenseSoapl2">

<soapl2:address
location="http://rmsx86e716/ wmcs/licensing/license.asmx" />

</wsdl:port>
</wsdl:service>
</wsdl:definitions>

6.3.1 Template Distribution Service

<?xml
<wsdl
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns

version="1.0" encoding="utf-8" 2>

:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
ctm="http://microsoft.com/wsdl/mime/textMatching/"
:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
:mime="http://schemas.xmlsoap.org/wsdl/mime/"
:tns="http://microsoft.com/DRM/TemplateDistributionService"
:s="http://www.w3.0rg/2001/XMLSchema"
:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/TemplateDistributionService"
xmlns:

wsdl="http://schemas.xmlsoap.org/wsdl/">

<wsdl:types>

<s:schema elementFormDefault="qualified"

targetNamespace="http://microsoft.com/DRM/TemplateDistributionService">

<s:element name="AcquireTemplateInformation">
<s:complexType />
</s:element>
<s:element name="AcquireTemplateInformationResponse">
<s:complexType>
<s:sequence>

<s:element minOccurs="0" maxOccurs="1" name="AcquireTemplateInformationResult"
type="tns:TemplateInformation" />
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</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="TemplateInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="ServerPublicKey" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="GuidHashCount" type="s:int" />
<s:element minOccurs="0" maxOccurs="unbounded" name="GuidHash" type="tns:GuidHash"
/>
</s:sequence>
</s:complexType>
<s:complexType name="GuidHash">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="Guid" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Hash" type="s:string" />
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="MinimumVersion" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="MaximumVersion" type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
<s:element name="AcquireTemplates">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="guids" type="tns:ArrayOfString" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfString">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true"
type="s:string" />
</s:sequence>
</s:complexType>
<s:element name="AcquireTemplatesResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="AcquireTemplatesResult"
type="tns:ArrayOfGuidTemplate" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfGuidTemplate">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="GuidTemplate" nillable="true"
type="tns:GuidTemplate" />
</s:sequence>
</s:complexType>
<s:complexType name="GuidTemplate">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="Guid" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Hash" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Template" type="s:string" />
</s:sequence>
</s:complexType>
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</s:schema>
</wsdl:types>
<wsdl:message name="AcquireTemplateInformationSoapIn">
<wsdl:part name="parameters" element="tns:AcquireTemplateInformation" />
</wsdl:message>
<wsdl:message name="AcquireTemplateInformationSoapOut">
<wsdl:part name="parameters" element="tns:AcquireTemplateInformationResponse" />
</wsdl:message>
<wsdl:message name="AcquireTemplateInformationVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:message name="AcquireTemplatesSoapIn">
<wsdl:part name="parameters" element="tns:AcquireTemplates" />
</wsdl:message>
<wsdl:message name="AcquireTemplatesSoapOut">
<wsdl:part name="parameters" element="tns:AcquireTemplatesResponse" />
</wsdl:message>
<wsdl:message name="AcquireTemplatesVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="TemplateDistributionWebServiceSoap">
<wsdl:operation name="AcquireTemplateInformation">
<wsdl:documentation xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">Return template
information (GUID + hash)</wsdl:documentation>
<wsdl:input message="tns:AcquireTemplateInformationSoapIn" />
<wsdl:output message="tns:AcquireTemplateInformationSoapOut" />
</wsdl:operation>
<wsdl:operation name="AcquireTemplates">
<wsdl:documentation xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">Return
templates</wsdl:documentation>
<wsdl:input message="tns:AcquireTemplatesSoapIn" />
<wsdl:output message="tns:AcquireTemplatesSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="TemplateDistributionWebServiceSoap"
type="tns:TemplateDistributionWebServiceSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="AcquireTemplateInformation">
<soap:operation
soapAction="http://microsoft.com/DRM/TemplateDistributionService/AcquireTemplateInformation”
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:AcquireTemplateInformationVersionData" part="VersionData"
use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:AcquireTemplateInformationVersionData" part="VersionData"
use="1literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="AcquireTemplates">
<soap:operation
soapAction="http://microsoft.com/DRM/TemplateDistributionService/AcquireTemplates"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:AcquireTemplatesVersionData" part="VersionData"
use="literal" />
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</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:AcquireTemplatesVersionData" part="VersionData"
use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="TemplateDistributionWebServiceSoapl2"
type="tns:TemplateDistributionWebServiceSoap">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="AcquireTemplateInformation">
<soapl2:operation
soapAction="http://microsoft.com/DRM/TemplateDistributionService/AcquireTemplateInformation"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquireTemplateInformationVersionData" part="VersionData"
use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquireTemplateInformationVersionData" part="VersionData"
use="1literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="AcquireTemplates">
<soapl2:operation
soapAction="http://microsoft.com/DRM/TemplateDistributionService/AcquireTemplates"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquireTemplatesVersionData" part="VersionData
use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:AcquireTemplatesVersionData" part="VersionData"
use="1literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="TemplateDistributionWebService">

<wsdl:port name="TemplateDistributionWebServiceSoap"
binding="tns:TemplateDistributionWebServiceSoap">
<soap:address location="http://rmsx86e721/ wmcs/licensing/templateDistribution.asmx" />
</wsdl:port>
<wsdl:port name="TemplateDistributionWebServiceSoapl2"
binding="tns:TemplateDistributionWebServiceSoapl2">
<soapl2:address location="http://rmsx86e721/ wmcs/licensing/templateDistribution.asmx"
/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

6.4 Publishing Service WSDL

<?xml version="1.0" encoding="utf-8"?>
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<wsdl:definitions
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:tns="http://microsoft.com/DRM/PublishingService"
xmlns:s="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/PublishingService"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/PublishingService">
<s:element name="AcquireIssuanceLicense">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="RequestParams"
type="tns:ArrayOfAcquirelssuancelicenseParams" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfAcquirelssuancelLicenseParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="AcquirelIssuancelLicenseParams"
nillable="true"
type="tns:AcquirelssuancelicenseParams" />
</s:sequence>
</s:complexType>
<s:complexType name="AcquireIssuancelicenseParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="UnsignedIssuancelLicense">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="AcquirelssuancelLicenseResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="AcquirelIssuancelLicenseResult"
type="tns:ArrayOfAcquirelssuancelicenseResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfAcquirelssuancelLicenseResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="AcquireIssuancelLicenseResponse"
nillable="true"
type="tns:AcquirelssuancelLicenseResponse" />
</s:sequence>
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</s:complexType>
<s:complexType name="AcquireIssuancelicenseResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="CertificateChain"
type="tns:ArrayOfXmlNode" />
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfXmlNode">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="Certificate"
nillable="true">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MinimumVersion"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1"
name="MaximumVersion"
type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
<s:element name="GetClientLicensorCert">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="RequestParams"
type="tns:ArrayOfGetClientLicensorCertParams" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfGetClientLicensorCertParams">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="GetClientLicensorCertParams"
nillable="true"
type="tns:GetClientLicensorCertParams" />
</s:sequence>
</s:complexType>
<s:complexType name="GetClientLicensorCertParams">
<s:sequence>

<s:element minOccurs="0" maxOccurs="1" name="PersonaCerts"

type="tns:ArrayOfXmlNode" />
</s:sequence>
</s:complexType>
<s:element name="GetClientLicensorCertResponse">
<s:complexType>
<s:sequence>
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<s:element minOccurs="0" maxOccurs="1"
name="GetClientLicensorCertResult"
type="tns:ArrayOfGetClientLicensorCertResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfGetClientLicensorCertResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="GetClientLicensorCertResponse"
nillable="true"
type="tns:GetClientLicensorCertResponse" />
</s:sequence>
</s:complexType>
<s:complexType name="GetClientLicensorCertResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="CertificateChain"
type="tns:ArrayOfXmlNode" />
</s:sequence>
</s:complexType>
</s:schema>
</wsdl:types>
<wsdl:message name="AcquireIssuancelLicenseSoapIn">
<wsdl:part name="parameters"
element="tns:AcquireIlssuancelicense" />
</wsdl:message>
<wsdl:message name="AcquirelssuancelLicenseSoapOut">
<wsdl:part name="parameters"
element="tns:AcquireIlssuancelicenseResponse" />
</wsdl:message>
<wsdl:message name="AcquirelssuancelLicenseVersionData">
<wsdl:part name="VersionData"
element="tns:VersionData" />
</wsdl:message>
<wsdl:message name="GetClientLicensorCertSoapIn">
<wsdl:part name="parameters"
element="tns:GetClientLicensorCert" />
</wsdl:message>
<wsdl:message name="GetClientLicensorCertSoapOut">
<wsdl:part name="parameters"
element="tns:GetClientLicensorCertResponse" />
</wsdl:message>
<wsdl:message name="GetClientLicensorCertVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="PublishSoap">
<wsdl:operation name="AcquirelssuanceLicense">
<wsdl:input message="tns:AcquirelssuanceLicenseSoapIn" />
<wsdl:output message="tns:AcquirelssuancelLicenseSoapOut" />
</wsdl:operation>
<wsdl:operation name="GetClientLicensorCert">
<wsdl:input message="tns:GetClientLicensorCertSoapIn" />
<wsdl:output message="tns:GetClientLicensorCertSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="PublishSoap" type="tns:PublishSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="AcquirelssuancelLicense">
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<soap:operation soapAction=
"http://microsoft.com/DRM/PublishingService/Acquirelssuancelicense"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:AcquirelssuancelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:AcquirelssuancelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetClientLicensorCert">
<soap:operation soapAction=
"http://microsoft.com/DRM/PublishingService/GetClientLicensorCert"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:GetClientLicensorCertVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:GetClientLicensorCertVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="PublishSoapl2" type="tns:PublishSoap">
<soapl2:binding
transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="AcquirelIssuancelLicense">
<soapl2:operation soapAction=
"http://microsoft.com/DRM/PublishingService/AcquirelssuancelLicense"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header
message="tns:AcquirelssuancelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header
message="tns:AcquirelssuancelLicenseVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetClientLicensorCert">
<soapl2:operation soapAction=
"http://microsoft.com/DRM/PublishingService/GetClientLicensorCert"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header message="tns:GetClientLicensorCertVersionData"
part="VersionData" use="literal" />
</wsdl:input>
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<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:GetClientLicensorCertVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="Publish">
<wsdl:port name="PublishSoap" binding="tns:PublishSoap">
<soap:address
location="http://rmsx86e716/ wmcs/licensing/publish.asmx" />
</wsdl:port>
<wsdl:port name="PublishSoapl2" binding="tns:PublishSoapl2">
<soapl2:address
location="http://rmsx86e716/ wmcs/licensing/publish.asmx" />
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

6.5 Server Service WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:tns="http://microsoft.com/DRM/ServerService"
xmlns:s="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
targetNamespace="http://microsoft.com/DRM/ServerService"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/ServerService">
<s:element name="GetLicensorCertificate">
<s:complexType />
</s:element>
<s:element name="GetLicensorCertificateResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="GetLicensorCertificateResult"
type="tns:LicensorCertChain" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="LicensorCertChain">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="CertificateChain"
type="tns:ArrayOfXmlNode" />
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfXmlNode">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
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name="Certificate"
nillable="true">
<s:complexType mixed="true">
<s:sequence>
<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData"
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="MinimumVersion" type="s:string" />
<s:element minOccurs="0" maxOccurs="1"
name="MaximumVersion" type="s:string" />
</s:sequence>
<s:anyAttribute />
</s:complexType>
<s:element name="FindServiceLocations">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="ServiceNames"
type="tns:ArrayOfServiceLocationRequest" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfServiceLocationRequest">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="ServiceLocationRequest" nillable="true"
type="tns:ServiceLocationRequest" />
</s:sequence>
</s:complexType>
<s:complexType name="ServiceLocationRequest">
<s:sequence>

/>

<s:element minOccurs="1" maxOccurs="1" name="Type"

type="tns:ServiceType" />
</s:sequence>
</s:complexType>
<s:simpleType name="ServiceType">
<s:restriction base="s:string">
<s:enumeration value="EnrollmentService" />
<s:enumeration value="LicensingService" />
<s:enumeration value="PublishingService" />
<s:enumeration value="CertificationService" />
<s:enumeration value="ActivationService" />

<s:enumeration value="PrecertificationService" />

<s:enumeration value="ServerService" />

<s:enumeration value="DrmRemoteDirectoryServices"

<s:enumeration value="GroupExpansionService" />
</s:restriction>
</s:simpleType>
<s:element name="FindServiceLocationsResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"

v/>
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name="FindServiceLocationsResult"
type="tns:ArrayOfServiceLocationResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfServiceLocationResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="ServiceLocationResponse”" nillable="true"
type="tns:ServiceLocationResponse" />
</s:sequence>
</s:complexType>
<s:complexType name="ServicelLocationResponse">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="URL"
type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="Type"
type="tns:ServiceType" />
</s:sequence>
</s:complexType>
<s:element name="GetServerInfo">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="requests"
type="tns:ArrayOfServerInfoRequest" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="ArrayOfServerInfoRequest">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="ServerInfoRequest" nillable="true"
type="tns:ServerInfoRequest" />
</s:sequence>
</s:complexType>
<s:complexType name="ServerInfoRequest">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="Type"
type="tns:ServerInfoType" />
<s:element minOccurs="0" maxOccurs="1"
name="AdditionalInfo"
type="s:string" />
</s:sequence>
</s:complexType>
<s:simpleType name="ServerInfoType">
<s:restriction base="s:string">
<s:enumeration value="VersionInfo" />
<s:enumeration value="ServerFeatureInfo" />
<s:enumeration value="ServerLicensorCertificate" />
<s:enumeration value="ServicelLocations" />
</s:restriction>
</s:simpleType>
<s:element name="GetServerInfoResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="GetServerInfoResult">
<s:complexType mixed="true">
<s:sequence>
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<s:any />
</s:sequence>
</s:complexType>
</s:element>
</s:sequence>
</s:complexType>
</s:element>
</s:schema>
</wsdl:types>
<wsdl:message name="GetLicensorCertificateSoapIn">
<wsdl:part name="parameters"
element="tns:GetLicensorCertificate" />
</wsdl:message>
<wsdl:message name="GetLicensorCertificateSoapOut">
<wsdl:part name="parameters"
element="tns:GetLicensorCertificateResponse" />
</wsdl:message>
<wsdl:message name="GetLicensorCertificateVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:message name="FindServicelLocationsSoapIn">
<wsdl:part name="parameters"
element="tns:FindServiceLocations" />
</wsdl:message>
<wsdl:message name="FindServiceLocationsSoapOut">
<wsdl:part name="parameters"
element="tns:FindServiceLocationsResponse" />
</wsdl:message>
<wsdl:message name="FindServicelLocationsVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:message name="GetServerInfoSoapIn">
<wsdl:part name="parameters" element="tns:GetServerInfo" />
</wsdl:message>
<wsdl:message name="GetServerInfoSoapOut">
<wsdl:part name="parameters"
element="tns:GetServerInfoResponse" />
</wsdl:message>
<wsdl:portType name="ServerSoap">
<wsdl:operation name="GetLicensorCertificate">
<wsdl:input message="tns:GetLicensorCertificateSoapIn" />
<wsdl:output message="tns:GetLicensorCertificateSoapOut" />
</wsdl:operation>
<wsdl:operation name="FindServiceLocations">
<wsdl:input message="tns:FindServiceLocationsSoapIn" />
<wsdl:output message="tns:FindServiceLocationsSoapOut" />
</wsdl:operation>
<wsdl:operation name="GetServerInfo">
<wsdl:input message="tns:GetServerInfoSoapIn" />
<wsdl:output message="tns:GetServerInfoSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="ServerSoap" type="tns:ServerSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="GetLicensorCertificate">
<soap:operation soapAction=
"http://microsoft.com/DRM/ServerService/GetLicensorCertificate"
style="document" />
<wsdl:input>
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<soap:body use="literal" />
<soap:header message="tns:GetLicensorCertificateVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:GetLicensorCertificateVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="FindServiceLocations">
<soap:operation soapAction=
"http://microsoft.com/DRM/ServerService/FindServiceLocations"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:FindServicelocationsVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:FindServicelLocationsVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetServerInfo">
<soap:operation
soapAction="http://microsoft.com/DRM/ServerService/GetServerInfo"
style="document" />
<wsdl:input>
<soap:body use="literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="ServerSoapl2" type="tns:ServerSoap">
<soapl2:binding
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="GetLicensorCertificate">
<soapl2:operation soapAction=
"http://microsoft.com/DRM/ServerService/GetLicensorCertificate"
style="document" />
<wsdl:input>
<soapl2:body use="literal" />
<soapl2:header
message="tns:GetLicensorCertificateVersionData"
part="VersionData" use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header
message="tns:GetLicensorCertificateVersionData"
part="VersionData" use="literal" />
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="FindServiceLocations">
<soapl2:operation soapAction=
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"http://microsoft.com/DRM/ServerService/FindServiceLocations"

style="document" />

<wsdl:input>

<
<

soapl2:body use="literal" />
soapl2:header

message="tns:FindServiceLocationsVersionData"
part="VersionData" use="literal" />

</wsdl:input>

<wsdl:output>
<soapl2:body use="literal" />
<soapl2:header message="tns:FindServicelLocationsVersionData"

part="VersionData" use="literal" />

</wsdl:output>
</wsdl:operation>

<wsdl

:operation name="GetServerInfo">

<soapl2:operation
soapAction="http://microsoft.com/DRM/ServerService/GetServerInfo"

<ws

style="document" />
dl:input>

<soapl2:body use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal" />
</wsdl:output>
</wsdl:operation>

</wsdl:

binding>

<wsdl:service name="Server">
<wsdl:port name="ServerSoap" binding="tns:ServerSoap">
<soap:address

location="http://rmsx86e716/ wmcs/licensing/server.asmx"

</wsdl:port>
<wsdl:port name="ServerSoapl2" binding="tns:ServerSoapl2">
<soapl2:address

location="http://rmsx86e716/ wmcs/licensing/server.asmx"

</wsdl:port>

</wsdl:

service>

</wsdl:definitions>

6.6 Enrollment Cloud Service WSDL

<?xml version="1.0" encoding="utf-8" 72>
<wsdl:definitions

xmlns:
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns

sl="http://microsoft.com/wsdl/types/"

:http="http://schemas.xmlsoap.org/wsdl/http/"
:soap="http://schemas.xmlsoap.org/wsdl/soap/"
:s="http://www.w3.0rg/2001/XMLSchema"
:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
:tns="http://microsoft.com/DRM/EnrollmentService"
:tm="http://microsoft.com/wsdl/mime/textMatching/"
:mime="http://schemas.xmlsoap.org/wsdl/mime/"

targetNamespace="http://microsoft.com/DRM/EnrollmentService"

xmlns:

wsdl="http://schemas.xmlsoap.org/wsdl/">

<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/DRM/EnrollmentService">
<s:import namespace="http://microsoft.com/wsdl/types/" />
<s:element name="Enroll">

/>

/>
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<s:complexType>
<s:sequence>

<s:element minOccurs="1" maxOccurs="1" name="oInput"

type="tns:EnrollParameters" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="EnrollParameters">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="AuthorizationInformation"
type="tns:X509Information" />
<s:element minOccurs="1" maxOccurs="1"
name="RevocationInformation"
type="tns:EnrolleeRevocationInformation" />
<s:element minOccurs="1" maxOccurs="1"
name="CertificatePublicKey"
type="tns:EnrolleeCertificatePublicKey" />
<s:element minOccurs="1" maxOccurs="1"
name="EnrolleeInformation"
type="tns:EnrolleeServerInformation" />
</s:sequence>
</s:complexType>
<s:complexType name="X509Information">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="SignedDataBase64Encoded"
type="s:string" />
</s:sequence>
</s:complexType>

<s:complexType name="EnrolleeRevocationInformation">

<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="RevocationType"
type="tns:RevocationTypeEnum" />
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorities"

type="tns:ArrayOfRevocationAuthorityInformation" />

</s:sequence>
</s:complexType>
<s:simpleType name="RevocationTypeEnum">
<s:restriction base="s:string">
<s:enumeration value="NonRevocable" />
<s:enumeration value="StandardRevocation" />
<s:enumeration value="CustomRevocation" />
</s:restriction>
</s:simpleType>

<s:complexType name="ArrayOfRevocationAuthorityInformation">

<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="RevocationAuthorityInformation"
type="tns:RevocationAuthorityInformation" />
</s:sequence>
</s:complexType>

<s:complexType name="RevocationAuthorityInformation">

<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="aRevocationAuthorityPublicKey"
type="s:base64Binary" />
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</s:sequence>
</s:complexType>
<s:complexType name="EnrolleeCertificatePublicKey">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="aPublicKeyBytes"
type="s:base64Binary" />
<s:element minOccurs="1" maxOccurs="1"
name="Guid"
type="sl:guid" />
</s:sequence>
</s:complexType>
<s:complexType name="EnrolleeServerInformation">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="SKU"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Version"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="Name"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="URL"
type="s:string" />
</s:sequence>
</s:complexType>
<s:element name="EnrollResponse">
<s:complexType>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="EnrollResult"
type="tns:EnrollResponse" />
</s:sequence>
</s:complexType>
</s:element>
<s:complexType name="EnrollResponse'">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="LicensorCertificateChain"
type="tns:ArrayOfString" />
</s:sequence>
</s:complexType>
<s:complexType name="ArrayOfString">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded"
name="string"
nillable="true"
type="s:string" />
</s:sequence>
</s:complexType>
<s:element name="VersionData" type="tns:VersionData" />
<s:complexType name="VersionData">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="MinimumVersion"
type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="MaximumVersion"
type="s:string" />
</s:sequence>
</s:complexType>
</s:schema>
<s:schema elementFormDefault="qualified"
targetNamespace="http://microsoft.com/wsdl/types/">
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<s:simpleType name="guid">
<s:restriction base="s:string">
<s:pattern value=
"[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F] {4}-[0-%a-fA-F]{4}-
[0-9a-fA-F]{12}"/>
</s:restriction>
</s:simpleType>
</s:schema>
</wsdl:types>
<wsdl:message name="EnrollSoapIn">
<wsdl:part name="parameters" element="tns:Enroll" />
</wsdl:message>
<wsdl:message name="EnrollSoapOut">
<wsdl:part name="parameters" element="tns:EnrollResponse" />
</wsdl:message>
<wsdl:message name="EnrollVersionData">
<wsdl:part name="VersionData" element="tns:VersionData" />
</wsdl:message>
<wsdl:portType name="EnrollServiceSoap">
<wsdl:operation name="Enroll">
<documentation xmlns="http://schemas.xmlsoap.org/wsdl/">
Enrollment Entry Point
</documentation>
<wsdl:input message="tns:EnrollSoapIn" />
<wsdl:output message="tns:EnrollSoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="EnrollServiceSoap" type="tns:EnrollServiceSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http"
style="document" />
<wsdl:operation name="Enroll">
<soap:operation
soapAction="http://microsoft.com/DRM/EnrollmentService/Enroll"
style="document" />
<wsdl:input>
<soap:body use="literal" />
<soap:header message="tns:EnrollVersionData" part="VersionData"
use="1literal" />
</wsdl:input>
<wsdl:output>
<soap:body use="literal" />
<soap:header message="tns:EnrollVersionData" part="VersionData"
use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="EnrollService">
<documentation xmlns="http://schemas.xmlsoap.org/wsdl/">
A Web service used to enroll the first DRM server in an
enterprise
</documentation>
<wsdl:port name="EnrollServiceSoap" binding="tns:EnrollServiceSoap">
<soap:address location=
"https://activation.drm.microsoft.com/enrollment/enrollservice.asmx"
/>
</wsdl:port>
</wsdl:service>

</wsdl:definitions>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows NT operating system

= Windows 2000 operating system

= Windows XP operating system

= Windows Server 2003 operating system

= Windows Vista operating system

= Windows Server 2008 operating system

= Windows 7 operating system

= Windows Server 2008 R2 operating system
= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 1.3: Windows Vista SP1, Windows Server 2008, Windows 7, Windows Server 2008 R2,
Windows 8, Windows Server 2012, Windows 8.1, and Windows Server 2012 R2 can fetch rights
policy templates from an RMS 2.0 server.

<2> Section 1.3.3: The RMS 2.0 client in Windows Vista SP1, Windows Server 2008, Windows 7,
Windows Server 2008 R2, Windows 8, Windows Server 2012, Windows 8.1, and Windows Server
2012 R2 can acquire rights policy templates from an RMS 2.0 server.

<3> Section 1.5: Service Connection Point (SCP) is the Active Directory attribute that stores the
RMS service location in Windows.

<4> Section 1.7: The only capability currently versioned in the Windows implementation is the
ability to batch multiple requests into a single client/server round trip. Batching capabilities are
available with version 1.1.0.0 or higher. All versions of the RMS server use a <MinimumVersion> of
"1.0.0.0" for all SOAP responses. RMS 1.0 and RMS 1.0 SP1 use a <MaximumVersion> of "1.0.0.0"
for all SOAP responses. RMS 1.0 SP2, Windows Server 2008, and Windows Server 2008 R2 use a
<MaximumVersion> of "1.1.0.0" for all SOAP responses. Windows Server 2008 R2 SP1, Windows
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Server 2012, and Windows Server 2012 R2 use a <MaximumVersion> of "1.2.0.0" for all SOAP
responses.

<5> Section 2.1: Protocol messages are transported using the HTTP or HTTPS protocol between
client and server. Windows always attempts to use standard ports for these protocols. The Windows
Rights Management client and Rights Management server always use the same transport protocol.
The RMS: Client-to-Server Protocol does not directly manipulate network layers below the transport
layer.

<6> Section 2.1: Microsoft's RMS implementation supports HTTPS for securing its ports, although
Secure Sockets Layer (SSL) is not configured by default when RMS is installed.

<7> Section 2.2.4.2: The Windows RMS server does not return the VersionData header with error
responses.

<8> Section 2.2.9.2: Beginning with RMS: Client-to-Server Protocol version 2.0, you can enroll an
RMS server in the appropriate hierarchy without sending information to Microsoft. When the RMS
role is installed, a self-enrollment certificate and private key are also installed. These are used to
automatically create the server licensor certificate.

<9> Section 2.2.9.3.3: Windows servers set the value attribute of the [[- serverversion -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<10> Section 2.2.9.3.3: Windows servers set the value attribute of the [[- serversku -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<11> Section 2.2.9.4.2: In Windows, the [[- type -]] element is taken from the OBJECT of the
PRINCIPAL of the ISSUEDPRINCIPALS of the issuer's certificate. For a version 1 client, this element
is set to "MS-DRM-Server". For a version 1 SP1, version 1 SP2, or version 2 client, this element is
set to "MS-DRM-Desktop-Security-Processor".

<12> Section 2.2.9.4.2: In Windows, the [[- name -]] element used in the ISSUER element has the
following values:

= For a version 1 client, this value is "Machine Activation Server".

= For a version 1 SP1, version 1 SP2, or version 2 client, this value is "Microsoft DRM Production
Desktop Security Processor Activation Certificate".

= If the RMS server is using the pre-production hierarchy, this value is "Microsoft DRM ISV Desktop
Security Processor Activation Certificate".

<13> Section 2.2.9.4.2: In Windows, the [[- cps -]] element used in the ISSUER element is a
SECURITYLEVEL element with the name "Certificate Practice Statement" and has the value of a URL
pointing to a certificate practice statement. It is present in SPCs for version 1 clients, and not be
present in SPCs for version 1 SP1, version 1 SP2, or version 2 clients.

<14> Section 2.2.9.4.3: The RMS machine activation cloud service endpoint used in this example is
the Microsoft RMS machine activation cloud service endpoint. Implementations are free to use the
Microsoft cloud service so long as they do not deviate from this protocol specification.

<15> Section 2.2.9.4.3: In Windows, the [[activation location]] used in the DISTRIBUTIONPOINT
element is "file:///rmactivate.exe" (without quotes).
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<16> Section 2.2.9.5.2: Windows servers set the value attribute of the [[- serverversion -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<17> Section 2.2.9.5.2: Windows servers set the value attribute of the [[- serversku -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<18> Section 2.2.9.5.3: In Microsoft implementations, the GUID for the DISTRIBUTIONPOINT
element is 8BA9EA80-99E4-4a2b-9764-4CD84F77C3A0.

<19> Section 2.2.9.5.4: For a RAC issued by the Microsoft RMS Account Certification cloud service
using Passport authentication, the type is "Passport".

<20> Section 2.2.9.5.4: In Windows, there is a setting in the RMS Server for the validity time of
RACs. The default is 1 year validity for persistent RACs, 15 minutes for temporary RACs.

<21> Section 2.2.9.6.2: Windows servers set the value attribute of the [[- serverversion -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<22> Section 2.2.9.6.2: Windows servers set the value attribute of the [[- serversku -]]
SECURITYLEVEL element to a string containing additional version information of the server. This
information is not used in the RMS protocol.

<23> Section 2.2.9.6.3: In Microsoft implementations, the GUID for the DISTRIBUTIONPOINT
element is 0F45FD50-383B-43EE-90A4-ED013CDOCFES for intranet URLs and 94BF969A-CA04-
44d6-AA96-51071281FEF2 for extranet URLs.

<24> Section 2.2.9.10.3: In Microsoft implementations, the GUID for the DISTRIBUTIONPOINT
element is 9A23D98E-4449-4ba5-812A-F30808F3CB16.

<25> Section 3: The RMS: Client-to-Server Protocol retains configuration information and RAC key
data.

<26> Section 3.1.1.1.1: The Microsoft RMS server implementation contains the public key of the
SPC CA and checks that this key appears in the second or third certificate in the chain when
validating SPC chains.

<27> Section 3.1.1.1.1: The Microsoft RMS server implementation currently generates a random
1,024-bit RSA key pair on installation and retains this state.

<28> Section 3.1.1.1.1: The Microsoft implementation of server decommissioning is specified in

MS-RMSTI].

<29> Section 3.1.3.2: In Windows, RMS version 1.0, 1.0 SP1, and 1.0 SP2 servers contacted the
Microsoft enrollment service to sign the SLC key into the hierarchy. The RMS version 2 server ships
with a shared enrollment private key and certificate chain. When the RMS version 2 server
initializes, it generates its own unsigned SLC, signs it with this shared enrollment private key, and
appends the certificate chain.

<30> Section 3.1.4.1: In Windows, RMS 1.0 SP2 clients and RMS 2.0 clients and servers support
Microsoft Web Browser Federated Sign-On authentication, as specified in [MS-MWBF].

<31> Section 3.1.4.2: On Windows, RMS 1.0 SP2 client and RMS 2.0 client and server support
Microsoft Web Browser Federated Sign-On authentication, as specified in [MS-MWBF].
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<32> Section 3.1.4.4: Windows implementations provide the administrator with the option to
specify the SCP in Active Directory.

<33> Section 3.1.4.4: Windows RMS clients will search Active Directory for the SCP unless one of
the following registry keys is present.

= "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDRM\ServiceLocation\Activation" can be used
to specify the location of the certification service, http(s)://servername/_wmcs/certification.

= "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDRM\ServicelLocation\EnterprisePublishing"
can be used to specify the location of the licensing service,
http(s)://servername/_wmcs/licensing.

In addition applications can specify an alternate service URL when invoking Windows APIs that
would normally search Active Directory for the SCP.

Windows RMS servers will search Active Directory for the SCP unless the GICURL value of one of the
following registry keys contains the location of the certification service,
http(s)://servername/_wmcs/certification.

= For RMS 1.0 SP2 or earlier, the registry key is
"HKEY_LOCAL_MACHINE\Software\Microsoft\DRMS\1.0".

= For Windows Server 2008, the registry key is
"HKEY_LOCAL_MACHINE\Software\Microsoft\DRMS\2.0".

= For Windows Server 2008 R2, the registry key is
"HKEY_LOCAL_MACHINE\Software\Microsoft\DRMS".

<34> Section 3.1.4.7: Support for multiple cryptographic modes was introduced in Windows Server
2012 and continues in Windows Server 2012 R2. Implementations prior to Windows Server 2012
implemented a single cryptographic mode equivalent to Mode 1. Support for multiple cryptographic
modes can be added to Windows Server 2008 R2 by installing a QFE [MSKB2627272].

<35> Section 3.2: Support for the RMS Client version 1.0 has ended, and the Cloud Service is no
longer available for activation requests. Activate requests from RMS 1.0 will still be made to the
RMS server, but activation calls from the RMS server to the Cloud Service will fail. This failure will
result in the server returning a failure to the RMS client.

RMS: Client-to-Server protocol versions 1.0 SP1, 1.0 SP2, and 2.0 use self activation. Self activation
continues to function as expected.

<36> Section 3.2.4.1: Support for the RMS Client version 1.0 has ended, and the Cloud Service is
no longer available for activation requests. Activate requests from RMS 1.0 will still be made to the
RMS server, but activation calls from the RMS server to the Cloud Service will fail. This failure will
result in the server returning a failure to the RMS client.

RMS: Client-to-Server protocol versions 1.0 SP1, 1.0 SP2, and 2.0 use self-activation. Self activation
continues to function as expected.

<37> Section 3.2.4.1.2.3: Windows uses a one-way hash of various machine characteristics to
generate a HID. An example of machine characteristics includes the network address.

<38> Section 3.3.4.1: In Windows implementations, the RMS server uses Microsoft Internet
Information Services (IIS) to authenticate Certify requests.
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The IIS authentication for the RMS server uses NTLM authentication by default. It can be configured
to use other types of authentication, including Microsoft Web Browser Federated Sign-On (MWBF).
Kerberos, and Digest.

<39> Section 3.3.4.1: In Windows, this can only happen when the RMS client and server are on the
same machine and the client is running as a well-known local account. This is not recommended in
production environments. The behavior described here is implemented in Windows to support
testing RMS with the client and server on the same machine.

<40> Section 3.3.4.1: In Windows, RMS support NTLM authentication as described in [MS-NTHT].
RMS 2.0 server supports Microsoft Web Browser Federated Sign-On authentication, as specified in

MS-MWBF].

In Windows, authentication data comes from IIS. RMS depends on IIS to pass on the authentication
details. RMS does not authenticate users; IIS does. Microsoft implementations make use of the
authentication data received, which is not part of the SOAP message; it comes from the IIS in the
HTTP communication.

<41> Section 3.3.4.1.3.3: The QuotaResponse structure is kept in the protocol for backward
compatibility but is not used. The CurrentConsumption member of this structure is set to 5 by the
current server implementation. The Maximum member of this structure is set to 10 by the current
server implementation. The Verified member of this structure is set to true. If the server is in the
pre-production hierarchy, the CurrentConsumption member of this structure is set to 1 and the
Maximum member of this structure is set to 0.

<42> Section 3.4.4.1: Windows limits the size of an ApplicationData parameter to 102,400 bytes.

<43> Section 3.4.4.1: For information about the Microsoft implementation of the
IsPrincipalMemberOf service, see [MS-RMPRS].

<44> Section 3.4.4.1.3.3: Windows limits the size of a LicenseeCert to 30720 bytes.

<45> Section 3.4.4.1.3.3: Windows limits the number of LicenseeCerts to 100.

<46> Section 3.4.4.1.3.3: Windows limits the size of an IssuanceLicense to 8%1024*1024 bytes.

<47> Section 3.4.4.1.3.3: Windows limits the size of an ApplicationData parameter to 102400
bytes.

<48> Section 3.4.4.1.3.4: The ReferenceCertificates response parameter is always returned as
an empty value.

<49> Section 3.5.4.2: In Windows, The RMS server generates a unique 1,024-bit RSA key pair each
time it generates a CLC. This key pair is not stored on the server.

<50> Section 3.7.4.2: The Windows client stores the service discovery location in the registry.

<51> Section 3.7.4.2: The RMS server uses NTLM authentication per [MS-NTHT] through Internet
Information Services (IIS) for FindServiceLocationsForUser requests.

<52> Section 3.7.4.2.4.1: Windows XP SP2, Windows Vista, Windows 7, Windows Server 2008 R2,
Windows 8, Windows Server 2012, Windows 8.1, and Windows Server 2012 R2 all support the
following new enumeration values: GroupExpansionService, LicensingInternalService, and
CertificationInternalService.
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<53> Section 3.7.4.2.4.1: The GroupExpansionService enumeration is present in Windows XP SP2,
Windows Vista, Windows 7, Windows Server 2008 R2, Windows 8, Windows Server 2012, Windows
8.1, and Windows Server 2012 R2.

<54> Section 3.7.4.2.4.1: The LicensingInternalService enumeration is present in Windows XP SP2,
Windows Vista, Windows 7, Windows Server 2008 R2, Windows 8, Windows Server 2012, Windows
8.1, and Windows Server 2012 R2 clients.

<55> Section 3.7.4.2.4.1: The CertificationInternalService enumeration is present in Windows XP
SP2, Windows Vista, Windows 7, Windows Server 2008 R2, Windows 8, Windows Server 2012,
Windows 8.1, and Windows Server 2012 R2 clients.

<56> Section 3.8.3.2: Service Connection Point (SCP) is the Active Directory attribute that stores
the RMS service location in Windows.

<57> Section 3.8.3.2.2: The RMS client checks the following string values in the Windows registry
for server locations.

[HKEYiLOCALiMACHINE\SOFTWARE \Microsoft\MSDRM\ServiceLocation]
"EnterprisePublishing"=

[URL of server used for publishing and licensing]
"Activation"=[URL of server used for the Certify request]

<58> Section 3.8.4.2: Windows Vista SP1, Windows Server 2008, Windows 7, Windows
Server 2008 R2, Windows 8, Windows Server 2012, Windows 8.1, and Windows Server 2012 R2
fetch rights policy templates from an RMS 2.0 server.

<59> Section 3.8.4.2: To maintain templates in the client store in Windows, Windows Vista SP1,
Windows Server 2008, Windows 7, Windows Server 2008 R2, Windows 8, Windows Server 2012,
Windows 8.1, and Windows Server 2012 R2 come with a Task Scheduler job that can be enabled
within an organization, as specified in [MSDN-TaskSch]. The Task Scheduler job's template
acquisition frequency is configurable through a group policy. When the Task Scheduler job is
invoked, it invokes the RMS client functionality previously explained.

<60> Section 4.1: With Windows Vista, Windows 7, Windows Server 2008 R2, Windows 8, Windows
Server 2012, Windows 8.1, and Windows Server 2012 R2, these binaries are installed as part of the
operating system. Prior to Windows Vista, a user had to download and install a separate package
that deployed the client binaries.

<61> Section 4.2: With Windows Vista, Windows 7, Windows Server 2008 R2, Windows 8, Windows
Server 2012, Windows 8.1, and Windows Server 2012 R2, these binaries are installed as part of the
operating system. Prior to Windows Vista, a user had to download and install a separate package
that deployed the client binaries.

<62> Section 4.2: Microsoft Office persists the UL obtained using AcquireLicense alongside the
protected content.
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8 Change Tracking

This section identifies changes that were made to the [MS-RMPR] protocol document between the
August 2013 and November 2013 releases. Changes are classified as New, Major, Minor, Editorial,
or No change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

* The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

* Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.
» Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.
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= Protocol syntax updated due to protocol revision.

= Protocol syntax removed due to protocol revision.

= New content added for template compliance.

= Content updated for template compliance.

»= Content removed for template compliance.

= Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.
Some important terms used in the change type descriptions are defined as follows:

= Protocol syntax refers to data elements (such as packets, structures, enumerations, and
methods) as well as interfaces.

= Protocol revision refers to changes made to a protocol that affect the bits that are sent over
the wire.

The changes made to this document are listed in the following table. For more information, please
contact protocol@microsoft.com.

Major
change
Tracking number (if applicable) (Y or
Section and description N) Change type
1.7 Updated product behavior note on the Y Product behavior
Versioning and capability version range specified for SOAP note updated.
Capability Negotiation responses.
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