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1 Introduction

The goal of the Remote Desktop Protocol: Clipboard Virtual Channel Extension is to allow users to
seamlessly transfer data, via the system clipboard, between applications that are running on different
computers. To accomplish this objective, the Remote Desktop Protocol: Clipboard Virtual Channel
Extension specifies how to keep two distinct system clipboards in sync so that at any given time, the
data available to an application on one computer (via its local clipboard) is identical to the data
available to another application on a remote computer (via its local clipboard).

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:
client: A computer on which the remote procedure call (RPC) client is executing.

endpoint: A network-specific address of a remote procedure call (RPC) server process for remote
procedure calls. The actual name and type of the endpoint depends on the RPC protocol
sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence
ncacn_ip_tcp), an endpoint might be TCP port 1025. For RPC over Server Message Block (RPC
Protocol Sequence ncacn_np), an endpoint might be the name of a named pipe. For more
information, see [C706].

little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in
the memory location with the lowest address.

peer: The entity being authenticated by the authenticator.

protocol data unit (PDU): Information that is delivered as a unit among peer entities of a
network and that may contain control information, address information, or data. For more
information on remote procedure call (RPC)-specific PDUs, see [C706] section 12.

server: A computer on which the remote procedure call (RPC) server is executing.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

virtual channel: A transport used for communication between a client and a server component
over a main data connection, in 1600-byte chunks, as specified in Static Virtual Channels in
[MS-RDPBCGR].

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting".

[MS-WMF] Microsoft Corporation, "Windows Metafile Format".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[MSDN-SHELLCLIP] Microsoft Corporation, "Shell Clipboard Formats", http://msdn.microsoft.com/en-
us/library/bb776902.aspx

1.3 Overview

This section describes the fundamentals of the system clipboard and gives a high-level overview of the
operation of the Remote Desktop Protocol: Clipboard Virtual Channel Extension.

1.3.1 Clipboard Basics

The system clipboard provided by modern operating systems allows users to transfer data of various
formats between applications that are running on the same computer.

To copy data from one application to another, a user first places a selection of data onto the clipboard.
This is called a "copy operation". The user then switches to another application and, after having
navigated to an appropriate location within this application, the data is extracted from the clipboard
and inserted into the target location. This is called a "paste" operation.

The copy and paste operations are two distinct actions and form the basis for clipboard manipulation.
The copy operation always takes place before the paste operation to guarantee that the correct data is
transferred. The passage of time between the copy and paste operations does not affect the outcome
of the transfer of data.

System clipboards are not limited to holding one particular format of data at a given time. Instead,
they provide the ability to store data of various formats simultaneously. For example, assume that a
user has copied some text to the clipboard. The application that places the text onto the clipboard can
place multiple formats of that text onto the clipboard, such as Unicode, ASCII 8, or a graphical image
representation. This flexibility enables a wide spectrum of applications to extract data from the
clipboard. For example, some applications might be able to manipulate only ASCII 8 text. By allowing
both Unicode and ASCII 8 formats to coexist on the clipboard, ASCII 8-only applications can obtain
text from applications that natively manipulate Unicode characters, but are flexible enough to place
data onto the clipboard in a wider array of formats.

Basic programmatic access to the clipboard provided by an operating system usually ensures that any
application has the ability to do the following:

= Place data onto the clipboard.
= Extract data from the clipboard.

= Enumerate the data formats available on the clipboard.
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= Register to receive notifications when the system clipboard is updated.

Applications that leverage operating system-supplied clipboard functionality can share data
seamlessly, provided that the data is of the appropriate format. Of course, if an application does not
make use of system-supplied clipboard functionality, its ability to exchange data with other
applications is constrained and limited to ad-hoc or proprietary mechanisms.

1.3.1.1 Data Types

Data placed onto the clipboard can conform to any format, and any application can use this data as
long as it is able to correctly interpret the format. The type of data that can be transferred by using
the Remote Desktop Protocol: Clipboard Virtual Channel Extension is divided into five categories:

» Generic data (section 1.3.1.1.1)

= Palette data (section 1.3.1.1.2)

= Metafile data (section 1.3.1.1.3)

» File List data (section 1.3.1.1.4)

* File Stream data (section 1.3.1.1.5)

These five classes of data are the only data formats manipulated by the Remote Desktop Protocol:
Clipboard Virtual Channel Extension.

1.3.1.1.1 Generic

Generic data is not manipulated or re-encoded by the Remote Desktop Protocol: Clipboard Virtual
Channel Extension. It is treated as opaque and passed from one virtual channel endpoint to another
without any modification.

1.3.1.1.2 Palette

Palette data contains a predefined set of mappings from a given index to a red, green, and blue (RGB)
triplet. Each triplet represents a color in the additive RGB color space. Palette data to be transferred
between virtual channel endpoints is specially encoded for transport on the wire by the Remote
Desktop Protocol: Clipboard Virtual Channel Extension.

1.3.1.1.3 Metafile

A Windows metafile (as specified in [MS-WMF] section 2) is a collection of structures that can store an
image in an application-independent format. The stored image can be recreated by processing the
metafile structures. Also called a vector image, a metafile contains a sequence of drawing commands
and settings. The commands and settings recorded in a metafile object can be rendered on a display,
output by a printer or plotter, stored in memory, or saved to a file or stream. Metafile data to be
transferred between virtual channel endpoints is specially encoded and decoded for transport on the
wire by the Remote Desktop Protocol: Clipboard Virtual Channel Extension.

1.3.1.1.4 File List

A File List contains a list of files to be transferred.

1.3.1.1.5 File Stream

A File Stream encapsulates the contents of a file that resides on some form of long-term storage. The
Remote Desktop Protocol: Clipboard Virtual Channel Extension provides the ability to transfer selected
chunks of a file between virtual channel endpoints, as opposed to having to transfer the entire file

10/ 85

[MS-RDPECLIP-DIff] - v20180912

Remote Desktop Protocol: Clipboard Virtual Channel Extension
Copyright © 2018 Microsoft Corporation

Release: September 12, 2018



image. A File Stream can also be part of a larger collection of streams, where each stream can be
referenced independently (for example, when transferring a group of files).

1.3.1.2 Clipboard Format

All data copied to a system clipboard has to conform to a format specification, known as a Clipboard
Format. Each Clipboard Format is identified by a unique numeric format ID. This format ID is used to
tag the data on the clipboard so that any application enumerating the contents of the clipboard is able
to determine the format of the data without having to extract and analyze it.

A textual name can also be associated with each Clipboard Format. This format name is required when
the Clipboard Format ID that identifies the format is not constant across computer systems. For
example, the Clipboard Format name for "XYZ Drawing Image" can be identified by the Clipboard
Format ID "0x1234" on one system, but "0x4321" on another.

Some formats can be implicit to an operating system and hence be represented by a hard-coded
numeric Clipboard Format ID that is constant across all computers running that operating system. In
this case, a Clipboard Format name is not required because the well-known Clipboard Format ID can
always be used to uniquely identify the type.

It is the responsibility of the operating system to assign unique Clipboard Format IDs and to manage
the associated Clipboard Format names of data that can be placed on the system clipboard.

Within the context of the Remote Desktop Protocol: Clipboard Virtual Channel Extension, the
Palette (section 1.3.1.1.2) and Metafile (section 1.3.1.1.3) format types use the following hard-coded
Clipboard Format IDs.

Format name Format ID

Palette (section 1.3.1.1.2) 9

Metafile (section 1.3.1.1.3) | 3

When referring to palette or metafile data within the context of the Remote Desktop Protocol:
Clipboard Virtual Channel Extension PDUs, these Clipboard Format IDs are always used.

Within the context of the Remote Desktop Protocol: Clipboard Virtual Channel Extension, the File List
format type uses the following hard-coded Clipboard Format name.

Format name Format Name

File List (section 1.3.1.1.4) | "FileGroupDescriptorwW"

When referring to File List data within the context of the Remote Desktop Protocol: Clipboard Virtual
Channel Extension PDUs, this Clipboard Format name is always used.

1.3.1.3 Monitoring Clipboard Updates

To be able to keep two independent system clipboards in sync, it is necessary to monitor both in order
to detect when one of them has been updated with new Clipboard Formats (section 1.3.1.2). This
monitoring can be carried out by polling the contents of both clipboards on a regular basis to
determine if the contents have been updated. A more efficient mechanism than polling is to register
for update notifications when the clipboard is changed; however, the ability to register for update
notifications might not be available on all operating systems.
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1.3.1.4 Delayed Rendering of Clipboard Data

Delayed rendering is a data transfer principle that makes it possible to keep two clipboards in sync
while minimizing the network bandwidth required for communication. The underlying premise of
delayed rendering is that data needs to be provided only when requested. When a copy operation
takes place, the actual data associated with the Clipboard Format (section 1.3.1.2) is not copied onto
the remote clipboard. Only the format ID that represents the Clipboard Format is placed on the
clipboard. The data associated with the Clipboard Format is sent only if a paste operation is executed.
The Remote Desktop Protocol: Clipboard Virtual Channel Extension requires that the system clipboard
support delayed rendering of data to ensure the efficiency of clipboard synchronization.

1.3.2 Clipboard Redirection Virtual Channel Protocol

The Remote Desktop Protocol: Clipboard Virtual Channel Extension is divided into two distinct
sequences:

= Initialization Sequence (section 1.3.2.1)
= Data Transfer Sequence (section 1.3.2.2)

During the Initialization Sequence, the connection is set up and capabilities and settings exchanged.
The transfer of Clipboard Format IDs, names, and data takes place during the Data Transfer
Sequence.

1.3.2.1 Initialization Sequence

The goal of the Initialization Sequence is to establish the client and the server capabilities, exchange
settings, and synchronize the initial state of the client and server clipboards.

Client Server

e S2rver Clipboard Capabilities PDU

=1 Monitor Ready PDU

{lient Clipboard Capabilities P[)U—>§

Temporary Directory PDU b—
Format List PDU >
- Format List Response PDU

Figure 1: Clipboard Redirection Initialization Sequence

1. The server sends a Clipboard Capabilities PDU to the client to advertise the capabilities that it
supports.
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2. The server sends a Monitor Ready PDU to the client.

3. Upon receiving the Monitor Ready PDU, the client transmits its capabilities to the server by using a
Clipboard Capabilities PDU.

4. The client sends the Temporary Directory PDU to inform the server of a location on the client file
system that can be used to deposit files being copied to the client. To make use of this location,
the server has to be able to access it directly. At this point, the client and the server capability
negotiation is complete.

5. The final stage of the Initialization Sequence involves synchronizing the Clipboard Formats on the
server clipboard with the client. This is accomplished by effectively mimicking a copy operation on
the client by forcing it to send a Format List PDU.

6. The server responds with a Format List Response PDU.

1.3.2.2 Data Transfer Sequences

The goal of the Data Transfer Sequences is to perform a copy or paste operation. The diagram that
follows presents a possible data transfer sequence.

Shared Local
Clipboard Clipboard
Owner Owner

Format List PDU——————»

Copy Sequence

-y Format List Response PDU

-4—|ock Clipboard Data PDU (Optional)—

-4——Format Data Request PDU——— Paste Sequence
for Generic,
Palette, Metafile,
Format Data Response PDU—— and File List Data

-4—File Contents Request PDU

Paste Sequence
for File Stream Data

——File Contents Response PDU——»

-4—Unlock Clipboard Data PDU (Opticnal )—

Figure 2: Data transfer using the shared clipboard

1. The sequence of messages for a copy operation is the same for all format types, as specified in
section 1.3.2.2.1.
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2. However, the messages exchanged to transfer File Stream data during a paste operation differs
from those used to transfer other format data, as specified in section 1.3.2.2.3.

1.3.2.2.1 Copy Sequence

The goal of the Copy Sequence is to synchronize the list of available formats across the client and the
server clipboards.

The Format List PDU is sent by the Remote Desktop Protocol: Clipboard Virtual Channel Extension
virtual channel endpoint on which the local clipboard has been updated. This endpoint is called the
"Shared Clipboard Owner." The Format List PDU contains a list of the updated formats that are
available on the clipboard of the Shared Owner. The recipient of the Format List PDU has to update its
local system clipboard with IDs of the Clipboard Formats that are available on the Shared Owner, and
then send the Format List Response PDU in response. The sender of the Format List Response PDU is
called the "Local Clipboard Owner." The format data is delay rendered, as specified in section 1.3.1.4.

1.3.2.2.2 Locking and Unlocking Clipboard Data

The Lock Clipboard Data PDU can be sent at any point in time by a Local Clipboard Owner after the
clipboard capabilities and temporary directory have been exchanged in the Clipboard Initialization
Sequence. The purpose of this PDU is to request that the Shared Clipboard Owner retain all File
Stream data on the clipboard until the Unlock Clipboard Data PDU is received.

1.3.2.2.3 Paste Sequence

The goal of the Paste Sequence is to transfer the data for a single format from the Shared Clipboard
Owner to the Local Clipboard Owner.

The Format Data Request PDU is sent by the Local Clipboard Owner in response to a paste operation.
This PDU contains the Clipboard Format ID, relative to the Shared Clipboard Owner's system, of the
data that is required to complete the paste operation on the Local Clipboard Owner. The Shared
Clipboard Owner retrieves the requested data from its local system clipboard and sends it to the Local
Clipboard Owner in a Format Data Response PDU.

The File Contents Request PDU and File Contents Response PDU are used to implement the transfer of
files. The Local Clipboard Owner first requests the list of files available from the clipboard. Upon
receipt of this list, the Local Clipboard Owner can request the contents of a file listed therein by
sending a File Contents Request PDU to the Shared Clipboard Owner. The resultant file contents data
is transmitted by the Shared Clipboard Owner to the Local Clipboard Owner by using a File Contents
Response PDU.

1.3.2.3 Interacting with Local Clipboard and Applications

The following diagram and accompanying explanation illustrate how an application, the system
clipboards, and the Remote Desktop Protocol: Clipboard Virtual Channel Extension endpoints interact
during a copy-and-paste operation.
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/ System System
1 Clipboard Clipboard ‘\

Local
Application 3 Local
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Virtual

Virtual
Channel ipboard Virtual Channel
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g—9

—12———
A B

—— 15—

Figure 3: Interaction of applications, the system clipboards, and virtual channel endpoints

The copy phase is performed in steps 1 through 5 and the paste phase is performed in steps 6 through

15:
1. Local Application A copies data to System Clipboard A.
2. Virtual Channel Endpoint A is notified of the clipboard update.

3. Alist of formats on System Clipboard A are sent to Virtual Channel Endpoint B in a Format List
PDU.

4. Virtual Channel Endpoint B updates System Clipboard B.

5. Virtual Channel Endpoint B confirms success of System Clipboard B update in a Format List
Response PDU.

6. Virtual Channel Endpoint B sends the optional Lock Clipboard Data PDU to request that any File

Stream data on System Clipboard A remain accessible until the Unlock Clipboard Data PDU is sent.

7. Local Application B requests data from System Clipboard B.
8. System Clipboard B requests delay-rendered data from Virtual Channel Endpoint B.

9. Virtual Channel Endpoint B sends a request for data of requested type using a Format Data
Request PDU or File Contents Request PDU.

10. Virtual Channel Endpoint A requests data from System Clipboard A.

11. System Clipboard A returns data to Virtual Channel Endpoint A.
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12. Data is sent to Virtual Channel Endpoint B using a Format Data Response PDU or File Contents

Response PDU.

13. Virtual Channel Endpoint B supplies System Clipboard B with data.

14. System Clipboard B supplies Application B with data.

15. Virtual Channel Endpoint B sends the optional Unlock Clipboard Data PDU.

1.4 Relationship to Other Protocols

The Remote Desktop Protocol: Clipboard Virtual Channel Extension is embedded in a static virtual
channel transport, as specified in [MS-RDPBCGR] sections 1.3.3, 2.2.6 and 3.1.5.2.

1.5 Prerequisites/Preconditions

The Remote Desktop Protocol: Clipboard Virtual Channel Extension operates only after the static

virtual channel transport (as specified in [MS-RDPBCGR] sections 1.3.3, 2.2.6 and 3.1.5.2) is fully
established and the Confirm Active PDU ([MS-RDPBCGR] section 2.2.1.13.2) has been transmitted

from the client to the server. If the static virtual channel transport is terminated, no other
communication over the Remote Desktop Protocol: Clipboard Virtual Channel Extension occurs.

1.6 Applicability Statement

The Remote Desktop Protocol: Clipboard Virtual Channel Extension is designed to be run within the
context of a Remote Desktop Protocol virtual channel established between a client and server. This

protocol is applicable when bidirectional data transfer between the local client clipboard and the
clipboard in the remote session (hosted on the server) is required.

1.7 Versioning and Capability Negotiation

The Remote Desktop Protocol: Clipboard Virtual Channel Extension is capability-based. The client and
the server exchange capabilities during the protocol Initialization Sequence (section 1.3.2.1) by using
the Clipboard Capabilities PDU. Capability sets are packaged in a combined capability set structure.

This structure contains a count of the number of capability sets, followed by the contents of the

individual capability sets.

Mumber of
capability sets
which
follow = N

Capability Set 1 Capability Set 2

Capability Set N

Figure 4: Combined capability set structure

After the capabilities have been received and stored, the client and the server do not send PDUs or

data formats that cannot be processed by the peer.

1.8 Vendor-Extensible Fields

None.
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1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The Remote Desktop Protocol: Clipboard Virtual Channel Extension is designed to operate over a static
virtual channel, as specified in [MS-RDPBCGR] sections 1.3.3, 2.2.6 and 3.1.5.2. The virtual channel

name is "CLIPRDR". The Remote Desktop Protocol layer manages the creation, setup, and

transmission of data over the virtual channel.

2.2 Message Syntax

The following sections contain Remote Desktop Protocol: Desktop Composition Virtual Channel

Extension message syntax.

2.2.1 Clipboard PDU Header (CLIPRDR_HEADER)

The CLIPRDR_HEADER structure is present in all clipboard PDUs. It is used to identify the PDU type,

specify the length of the PDU, and convey message flags.

=

0(1|2|3(4|5|6(7|8|9|0(1|2|3|4|5|6|7|8]|9

2(3(4]|5

msgType

msgFlags

datalLen

msgType (2 bytes): An unsigned, 16-bit integer that specifies the type of the clipboard PDU that

follows the datalLen field.

Value Meaning
CB_MONITOR_READY Monitor Ready PDU
0x0001

CB_FORMAT_LIST Format List PDU
0x0002

CB_FORMAT_LIST_RESPONSE Format List Response PDU
0x0003

CB_FORMAT_DATA_REQUEST Format Data Request PDU
0x0004

CB_FORMAT_DATA_RESPONSE | Format Data Response PDU

0x0005
CB_TEMP_DIRECTORY Temporary Directory PDU
0x0006
CB_CLIP_CAPS Clipboard Capabilities PDU
0x0007

CB_FILECONTENTS_REQUEST File Contents Request PDU
0x0008
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Value Meaning
CB_FILECONTENTS_RESPONSE | File Contents Response PDU
0x0009

CB_LOCK_CLIPDATA Lock Clipboard Data PDU
0x000A

CB_UNLOCK_CLIPDATA Unlock Clipboard Data PDU
0x000B

msgFlags (2 bytes): An unsigned, 16-bit integer that indicates message flags.

Value Meaning

CB_RESPONSE_OK Used by the Format List Response PDU, Format Data Response PDU, and File
0x0001 Contents Response PDU to indicate that the associated request Format List PDU,
Format Data Request PDU, and File Contents Request PDU were processed
successfully.

CB_RESPONSE_FAIL | Used by the Format List Response PDU, Format Data Response PDU, and File
0x0002 Contents Response PDU to indicate that the associated Format List PDU, Format
Data Request PDU, and File Contents Request PDU were not processed successfully.

CB_ASCII_NAMES Used by the Short Format Name variant of the Format List Response PDU to indicate
0x0004 that the format names are in ASCII 8.

datalen (4 bytes): An unsigned, 32-bit integer that specifies the size, in bytes, of the data which
follows the Clipboard PDU Header.<1>
2.2.2 Initialization Sequence

The following sections contain Remote Desktop Protocol: Desktop Composition Virtual Channel
Extension message syntax for the Initialization Sequence (section 1.3.2.1).

2.2.2.1 Clipboard Capabilities PDU (CLIPRDR_CAPS)

The Clipboard Capabilities PDU is an optional PDU used to exchange capability information. It is first
sent from the server to the client. Upon receipt of the Monitor Ready PDU, the client sends the
Clipboard Capabilities PDU to the server.

If this PDU