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1 Introduction

Remote Desktop Protocol Authentication Redirection Virtual Channel is an extension to the Credential
Security Support Provider [MS-CSSP] protocol which allows credentials to be used on a Remote
Desktop server without passing the raw credentials directly to the server. This enhances security, as
this protocol allows for RDP sessions to be set up without revealing plaintext credentials to malware
which may be on the target server.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 (Updated Section) Glossary

This document uses the following terms:

Abstract Syntax Notation One (ASN.1): A notation to define complex data types to carry a

message, with representation, across a network. ASN.1 defines an

representation of each value. ASN.1 encoding rules are sets of rules used to transform data that

S
for the Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished
Encoding Rules (DER) encoding rules; and [ITUX691] for the Packed Encoding Rules (PER).|

Further background information on ASN.1 is also available in [DUBUISSON].

ITUX general procedures; [ITUX ecification; [ITU

big-endian: Multiple-byte values that are byte-ordered with the most significant byte stored in the
memory location with the lowest address.

CredSSP client: An

geldelee]l described-in-this-documents

Cryptographic Application Programming Interface (CAPI) or CryptoAPI: The Microsoft
cryptographic application programming interface (API). An API that enables application
developers to add authentication, encoding, and encryption to Windows-based applications.

elliptic curve cryptography (ECC): A public-key cryptosystem that is based on high-order elliptic
curves over finite fields. For more information, see [IEEE1363].
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Hash-based Message Authentication Code (HMAC): A mechanism for message authentication
using cryptographic hash functions. HMAC can be used with any iterative cryptographic hash
function (for example, MD5 and SHA-1) in combination with a secret shared key. The
cryptographic strength of HMAC depends on the properties of the underlying hash function.

Interface Definition Language (IDL): The International Standards Organization (ISO) standard
language for specifying the interface for remote procedure calls. For more information, see
[C706] section 4.

Kerberos: An authentication system that enables two parties to exchange private information
across an otherwise open network by assigning a unique key (called a ticket) to each user that
logs on to the network and then embedding these tickets into messages sent by the users. For
more information, see [MS-KILE].

Key Distribution Center (KDC): The Kerberos service that implements the authentication and
ticket granting services specified in the Kerberos protocol. The service runs on computers
selected by the administrator of the realm or domain; it is not present on every machine on the
network. It must have access to an account database for the realm that it serves. KDCs are
integrated into the domain controller role. It is a network service that supplies tickets to clients
for use in authenticating to services.

little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in
the memory location with the lowest address.

is used to create a hash based on the user's password to generate a principal's secret key. The
LAN Manager (LM) hash was superseded by the NTLM (NT) hash.

NT LAN Manager (NTLM) Authentication Protocol: A protocol using a challenge-response)
mechanism for authentication in which clients are able to verify their identities without sending

password to the server. It consists of three messages, commonly referred to as Type 1

neqgotiation), Type 2 (challenge) and Type 3 (authentication). B

NTOWEF: In the context of an NTLM authentication, a NT LAN Manager
used to create a hash based on the 's password t
he NTLM hash superseded the LAN Manager (LM) hash.
privilege attribute certificate (PAC): A Microsoft-specific authorization data present in the
authorization data field of a ticket. The PAC contains several logical components, including group

membership data for authorization, alternate credentials for non-Kerberos authentication
protocols, and policy control information for supporting interactive logon.

protocol data unit (PDU): Information that is delivered as a unit among peer entities of a
network and that may contain control information, address information, or data. For more
information on remote procedure call (RPC)-specific PDUs, see [C706] section 12.

Remote Desktop: See Remote Desktop Protocol (RDP).

Remote Desktop Protocol (RDP): A multi-channel protocol that allows a user to connect to a
computer running Microsoft Terminal Services (TS). RDP enables the exchange of client and
server settings and also enables negotiation of common settings to use for the duration of the
connection, so that input, graphics, and other data can be exchanged and processed between
client and server.

Remote Desktop Protocol (RDP) client: The client that initiated a remote desktop connection.
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Remote Desktop Protocol (RDP) server: The server to which a client initiated a remote desktop
connection.

remote procedure call (RPC): A communication protocol used primarily between client and
server. The term has three definitions that are often used interchangeably: a runtime
environment providing for communication facilities between computers (the RPC runtime); a set
of request-and-response message exchanges between computers (the RPC exchange); and the
single message from an RPC exchange (the RPC message). For more information, see [C706].

Rivest-Shamir-Adleman (RSA): A system for public key cryptography. RSA is specified in
[PKCS1] and [RFC3447].

service ticket: A ticket for any service other than the ticket-granting service (TGS). A service
ticket serves only to classify a ticket as not a ticket-granting ticket (TGT) or cross-realm TGT, as
specified in [RFC4120].

SHAOWEF: A Secure Hash Algorithm (SHA one way function (OWF) used to create a hash based

ticket-granting ticket (TGT): A special type of ticket that can be used to obtain other tickets.
The TGT is obtained after the initial authentication in the Authentication Service (AS) exchange;
thereafter, users do not need to present their credentials, but can use the TGT to obtain
subsequent tickets.

virtual channel: A communication channel available in a TS server session between applications
running at the server and applications running on the TS client.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 (Updated Section) Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://publications.opengroup.org/c706

Note Registration is required to download the document.

[ITUX680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recommendation X.680, July 2002, http://www.itu.int/ITU-T/studygroups/com17/languages/X.680-
0207.pdf

[KERB-PARAM] Internet Assigned Numbers Authority (IANA), "Kerberos Parameters",
YTder: //www.iana.org/assignments/kerberos-parameters/kerberos-parameters. ¥
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[MIDLINF] Microsoft Corporation, "MIDL Language Reference", https://docs.microsoft.com/en-
us/windows/desktop/Midl/midl-language-reference

[MS-CSSP] Microsoft Corporation, "Credential Security Support Provider (CredSSP) Protocol”.

[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Protocol".
[MS-PAC] Microsoft Corporation, "Privilege Attribute Certificate Data Structure".

[MS-RDPEDYC] Microsoft Corporation, "Remote Desktop Protocol: Dynamic Channel Virtual Channel
Extension".

[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions".

[PKCS1] RSA Laboratories, "PKCS #1: RSA Cryptography Standard", PKCS #1, Version 2.1, June
2002, http://www.emc.com/emc-plus/rsa-labs/standards-initiatives/pkcs-rsa-cryptography-
standard.htm

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC3280] Housley, R., Polk, W., Ford, W., and Solo, D., "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002,
http://www.ietf.org/rfc/rfc3280.txt

[RFC3961] Raeburn, K., "Encryption and Checksum Specifications for Kerberos 5", RFC 3961,
February 2005, http://www.ietf.org/rfc/rfc3961.txt

[RFC3962] Raeburn, K., "Advanced Encryption Standard (AES) Encryption for Kerberos 5", RFC 3962,
February 2005, http://www.ietf.org/rfc/rfc3962.txt

[RFC4120] Neuman, C., Yu, T., Hartman, S., and Raeburn, K., "The Kerberos Network Authentication
Service (V5)", RFC 4120, July 2005, https://www.rfc-editor.org/rfc/rfc4120.txt

[RFC4556] Zhu, L., and Tung, B., "Public Key Cryptography for Initial Authentication in Kerberos", RFC
4556, June 2006, http://www.ietf.org/rfc/rfc4556.txt

[RFC5349] Zhu, L., Jaganathan, K., and Lauter, K., "Elliptic Curve Cryptography (ECC) Support for
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT)", RFC 5349, September 2008,
http://www.ietf.org/rfc/rfc5349.txt

[RFC6113] Hartman, S., and Zhu, L., "A Generalized Framework for Kerberos Pre-Authentication"”, RFC
6113, April 2011, http://www.ietf.org/rfc/rfc6113.txt

[X690] ITU-T, "Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding Rules

(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)", Recommendation
X.690, July 2002, http://www.itu.int/rec/T-REC-X.690/en

1.2.2 (Updated Section) Informative References

DUBUISSON] Dubuisson, O. N.1 Communication between Hetero jan|
Kaufmann, October 2000, ISBN: 0126333610.

[KERB-TICKET-LOGON] Microsoft Corporation, "KERB_TICKET_LOGON structure",
https://msdn.microsoft.com/en-us/library/windows/desktop/aa378143(v=vs.85).aspx

[MS-KILE] Microsoft Corporation, "Kerberos Protocol Extensions".
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[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting".

[MSDN-TSVC] Microsoft Corporation, "Using Terminal Services Virtual Channels",
http://msdn.microsoft.com/en-us/library/aa383546.aspx

n, "What's new in Credential Protection", Wha

MSDOCS-CGP] Microsoft Corporatio
Protection

1.3 (Updated Section) Overview

The Remote Desktop Protocol: Authentication Redirection Virtual Channel [[EZ=:80Protocol MItaang
T allows the use of credentials over a [N At Ndze et MIRDP)| connection without
revealing those credentials to the remote system. Prior to this protocol, the authentication protocol
under remote desktop, Credential Security Support Provider (CredSSP) Protocol [MS-CSSP], passed
full credentials to the remote system. This is required because the remote system logs the user on Tg
EYIato present the full interactive session.

by the target device to the source device. All authentication requests for Kerberos and NTLM are
forwarded to the source over the new virtual channel, and responses to those requests are sent back

to the target device to relay out to the resource server

This protocol improves upon the CredSSP Protocol by allowing the remoting behavior without sending
plaintext credentials over the wire. Instead, opaque credentials are sent to the CredSSP server. Any
time the server needs to use credentials, a request message is sent to the CredSSP client

idingthat processes the request and provideshulRe]sEls[SRdg=lehlaL:]lSwhich-precessesthe]

o1 Upon completion of the request, the client sends an output@ﬂ‘n‘:;s;ge containing the
results of the operation back to the server.

Credential Guard, also called Remote Guard, will use RDPEAR Protocol to provide a safer mechanism

by enabling Remote Credential Guard.

1.4 Relationship to Other Protocols

The primary target transport for this protocol is the Remote Desktop Protocol: Dynamic Virtual
Channel Extension [MS-RDPEDYC].

Other protocols relevant to the use and implementation of the RDPEAR Protocol are:

= Credential Security Support Provider (CredSSP) Protocol [MS-CSSP]. RDPEAR relies on CredSSP as
a transport mechanism to send an initial authentication buffer over the wire to establish remote use
of credentials.

= Kerberos Protocol Extensions [MS-KILE]. The RDPEAR Protocol supports Kerberos authentication on
a CredSSP server by performing Kerberos credential proof operations on the CredSSP client.

= NT LAN Manager (NTLM) Authentication Protocol [MS-NLMP]. The RDPEAR Protocol supports NTLM
authentication on a CredSSP server by performing NTLM credential proof operations on the
CredSSP client.
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1.5 Prerequisites/Preconditions

= The RDPEAR Protocol does not define any transport mechanism. It is assumed that an
authenticated, secure channel is used for the underlying transport, for example, a Remote Desktop
Virtual Channel [MS-RDPEDYC].

= Kerberos authentication via the RDPEAR Protocol requires that the server be either in a trusting
domain or the same domain as the client. This is a prerequisite for the client to be able to request a
ticket-granting ticket (TGT) on behalf of the server.

1.6 (Updated Section) Applicability Statement

The RDPEAR Protocol is intended to be applicable under any circumstance in which CredSSP [MS-
CSSP] is used to establish a connection.

This protocol allows a CredSSP server to authenticate a user without plaintext credentials. This
provides an advantage under circumstances the security status of the server is not
known. If EEET) attacker has breached the system, the RDPEAR Protocol allows the user to use that
system without exposing plaintext credentials to the attacker.

1.7 Versioning and Capability Negotiation

Each security package supporting this protocol implements versioning independently and negotiates
version and capabilities as part of initialization. For Kerberos and NTLM, the CredSSP server MUST
send a RemoteCallKerbNegotateVersion or RemoteCalINtimNegotiateVersion message,
respectively, with the maximum protocol version it supports. As the protocol currently has only one
version, this maximum MUST be zero. The CredSSP client responds with a matching message
containing the protocol version that will be used for future communications. Again, as the protocol
currently has only one version, this value MUST be zero.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

All messages are transported over an RDP dynamic virtual channel, as specified in [MS-RDPEDYC],
with the name Microsoft: :Windows::RDS::AuthRedirection. The CredSSP server MUST send all
requests over this channel using the formats specified in this specification, and the CredSSP client
MUST listen for incoming connections on this channel, accept them, process incoming messages, and
send responses on the same channel.

2.2 (Updated Section) Message Syntax

Multiple underlying authentication protocols are supported by the RDPEAR Protocol. All messages
share a standard format, regardless of protocol. There are two layers in each message:

= The RDPEAR Outer Layer, which is processed by CredSSP [MS-CSSP]

= The Security Package Inner Layer, which is processed by an individual security package, such as
NTLM ([MS-NLMP]) or Kerberos ([MS-KILE]).

The RDPEAR Outer Layer is made up of the following unencrypted data.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

ProtocolMagic

Length

Version

Reserved

TsPkgContext

payload (variable)

ProtocolMagic (4 bytes): A 32-bit integer that MUST be equal to the value {£Z%i=E 80x4EACC3CS)
Length (4 bytes): A 32-bit unsigned integer value that contains the overall length of the message.

Version (4 bytes): A 32-bit unsigned integer value describing the RDPEAR Protocol version. This
MUST be 0x00000000.

Reserved (4 bytes): Reserved for future use.
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TsPkgContext (8 bytes): Used by the RDPEAR virtual channel ([MSDN-TSVC]) to maintain internal
consistency across messages. This field MUST be zero in all network messages.

payload (variable): The encrypted portion of the RDPEAR Outer Layer. The plain text data consists
of an Abstract Syntax Notation One (ASN.1) structure, as specified in [ITUX680], and is encoded
using Distinguished Encoding Rules (DER), as specified in [X690] section 10. The plaintext data is

encrypted using the negotiated security context between the client and server as part of [MS-
CSSP].

The payload structure is defined by the ASN.1:

TSRemoteGuardVersion ::= ENUMERATED {
tsremoteguardvl (0)

}

TSRemoteGuardInnerPacket ::= SEQUENCE {
version [0] TSRemoteGuardVersion DEFAULT tsremoteguardvl,
packageName [1] OCTETSTRINGNOCOPY,
buffer [2] OCTETSTRINGNOCOPY,
extension [3] ANYNOCOPY OPTIONAL, -- future extension point

version: The encrypted data version. This MUST be 0.

packageName: The name of the security package to which the buffer is targeted. The CredSSP
client uses packageName in order to route the buffer appropriately.

buffer: The opaque (at this layer) security package call buffer. This buffer is to be processed by
the security package described by the packageName field. The buffer has a 16-byte header
with the first 2 bytes set to 0x1 (unsigned). The other 14 bytes are set to 0.

extension: An optional extension point for future versions. This is currently unusedl and MAY be
omitted.

2.2.1 Common Data Structures

2.2.1.1 (Updated Section) RemoteGuardCallld Enumeration

The RemoteGuardCallId enumeration defines all possible [l tEedmessage pairs for all security
e[ ELES. with the value stored in the Callld field in the following

= KerbCredIsoRemotelnput section 2.2.1.2.9.

= NtimCredIsoRemotelInput section 2.2.1.3.7.

= NtimCredIsoRemoteOutput section 2.2.1.3.8.

typedef enum RemoteGuardCallId
{

RemoteCallMinimum = O,

// start generic calls - not tied to a specific SSP
RemoteCallGenericMinimum = 0,
RemoteCallGenericReserved = 0,
RemoteCallGenericMaximum = Oxff,

// end general calls
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// Start Kerberos remote calls
RemoteCallKerbMinimum = 0x100,
RemoteCallKerbNegotiateVersion = 0x100,
RemoteCallKerbBuildAsRegAuthenticator,
RemoteCallKerbVerifyServiceTicket,
RemoteCallKerbCreateApRegAuthenticator,
RemoteCallKerbDecryptApReply,
RemoteCallKerbUnpackKdcReplyBody,
RemoteCallKerbComputeTgsChecksum,
RemoteCallKerbBuildEncryptedAuthData,
RemoteCallKerbPackApReply,
RemoteCallKerbHashS4UPreauth,
RemoteCallKerbSignS4UPreauthData,
RemoteCallKerbVerifyChecksum,
Reservedl,

Reserved?2,

Reserved3,

Reserved4,

Reserved5,

Reserved6,

Reserved?,
RemoteCallKerbDecryptPacCredentials,
RemoteCallKerbCreateECDHKeyAgreement,
RemoteCallKerbCreateDHKeyAgreement,
RemoteCallKerbDestroyKeyAgreement,
RemoteCallKerbKeyAgreementGenerateNonce,
RemoteCallKerbFinalizeKeyAgreement,
RemoteCallKerbMaximum = 0Ox1ff,

// End Kerberos remote calls

// Start NTLM remote calls
RemoteCallNtlmMinimum = 0x200,
RemoteCallNtlmNegotiateVersion = 0x200,

e a £ tectCret tial,
RemoteCallNtlmLm20GetNtlm3ChallengeResponse,
RemoteCallNtlmCalculateNtResponse,
RemoteCallNtlmCalculateUserSessionKeyNt,
RemoteCallNtlmCompareCredentials,

RemoteCallNtlmMaximum = 0x2ff,
// End NTLM remote calls

RemoteCallMaximum = O0x2ff,

RemoteCallInvalid = Oxffff // This enumeration MUST fit in 16 bits
} RemoteGuardCallId;

2.2.1.2 Kerberos Data Structures

2.2.1.2.1 (Added Section) LG ERVS RN YL
he KERB_ASN1 DATA structure is used to pack standards-compliant, predefined Kerberos

structures, avoiding additional overhead incurred by a custom data type in the Kerberos Interface
Definition Languages (IDLs) file.

typedef struct KERB ASN1 DATA {

ULONG32 Length

[size is(Length)] PUCHAR AsnlBuffer;
} KERB ASN1 DATA;

’

decode the data. MUST be one of the values in the following table.
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Meaning

he encrypted data contains a KRB AS REP message

| & E
&

he encrypted data contains a KRB TGS REP message.]

Length: A ULONG32 ([MS-DTYP] section 2.2.53) that indicates the length of the Asn1Buffer field.

Asnl1Buffer: A pointer to a UCHAR ([M

TYP] section 2.2.45) that is an arra
contains the encoded data

2.2.1.2.2 (Added Section) (=30 el e ey j =5 i=g 1241\
A KERB_RPC OCTET_STRING structure is used to contain a padata-value. See [RFC4120] section

5.2.7 for the PA-DATA sequence definition that contains a padata-type and a padata-
structu efinition for octet string in [MS-DTYP] section 2.4.4.17.5. See also

typedef struct KERB RPC OCTET STRING {
ULONG length

re format follows the d
deflnltlon for octet in MS—DTYP sectlon 2.1.5
[sid is ( : )]

size is(length PUCHAR value
} KERB RPC OCTET STRING

2.2.1.2.3 (Added Section) [({=:3=50 1 ELom i\ i = L0 AV ERTAN Y | S

he KERB_RPC INTERNAL NAME structure is used to specify the ClientName field in the)
CreateApRegAuthenticator message (section 2.2.2.1.4

typedef struct KERB RPC INTERNAL NAME {
SHORT NameType;
USHORT NameCount;

[size is (NameCount) ]

} KERB RPC INTERNAL NAME;

RPC UNICODE STRING* Names;

NameType: A SHORT ([M TYP] section 2.2.42) that indicates the type of names in the Names
ﬁeld as specified in RFC4120 section 6.2.

INT32 preauth data type;
mlﬁﬁﬁﬂlﬁﬂﬁlﬂﬂlﬂamﬂﬂ
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P] section 2.2.22) that indicates th

preauth_data_type: An INT32 ([M TY 2.
authorization data in the preauth_data field.

preauth

prea ata: A KERB_RPC OCTET STRING structure (section 2.2.1.2.2
authorization data ]

2.2.1.2.5 (Added Section) [L{= {30 1 o0e] 44 22 (o BV oA i =] Mo ] =
he KERB_RPC CRYPTO API BLOB structure is used to compute the public key in the
Ag e i

typedef struct KERB RPC CRYPTO API BLOB{
DWORD cbData;

[size is(cbData)] PBYTE pbData;
} KERB RPC CRYPTO API BLOB;

bData: A pointer to a BYTE ([MS-DTYP] section 2.2.6) array that contain i
computation of the public key.

2.2.1.2.6 (Added Section) =l=eld (i V830 |5\ 0 ERe] 11=p)

he SECPKG SUPPLEMENTAL CRED structure is used in the
SECPKG SUPPLEMENTAL CRED ARRAY structure (section 2.2.1.2.7) ]

typedef struct SECPKG SUPPLEMENTAL CRED {
RPC UNICODE STRING PackageName;
ULONG CredentialSize;

[size is(CredentialSize)] PUCHAR Credentials;

} SECPKG SUPPLEMENTAL CRED, *PSECPKG SUPPLEMENTAL CRED;

PackageName: An RPC UNICODE STRING structure ([MS-DTYP] section 2.3.10) that contains the

name of the package _

credentials.

2.2.1.2.7 (Added Section) = =e 2 ((cl= V12 o850 TS\ 2 Sef 1= BVLN 4T
he SECPKG SUPPLEMENTAL_ CRED_ ARRAY structure is used in the DecryptPacCredentials

message (section 2.2.2.1.13) to contain the decoded array of credentials.

typedef struct SECPKG SUPPLEMENTAL CRED ARRAY {
ULONG CredentialCount;
[size is(CredentialCount)] SECPKG SUPPLEMENTAL CRED Credentials[*];

} SECPKG SUPPLEMENTAL CRED ARRAY, *PSECPKG SUPPLEMENTAL CRED ARRAY;

Credentials: An array of SECPKG SUPPLEMENTAL CRED structures

contalns the decoded credentials
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2.2.1.2.8 (Updated Section) KERB_RPC_ENCRYPTION_KEY

INBIKERB_RPC_ENCRYPTION_KEYESIIEaE is the opaque representation of any Kerberos
EncryptionKey [RFC4120] section 5.2.9. This data structure is understood and consumed only by the
CredSSP client; therefore, contents can be unique to each implementation and implementation
version. The CredSSP server should treat this as an opaque blob and return what is provided by the
client without assumptions of structure or size. Each implementation of CredSSP client SHOULD be
allowed to create a structure that makes sense for their Kerberos implementation.

typedef struct KERB RPC ENCRYPTION KEY ({
void* reservedl;
long reserved?2;
KERB_RPC_OCTET STRING reserved3;
} KERB_RPC_ENCRYPTION KEY, *PKERB RPC_ENCRYPTION KEY;

2.2.1.2.9 (Updated Section) KerbCredIsoRemoteInput

he KerbCredIsoRemotelInput structure is used for a Kerberos call message. It is paired with a
KerbCredIsoRemoteOutput structure (section 2.2.1.2.10) Kerberos reply message. The Callld field

determines which of the following union members is associated with the current message. Note that

input and output each use different parts of the same message structure.

typedef struct KerbCredIsoRemotelInput

{
// Callld determines the call being sent over the wire.
RemoteGuardCallId CallId;

// Input paramters are held in a union so that each call can be sent
/ /IS wire in the same type of KerbCredIsoRemoteInput structure.
[switch type (RemoteGuardCallId), switch is(CallId)] union
{

// Used to negotiate the protocol version that will be used.

// Server sends the maximum version it supports; clientjpasceeess

//IES9EY with the version that will actually be used.

[case (RemoteCallKerbNegotiateVersion)] struct

{

ULONG MaxSupportedVersion;
} NegotiateVersion;

// Create an AS REQ message authenticator.

[case (RemoteCallKerbBuildAsRegAuthenticator)] struct

{
KERB_RPC_ENCRYPTION_KEY* EncryptionKey;
KERB_RPC_ENCRYPTION KEY* ArmorKey; // optional
PLARGE INTEGER TimeSkew;

} BuildAsRegAuthenticator;

// Verify that the given service ticket is valid within the given skew.
// The encrypted part of the reply data is decrypted for the caller.
[case (RemoteCallKerbVerifyServiceTicket)] struct
{

KERB_ASN1 DATA* PackedTicket;

KERB_RPC_ENCRYPTION KEY* ServiceKey;

PLARGE_INTEGER TimeSkew; // optional
} VerifyServiceTicket;
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// Create an authenticator for an KRB AP REQ message.
[case (RemoteCallKerbCreateApRegAuthenticator)] struct
{
KERB_RPC ENCRYPTION KEY* EncryptionKey;
ULONG SequenceNumber;
KERB_RPC_INTERNAL NAME* ClientName;
PRPC_UNICODE_ STRING ClientRealm;
PLARGE INTEGER SkewTime;
KERB_RPC ENCRYPTION KEY* SubKey; // optional
KERB_ASN1 DATA* AuthData; // optional
KERB_ASN1 DATA* GssChecksum; // optional
ULONG KeyUsage;
} CreateApRegAuthenticator;

// Decrypt the encrypted part of an AP _REP.
[case (RemoteCallKerbDecryptApReply) ] struct
{
KERB_ASN1 DATA* EncryptedReply;
KERB_RPC_ENCRYPTION KEY* Key;
} DecryptApReply;

// Decrypt the encrypted part of a KRB_KDC REP from the KDC. The type i
// amaseliAlis indicated by the PDU - either KERB—ENCRYPTED—encrypted HeHg REPLY =PDU
or

o =e TGS REPLY EPDU. Key usage allows the caller to specify

either

the
TGS or AS REP key derivation types. Thls is done to allow back- compatlblllty

// with a previous EEEESErelease B the

emwrong PDU for an AS REP.

[case (RemoteCallKerbUnpackKdcReplyBody) ] struct
{
KERB_ASN1 DATA* EncryptedData;
KERB_RPC_ENCRYPTION KEY* Key;
KERB_RPC_ENCRYPTION KEY* StrengthenKey;
ULONG Pdu;
ULONG KeyUsage;
} UnpackKdcReplyBody;

// Calculate the MAC for a KRB_TGS_REQ. EENNNNICINPINERY is referred sy

LLFal 2N N 20N

// el e e liland thus the terminology is maintained.

[case (RemoteCallKerbComputeTgsChecksum)] struct
{
KERB_ASN1_ DATA* RequestBody;
KERB_RPC_ENCRYPTION KEY* Key;
ULONG ChecksumType;
} ComputeTgsChecksum;

// Encrypt the given authorization data which is to be includedIETESSEEEEENA
/ /AR request body of a message to be sent to the KDC.
[case (RemoteCallKerbBuildEncryptedAuthData)] struct
{
ULONG KeyUsage;
KERB_RPC_ENCRYPTION KEY* Key;
KERB_ASN1 DATA* PlainAuthData;
} BuildEncryptedAuthData;

// Pack up and encrypt a KRB AP REP message using the given session key.
[case (RemoteCallKerbPackApReply)] struct
{
KERB_ASN1 DATA* Reply;
KERB _ASN1 DATA* ReplyBody;
KERB_RPC_ENCRYPTION KEY* SessionKey;
} PackApReply;

// Create a MAC for S4U pre-authentication data to be include in a KRB TGS REQ

// when an S4U service ticket for another principal.

[case (RemoteCallKerbHashS4UPreauth)] struct
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KERB_ASN1 DATA* S4UPreauth;
KERB_RPC_ENCRYPTION KEY* Key;
LONG ChecksumType;

} HashS4UPreauth;

// Create a MAC for S4U pre-authentication data that is form
// [aEERNER e lusers. This pa-data is added to KRB_TGS REQ

when requesting an S4U service
—j ticket.

[case (RemoteCallKerbSignS4UPreauthData)] struct

KERB RPC_ENCRYPTION KEY* Key;
BOOL IsRequest;
KERB_ASN1 DATA* UserlId;
PLONG ChecksumType;
} SignS4UPreauthData;

// Calculate a MAC from the given data and compare it to the given expected
// value. Used to detect mismatches which may indicate tampering with thelaNe
//B2X§ which is sent by the KDC to the client inside a KRB KDC_ REP.

[case (RemoteCallKerbVerifyChecksum)] struct

{

KERB_RPC_ENCRYPTION KEY* Key;
ULONG ChecksumType;
ULONG ExpectedChecksumSize;
[size is(ExpectedChecksumSize)] const UCHAR* ExpectedChecksum;
ULONG DataToCheckSize;
[size_is(DataToCheckSize)] const UCHAR* DataToCheck;
} VerifyChecksum;

// Decrypt the supplemental credentials which are contained EEESETEETVIR
/ /IR S ® back by the KDC in a KRB_KDC_REP.
[case (RemoteCallKerbDecryptPacCredentials)] struct
{
KERB_RPC_ENCRYPTION KEY* Key;
ULONG Version;
ULONG EncryptionType;
ULONG DataSize;
[size is(DataSize)] UCHAR* Data;
} DecryptPacCredentials;

// Create a new ECDH key agreement handle with the given ECC key bit length
[case (RemoteCallKerbCreateECDHKeyAgreement) ] struct
{
ULONG KeyBitLen;
} CreateECDHKeyAgreement;

[case (RemoteCallKerbCreateDHKeyAgreement) ] struct

// This [case (RemoteCallKerb)] struct has no input parameters, but for
// simplicity and consistency with the other parameters, let's define
// this as a [case(RemoteCallKerb)] struct with a single ignored value.
UCHAR Ignored;

} CreateDHKeyAgreement;

// a key agreement handle which was previously constructed
WA with either

CreateECDHKeyAgreement or CreateDHKeyAgreement.

[case (RemoteCallKerbDestroyKeyAgreement)] struct

KEY AGREEMENT HANDLE KeyAgreementHandle;
} DestroyKeyAgreement;

// Generate a nonce for use with the given key agreement. This nonce is part EE
//B¥ the Diffie-Hellman agreement that is part of Kerberos PKINIT (RFC 4556)
[case (RemoteCallKerbKeyAgreementGenerateNonce)] struct
{

KEY AGREEMENT HANDLE KeyAgreementHandle;
} KeyAgreementGenerateNonce;
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// Finish a Kerberos PKINIT (RFC 4556) key agreement.
[case (RemoteCallKerbFinalizeKeyAgreement)] struct
{
KEY AGREEMENT HANDLE* KeyAgreementHandle;
ULONG KerbEType;
ULONG RemoteNoncelen;
[size is(RemoteNoncelLen)] PBYTE RemoteNonce;
ULONG X509PublicKeyLen;
[size is(X509PublicKeyLen)] PBYTE X509PublicKey;
} FinalizeKeyAgreement;
bi
} KerbCredIsoRemoteInput, *PKerbCredIsoRemotelnput;

: An rom the uardCa enumeration (section 2.2.1.
the following union members is associated with the current message|

secti .2.1.1) th ed
between the server and the client. Used to negotiate the protocol version that will be used. Server]
i r

dAsReqAuthenticator: A structure

_ uthenticator a

CreateApReqAuthenticator: A structure

KRB AP REQ message

DecryptApReply: A structure

reI message

puteTgsChecksum: A structure (section 2.2.2.1.7) used to calculate the MAC for a

KRB TGS REQ, specified as Checksum in [RFC4120

dEncryptedAuthData: A structure (section 2.2.2.1.8) used to encrypt the given authorization

data which is to be included within the request body of a message to be sent to the KDC

authentication data that is for certificate-based users. This pa-data is added to KRB TGS REQ)

when requesting an S4U service ticket

m i :
the PAC that is sent by the KDC to the client inside a KRB _KDC REP reply message ([RFC4120]]
section 5.4.2) |

cryptPacCredentials: A structure (section 2.2.2.1. used to decrypt the supplementa
credentials which are contained with the PAC sent back by the KDC in a KRB _KDC REP reply|

20/ 74

[MS-RDPEAR-DIff] - v20210407

Remote Desktop Protocol Authentication Redirection Virtual Channel
Copyright © 2021 Microsoft Corporation

Release: April 7, 2021



UCHAR single character value that can be set to any value.

which was previously constructed with either CreateECDHKeyAgreement structure o
CreateDHKeyAgreement structure

DestroyKeyAgreement: A structure (section 2.2.2.1.16) used to destroy a key agreement handle

AgreementGenerateNonce: A structure (section 2.2.2.1.17) used to generate a nonce for use
with the given key agreement. This nonce is part of the Diffie-Hellman agreement that is part of]

Kerberos PKINIT ([RFC4556]). Contains the key agreement handle

2.2.1.2.10 (Updated Section) KerbCredIsoRemoteOutput

he KerbCredIsoRemoteOutput structure is used for a Kerberos reply message. It is paired with a

KerbCredIsoRemoteInput structure (section 2.2.1.2.9) Kerberos call message. The Callld field

determines which of the following union members is associated with the current message. Note that

input and output each use different parts of the same message structure.

typedef struct _KerbCredIsoRemoteOutput
{
RemoteGuardCalllId CallId;
NTSTATUS Status;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
[case (RemoteCallKerbNegotiateVersion)] struct
{
ULONG VersionToUse;
} NegotiateVersion;

[case (RemoteCallKerbBuildAsRegAuthenticator)] struct
{

LONG PreauthDataType;

KERB_RPC OCTET STRING PreauthData;
} BuildAsRegAuthenticator;

[case (RemoteCallKerbVerifyServiceTicket)] struct
{

KERB_ASN1 DATA DecryptedTicket;

LONG KerbProtocolError;
} VerifyServiceTicket;

[case (RemoteCallKerbCreateApRegAuthenticator)] struct
{

LARGE_INTEGER AuthenticatorTime;

KERB_ASN1_DATA Authenticator;

LONG KerbProtocolError;
} CreateApRegAuthenticator;

[case (RemoteCallKerbDecryptApReply) ] struct
{

KERB_ASN1 DATA ApReply;
} DecryptApReply;

[case (RemoteCallKerbUnpackKdcReplyBody) ] struct
{

LONG KerbProtocolError;

KERB_ASN1 DATA ReplyBody;
} UnpackKdcReplyBody;
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[case (RemoteCallKerbComputeTgsChecksum)] struct

{
KERB_ASN1 DATA Checksum;
} ComputeTgsChecksum;

[case (RemoteCallKerbBuildEncryptedAuthData)] struct

{
KERB_ASN1 DATA EncryptedAuthData;
} BuildEncryptedAuthData;

[case (RemoteCallKerbPackApReply)] struct
{
ULONG PackedReplySize;

[size is(PackedReplySize)] PUCHAR PackedReply;

} PackApReply;

[case (RemoteCallKerbHashS4UPreauth) ] struct

{
PULONG ChecksumSize;

[size is(, *ChecksumSize)] PUCHAR* ChecksumValue;

} HashS4UPreauth;

[case (RemoteCallKerbSignS4UPreauthData)] struct

{
PLONG ChecksumType;
PULONG ChecksumSize;

[size is(, *ChecksumSize)] PUCHAR* ChecksumValue;

} SignS4UPreauthData;

[case (RemoteCallKerbVerifyChecksum)] struct

{
BOOL IsValid;
} VerifyChecksum;

[case (RemoteCallKerbDecryptPacCredentials)] struct

{

PSECPKG_SUPPLEMENTAL CRED_ARRAY Credentials;

} DecryptPacCredentials;

[case (RemoteCallKerbCreateECDHKeyAgreement) ] struct

{
KEY AGREEMENT HANDLE* KeyAgreementHandle;
KERBERR* KerbErr;
PULONG EncodedPubKeyLen;

[size is(, *EncodedPubKeyLen)] PBYTE* EncodedPubKey;

} CreateECDHKeyAgreement;

[case (RemoteCallKerbCreateDHKeyAgreement) ] struct

{
KERB_RPC_CRYPTO API_BLOB* ModulusP;
KERB_RPC_CRYPTO API BLOB* GeneratorG;
KERB_RPC _CRYPTO API BLOB* FactorQ;
KEY AGREEMENT HANDLE* KeyAgreementHandle;
KERBERR* KerbErr;
PULONG LittleEndianPublicKeyLen;

[size is(, *LittleEndianPublicKeyLen)] PBYTE* LittleEndianPublicKey;

} CreateDHKeyAgreement;

[case (RemoteCallKerbDestroyKeyAgreement) ] struct

(= inplicity and consistency define as El

// This [case (RemoteCallKerb)] struct has no output, but for w

[case (RemoteCallKerb) ] struct with a single ignored value.

UCHAR Ignored;
} DestroyKeyAgreement;

[case (RemoteCallKerbKeyAgreementGenerateNonce) ]

{
PULONG Noncelen;

struct

[MS-RDPEAR-DIff] - v20210407

Remote Desktop Protocol Authentication Redirection Virtual Channel
Copyright © 2021 Microsoft Corporation

Release: April 7, 2021

22 /74



[size is(, *NonceLen)] PBYTE* Nonce;
} KeyAgreementGenerateNonce;

[case (RemoteCallKerbFinalizeKeyAgreement)] struct
{
KERB_RPC_ENCRYPTION KEY* SharedKey;
} FinalizeKeyAgreement;
bi
} KerbCredIsoRemoteOutput, *PKerbCredIsoRemoteOutput;

2.2.1.2.11 (Added Section) o, e Yo\ rER-vC T

Id: An ID from the RemoteGuardCallld enum

the following union members is associated with the current message.

[INegotiateVersion: A structure (section 2.2.2.1.1) that contains the VersionToUse agreed between
the server and the client. Used to negotiate the protocol version that will be used. Server sends
the maximum version it supports; client replies with the version that will be used for future
d

BuildAsReqAuthenticator: A structure (section 2.2.2.1.2) that contains the padata-type of the

PreauthData field and the padata-value to be included in the KRB _AS REQ message [RFC4120
section 5.2.7. NG

VerifyServiceTicket: A structure (section 2.2.2.1.3) that contains the decrypted EncTicketPart of the

input Kerberos ticket and the validation result, as expressed by one of the error codes specified in

RFC4120] section 7.5.9.

CreateApReqgAuthenticator: A structure (section 2.2.2.1.4) used to contain an authenticator for an

KRB AP _REQ message. Includes the timestamp, a DER-encoded Kerberos EncryptedData

RFC4120] section 5.5.2) in DER-encoded form.

_ protocol-level errors that have occurred

UnpackKdcReplyBody: A structure (section 2.2.2.1.6) that contains the decrypted reply body and
ny | - .

ComputeTgsChecksum: A structure (section 2.2.2.1.7) that contains the Checksum (|

calculated MAC for a KRB TGS REQ reguest message o

data as a DER-encoded Kerberos EncryptedData structure containing the encrypted PA-DATA
RFC4120 sectlon 5.5.1

BuildEncryptedAuthData: A structure (section 2.2.2.1.8) that contains the encrypted authorization

of the input pre-authentication data.
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agreement handle. Contains a key agreement handle for use with future message exchanges, an

Kerberos errors, the length of the EncodedPubKey field, and the EncodedPubKey that is the

encoded subjectPublicKey value, suitable for populating a SubjectPublicKeyInfo structure
RFC32801]).

CreateDHKeyAgreement: A structure (section 2.2.2.1.15) used to create the little endian
representation of the RSA public key value. Suitable for use with the CryptoAPI as a public key
blob. Contains three KERB_RPC CRYPTO API BLOB pointers, the key agreement handle, anyj

Kerberos errors, the length of the public key and the public key in little-endian format

CreateECDHKeyAgreement: A structure (section 2.2.2.1.14) used to create a new ECDH ke

DestroyKeyAgreement: A structure (sec
i agreement. This nonce is part of the Diffie-Hellman agreement that is part off

RFC4556]) key agreement. Contains the SharedKey that is the resulting key from the

FinalizeKeyAgreement: A structure (section 2.2.2.1.18) used to finish a Kerberos PKINIT

agreement.

2.2.1.3 NTLM Data Structures

2.2.1.3.1 (Added Section)

typedef struct NT CHALLENGE {
UCHAR Data[MSV1 0 CHALLENGE LENGTH];

} NT CHALLENGE, *PNT CHALLENGE;

Data: A UCHAR ([MS-DTYP] sect f 8-bit data items

ion 2.2.45) that is an array o ite with a length specified
by MSV1l 0 CHALLENGE LENGTH (8) that specifies the nhumber bytes in the string.

2.2.1.3.2 (Added Section)

typedef struct NT RESPONSE {
UCHAR Data[MSV1 0 RESPONSE LENGTH];
} NT RESPONSE, *PNT RESPONSE;

Data: A UCHAR ([MS-DTYP] section 2.2.45) that is an array of 8-bit data items with a len
by MSV1l 0 RESPONSE LENGTH (24) that specifies the nhumber bytes in the string.
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2.2.1.3.3 (Added Section) [\ 4 BRI 8 3 4= o)\ 155
he MSV1 0 LM3 RESPONSE structure is used in the Lm3Response field in the

Lm20GetNtim3ChallengeResponse message (section 2.2.2.2.2) .|

typedef struct {

UCHAR Response[MSV1 0 NTLM3 RESPONSE LENGTH];

UCHAR ChallengeFromClient [MSV1 0 CHALLENGE LENGTH];
} MSV1l 0 LM3 RESPONSE, *PMSV1 0 IM3 RESPONSE;

2.2.1.3.4 (Added Section) TE LTS (0] A=

he USER_SESSION_ KEY structure is used in the UserSessionKey field in the
eResponse message (

message (section 2.2.2.2.4 o

typedef struct {
UCHAR Data[MSV1 O USER SESSION KEY LENGTH];
} USER SESSION KEY, *PUSER SESSION KEY;

Data: A UCHAR type ([MS-DTYP] section 2.2.45) that is an array of 8-bit data items with a length
specified by MSV1 0 USER SESSION KEY LENGTH that specifies the number bytes in

2.2.1.3.5 (Updated Section) [\ 53" 80 Ee| ;15 0] 5,0 0 V-V B8 143

he MSV1l 0 CREDENTIAL KEY structure is used in the
MSV1_0_REMOTE_ENCRYPTED_SECRETS[ s lexb|g=NEl= e o) a2 AA% Heiu )N

1

typedef struct MSV1 O CREDENTIAL KEY ({

UCHAR Data[MSV1 O CREDENTIAL KEY LENGTH
} MSV1 0 CREDENTIAL KEY, *PMSV1 O CREDENTIAL KEY;

Data: A UCHAR ([MS-DTYP] section 2.2.45) that is an array of 8-bit data items with a length specified
by MSV1 0 CREDENTIAL KEY LENGTH (20) that specifies the number bytes in the string.

2.2.1.3.6 (Updated Section) MSV1_0_REMOTE_ENCRYPTED_SECRETS

is the opaque representation of NLTM
secretsgg This data structure is understood and consumed only by the CredSSP client; therefore,
contents can be unique to each implementation and implementation version. The CredSSP server
should treat this as an opaque blob and return what is provided by the client without assumptions of
structure or size. Each implementation of CredSSP client SHOULD be allowed to create a structure that
makes sense for their NTLM implementation.

typedef struct MSV1 0 REMOTE ENCRYPTED SECRETS
{

BOOLEAN reservedl;

BOOLEAN reserved2;

25/ 74

[MS-RDPEAR-DIff] - v20210407

Remote Desktop Protocol Authentication Redirection Virtual Channel
Copyright © 2021 Microsoft Corporation

Release: April 7, 2021



BOOLEAN reserved3;
MSV1 0 CREDENTIAL KEY TYPE reserved4;
MSV1_ 0 CREDENTIAL KEY reserved5;
ULONG reservedSize;
[size is(reservedSize)] UCHAR* reserved6;
} MSV1 0 REMOTE ENCRYPTED SECRETS, *PMSV1 0 REMOTE ENCRYPTED SECRETS;

reserved2: A BOOLEAN reserved for implementation-specific use.

reserved4: An MSV1 0 CREDENTIAL KEY TYPE enumerated value that indicates the type o

reserved3: A BOOLEAN reserved for implementation-specific use.
credential key that is used. Values are reserved or for internal use onl B
{

typedef enum MSV1 0 CREDENTIAL KEY TYPE
InvalidCredKey, // reserved
IUMCredKey, // reserved

DomainUserCredKey,
LocalUserCredKey, // For internal use only - should never be present in
ExternallySuppliedCredKey // reserved
} MSV1 0 CREDENTIAL KEY TYPE;

reserved6: A pointer to a UCHAR ([MS-DTYP] section 2.2.45

the credential. _ .

2.2.1.3.7 (Updated Section) NtimCredIsoRemotelInput

the RDP view.

typedef struct NtlmCredIsoRemotelnput
{
RemoteGuardCallId CallId;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
// Used to negotiate the protocol version that will be used.
// Server sends the maximum version it supports; client replies
// with the version that will actually be used.
[case (RemoteCallNtlmNegotiateVersion)] struct

{

ULONG MaxSupportedVersion;
} NegotiateVersion;
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// Use the provided credential and challenge to generate the EE
//BE@ and LM response for the NTLM v2 authentication protocol.
[case (RemoteCallNtlmIm20GetNtlm3ChallengeResponse) ] struct
{

PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;

PRPC_UNICODE STRING UserName;

PRPC_UNICODE_STRING LogonDomainName;

PRPC_UNICODE_STRING ServerName;

UCHAR ChallengeToClient [MSV1 0 CHALLENGE LENGTH];
} Lm20GetNtlm3ChallengeResponse;

// Use the provided credential to calculate a response jSegmSiEss
//IEIES¥H challenge according to the NTLM vl protocol.
[case (RemoteCallNtlmCalculateNtResponse)] struct
{
PNT_ CHALLENGE NtChallenge;
PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;
} CalculateNtResponse;

// Use the provided credential and response to calculate g
/ /I key according to the NTLM vl protocol.

[case (RemoteCallNtlmCalculateUserSessionKeyNt) ] struct

{

PNT_RESPONSE NtResponse;
PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;
} CalculateUserSessionKeyNt;

// Compare the provided credentials to determine whether
// they're identical.
[case (RemoteCallNtlmCompareCredentials)] struct
{
PMSV1 0 REMOTE ENCRYPTED SECRETS LhsCredential;
PMSV1 0 REMOTE ENCRYPTED SECRETS RhsCredential;
} CompareCredentials;

}i
} NtlmCredIsoRemoteInput, *PNtlmCredIsoRemotelnput;

ucture (section . at contains the maximum version agree
between the server and the cllent Used to neotlate the protocol ver5|on that will be used. Server

credential to be compared|

2.2.1.3.8 (Updated Section) NtimCredIsoRemoteOutput

loutput each use different parts of the same message structure.
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typedef struct NtlmCredIsoRemoteOutput
{
RemoteGuardCallId CallId;
NTSTATUS Status;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
[case (RemoteCallNtlmNegotiateVersion)] struct

{

ULONG VersionToUse;
} NegotiateVersion;

[case (RemoteCallNtlmIm20GetNtlm3ChallengeResponse) ] struct
{
USHORT Ntlm3Responselength;
[size is(Ntlm3ResponseLength)] BYTE *Ntlm3Response;
MSV1_0_LM3_RESPONSE Lm3Response;
USER_SESSION_KEY UserSessionKey;
LM SESSION KEY LmSessionKey;
} Lm20GetNtlm3ChallengeResponse;

[case (RemoteCallNtlmCalculateNtResponse)] struct
{

NT_RESPONSE NtResponse;
} CalculateNtResponse;

[case (RemoteCallNtlmCalculateUserSessionKeyNt)] struct
{

USER_SESSION KEY UserSessionKey;
} CalculateUserSessionKeyNt;

[case (RemoteCallNtlmCompareCredentials)] struct

{
BOOL AreNtOwfsEqual;
BOOL AreLmOwfsEqual;
BOOL AreShaOwfsEqual;

} CompareCredentials;

}i
} NtlmCredIsoRemoteOutput, *PNtlmCredIsoRemoteOutput;

CallId: An ID from the RemoteGuardCallld enumeration (section 2.2.1.1) that determines which of]

the following union members is associated with the current message.

whether the values in the credentials matched.
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2.2.2 Package-Specific Messages

All package-specific messages are formatted by using the Distributed Computing Environment (DCE)
data representation as specified in [C706], and as exposed by the type marshaling support in Remote
Procedure Call (RPC), as specified in Type Serialization Version 1, [MS-RPCE] section 2.2.6. This
requires that an Interface Definition Language (IDL) file for the types be created and that this IDL be
used for marshaling the data into a single message. See also the MIDL Language Reference
[MIDLINF].

All packages use messages in a call-and-response manner. For each call (input) message initiated by a
CredSSP server, there is a corresponding response (output) that is returned by the CredSSP client.

The RemoteGuardCallld enumeration (section 2.2.1.1) defines all possible message pairs for all
security packages.

A single structure defines all possible inputs, and another structure defines all possible outputs. The
individual data for each input/output pair is contained within a union. The value from the
RemoteGuardCallld enumeration that is held within the outer structure determines which union
member is associated with the current message. In this way, the message encoding is known in
advance by both ends of the connection, simplifying message processing.

2.2.2.1 (Updated Section) Kerberos Messages

Kerberos calls are formatted as KerbCredIsoRemoteInput objects and
responses are formatted as KerbCredIsoRemoteOutput objects (section 2.2.1.2.10). The
structures, as defined in the IDL, are made primarily of unions. In this way, the single
KerbCredIsoRemoteInput and KerbCredIsoRemoteOutput structure types can represent multiple
Input and Output message pairs as documented in the following sections.

Some Kerberos messages make use of Abstract Syntax Notation One (ASN.1) structures, as specified
in [ITUX680], and are encoded using Distinguished Encoding Rules (DER), as specified in [X690]
section 10. The definitions of these structures are contained in [RFC4120] and [RFC6113]. When such
structure packing is used, the data type of the message field is KERB_ASN1_DATA (section
2.2.1.2.1). These fields are used in order to pack standards-compliant, predefined Kerberos
structures, avoiding additional overhead incurred by a custom data type in the Kerberos Interface
Definition Language (IDL) file.

2.2.2.1.1 (Updated Section) NegotiateVersion

When populating this field of the KerbCredIsoRemotelInput structure, the Callld field MUST be set
to RemoteCallKerbNegotiateVersion.

struct

{
ULONG MaxSupportedVersion;
} NegotiateVersion;

MaxSupportedVersion: jEi=- W0 e\ [€RaY[RdsEideeli=llaNials highest protocol version that the

CredSSP server supports. Note that this currently MUST be zero.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbNegotiateVersion.

struct
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{
ULONG VersionToUse;
} NegotiateVersion;

VersionToUse: (55 W0 He)\[eRasshdariaeelai = (lasmdals] protocol version that will be used for future

exchanges. Note that this currently MUST be zero.

2.2.2.1.2 (Updated Section) BuildAsReqAuthenticator

inclusion in @ KRB _AS REQ message to the KDC [RFC4120].

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbBuildAsReqgAuthenticator.

struct

{
KERB_RPC_ENCRYPTION KEY* EncryptionKey;
KERB_RPC_ENCRYPTION KEY* ArmorKey; // optional
PLARGE _INTEGER TimeSkew;

} BuildAsRegAuthenticator;

[ S Lo g L L GIVHITheA KERB RPC ENCRYPTION KEY structure (section 2.2.1.2.8) that contains

Wals Kerberos key used to protect the Key Distribution Center (KDC) reply.

that contalns the FAST armor key Specify only when an EncryptedChallenge padata value
is needed in the request. When specified, the ArmorKey is combined with the
EncryptlonKey to derive a FAST challenge key. See [RFC6113] section 5.4.6.

IMMIMtO be applied to local system time. This is used to bring the encrypted authenticator in
sync with the KDC time.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbBuildAsRegAuthenticator.

struct
{
LONG PreauthDataType;
KERB_RPC_OCTET_STRING PreauthData;
} BuildAsRegAuthenticator;

JEEITNGDEICYNALIHTRe A LONG ([MS-DTYP] section 2.2.27) that contains the [sklsElx:-laaYsIsNe]fiual=]
PreauthData. See [RFC4120], section 5.2.7.

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbVerifyServiceTicket.
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struct

{

KERB_ASN1 DATA* PackedTicket;

KERB RPC ENCRYPTION KEY* ServiceKey;

PLARGE INTEGER TimeSkew; // optional
} VerifyServiceTicket;

[elal=1laFMdalE key required to decrypt the ticket.

TimeSkew: 555 0)siule)ale] VAW slellal=lmunone: M WAV (€] SN N NN el =8 daEidee)ai = lalhdals| allowed time drift between

a client and the KDC. This is utilized for ticket validity checks based on the system time and ticket
start and expiration times.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbVerifyServiceTicket.

struct

{
KERB_ASN1 DATA DecryptedTicket;
LONG KerbProtocolError;

} VerifyServiceTicket;

DecryptedTicket: jRalsiVW (= =008 B V2N V- NS dab e db] f=ida i)l = 1Tasldals decrypted EncTicketPart of

the input Kerberos ticket.

KerbProtocolError: JEiGeiacy-naol\ [eRas R Eideell= sl =A'E s Eidlela] result, as expressed by one of

the error codes defined by [RFC4120] section 7.5.9.

2.2.2.1.4 (Updated Section) CreateApReqgAuthenticator

he CreateApRegAuthenticator structure is use
KRB AP REQ message ([RFC4120] section 5.5.1).

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbCreateApRegAuthenticator.

struct

{
KERB_RPC_ENCRYPTION KEY* EncryptionKey;
ULONG SequenceNumber;
KERB_RPC_INTERNAL NAME* ClientName;
PRPC_UNICODE STRING ClientRealm;
PLARGE INTEGER SkewTime;
KERB_RPC_ENCRYPTION_KEY* SubKey; // optional
KERB_ASN1_DATA* AuthData; // optional
KERB_ASN1 DATA* GssChecksum; // optional
ULONG KeyUsage;

} CreateApRegAuthenticator;

EncrﬁgtionKey: HheA pointer to a KERB_RPC ENCRYPTION KEY structure (section 2.2.1.2.8)

opaque structure associated with the key that the CredSSP server uses to build the
authentlcator The exact format of this structure is CredSSP client dependentmm‘l
...... The key comes from a previous UnpackKdcReplyBody output messageg

section 2.2.2.1.6).
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SequenceNumber: ji5isy RV He)\[eRaYJ=RdaIaleelal=Iln-neal=replay detection sequence number.

iMaklaeelai=1lalsRdals realm/domain of the initiating principal.

SkewTime: giii=avslellaid=]sixel- NN € =N NI N=El =8 daEiaeelal = lasNda=Rdlnalz] adjustment, if any, to account

for clock drift from KDC.

UG D EYCHEehIafosEll. A pointer to a KERB. ASN1 DATA
additional authentication data.

GssChecksum: OptionalfAWslellald=Igide Rzl (4= 1= 0N\ B o VAN WA NS dabelab| g=Mda = ialelo)ale=lalMdals) checksum of

application data associated with a request.
KeyUsage: i35 N0 Hel\[€ls|iaalol=l i =l Mdel]in=ls the encryption keygelastiasiiae
RN teee [RFC4120] fisection 7.5.1M

ValueflllMeaning|

KRB _AS REP key usage number.
B KRB TGS REP key usage number.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbCreateApRegAuthenticator.

struct

{
LARGE_INTEGER AuthenticatorTime;
KERB_ASN1 DATA Authenticator;
LONG KerbProtocolError;

} CreateApRegAuthenticator;

AuthenticatorTime: = NRNE =N\ R =8 EIdce =il timestamp used in the authenticator.
Authenticator: A [{(F: G008\ BN .N VS dalledlif=RdaEIdSRdaEIDER-encoded Kerberos EncryptedData

structure containing an authenticatoFH to be included in a KRB_AP_REQ messagemsis=ai

iRFC4120] section 5.5.151

KerbProtocolError: [Ni7-WEel\[€fds=idleelair=1lali1a)% protocol-level errors that occur while building the
authenticator, as expressed by one of the error codes defined %8 [RFC4120] section 7.5.9

2.2.2.1.5 (Updated Section) DecryptApReply

he DecryptApReply structure is used to decrypt the encrypted part of a KRB AP REP message
RFC4120] section 5.5.2).

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbDecryptApReply.

struct

{
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KERB_ASN1 DATA* EncryptedReply;
KERB_RPC_ENCRYPTION KEY* Key;
} DecryptApReply;

[y Lol g I L L\ ReA pointer to a KERB.ASN1 DATA structu section 2.2.1.2.
il DER-encoded enc-part of a KRB_AP_REP messagej to be decrypted

opaque structure associated with the key that the CredSSP server uses to decrypt

Encr ptedReply. The exact format of this structure is CredSSP client dependentm_.““.-._.m
...... The key comes from a previous UnpackKdcReplyBody output messageg

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbDecryptApReply.

struct

{
KERB_ASN1 DATA ApReply;
} DecryptApReply;

2.2.2.1.6 (Updated Section) UnpackKdcReplyBody
he UnpackKdcReplyBody structure is used to decrypt the encrypted part of a KRB _KDC REP

is indicated by the PDU, either

essage i 4. .
encrypted AS REP PDU or encrypted TGS REP PDU. Key usage allows the caller to specify either the

GS or AS key derivation types.<2>

When populating this field of the KerbCredIsoRemotelInput structure, the Callld field MUST be set
to RemoteCallKerbUnpackKdcReplyBody.

struct

{
KERB_ASN1 DATA* EncryptedData;
KERB_RPC_ENCRYPTION KEY* Key;
KERB_RPC ENCRYPTION KEY* StrengthenKey;
ULONG Pdu;

ULONG KeyUsage;
} UnpackKdcReplyBody;

comes from a previous UnpackKdcReplyBody output messagell&=ladle]a A2 SN or the
CredSSP client.

StrenithenKey: ReplyA pointer to a KERB RPC ENCRYPTION KEY structure that contains the

g0l strengthening key, if any, supplied by the KDC for increasing the strength of encryption on
the reply.

Pdu: e e e eIkt IPDU used to decode the data. YTEaVIIERI be one of the values in

the following table.
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Value | Meaning

62 The encrypted data contains a KRB_AS_REP message.

63 The encrypted data contains a KRB_TGS_REP message.

KeyUsage: 2 NI el e eI R, usage flags for decryption. YIEEVIIERI be one of the

following values from [RFC4120] section 7.5.1:

Value | Meaning

3 KRB_AS_REP key usage number.

8 KRB_TS_REP key usage number.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbUnpackKdcReplyBody.

struct

{
LONG KerbProtocolError;
KERB ASN1 DATA ReplyBody;
} UnpackKdcReplyBody;

KerbProtocolError: Aiay W Eel\ (el Fialeelai=Tlalsi=1alY protocol-level errors that have occurred.
DG T OVATRe /A KERB ASN1 DATA structure that contains the [sllea¥siut=leNg=]s] A

2.2.2.1.7 (Updated Section) ComputeTgsChecksum
he ComputeTgsChecksum structure is used to calculate the MAC and create a keyed checksum

message, which is required for proving authenticity of client requests for a

e e e e e

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbComputeTgsChecksum.

struct

{
KERB_ASN1_DATA* RequestBody;
KERB_RPC_ENCRYPTION_ KEY* Key;
ULONG ChecksumType;

} ComputeTgsChecksum;

RequestBody: A [sleliaie=Igheelz i (€= 14 =T\ B o V2§ - WS d b [el{ =R a = idelelal=1la s [SAD ER-encoded KDC-
REQ-BODY to be checksummed.

L GI"HIKeyA pointer to a KERB_RPC ENCRYPTION KEY structure that contains the keyNUitH=lslde}

authenticate the checksum.

ChecksumType: ARUEe)\[eRdsFifeela=laE] valid Kerberos checksum type ID, as defined in [RFC3961]
or [RFC3962].

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbComputeTgsChecksum.

struct

{
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KERB_ASN1 DATA Checksum;
} ComputeTgsChecksum;

Checksum: JRst=aWl (= GRS\ B B VAN VS da el i s=Rea=laee]ale=1lamdals DER-encoded Kerberos Checksum

structure, as defined in [RFC4120] Appendix A.

2.2.2.1.8 (Updated Section) BuildEncryptedAuthData

ncryptedAuthData structure is used to encrypt the given authorization
sequence, using a shared key, to be included within the request body of a message to be sent to the
KDC ([RFC4120] section 5.2.7) .|

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbBuildEncryptedAuthData.

struct

{
ULONG KeyUsage;
KERB_RPC_ENCRYPTION_KEY* Key;
KERB_ASN1 DATA* PlainAuthData;

} BuildEncryptedAuthData;

LGVEET[HAltersA ULONG number used to altergilRildaviiie[iW &Y according
el o) iale VI IST=Migelnal [RFC4120] section 7.5.1.

ValueflliMeaning
B

KRB AS REP key usage number.
KRB TGS REP key usage number.

key used to build the encrypted output.

METL: UG DEICHIA pointer to a KERB. ASN1 DATA structure that contains the [pISEI{alelele (Sl M/
DATA to be encryptedmeis=amdiRFC4120] section 5.2.7pK

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbBuildEncryptedAuthData.

struct

{
KERB_ASN1 DATA EncryptedAuthData;

} BuildEncryptedAuthData;

EncryptedAuthData: /AW 4= GR0EF RN VNS g ilediig=RdaElalSRdl=lDER-encoded Kerberos

EncryptedData structure containing the encrypted PA-DATAg({

2.2.2.1.9 (Updated Section) PackApReply

he PackApReply structure is used to pack up and encrypt a KRB_AP_REP message using the given

details see section 3.1.5.9.

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbPackApReply.
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struct
{

KERB_ASN1 DATA* Reply;

KERB ASN1 DATA* ReplyBody;

KERB RPC_ENCRYPTION KEY* SessionKey;
} PackApReply;

Reply: A [slellaid=Taidol= 1 (4= 130V b B 0 VN 7 WS dd e d il g=Nda=llelelale=1la M =ADER-encoded KRB_AP_REP

([RFC4120] section 5.5.2) to marshal.

LE YT AVHANpointer t0 @ KERB ASN1 DATA structure that contains the [pJS8Tslelele[Te]

EncAPRepPart ([RFC4120] section 5.5.2) to marshal.

SessmnKey i i
B key to encrypt reply.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbPackApReply.

struct

{
ULONG PackedReplySize;
[size_is(PackedReplySize)] PUCHAR PackedReply;
} PackApReply;

PackedReplySize: A ULONG that indicates the size, in bytes, of the GETHICLLELNW:The CHAR array|
field that contains the encoded reply.|

IPackedReply: A pointer to a CHAR array that contains thejs]=:Gt=1gle(eYs<Te B 2 = MVA N 2= SR s I o]}
contains the encrypted EncAPRepPart [(lREeZ5PA0) B ledle]alisisiPARfrom the PackApReply input

2.2.2.1.10 (Updated Section) HashS4UPreauth
he HashS4UPreauth structure is used to create a MAC for S4U pre-authentication data to be

included in a KRB TGS REQ when requesting a S4U service ticket for another principal. A keyed hash
of the S4U pre-authentication data of the type PA-FOR-USER ([KERB-PARAM]) is created to process|
the result that is used for integrity checks on the ticket request by the KDC.

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbHashS4UPreauth.

struct

{
KERB_ASN1 DATA* S4UPreauth;
KERB_RPC_ENCRYPTION KEY* Key;
LONG ChecksumType;

} HashS4UPreauth;

YAV JYETd HFhe A pointer to a KERB__ASN1 DATA structure that contains the [BIsX&=lslele]e[<ls]

padata-value to be hashediR{EeZ5A0] B=Teld[o)a Ns1PAV/.

| G\"MIFheA pointer to a KERB_ RPC ENCRYPTION KEY structure that contains thef:1sldallslufe=1dlela]

key used in the secure hash.
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ChecksumType: AlEe)\[eRds=ialeelal=llalsN:| valid Kerberos checksum type ID, as defined in [RFC3961]
or [RFC3962].

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbHashS4UPreauth.

struct
{

PULONG ChecksumSize;

[size is(, *ChecksumSize)] PUCHAR* ChecksumValue;
} HashS4UPreauth;

ChecksumsSize: [fy N A NNe) el e e ek ardoutput hash sizel
T checksumValue S e VR
ChecksumValue: A pointer to a CHAR array that contains thefgilidlglsMt-I5aRe) s [=Hslo]s | flio]g=

authentication data.

2.2,2,1.11 (Updated Section) SignS4UPreauthData

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbSignS4UPreauthData.

struct

{
KERB_RPC_ENCRYPTION KEY* Key;
BOOL IsRequest;
KERB_ASN1 DATA* UserId;
PLONG ChecksumType;

} SignS4UPreauthData;

L GI"HlFhe-A pointer to a KERB_RPC _ENCRYPTION KEY structure that contains the Eliidgl=lslufe=]ufe]s]

key used in the secure hash.

IsRequest: [WERIMIf TESEULE, then the operation is for a request. Else, the operation is for B
reply.

VETa I i TheA pointer to a KERB ASN1 DATA structure that contains thep Gl NsIg=Sr-1id T a)dlo=1ulely}

data to be hashed.

ChecksumType: Aflsloljsid=gidel-HEOIN[ERdFideblaie=1ll] valid Kerberos checksum type ID, as defined in
[RFC3961] or [RFC3962].

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbSignS4UPreauthData.

struct
{
PLONG ChecksumType;
PULONG ChecksumSize;
[size_is(, *ChecksumSize)] PUCHAR* ChecksumValue;
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} SignS4UPreauthData;

i LONG that indicates the size of the (olivs[li M E EirLH

ChecksumValue: §i=Ne s lielAdEIacelellRilE resulting hash of the input pre-authentication
data.

2.2.2,1.12 (Updated Section) VerifyChecksum
he VerifyChecksum structure is used to calculate a MAC from the given data and compare it to the

the PAC which is sent by the KDC to the client inside a KRB_KDC REP. The checksum operation is|
performed over the input data and key and compared with the expected value. The output message

indicates whether the checksum is a match or not. N

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbVerifyChecksum.

struct
{
KERB_RPC_ENCRYPTION KEY* Key;
ULONG ChecksumType;
ULONG ExpectedChecksumSize;
[size_is(ExpectedChecksumSize)] const UCHAR* ExpectedChecksum;
ULONG DataToCheckSize;
[size is(DataToCheckSize)] const UCHAR* DataToCheck;
} VerifyChecksum;

Key: a pointer to a KERB_RPC ENCRYPTION KEY structure that contains the encr
key used in the checksum operation.

ChecksumType: A [[[Ee)\[efdsEIaleelai=lalsi=Rlvalid Kerberos checksum type ID, as defined in [RFC3961]
or [RFC3962].

ExpectedChecksumSize: B o e R e A e e R byte sizel

| of the [T [0 1N 11 - Expected. array field that contains the expected checksum.
ExpectedChecksum: A CHAR array that contains the expectedfeslEd <SR El=R

DETE ] ] [ T {-HISize of the-A ULONG that indicates the size of the DataToCheck array field thatf]
ek ainput data to check.

DataToCheck: {5t Wels /A E =\ Adak:1neelale=llal-naal=Hlalellls data over which to perform the checksum.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbVerifyChecksum.

struct

{
BOOL IsValid;
} VerifyChecksum;

IsValid: T = e Lo M (R - VT T el the calculated checksum matchesTimaen.
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2.2.2.1.13 (Updated Section) DecryptPacCredentials
he DecryptPacCredentials structure is used to decrypt the supplemental credentials that are|

returned in the PAC ([MS-PAC the KDC in a reply message. For more details see section 3.1.5.13.

When populating this field of the KerbCredIsoRemotelInput structure, the Callld field MUST be set
to RemoteCallKerbDecryptPacCredentials.

struct

{

KERB RPC_ENCRYPTION KEY* Key;

ULONG Version;

ULONG EncryptionType;

ULONG DataSize;

[size is(DataSize)] UCHAR* Data;
} DecryptPacCredentials;

as supplied in the

Privilege Attribute Certificate (PAC Rl mEasS N

EncryptionType: Mo\l Eidilalsleci=IRdi=lKerberos etype used for encryption. Kerberos
parameters are documented in [KERB-PARAM].

DataSize: SjasAUlNe)\[eRearEiallalellecit=Rdal=i=r4s of the credentials from a
::-X\¢_ CREDENTIAL_INFO structure.

Data: The credential data from a [grai=:{¢ CREDENTIAL_INFO structurell=liElF{=l: P EIENilEG].

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbDecryptPacCredentials.

struct
{

PSECPKG SUPPLEMENTAL CRED ARRAY Credentials;
} DecryptPacCredentials;

= decoded array of credentials supplied by the KDC.

2.2.2.1.14 (Updated Section) CreateECDHKeyAgreement
he CreateECDHKeyAgreement structure is used to create a new ECDH key agreement handle with

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbCreateECDHKeyAgreement.

struct

{
ULONG KeyBitLen;
} CreateECDHKeyAgreement;
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KeyBitLen: 5= W0He)\[eRdsEidlalellerI=I0dal= desired length of the ECC key to use for an ECDH key
agreement. Valid values are:

KeyBitLen | Description

256 Specifies a key handle for performing a NIST P-256 ECC signature with SHA256 hash.
384 Specifies a key handle for performing a NIST P-384 ECC signature with SHA384 hash.
521 Specifies a key handle for performing a NIST P-521 ECC signature with SHA512 hash.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbCreateECDHKeyAgreement.

struct
{

KEY AGREEMENT HANDLE* KeyAgreementHandle;

KERBERR* KerbErr;

PULONG EncodedPubKeyLen;

[size is(, *EncodedPubKeyLen)] PBYTE* EncodedPubKey;
} CreateECDHKeyAgreement;

KeyAgreementHandle: A |slelipid={alol 4=V EVANEI 2= =171 =\ s NN ID) B =R aYe sl Eiatelelpi= [Talsidal=lkey handle

for use with future message exchanges.

KerbErr: aau ole)lal =T o o=l (=241 = S R A s =i da ool al=NInkn=10)Y Kerberos protocol-specific errors that
occurred when processing the mput message.

EncodedPubKeyLen: 255 55 A Welellnid=Iandoir: MU HO)\ (€N Eldlee]aie=1[aF-Mda =0 laleds] of the EncodedPubKey

bufferKille.

EncodedPubKey: (5= Welii=i: d=0Ada-laeelaie=1la0dals encoded subjectPublicKey value, suitable for
populating a SubjectPublicKeyInfo structure [RFC3280].

2.2.2.1.15 (Updated Section) CreateDHKeyAgreement
he CreateDHKeyAg reement structure is used to create a ke handle to be used in Kerberos

message exchange are suitable for building a SubjectPublicKeyInfo structure RFC3280] fo

inclusion in a Kerberos PKINIT message exchange [RFC4556].

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbCreateDHKeyAgreement.

struct

{
// This [case (RemoteCallKerb)] struct has no input parameters, but for
// simplicity and consistency with the other parameters, let's define
// this as a [case(RemoteCallKerb)] struct with a single ignored value.
UCHAR Ignored;

} CreateDHKeyAgreement;

Ignored: S=VAN0@EVN:8sEIdle=]a] be set to any value. This field is ignored.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbCreateDHKeyAgreement.

struct

{
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KERB_RPC_CRYPTO API BLOB* ModulusP;

KERB_RPC_CRYPTO API BLOB* GeneratorG;

KERB_RPC_CRYPTO API BLOB* FactorQ;

KEY AGREEMENT HANDLE* KeyAgreementHandle;

KERBERR* KerbErr;

PULONG LittleEndianPublicKeyLen;

[size is(, *LittleEndianPublicKeyLen)] PBYTE* LittleEndianPublicKey;
} CreateDHKeyAgreement;

LTI A pointer to a KERB RPC CRYPTO API BLOB structure that contains the R&YiWslgint=

modulus P [PKCS1].

(N 1 cHIRSA-A pointer to a KERB RPC CRYPTO API BLOB structure that contains the RSA|

prime generator G [PKCS1].

LETa o A0 HIA pointer to a KERB_RPC CRYPTO API BLOB structure that contains the RETaWsIglal=]
factor Q [PKCS1].

L GG IEE G ERG EL T HANpointer to @ KEY AGREEMENT HANDLE type that indicates the [GAElslellS]

for use with future message exchanges.

KerbErr: 557 Welellald=] el W= =128 a s =R da-ldelolal=1[al0=1a)Y Kerberos protocol-specific errors that
RFC4120] section 7.5.9).

occurred processing the input messageg

[N 1S IET T T (Y KT HEB e A pointer to @ ULONG that indicates the bytefilElalejdaNeli
LittleEndianPublicKeyEls=VAilEl).

LittleEndianPublicKe
public key valueg

BN\ Ad=IC [ar=l At laneelate=Nlasmdals little-endian representation of the RSA
i Svlielel[ for use with the CryptoAPI as a public key blob.

2.2.2.1.16 (Updated Section) DestroyKeyAgreement

reviously constructed with either a CreateECDHKeyAgreement structure (section 2.2.2.1.14) or a
CreateDHKeyAgreement structure (section 2.2.2.1.15). A CredSSP server SHOULD perform a
RemoteCallKerbDestroyKeyAgreement message exchange to ensure that no resources are leaked. For

more details see section 3.1.5.16.

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbDestroyKeyAgreement.

struct

{
KEY AGREEMENT_ HANDLE KeyAgreementHandle;
} DestroyKeyAgreement;

KeyAgreementHandle: g53s/sW S @VNE] ==\ =\ 0 VAN D) B84 ol=RsaEidllals [{eE 1=0dal=| key agreement to be

destroyed.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbDestroyKeyAgreement.

struct

{
UCHAR Ignored;
} DestroyKeyAgreement;

Ignored: MU/ The value of this field is undefined. Implementers SHOULD ignore it.
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2.2.2.1.17 (Updated Section) KeyAgreementGenerateNonce
he KeyAgreementGenerateNonce structure is used to generates a nonce value for inclusion in the

DHNonce in a Kerberos PKINIT message exchange ([RFC4556] Section 3.2.1). This nonce is part o

the Diffie-Hellman agreement that is part of Kerberos PKINIT.

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbKeyAgreementGenerateNonce.

struct

{
KEY AGREEMENT HANDLE KeyAgreementHandle;
} KeyAgreementGenerateNonce;

KeyAgreementHandle: fR5s NS AVNE ===\ IR AN D) Bl s l=Rda k- ialelolale=1la5Rdal key agreement

associated with the nonce.

When populating this field of the KerbCredIsoRemoteOutput structure, the CallId field MUST be
set to RemoteCallKerbKeyAgreementGenerateNonce.

struct
{

PULONG Noncelen;

[size_is(, *NoncelLen)] PBYTE* Nonce;
} KeyAgreementGenerateNonce;

Noncelen: [N RN e (R e A ekt ibyte length of [iINoncelill.

Nonce: A [iEiElde=lAdEIaeehlillalRdasinonce for use in a key agreement operation.

2.2.2.1.18 (Updated Section) FinalizeKeyAgreement

he FinalizeKeyAgreement structure is used to perform the final step in a Kerberos PKINI
RFC4556]) key agreement operation, resulting in a shared secret between the Kerberos client and

Upon completion, the KeyAgreementHandle used in this message exchange is no longer]

the KDC.
valid in any further message exchanges.|

When populating this field of the KerbCredIsoRemoteInput structure, the Callld field MUST be set
to RemoteCallKerbFinalizeKeyAgreement.

struct
{
KEY_AGREEMENT_HANDLE* KeyAgreementHandle;
ULONG KerbEType;
ULONG RemoteNoncelen;
[size_is(RemoteNoncelLen)] PBYTE RemoteNonce;
ULONG X509PublicKeyLen;
[size is(X509PublicKeyLen)] PBYTE X509PublicKey;
} FinalizeKeyAgreement;

LG IEEMELG EL LI EHITReA pointer to @ KEY AGREEMENT HANDLE type that contains thel'G\%

agreement to be finished.

KerbEType: sz N0 Re)\[eldaEidilalsle=id=I50dals Kerberos encryption type used for encryption. Kerberos
parameters are documented in [KERB-PARAM].

RemoteNonceLen: Wk E Al hal byte length of RemoteNonceEli e AL
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RemoteNonce: [§iEA N iciElde=V Al laee = la-ndals) nonce provided by the remote end of the key
agreement.

X509PublicKeyLen: jfiy WK ek E Tl e R byte length of X509PublicKeyElR e i
X509PublicKey: (5= W iiElir=0AdE el e=llasRiils big-endian server public key.

When populating this field of the KerbCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallKerbFinalizeKeyAgreement.

struct

{
KERB_RPC ENCRYPTION KEY* SharedKey;
} FinalizeKeyAgreement;

SB[ VHTRe-A pointer to a KERB RPC ENCRYPTION KEY structure that contains the [g=I50idlgls]

key from the agreement.

2.2.2.2 NTLM Messages

NTLM calls are formatted as NtimCredIsoRemotelInput objects, and responses are formatted as
NtimCredIsoRemoteOutput objects (section 2.2.1.3.8). The structures, as defined in the IDL, are
made primarily of unions. In this way, the single NtimCredIsoRemoteInput and
NtimCredIsoRemoteOutput structure types represent multiple Input and Output message pairs as
documented in the following sections.

2.2.2,.2.1 (Updated Section) NegotiateVersion

before any other caIIs are made.

When populating this field of the NtImCredIsoRemoteInput structure, the CallId field MUST be set
to RemoteCallNtimNegotiateVersion.

struct

{
ULONG MaxSupportedVersion;
} NegotiateVersion;

MaxSupportedVersion: jEi=-WV o)\ [€Rds=ialalslle=1d=S0dal= highest protocol version the CredSSP server
supports. Note that this currently MUST be zero.

When populating this field of the NtimCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallNtimNegotiateVersion.

struct

{
ULONG VersionToUse;
} NegotiateVersion;

VersionToUse: 55 W0 He)\[eRdaEIallalsller w=Rdals| protocol version that will be used for future
exchanges. Note that this currently MUST be zero.
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2.2.2.2.2 (Updated Section) Lm20GetNtim3ChallengeResponse
he Lm20GetNtim3ChallengeResponse structure is used to calculate the responses and session

When populating this field of the NtimCredIsoRemoteInput structure, the CallId field MUST be set
to RemoteCallNtImLm20GetNtim3ChallengeResponse.

struct
{
PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;
PRPC_UNICODE STRING UserName;
PRPC_UNICODE_STRING LogonDomainName;
PRPC_UNICODE_STRING ServerName;
UCHAR ChallengeToCllent[MSVl 0 CHALLENGE LENGTH];
} Lm20GetNtlm3ChallengeResponse;

(o -V 141 HFFReA pointer to an MSV1 0 REMOTE ENCRYPTED SECRETS structure (section
v ey Nda el =llalNeals credential from which to generate an NTLM v2 response and session
keys.

I ET N EHFReA pointer to an RPC_UNICODE STRING structure that contains theflSEdEInlE

corresponding to the specified credential.

(GO DL ETL N EL EHFReA pointer to an RPC UNICODE STRING structure that contains the

domain name for the specified credential.

YAV BTG SHIFReA pointer to an RPC UNICODE STRING structure that contains thelleSdiElnERels

the server from which this challenge originated.

(o ETI =T Y el ol =Y ) A TheA UCHAR array of MSV1 0 CHALLENGE LENGTH size that contains

server-generated NTLM challenge data sent to the client.

When populating this field of the NtiImCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallNtiImLm20GetNtim3ChallengeResponse.
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struct
{
USHORT Ntlm3ResponselLength;
[size is(Ntlm3ResponseLength)] BYTE *Ntlm3Response;
MSV1_0_LM3_RESPONSE Lm3Response;
USER_SESSION KEY UserSessionKey;
LM SESSION KEY LmSessionKey;
} Lm20GetNtlm3ChallengeResponse;

Ntim3ResponselLength: fEi=n WS (0] 9 EidlalslleEi=SRdi=llength of the Ntim3Response buffer

fieldH

Ntim3Response: A BEea:als buffer containing the generated response to the provided challenge, as
specified by [MS-NLMP].

Lm3ReSi°nse: A DY

Waklaeelal=llals the generated LMv2 response.

(LG LG LG HITFReA USER.SESSION KEY structure (section 2.2.1.3.4) that contains the
generated NTv2 session key.

LmSessionKey: s a8 S S5 0] S Ao =Rda Eidilale [leE1d=lda[s generated LMv2 session key.

2.2.2.2.3 (Updated Section) CalculateNtResponse
he CalculateNtResponse structure is used to calculate the NT Response to this challenge using the

provided challenge and credentials for use in the NTLM v1 protocol as specified in [MS-NLMP] section

When populating this field of the NtimCredIsoRemoteInput structure, the CallId field MUST be set
to RemoteCallNtimCalculateNtResponse.

struct
{
PNT CHALLENGE NtChallenge;
PMSﬁl_O_REMOTE_ENCRYPTED_SECRETS Credential;
} CalculateNtResponse;

L (o ENELTI"HFhe-A pointer to an NT CHALLENGE structure (section 2.2.1.3.1) that contains the
challenge sent by the server.

v ey Ndaklaeelale=llalNealsl NTLM credentials from which to generate a response.

When populating this field of the NtimCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallNtimCalculateNtResponse.

struct

{
NT RESPONSE NtResponse;
} CalculateNtResponse;

NtResponse: /Al 1B = o)\ S dailedtif=RdaEideei=lasliThe NTLMv1 response, generated as
specified in [MS-NLMPEE@M!

2.2.2.2.4 (Updated Section) CalculateUserSessionKeyNt
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When populating this field of the NtimCredIsoRemoteInput structure, the CallId field MUST be set
to RemoteCallNtimCalculateUserSessionKeyNt.

struct
{

PNT_RESPONSE NtResponse;

PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;
} CalculateUserSessionKeyNt;

NtResponse: 5=/ Wolol|ald=Taidelr=1all \ i B 11 == L0) ') S dileabig=Rda=idlelelni =Nl Mdals response sent during

NTLM v1 authentication.

pAvAs ey Rnak-Ialeelal=llallealsl NTLM credentials used to generate the response.

When populating this field of the NtimCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallNtimCalculateUserSessionKeyNt.

struct

{
USER_SESSION_KEY UserSessionKey;
} CalculateUserSessionKeyNt;

UserSessionKey: faas a0V S 5 L8 25555 (o) \ B (G @S dab (e liR=Rda = iatelelai=[lalsMdal=] session key, calculated as

specified in [MS-NLMP] section 3.3.1.

2.2,2,2.5 (Updated Section) CompareCredentials

determine which fields match and if the credentials are identical.

When populating this field of the NtImCredIsoRemoteInput structure, the CallId field MUST be set
to RemoteCalINtimCompareCredentials.

struct

{
PMSVl_O_REMOTE_ENCRYPTED_SECRETS LhsCredential;
PMSVl_O_REMOTE_ENCRYPTED_SECRETS RhsCredential;
} CompareCredentials;

[ T o LT LN (A1 HFReA pointer to an MSV1 0 REMOTE ENCRYPTED SECRETS structure that

first credential to be compared.

LU O L E]HFReA pointer to an MSV1 0 REMOTE ENCRYPTED SECRETS structure that
second credential to be compared.

When populating this field of the NtiImCredIsoRemoteOutput structure, the Callld field MUST be
set to RemoteCallNtimCompareCredentials.

struct

{
BOOL AreNtOwfsEqual;
BOOL AreLmOwfsEqual;
BOOL AreShaOwfsEqual;
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} CompareCredentials;

AreNtOwfsEqual: 5iEiEEiasrmraiisiaicy =10 0] B i N0 STale le=1=Idat=l the NTOWF values in the
credentials matched.

AreLmOwfsEqual: el niiicasiey-u=10 0] SN :{0) S {als (o=t the LMOWF values in the
credentials matched.

AreShaOwfsEqual:
the credentials matched.

whetherA BOOL. If TRUE, indicates thatRitRSHA1SHAOWFREINEERN
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3 Protocol Details
3.1 Common Details

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 (Updated Section) RemoteCallKerbNegotiateVersion

lizlis the protocol version Eldithe Kerberos packages on the
CredSSP server and CredSSP client will use to communicate. It SHOULD be called before any other
calls are made.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbNegotiateVersion, and
the MaxSupportedVersion member of the union MUST be populated.

imciaciamecile reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbNegotiateVersion, and the VersionToUse member of the union MUST be populated.

3.1.5.2 (Updated Section) RemoteCallKerbBuildAsReqAuthenticator

BuildAsRegAuthenticator message (section 2.2.2.1.2) to createlEhilcliallaldle=1e]mio]d s le VIS Ta NI -]

KRB_AS_REQ message to the KDC.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The CallId field MUST be set to RemoteCallKerbBuildAsReqAuthenticator,
and the BuildAsRegAuthenticator member of the union MUST be populated.

imciacicamacile) reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemotecCallKerbBuildAsReqAuthenticator, and the BuildAsReqAuthenticator member of the
union MUST be populated.
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3.1.5.3 (Updated Section) RemoteCallKerbVerifyServiceTicket

[RFC4120] section 5 3

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbVerifyServiceTicket, and
the VerifyServiceTicket member of the union MUST be populated.

imciaciomacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbVerifyServiceTicket, and the VerifyServiceTicket member of the union MUST be
populated.

3.1.5.4 (Updated Section) RemoteCallKerbCreateApReqAuthenticator

an authenticator for inclusion in a KRB_AP_REQ message ([RFC4120] sectlon 5.5.1).

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemotelInput
object to the CredSSP client. The Callld field MUST be set to
RemoteCallKerbCreateApRegAuthenticator, and the CreateApRegAuthenticator member of the
union MUST be populated.

imciaciamacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbCreateApRegAuthenticator, and the CreateApRegAuthenticator member of the
union MUST be populated.

3.1.5.5 (Updated Section) RemoteCallKerbDecryptApReply

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemotelnput object
to the CredSSP client. The Callld field MUST be set to RemoteCallKerbDecryptApReply, and the
DecryptApReply member of the union MUST be populated.

imciaciamecale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbDecryptApReply, and the DecryptApReply member of the union MUST be populated.

3.1.5.6 (Updated Section) RemoteCallKerbUnpackKdcReplyBody

UnpackKdcReplyBody message (section 2.2.2.1.6) to decryptRuslcRilea¥sie=lsNsElafelil- N G (O IOR =4

messae [RFC4120] section 5.4.2). The type of reply is indicated by the PDU [Blleither

- encrypted INNSZRE 2081(62) s Mﬁ@ﬂh% REPLY
RN STt Hial allows the caller to specify either the jrecRSaAS_ REP [E))
(o] 8 TGS REP Iikey derivation types.<3>

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The CallId field MUST be set to RemoteCallKerbUnpackKdcReplyBody,
and the UnpackKdcReplyBody member of the union MUST be populated.
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imciaciomecale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbUnpackKdcReplyBody, and the UnpackKdcReplyBody member of the union MUST be
populated.

3.1.5.7 (Updated Section) RemoteCallKkerbComputeTgsChecksum

(SN E el dlo)a WAVAVARBVAR e Nei=-1is a keyed checksum over a KRB_KDC_REQ
message which is required for proving authenticity of client requests for a service ticket.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbComputeTgsChecksum,
and the ComputeTgsChecksum member of the union MUST be populated.

imciaciomacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbComputeTgsChecksum, and the ComputeTgsChecksum member of the union MUST
be populated.

3.1.5.8 (Updated Section) RemoteCallKerbBuildEncryptedAuthData

M N e P R R a PA-DATA sequence ([RFC4120] section 5.2.7) and
leneryp veli it using a shared key.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemotelnput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbBuildEncryptedAuthData,
and the BuildEncryptedAuthData member of the union MUST be populated.

imciacimmmacilel reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbBuildEncryptedAuthData, and the BuildEncryptedAuthData member of the union
MUST be populated.

3.1.5.9 (Updated Section) RemoteCallKerbPackApReply

ARV BEIRONEISE a KRB_AP_REP, EncAPRepPart and key. The EncAPRepPart is encrypted using sing the
key, then added to the KRB_AP_REP. The resulting Kerberos AP reply is then DER-encoded and
returned via an output message. [RFC4120] section 3.2 defines the client/server authentication
exchange.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbPackApReply, and the
PackApReply member of the union MUST be populated.

imciaciamecile reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to RemoteCallKerbPackApReply,
and the PackApReply member of the union MUST be populated.

3.1.5.10 (Updated Section) RemoteCallKerbHashS4UPreauth

sllaieolann @ keyed hash of the S4U pre-authentication data of the type

PA-FOR_USER ([KERB PARAM]) The result is used for integrity checks on the ticket request by the
KDC.

50/ 74

[MS-RDPEAR-DIff] - v20210407

Remote Desktop Protocol Authentication Redirection Virtual Channel
Copyright © 2021 Microsoft Corporation

Release: April 7, 2021



To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbHashS4UPreauth, and
the HashS4UPreauth member of the union MUST be populated.

imcaciamacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbHashS4UPreauth, and the HashS4UPreauth member of the union MUST be
populated.

3.1.5.11 (Updated Section) RemoteCallKerbSignS4UPreauthData

isThe RemoteCaIIKerbS| gnS4UPreauthDatafe:llks msuses the Kerberos SignS4UPreauthDataj
ol=laielanl @ keyed hash of the S4U pre-authentication data of the type

PA-FOR-X509- USER ([KERB PARAM]). The result is used for integrity checks on the ticket request by
the KDC.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbSignS4UPreauthData,
and the SignS4UPreauthData member of the union MUST be populated.

imciaciamecale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbSignS4UPreauthData, and the SignS4UPreauthData member of the union MUST be
populated.

3.1.5.12 (Updated Section) RemoteCallKerbVerifyChecksum

Elo [N E=ad o] ) iAPAP IS N PART N ELE input data, a key, and an expected checksum as inputs. The
checksum operation is then performed over the input data and key, and compared with the expected
value. The output message indicates whether the checksum is a match or not.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemotelInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbVerifyChecksum, and the
VerifyChecksum member of the union MUST be populated.

imciaciaamacilel reply to the preceding input message, the CredSSP client MUST respond with a

KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbVerifyChecksum, and the VerifyChecksum member of the union MUST be populated.

3.1.5.13 (Updated Section) RemoteCallKerbDecryptPacCredentials

returned in the PAC [MS-PAC] by the KDC. The credentlals are then re-encrypted with a connection-
specific key, making them usable only with the same CredSSP client that decrypted them. This guards
against attackers on the CredSSP server who may be scanning memory for such credentials.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The CallId field MUST be set to RemoteCallKerbDecryptPacCredentials,
and the DecryptPacCredentials member of the union MUST be populated.

imciaciamacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbDecryptPacCredentials, and the DecryptPacCredentials member of the union MUST
be populated.
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3.1.5.14 (Updated Section) RemoteCallKerbCreateECDHKeyAgreement

S=lelule)a WAPAPAR I IRl g=r1= a key handle to be used in

Kerberos PKINIT_[RFC4556]. The key agreement will use elliptic curve cryptography as defined in
[RFC5349].

The output KeyAgreementHandle is connection-specific, and is only valid for use with the same
CredSSP client that created the handle. This ensures that the key agreement will only be used by the
CredSSP server that requested the handle, and only for a single negotiated session [MS-CSSP].

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to
RemoteCallKerbCreateECDHKeyAgreement, and the CreateECDHKeyAgreement member of the
union MUST be populated.

imciacimmacalel reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbCreateECDHKeyAgreement, and the CreateECDHKeyAgreement member of the
union MUST be populated.

3.1.5.15 (Updated Section) RemoteCallKerbCreateDHKeyAgreement

yAC e ( .2.2.1. iellelg=r:1t=l @ key handle to be used in Kerberos
PKINIT. The key agreement will use Diffie-Hellman, as defined in [RFC4556].

The outputs of this message exchange are suitable for building a SubjectPuincKeyInfoiw
[MIRFC3 280 for inclusion in a Kerberos PKINIT message exchange MliRFC4556:EM

The output KeyAgreementHandle is connection-specificl and is only valid for use with the same
CredSSP client which created the handle. This ensures that the key agreement will be used only by the
CredSSP server that requested the handle, and only for a single negotiated session [MS-CSSP].

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemotelInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbCreateDHKeyAgreement,
and the CreateDHKeyAgreement member of the union MUST be populated.

I reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbCreateDHKeyAgreement, and the CreateDHKeyAgreement member of the union
MUST be populated.

3.1.5.16 (Updated Section) RemoteCallKerbDestroyKeyAgreement

DestroyKeyAgreement message (section 2.2.2.1.16) to cleangiloRSYSu=lsaWe=I eIl [go=IR-EYolol l-1d=Ts MW Id g -]
previously created DH key agreement. CredSSP servers that use either
RemoteCallKerbCreateDHKeyAgreement or RemoteCallKerbCreateECDHKeyAgreement
SHOULD perform a RemoteCallKerbDestroyKeyAgreement message exchange to ensure no resources
are leaked. Otherwise, the key agreement resources will be leaked on CredSSP client until the
connection is broken.

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallKerbDestroyKeyAgreement,
and the DestroyKeyAgreement member of the union MUST be populated.

imciacicamacile) reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
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RemoteCallKerbDestroyKeyAgreement, and the DestroyKeyAgreement member of the union MUST
be populated.

3.1.5.17 (Updated Section) RemoteCallKerbKeyAgreementGenerateNonce

the DHNonce in a Kerberos PKINIT message exchange ([RFC4556] Section 3.2.1).

To perform this message exchange, the CredSSP server MUST send a KerbCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to
RemoteCallKerbKeyAgreementGenerateNonce, and the KeyAgreementGenerateNonce member of
the union MUST be populated.

imciacimmacale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbKeyAgreementGenerateNonce, and the KeyAgreementGenerateNonce member of
the union MUST be populated.

3.1.5.18 (Updated Section) RemoteCallKerbFinalizeKeyAgreement

FinalizeKeyAgreement message (section 2.2.2.1.18) to performiuERiEIRS G R R GV IGCE uEh
operation, resulting in a shared secret between the Kerberos client and the KDC. Upon completion, the
KeyAgreementHandle used in this message exchange is no longer valid in any further message
exchanges.

The resulting SharedKey from this exchange is only valid for use with same CredSSP session [MS-
CSSP] connection over which the key was created.

To perform this message exchange, the CredSSP server must send a KerbCredIsoRemotelInput
object to the CredSSP client. The CallId field MUST be set to RemoteCallKerbFinalizeKeyAgreement,
and the FinalizeKeyAgreement member of the union MUST be populated.

imciaciammecale reply to the preceding input message, the CredSSP client MUST respond with a
KerbCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallKerbFinalizeKeyAgreement, and the FinalizeKeyAgreement member of the union MUST
be populated.

3.1.5.19 (Updated Section) RemoteCalINtimNegotiateVersion

i i iatesuses the NTLM NegotiateVersion message]
S=lelulola WAV APAPAR Do Na=ls[olikz1ns the protocol version that the NTLM packages on the CredSSP server
and CredSSP client will use to communicate. It SHOULD be called before any other calls are made.

To perform this message exchange, the CredSSP server MUST send a NtimCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallNtimNegotiateVersion, and
the MaxSupportedVersion member of the union MUST be populated.

imciacicamacale) reply to the preceding input message, the CredSSP client MUST respond with a
NtimCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallNtimNegotiateVersion, and the VersionToUse member of the union MUST be populated.
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3.1.5.20 (Updated Section) RemoteCalINtimLm20GetNtim3ChallengeResponse

defined in [MS-NLMP] section 3.3.2. It uses the prowded credentlals challenge, and information about
the user and server involved to calculate the responses and session keys for use in the NTLM v2
protocol.

To perform this message exchange, the CredSSP server MUST send a NtimCredIsoRemotelInput
object to the CredSSP client. The Callld field MUST be set to
RemoteCallNtimLm20GetNtim3ChallengeResponse, and the
NtimLm20GetNtim3ChallengeResponse member of the union MUST be populated.

imciaciomecale reply to the preceding input message, the CredSSP client MUST respond with a
NtimCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallINtimLm20GetNtim3ChallengeResponse, and the
NtimLm20GetNtim3ChallengeResponse member of the union MUST be populated.

3.1.5.21 (Updated Section) RemoteCallINtimCalculateNtResponse

protocol as defined in [MS-NLMP] sectlon 3 3 1 using the provided challenge and credentials.

To perform this message exchange, the CredSSP server MUST send a NtimCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to RemoteCallNtimCalculateNtResponse,
and the NtlmCalculateNtResponse member of the union MUST be populated.

imciaciamacile reply to the preceding input message, the CredSSP client MUST respond with a
NtimCredIsoRemoteOutput object. The CallId MUST be set to
RemoteCallNtimCalculateNtResponse, and the NtimCalculateNtResponse member of the union
MUST be populated.

3.1.5.22 (Updated Section) RemoteCallNtimCalculateUserSessionKeyNt

NTLM v1 protocol as defined in [MS-NLMP] sectlon 3 3 1 using the provided response and credentials.

To perform this message exchange, the CredSSP server MUST send a NtimCredIsoRemoteInput
object to the CredSSP client. The Callld field MUST be set to
RemoteCallNtimCalculateUserSessionKeyNt, and the NtimCalculateUserSessionKeyNt member of
the union MUST be populated.
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imciacimmacale reply to the preceding input message, the CredSSP client MUST respond with a
NtimCredIsoRemoteOutput object. The CallId field MUST be set to
RemoteCallNtimCalculateUserSessionKeyNt, and the NtimCalculateUserSessionKeyNt member of
the union MUST be populated.

3.1.5.23 (Updated Section) RemoteCallNtimCompareCredentials

which fields match.

To perform this message exchange, the CredSSP server MUST send a NtimCredIsoRemotelnput
object to the CredSSP client. The Callld field MUST be set to RemoteCalINtimCompareCredentials,
and the NtimCompareCredentials member of the union MUST be populated.

imciaciomacale reply to the preceding input message, the CredSSP client MUST respond with a
NtimCredIsoRemoteOutput object. The Callld field MUST be set to
RemoteCallNtimCompareCredentials, and the NtimCompareCredentials member of the union MUST
be populated.

3.1.6 (Updated Section) Timer Events
None.|

3.1.7 (Updated Section) Other Local Events
None.|
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4 Protocol Examples

4.1 Requesting a Service Ticket

The following diagram demonstrates use of the RDPEAR protocol in requesting a service ticket over

RDP.

Client

RDP RDP
Server

Establish
RDP Session

Prepare
TGS_REQ

TGS_REQ
Exchange

Decrypt &
validate
service ticket

KDC

| I

| I
—1{1) Authenticate with CredSSP——————»
| |
—{2) Send TGT and Encrypted TGT Kcv—h

| |
&———(3) Remote Desktop Session Established—————
| |
(@——(4) RemoteCallKerbBuidEncryptedAuthData——

| I
—{5) RemoteCallKerbBulldEncryptedAuthData——

| |
(4—(6) RemoteCallKerbComputeTgsChecksum——

| |
(7} RemoteCallKerbComputeTgsChecksum——»

| |
€—(8) RemoteCallKerbCreateApRegAuthenticator——

| |
{9 RemoteCaIIKerbCreaxeApRquuthenticato'—h

| I
,4-——(12) RemoteCallKerbUnpackKdcReplyBody——

I I
——{13) RemoteCallKerbUnpackKdcReplyBody—»
I I

:—(10) TGS_REQ—P:
:4—(11) TGS_REPﬁI

Figure 1: Sequence diagram for requesting a service ticket over RDP using RDPEAR

Message Group

Description

References

Establish
RDP Session

Establish the initial RDP connection using
CredSSP. The TGT and its associated encrypted
session key are transmitted in a
KERB_TICKET_LOGON structure.

[MS-RDPBCGR]
[MS-CSSP]
[KERB-TICKET-LOGON]

Prepare TGS_REQ

Prepare a service ticket request for processing
by the domain controller.

[MS-KILE]

[MS-RDPEAR] section 3.1.5.8
[MS-RDPEAR] section 3.1.5.7
[MS-RDPEAR] section 3.1.5.4

TSG_REQ Exchange

Request the service ticket from the KDC.

[MS-KILE]

Decrypt & validate
service ticket

Decrypt the service ticket reply from the KDC
using the encrypted session key that was
initially sent to the RDP server in message (2).

[MS-RDPEAR] section 3.1.5.6
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The following steps describe how this protocol is used in requesting a service ticket:
1. A CredSSP client connects to a RDP server.

2. The TGT for the authenticated user is sent to the server along with an encrypted TGT session
key, inside of a KERB_TICKET_LOGON structure [MS-CSSP].

3. The RDP session is established and the TGT sent in step 2 is ready for use.

4. The RDP server requests authentication data for the target service.

5. The RDP client replies with the requested authentication data.

6. The RDP server requests that the client calculate an HMAC over the TGS_REQ [RFC4120],
which will be sent to the domain controller.

7. The RDP client replies with the requested HMAC value.

8. The RDP server requests an authenticator to insert into the TGS_REQ padata [RFC4120].
9. The RDP client replies with the requested authenticator value.

10. The RDP server requests a service ticket from the KDC.

11. The KDC replies with the service ticket. This reply is partially encrypted.

12. The RDP server requests that the TGS_REP be decrypted and validated.

13. The RDP client replies with the decrypted data, including the session key.
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5 Security

5.1 (Updated Section) Security Considerations for Implementers

5.2 (Updated Section) Index of Security Parameters
None.
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6 Appendix A: Full IDL

6.1 (Updated Section) Appendix A.1: RemoteGuardCalllds.H

The header file containing the RemoteGuardCallld enumeration is as follows:

typedef enum RemoteGuardCallId
{

RemoteCallMinimum = O,

// start generic calls - not tied to a specific SSP
RemoteCallGenericMinimum = 0,
RemoteCallGenericReserved = 0,
RemoteCallGenericMaximum = 0Oxff,

// end general calls

// Start Kerberos remote calls
RemoteCallKerbMinimum = 0x100,
RemoteCallKerbNegotiateVersion = 0x100,
RemoteCallKerbBuildAsRegAuthenticator,
RemoteCallKerbVerifyServiceTicket,
RemoteCallKerbCreateApRegAuthenticator,
RemoteCallKerbDecryptApReply,
RemoteCallKerbUnpackKdcReplyBody,
RemoteCallKerbComputeTgsChecksum,
RemoteCallKerbBuildEncryptedAuthData,
RemoteCallKerbPackApReply,
RemoteCallKerbHashS4UPreauth,
RemoteCallKerbSignS4UPreauthData,
RemoteCallKerbVerifyChecksum,
Reservedl,

Reserved2,

Reserved3,

Reserved4,

Reserved5,

Reserved6,

Reserved?,
RemoteCallKerbDecryptPacCredentials,
RemoteCallKerbCreateECDHKeyAgreement,
RemoteCallKerbCreateDHKeyAgreement,
RemoteCallKerbDestroyKeyAgreement,
RemoteCallKerbKeyAgreementGenerateNonce,
RemoteCallKerbFinalizeKeyAgreement,
RemoteCallKerbMaximum = Ox1ff,

// End Kerberos remote calls

// Start NTLM remote calls
RemoteCallNtlmMinimum = 0x200,
RemoteCallNtlmNegotiateVersion = 0x200,

= < S
RemoteCallNtlmLm20GetNtlm3ChallengeResponse,
RemoteCallNtlmCalculateNtResponse,
RemoteCallNtlmCalculateUserSessionKeyNt,
RemoteCallNtlmCompareCredentials,

RemoteCallNtlmMaximum = O0x2ff,
// End NTLM remote calls

RemoteCallMaximum = 0x2ff,

RemoteCallInvalid = O0xffff // This enumeration MUST fit in 16
} RemoteGuardCallId;

bits
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6.2 (Updated Section) Appendix A.2: Kerberos.IDL

The full syntax of the Kerberos message types IDL is as follows:

import "ms-dtyp.idl";
#include "ms-rdpear remoteguardcallids.h"

// Various types used by the Input/Output structs futher down below
typedef LONG64 KEY AGREEMENT HANDLE;

typedef LONG KERBERR, *PKERBERR; // [RFC4120], section 7.5.9
static const KEY AGREEMENT HANDLE KEY AGREEMENT HANDLE INVALID = -1;

typedef struct KERB ASN1 DATA {

ULONG Pdu;

ULONG32 Length;

[size is(Length)] PUCHAR AsnlBuffer;
} KERB_ASN1 DATA;

typedef struct KERB RPC_OCTET STRING {
ULONG length;
[size is(length)] PUCHAR value;

} KERB_RPC_OCTET STRING;

KERB RPC

typedef struct

ERNAL NAME]

- oedef struet KRERR-RRPC INTERNAL-NAME (]
(ARSI i S E o — T T S
SHORT NameType;
USHORT NameCount;
[size is(NameCount)] RPC _UNICODE STRING* Names;

} KERB RPC INTERNAL NAME;

typedef struct KERB RPC PA DATA
{
INT32 preauth data type;
KERB_RPC_OCTET_ STRING preauth data;
} KERB_RPC_PA DATA;

typedef struct _KERB RPC_@
= — _

DWORD cbData;
[size is(cbData)] PBYTE pbData;

} KERB_RPC BEFCRYPTO APIJR=aNel:H

typedef struct _ SECPKG_SUPPLEMENTAL CRED {
RPC_UNICODE_ STRING PackageName;
ULONG CredentialSize;
[size is(CredentialSize)] PUCHAR Credentials;
} SECPKG_SUPPLEMENTAL CRED, *PSECPKG SUPPLEMENTAL CRED;

typedef struct _ SECPKG_SUPPLEMENTAL_CRED_ ARRAY {
ULONG CredentialCount;
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[size is(CredentialCount)] SECPKG SUPPLEMENTAL CRED Credentials[*];
} SECPKG_SUPPLEMENTAL CRED ARRAY, *PSECPKG SUPPLEMENTAL CRED_ ARRAY;

typedef struct KERB RPC ENCRYPTION KEY ({
void* reservedl;
long reserved2;
KERB_RPC_OCTET_STRING reserved3;
} KERB_RPC_ENCRYPTION KEY, *PKERB RPC_ ENCRYPTION KEY;

// Objects of this type encapsulate input parameters for a remote Kerberos

// credential isolation server. Optional values, which may be null, are indicated

// with a trailing “optional” comment.

typedef struct KerbCredIsoRemotelnput

{
// Callld determines the call being sent over the wire.
RemoteGuardCallId CallId;

// Input paramters are held in a union so that each call can be sentm

// wire in the same type of KerbCredIsoRemoteInput structure.
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
[case (RemoteCallKerbNegotiateVersion)] struct
{
ULONG MaxSupportedVersion;
} NegotiateVersion;

// Create an AS REQ message authenticator.

[case (RemoteCallKerbBuildAsRegAuthenticator)] struct

{
KERB_RPC_ENCRYPTION KEY* EncryptionKey;
KERB_RPC_ENCRYPTION KEY* ArmorKey; // optional
PLARGE INTEGER TimeSkew;

} BuildAsRegAuthenticator;

// Verify that the given service ticket is valid within the given skew.

// The encrypted part of the reply data is decrypted for the caller.
[case (RemoteCallKerbVerifyServiceTicket)] struct
{
KERB_ASN1 DATA* PackedTicket;
KERB_RPC_ENCRYPTION KEY* ServiceKey;
PLARGE_INTEGER TimeSkew; // optional
} VerifyServiceTicket;

// Create an authenticator for an KRB AP REQ message.
[case (RemoteCallKerbCreateApRegAuthenticator)] struct
{
KERB_RPC_ENCRYPTION KEY* EncryptionKey;
ULONG SequenceNumber;
KERB_RPC_INTERNAL NAME* ClientName;
PRPC_UNICODE_STRING ClientRealm;
PLARGE_INTEGER SkewTime;
KERB_RPC_ENCRYPTION KEY* SubKey; // optional
KERB_ASN1 DATA* AuthData; // optional
KERB_ASN1_DATA* GssChecksum; // optional
ULONG KeyUsage;
} CreateApRegAuthenticator;

// Decrypt the encrypted part of an AP _REP.
[case (RemoteCallKerbDecryptApReply) ] struct
{
KERB_ASN1 DATA* EncryptedReply;
KERB_RPC_ENCRYPTION KEY* Key;
} DecryptApReply;

// Decrypt the encrypted part of a KRB_KDC_REP from the KDC.

// VRS 98Mis indicated by the PDU - either B : e cielelgedTol A S REPLY .PDU

either
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TGS or AS REP key derivation types. This is done to allow back-compatibility
// with a previous [IauSdllrelease aeiadcw erve pe rg—Systemn kil

JYuMblgelYel the wrong PDU for an AS REP.
| — i Ve ke T e |

h 5 P oF I P

[case (RemoteCallKerbUnpackKdcReplyBody) ] struct
{
KERB_ASN1 DATA* EncryptedData;
KERB RPC_ENCRYPTION KEY* Key;
KERB_RPC ENCRYPTION KEY* StrengthenKey;
ULONG Pdu;
ULONG KeyUsage;
} UnpackKdcReplyBody;

// Calculate the MAC for a KRB_TGS_REQ. ESRMVIOWIPIIERY is referred s

v cheeksum" 1n REC 4120
and thus the terminology is maintained.
[case (RemoteCallKerbComputeTgsChecksum)] struct
{
KERB_ASN1 DATA* RequestBody;
KERB RPC_ENCRYPTION KEY* Key;
ULONG ChecksumType;
} ComputeTgsChecksum;

// Encrypt the given authorization data which is to be included JEESSEEEEENR
//IEERA e request body of a message to be sent to the KDC.
[case (RemoteCallKerbBuildEncryptedAuthData)] struct
{
ULONG KeyUsage;
KERB_RPC_ENCRYPTION KEY* Key;
KERB_ASN1 DATA* PlainAuthData;
} BuildEncryptedAuthData;

// Pack up and encrypt a KRB_AP_REP message using the given session key.
[case (RemoteCallKerbPackApReply)] struct
{
KERB_ASN1 DATA* Reply;
KERB ASN1 DATA* ReplyBody;
KERB_RPC_ENCRYPTION KEY* SessionKey;
} PackApReply;

// Create a MAC for S4U pre-authentication data to be include in a KRB_TGS REQ
// when an S4U service ticket for another principal.
[case (RemoteCallKerbHashS4UPreauth)] struct
{

KERB_ASN1_ DATA* S4UPreauth;

KERB_RPC_ENCRYPTION KEY* Key;

LONG ChecksumType;
} HashS4UPreauth;

// Create a MAC for S4U pre-authentication data that is forj e
// [ AR et elusers. This pa-data is added to KRB TGS REQ
when requesting g2 U service
E— icke

[case (RemoteCallKerbSignS4UPreauthData)] struct
{

KERB_RPC_ENCRYPTION KEY* Key;

BOOL IsRequest;

KERB_ASN1 DATA* Userld;

PLONG ChecksumType;
} SignS4UPreauthData;

// Calculate a MAC from the given data and compare it to the given expected
// value. Used to detect mismatches which may indicate tampering with
/ /¥ WINE which is sent by the KDC to the client inside a KRB _KDC_REP.
[case (RemoteCallKerbVerifyChecksum) ] struct
{

KERB_RPC_ENCRYPTION KEY* Key;

ULONG ChecksumType;

ULONG ExpectedChecksumSize;

[size is(ExpectedChecksumSize)] const UCHAR* ExpectedChecksum;
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ULONG DataToCheckSize;
[size is(DataToCheckSize)] const UCHAR* DataToCheck;
} VerifyChecksum;

// Decrypt the supplemental credentials which are contained i E Y

/ / IERSR S N INOEISIeld back by the KDC in a KRB_KDC_REP.

[case (RemoteCallKerbDecryptPacCredentials)] struct
{

KERB_RPC_ENCRYPTION KEY* Key;

ULONG Version;

ULONG EncryptionType;

ULONG DataSize;

[size is(DataSize)] UCHAR* Data;
} DecryptPacCredentials;

// Create a new ECDH key agreement handle with the given ECC key bit length

[case (RemoteCallKerbCreateECDHKeyAgreement) ] struct
{

ULONG KeyBitLen;
} CreateECDHKeyAgreement;
[case (RemoteCallKerbCreateDHKeyAgreement)] struct

// This [case (RemoteCallKerb)] struct has no input parameters,

// simplicity and consistency with the other parameters, let's define
// this as a [case(RemoteCallKerb)] struct with a single ignored value.

UCHAR Ignored;
} CreateDHKeyAgreement;

// a key agreement handle which was previously constructed

/A with either
CreateECDHKeyAgreement or CreateDHKeyAgreement.
[case (RemoteCallKerbDestroyKeyAgreement) ] struct

{

KEY AGREEMENT HANDLE KeyAgreementHandle;
} DestroyKeyAgreement;

// Generate a nonce for use with the given key agreement. This nonce is part
//B¥i the Diffie-Hellman agreement that is part of Kerberos PKINIT (RFC 4556)

[case (RemoteCallKerbKeyAgreementGenerateNonce)] struct
{

KEY AGREEMENT HANDLE KeyAgreementHandle;
} KeyAgreementGenerateNonce;

// Finish a Kerberos PKINIT (RFC 4556) key agreement.
[case (RemoteCallKerbFinalizeKeyAgreement)] struct
{
KEY AGREEMENT HANDLE* KeyAgreementHandle;
ULONG KerbEType;
ULONG RemoteNoncelen;
[size_is(RemoteNoncelLen)] PBYTE RemoteNonce;
ULONG X509PublicKeyLen;
[size is(X509PublicKeyLen)] PBYTE X509PublicKey;
} FinalizeKeyAgreement;
}i
} KerbCredIsoRemoteInput, *PKerbCredIsoRemoteInput;

// Cimpeealenlsteles] of this type contain the output which corresponds to one of the

// inputs from the above KerbCredIsoRemotelInput structure. Please see the
// input type in the above union for an explanation of the call.
typedef struct KerbCredIsoRemoteOutput
{
RemoteGuardCallId CallId;
NTSTATUS Status;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
[case (RemoteCallKerbNegotiateVersion)] struct
{
ULONG VersionToUse;
} NegotiateVersion;
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[case (RemoteCallKerbBuildAsRegAuthenticator)] struct
{

LONG PreauthDataType;

KERB_RPC OCTET STRING PreauthData;
} BuildAsRegAuthenticator;

[case (RemoteCallKerbVerifyServiceTicket)] struct
{

KERB_ASN1 DATA DecryptedTicket;

LONG KerbProtocolError;
} VerifyServiceTicket;

[case (RemoteCallKerbCreateApRegAuthenticator)] struct
{

LARGE_INTEGER AuthenticatorTime;

KERB_ASN1_DATA Authenticator;

LONG KerbProtocolError;
} CreateApRegAuthenticator;

[case (RemoteCallKerbDecryptApReply) ] struct
{

KERB_ASN1 DATA ApReply;
} DecryptApReply;

[case (RemoteCallKerbUnpackKdcReplyBody) ] struct
{

LONG KerbProtocolError;

KERB ASN1 DATA ReplyBody;
} UnpackKdcReplyBody;

[case (RemoteCallKerbComputeTgsChecksum)] struct
{

KERB ASN1 DATA Checksum;
} ComputeTgsChecksum;

[case (RemoteCallKerbBuildEncryptedAuthData)] struct
{

KERB_ASN1 DATA EncryptedAuthData;
} BuildEncryptedAuthData;

[case (RemoteCallKerbPackApReply)] struct
{

ULONG PackedReplySize;

[size_ is(PackedReplySize)] PUCHAR PackedReply;
} PackApReply;

[case (RemoteCallKerbHashS4UPreauth)] struct
{

PULONG ChecksumSize;

[size_is(, *ChecksumSize)] PUCHAR* ChecksumValue;
} HashS4UPreauth;

[case (RemoteCallKerbSignS4UPreauthData)] struct
{

PLONG ChecksumType;

PULONG ChecksumSize;

[size_is(, *ChecksumSize)] PUCHAR* ChecksumValue;
} SignS4UPreauthData;

[case (RemoteCallKerbVerifyChecksum) ] struct

{
BOOL IsValid;
} VerifyChecksum;

[case (RemoteCallKerbDecryptPacCredentials)] struct

{
PSECPKG_SUPPLEMENTAL CRED ARRAY Credentials;
} DecryptPacCredentials;
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[case (RemoteCallKerbCreateECDHKeyAgreement) ] struct

KEY AGREEMENT HANDLE* KeyAgreementHandle;

KERBERR* KerbErr;

PULONG EncodedPubKeyLen;

[size is(, *EncodedPubKeyLen)] PBYTE* EncodedPubKey;
} CreateECDHKeyAgreement;

[case (RemoteCallKerbCreateDHKeyAgreement) ] struct

KERB_RPC_CRYPTO API BLOB* ModulusP;

KERB_RPC CRYPTO API BLOB* GeneratorG;

KERB_RPC CRYPTO API BLOB* FactorQ;

KEY AGREEMENT HANDLE* KeyAgreementHandle;

KERBERR* KerbErr;

PULONG LittleEndianPublicKeyLen;

[size is(, *LittleEndianPublicKeyLen)] PBYTE* LittleEndianPublicKey;
} CreateDHKeyAgreement;

[case (RemoteCallKerbDestroyKeyAgreement) ] struct

// This [case (RemoteCallKerb)] struct has no output, but for m

lconsisteney define as
JZB=inplicity and consistency define as El

[case (RemoteCallKerb)] struct with a single ignored value.

UCHAR Ignored;

} DestroyKeyAgreement;

[case (RemoteCallKerbKeyAgreementGenerateNonce) ] struct
PULONG Noncelen;
[size is(, *NonceLen)] PBYTE* Nonce;

} KeyAgreementGenerateNonce;

[case (RemoteCallKerbFinalizeKeyAgreement)] struct
KERB RPC_ENCRYPTION KEY* SharedKey;

} FinalizeKeyAgreement;

bi
} KerbCredIsoRemoteOutput, *PKerbCredIsoRemoteOutput;

6.3 (Updated Section) Appendix A.3: NTLM.IDL

The full syntax of the NTLM message types IDL is as follows:

import "ms-dtyp.idl";

#include "ms-rdpear remoteguardcallids.h"

#define MSV1 0 CREDENTIAL KEY LENGTH 20
#define MSV1 0 CHALLENGE LENGTH 8
#define MSV1 0 RESPONSE LENGTH 24
#define MSV1 0 NTLM3 RESPONSE LENGTH 16
#define MSV1 0 USER SESSION KEY LENGTH 16

N

typedef struct NT CHALLENGE[
" il

UCHAR Data[MSV1 0 CHALLENGE LENGTH];
} NT CHALLENGE, *PNT CHALLENGE;

typedef struct NT RESPONSEf

UCHAR Data[MSV1 0 RESPONSE LENGTH];
} NT_RESPONSE, *PNT RESPONSE;
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typedef struct {
UCHAR Response[MSV1 0 NTLM3 RESPONSE LENGTH];
UCHAR ChallengeFromClient [MSV1 O CHALLENGE LENGTH];
} MSV1 0 LM3 RESPONSE, *PMSV1 0 LM3 RESPONSE;

typedef struct {
UCHAR Data[MSV1 0 USER SESSION KEY LENGTH];
} USER_SESSION KEY, *PUSER SESSION KEY;

typedef NT CHALLENGE LM SESSION_KEY;

typedef enum MSV1 0 CREDENTIAL KEY TYPE[
= _ 0 _KEY | |

[
InvalidCredkey, INNNVEETEE ST
MNSLRLEY  // reserved]
DomainUserCredKey,
LocalUserCredKey, // For internal use only - should never be present in
@4 MSV1 0 REMOTE ENCRYPTED SECRETS

ExternallySuppliedCredKey
} MSV1 0 CREDENTIAL KEY TYPE;

typedef struct MSV1 0 CREDENTIAL KEY {
UCHAR Data[MSV1 0 CREDENTIAL KEY LENGTH];
} MSV1 0 CREDENTIAL KEY, *PMSV1 0 CREDENTIAL KEY;

typedef struct MSV1 0 REMOTE ENCRYPTED SECRETS{
BOOLEAN reservedl;
BOOLEAN reserved?2;
BOOLEAN reserved3;
MSV1 0 CREDENTIAL KEY TYPE reservedd;
MSV1 O CREDENTIAL KEY reserved5;
ULONG reservedSize;
[size is(reservedSize)] UCHAR* reserved6;
} MSV1 0 REMOTE ENCRYPTED SECRETS, *PMSV1 0 REMOTE ENCRYPTED SECRETS;

// Note: in this documentation, "server" refers to the LSA server

// (which is providing access to credentials) and "client" refers to

// the LSA client (which is using the credentials provided by the server).
// This is the opposite of the RDP view.

typedef struct NtlmCredIsoRemotelnput

{

RemoteGuardCallId CallId;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{

// Used to negotiate the protocol version that will be used.
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// Client sends that maximum version it supports; server replies
// with the version that will actually be used.
[case (RemoteCallNtlmNegotiateVersion)] struct
{
ULONG MaxSupportedVersion;
} NegotiateVersion;

// Use the provided credential and challenge to generate the ﬁﬁ
// and LM response for the NTLM v2 authentication protocol.
[case (RemoteCallNtlmIm20GetNt1lm3ChallengeResponse) ] struct

{

PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;

PRPC_UNICODE_ STRING UserName;

PRPC_UNICODE_STRING LogonDomainName;

PRPC UNICODE STRING ServerName;

UCHAR ChallengeToClient [MSV1 0 CHALLENGE LENGTH];
} Lm20GetNtlm3ChallengeResponse;

// Use the provided credential to calculate a response @
/ /2 challenge according to the NTLM vl protocol.
[case (RemoteCallNtlmCalculateNtResponse)] struct
{
PNT CHALLENGE NtChallenge;
PMSV1 0 REMOTE ENCRYPTED SECRETS Credential;
} CalculateNtResponse;

// Use the provided credential and response to calculate@
/ /I key according to the NTLM vl protocol.
[case (RemoteCallNtlmCalculateUserSessionKeyNt) ] struct
{
PNT RESPONSE NtResponse;
PMSVlioiREMOTEiENCRYPTEDfSECRETS Credential;
} CalculateUserSessionKeyNt;

// Compare the provided credentials to determine whether

// they're identical.

[case (RemoteCallNtlmCompareCredentials)] struct

{
PMSVI_O_REMOTE_ENCRYPTED_SECRETS LhsCredential;
PMSVI_O_REMOTE_ENCRYPTED_SECRETS RhsCredential;

} CompareCredentials;

bi
} NtlmCredIsoRemoteInput, *PNtlmCredIsoRemotelInput;

typedef struct NtlmCredIsoRemoteOutput
{
RemoteGuardCallId CallId;
NTSTATUS Status;
[switch type (RemoteGuardCallId), switch is(CallId)] union
{
[case (RemoteCallNtlmNegotiateVersion)] struct

{

ULONG VersionToUse;
} NegotiateVersion;

[case (RemoteCallNtlmLm20GetNtlm3ChallengeResponse) ] struct
{

USHORT Ntlm3ResponseLength;

[size is(Ntlm3ResponselLength)] BYTE *Ntlm3Response;
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MSV1_ 0O_LM3_ RESPONSE Lm3Response;
USER _SESSION_KEY UserSessionKey;
LM SESSION KEY LmSessionKey;

} Lm20GetNtlm3ChallengeResponse;

[case (RemoteCallNtlmCalculateNtResponse)] struct
{

NT RESPONSE NtResponse;
} CalculateNtResponse;

[case (RemoteCallNtlmCalculateUserSessionKeyNt) ] struct
{

USER SESSION KEY UserSessionKey;
} CalculateUserSessionKeyNt;

[case (RemoteCallNtlmCompareCredentials)] struct

{
BOOL AreNtOwfsEqual;
BOOL AreLmOwfsEqual;
BOOL AreShaOwfsEqual;

} CompareCredentials;

}i
} NtlmCredIsoRemoteOutput, *PNtlmCredIsoRemoteOutput;
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7 (Updated Section) Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include updates to those products.

= Windows 10 operating system
= Windows Server 2016 operating system
= Windows Server operating system

= Windows Server 2019 operating system

= Windows Server 2022 operating system

Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base
(KB) number appears with a product name, the behavior changed in that update. The new behavior
also applies to subsequent updates unless otherwise specified. If a product edition appears with the
product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.

PRl 4)2.2. 1 -5 FlMFor more information on Kerberos and NTLM secrets see [MSDOCS-CGP].

e S1=leufe) ) WAVAPIREGH This is done to allow back-comEatibiIitﬁ with applicable Windows Server
JEn

releases which returned the wrong PDU for an AS_REP

releases which returned the wrong PDU for an AS REP message.| N
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8 Change Tracking

This section identifies changes that were made to this document since the last release. Changes are

classified as Major, Minor, or None.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements.

= A document revision that captures changes to protocol functionality.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class None means that no new technical changes were introduced. Minor editorial and
formatting changes may have been made, but the relevant technical content is identical to the last

released version.

The changes made to this document are listed in the following table. For more information, please

contact dochelp@microsoft.com.
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Section Description Zg‘;i:io"
1.3 Overview éﬁl;l:éjn\t/ii;tlg&ac:\da.nnel and Remote and Major
2.2.1.1 RemoteGuardCallld Enumeration Removed ProtectCredential. Major
2.2.1.2.1 KERB_ASN1_DATA Added introduction and field definitions. Major
2.2.1.2.2 KERB_RPC_OCTET_STRING Added section. Major
2.2.1.2.3 KERB_RPC_INTERNAL_NAME Added section. Major
2.2.1.2.4 KERB_RPC_PA_DATA Added section. Major
2.2.1.2.5 KERB_RPC_CRYPTO_API_BLOB Added section. Major
2.2.1.2.6 SECPKG_SUPPLEMENTAL_CRED Added section. Major
:%:Ezé;kzéisuPPLEMENTAL_CRED_ARRAY Added section. Major
2.2.1.2.8 KERB_RPC_ENCRYPTION_KEY Added field definitions. Major
2.2.1.2.9 KerbCredIsoRemotelnput Added introduction and field definitions. Major
2.2.1.2.10 KerbCredIsoRemoteOutput Added introduction and field definitions. Major
2.2.1.3.1 NT_CHALLENGE Added section. Major
2.2.1.3.2 NT_RESPONSE Added section. Major
2.2.1.3.3 MSV1_0_LM3_RESPONSE Added section. Major
2.2.1.3.4 USER_SESSION_KEY Added section. Major
2.2.1.3.5 MSV1_0_CREDENTIAL_KEY Added section. Major
2.2.1.3.6 Added field definitions. Major
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MSV1_0_REMOTE_ENCRYPTED_SECRETS

Removed ProtectCredential. Added .
2.2.1.3.7 NtimCredIsoRemotelnput introduction and field definitions. Major

Removed ProtectCredential. Added .
2.2.1.3.8 NtimCredIsoRemoteOutput introduction and field definitions. Major
2.2.2.1.1 NegotiateVersion Qggﬁictlig;]tsroduction and updated field Major
2.2.2.1.2 BuildAsRegAuthenticator Qggﬁictlig;]tsroductlon and updated field Major
2.2.2.1.3 VerifyServiceTicket Qggr?ictlicl)r:]t;oductlon and updated field Major
2.2.2.1.4 CreateApRegAuthenticator Qggsgig:]tgoductlon and updated fleld Major
2.2.2.1.5 DecryptApReply ﬁggsgig:]t;oductlon and updated field Major

Added introduction and updated field .
2.2.2.1.6 UnpackKdcReplyBody definitions. Major
2.2.2.1.7 ComputeTgsChecksum gdc_le_d_lntroductlon and updated field Major

efinitions.
2.2.2.1.8 BuildEncryptedAuthData gdc_le_d_lntroductlon and updated field Major
efinitions.
Added introduction and updated field .
2.2.2.1.9 PackApReply definitions. Major
2.2.2.1.10 HashS4UPreauth Added Introduction and updated field Major
definitions.
2.2.2.1.11 SignS4UPreauthData ﬁdc.'e.d.‘”tmd”d“’” and updated field Major
efinitions.

2.2.2.1.12 VerifyChecksum ﬁdc.'e.d.‘”tmd”d“’” and updated field Major
efinitions.

2.2.2.1.13 DecryptPacCredentials ﬁdge.d.lntroductlon and updated field Major
efinitions.

2.2.2.1.14 CreateECDHKeyAgreement AdQe_d_lntroductlon and updated fleld Major
definitions.

2.2.2.1.15 CreateDHKeyAgreement Qggsgi;r;tgoductlon and updated field Major

2.2.2.1.16 DestroyKeyAgreement ﬁggsgi;:tgoductmn and updated field Major

2.2.2.1.17 KeyAgreementGenerateNonce ﬁggreﬂctli;r:]tsroductlon and updated field Major

2.2.2.1.18 FinalizeKeyAgreement Qggﬁﬁig;tsmd”d'on and updated field Major
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2.2.2.2.1 NegotiateVersion Adc_le_d_lntroductlon and updated field Major
definitions.
Added introduction and updated field .

2.2.2.2.2 Lm20GetNtIm3ChallengeResponse definitions. Major
Added introduction and updated field .

2.2.2.2.3 CalculateNtResponse definitions. Major

2.2.2.2.4 CalculateUserSessionKeyNt Added introduction and updated field Major
definitions.

2.2.2.2.5 CompareCredentials Adde_d_lntroductlon and updated field Major
definitions.

6.1 Appendix A.1: RemoteGuardCalllds.H Removed ProtectCredential. Major

6.2 Appendix A.2: Kerberos.IDL Removed data structures that are re_served Major
for internal use or not seen on the wire.

6.3 Appendix A.3: NTLM.IDL Removed data structures that are re_served Major
for internal use or not seen on the wire.

7 Appendix B: Product Behavior Updated for this version of Windows Server. Major
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