[MS-OIDCE]: OpenlID Connect 1.0 Protocol Extensions

This topic lists the Errata found in [MS-OIDCE] since it was last published. Since Cj sS
this topic is updated frequently, we recommend that you subscribe to these RSS CJ
or Atom feeds to receive update notifications. Atom

Errata are subject to the same terms as the Open Specifications documentation

referenced.

Errata below are for Protocol Document Version V8.0 — 2021/06/25.

Errata
Published* Description
2021/07/13 In Section 3.2.5.3.1.3 Processing Details, updated to support client use of KDFv2 version,

and specified supporting operating systems.

Changed from:

"winhello_cert_kr" (AD FS behavior level is AD_FS_BEHAVIOR_LEVEL_3 or higher). The
server can include "winhello_cert_kr" in the capabilities field if it supports
the krctx parameter as part of the OAuth token request ([MS-OAPXBC] section 2.2.2).<12>"

Changed to:

"winhello_cert_kr" (AD FS behavior level is AD_FS_BEHAVIOR_LEVEL_3 or higher). The
server can include "winhello_cert_kr" in the capabilities field if it supports the krctx
parameter as part of the OAuth token request ([MS-OAPXBC] section 2.2.2).<12>

kdf_ver2 (AD FS behavior levelis AD_FS_BEHAVIOR_LEVEL_3 or higher). The server can
include "kdf_ver2" in the capabilities field if it is supported.<13>The client can use KDFv2
version for deriving the Session Key as described in[MS-OAPXBC]section 3.1.5.1.3.3."

<13> Section 3.2.5.3.1.3: KDF Version 2 is supported on the operating systems specified in
[MSFT-CVE-2021-33779], each with its related KB article download installed.
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