[MS-OAPX]: OAuth 2.0 Protocol Extensions

This topic lists the Errata found in [MS-OAPX] since it was last published. Since Cj
this topic is updated frequently, we recommend that you subscribe to these RSS D
or Atom feeds to receive update notifications.

Errata are subject to the same terms as the Open Specifications documentation

referenced.

Errata below are for Protocol Document Version V4.0 - 2016/07/14.

Errata

Published* | Description

2016/08/04 In several sections, added and updated information about the prompt URI parameter regarding its
(updated) existing behavior and behavior that is modified through KB/QFE 3172614.

2016/07/18

In Section 1.2.1, Normative References, included the following reference:

[MSKB-3172614] Microsoft Corporation, "July 2016 update rollup for Windows RT 8.1, Windows
8.1, and Windows Server 2012 R2", https://support.microsoft.com/en-us/kb/3172614.

In Section 2.2.2, Common URI Parameters, changed from:

URI parameter Description

prompt OPTIONAL. This query parameter is used in
the same way as the prompt parameter
defined in [OIDCCore] section 3.1.2.1. The AD
FS server ignores this parameter unless its
ad_fs_behavior_level is
AD_FS_BEHAVIOR_LEVEL_2 or higher.

Changed to:
URI parameter Description
prompt OPTIONAL. This query parameter is used in

the same way as the prompt parameter
defined in [OIDCCore] section 3.1.2.1, but the
only accepted values for this parameter are
"none" and "login".

This parameter and the accepted values
specified above SHOULD<2> be supported for
all values of ad_fs_behavior_level.

<2> Section 2.2.2: The prompt parameter is not supported on Windows Server 2012 R2 unless
[MSKB-3172614] is installed. Even with [MSKB-3172614] installed, the "none" value for the
parameter is not supported on Windows Server 2012 R2.

In Section 2.2.2.7, prompt, changed from:

The prompt query parameter is OPTIONAL, and can be specified by the client role of the OAuth
2.0 Protocol Extensions. This parameter has the same behavior as the prompt parameter defined
in [OIDCCore] section 3.1.2.1, but can be specified regardless of whether the client role also
requests the "openid" scope.

The AD FS server ignores this parameter unless its ad_fs_behavior_level is
AD_FS_BEHAVIOR_LEVEL_2 or higher.
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Changed to:

The prompt query parameter is OPTIONAL, and can be specified by the client role of the OAuth
2.0 Protocol Extensions. This parameter has the same behavior as the prompt parameter defined
in [OIDCCore] section 3.1.2.1 (see section 2.2.2 for exceptions and support information), but can
be specified regardless of whether the client role also requests the "openid" scope.

In Section 3.2.5.1.1, GET, changed from:

prompt: OPTIONAL. The client can choose to specify this optional query parameter. It is used in
the same way as the prompt parameter defined in [OIDCCore] section 3.1.2.1.

Changed to:

prompt: OPTIONAL. The client can choose to specify this optional query parameter. It is used in
the same way as the prompt parameter defined in [OIDCCore] section 3.1.2.1.

Note Support for the prompt parameter depends on the AD FS server's ad_fs_behavior_level and
the product version. See section 2.2.2 for support information.

In Section 3.2.5.1.1.3, Processing Details, changed from:

o If the AD FS server's ad_fs_behavior_level is AD_FS_BEHAVIOR_LEVEL_2 or higher and the
OAuth 2.0 client provided a value of "none" or "login" for the prompt query parameter, the AD FS
server follows the behavior described for the prompt parameter in [OIDCCore] section 3.1.2.1.

Changed to:

¢ If the prompt query parameter is supported and the OAuth 2.0 client provided a value of "none"
or "login" for the prompt query parameter, the AD FS server follows the behavior described for the
prompt parameter in [OIDCCore] section 3.1.2.1.

Note Support for the prompt parameter depends on the AD FS server's ad_fs_behavior_level and
the product version. See section 2.2.2 for support information.

In Section 4.10, Authorization Code Request with prompt Parameter, changed from:

Refer to [RFC6749] section 4.1.1 (Authorization Request). For more information on the prompt
parameter, see [OIDCCore] section 3.1.2.1.

Changed to:

Refer to [RFC6749] section 4.1.1 (Authorization Request). For more information on the prompt
parameter, see section 2.2.2 and [OIDCCore] section 3.1.2.1.
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