[MS-NRPC]: Netlogon Remote Protocol

referenced.

This topic lists the Errata found in [MS-NRPC] since it was last published. Since
this topic is updated frequently, we recommend that you subscribe to these RSS
or Atom feeds to receive update notifications.

Errata are subject to the same terms as the Open Specifications documentation

August 24, 2020 — Download
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Errata
Published* Description
2020/10/26 In Section 3.1.4.6 Calling Methods Requiring Session-Key Establishment, added a reference

to product note 74 and clarified product notes 74 and 76.

Changed from:

<74> Section 3.1.4.6: Whenever a Windows 7 client or later creates a secure channel with a
Windows Server 2008 server or later, the server will enforce that clients are using RPC
Integrity and Confidentiality to secure the connection.

<76> Section 3.1.4.6: Windows NT, Windows 2000, Windows Server 2003, and Windows
Server 2008 allow the call to succeed.

Changed to:
1.2.2 Informative References

[MSFT-CVE-2020-1472] Microsoft Corporation, "CVE-2020-1472 | Netlogon Elevation of
Privilege Vulnerability", 08/11/2020, https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1472

<74> Section 3.1.4.6: Windows XP and later clients will request secure RPC. Windows Server
2008 R2 operating system and later will enforce that clients are using RPC Integrity and
Confidentiality to secure the connection. For more information, see [MSFT-CVE-2020-1472].

<76> Section 3.1.4.6: Windows NT, Windows 2000, Windows Server 2003, and Windows
Server 2008 MS-NRPC servers do not support enforcing that clients are using RPC Integrity
and Confidentiality to secure the connection.
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