[MS-MWBE-Diff]:

Microsoft Web Browser Federated Sign-On Protocol
Extensions

Intellectual Property Rights Notice for Open Specifications Documentation

* Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

* Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

* No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

* Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

* License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

* Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

* Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://msdn.microsoft.com/en-us/openspecifications/dn750984

Revision Summary

Revision Revision
Date History Class Comments
10/22/2006 | 0.01 New Version 0.01 release
1/19/2007 1.0 Major Version 1.0 release
3/2/2007 1.1 Minor Version 1.1 release
4/3/2007 1.2 Minor Version 1.2 release
5/11/2007 1.3 Minor Version 1.3 release
6/1/2007 1.3.1 Editorial Changed language and formatting in the technical content.
7/3/2007 1.3.2 Editorial Changed language and formatting in the technical content.
7/20/2007 1.3.3 Editorial Changed language and formatting in the technical content.
8/10/2007 1.4 Minor Clarified the meaning of the technical content.
9/28/2007 1.4.1 Editorial Changed language and formatting in the technical content.
10/23/2007 | 1.5 Minor Clarified the meaning of the technical content.
11/30/2007 | 1.6 Minor Clarified the meaning of the technical content.
1/25/2008 1.6.1 Editorial Changed language and formatting in the technical content.
3/14/2008 1.6.2 Editorial Changed language and formatting in the technical content.
5/16/2008 1.6.3 Editorial Changed language and formatting in the technical content.
6/20/2008 1.6.4 Editorial Changed language and formatting in the technical content.
7/25/2008 1.6.5 Editorial Changed language and formatting in the technical content.
8/29/2008 1.6.6 Editorial Changed language and formatting in the technical content.
10/24/2008 | 2.0 Major Updated and revised the technical content.
12/5/2008 3.0 Major Updated and revised the technical content.
1/16/2009 3.0.1 Editorial Changed language and formatting in the technical content.
2/27/2009 3.0.2 Editorial Changed language and formatting in the technical content.
4/10/2009 3.0.3 Editorial Changed language and formatting in the technical content.
5/22/2009 3.1 Minor Clarified the meaning of the technical content.
7/2/2009 4.0 Major Updated and revised the technical content.
8/14/2009 5.0 Major Updated and revised the technical content.
9/25/2009 5.1 Minor Clarified the meaning of the technical content.
11/6/2009 5.1.1 Editorial Changed language and formatting in the technical content.
12/18/2009 | 5.1.2 Editorial Changed language and formatting in the technical content.
1/29/2010 5.2 Minor Clarified the meaning of the technical content.

2/53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



Revision Revision

Date History Class Comments

3/12/2010 5.2.1 Editorial Changed language and formatting in the technical content.

4/23/2010 5.2.2 Editorial Changed language and formatting in the technical content.

6/4/2010 5.2.3 Editorial Changed language and formatting in the technical content.

7/16/2010 6.0 Major Updated and revised the technical content.

8/27/2010 6.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

10/8/2010 6.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

11/19/2010 | 6.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

1/7/2011 7.0 Major Updated and revised the technical content.

2/11/2011 2.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

3/25/2011 2.0 None No ch_anges to the meaning, language, or formatting of the
technical content.
No changes to the meaning, language, or formatting of the

5/6/2011 7.0 None technical content.

6/17/2011 7.1 Minor Clarified the meaning of the technical content.
No changes to the meaning, language, or formatting of the

9/23/2011 7.1 None technical content.

12/16/2011 | 8.0 Major Updated and revised the technical content.

3/30/2012 8.0 None No ch_anges to the meaning, language, or formatting of the
technical content.
No changes to the meaning, language, or formatting of the

7/12/2012 8.0 None technical content.

10/25/2012 | 8.0 None No chgnges to the meaning, language, or formatting of the
technical content.

1/31/2013 8.0 None No chgnges to the meaning, language, or formatting of the
technical content.

8/8/2013 9.0 Major Updated and revised the technical content.

11/14/2013 | 9.0 None No chgnges to the meaning, language, or formatting of the
technical content.

2/13/2014 9.0 None No chfanges to the meaning, language, or formatting of the
technical content.

5/15/2014 9.0 None No chfanges to the meaning, language, or formatting of the
technical content.

6/30/2015 10.0 Major Significantly changed the technical content.

7/14/2016 10.0 None No chfanges to the meaning, language, or formatting of the
technical content.

3/53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



Revision Revision
Date History Class Comments
6/1/2017 11.0 Major Significantly changed the technical content.
12/1/2017 11.0 None No changes to the meaning, language, or formatting of the

technical content.

[MS-MWBE-Diff] - v20171201

4/53

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017




Table of Contents

1 INtrodUCHioN .iiiciciicieriereriese s s s s ssasassasansasassasansasassasansasansasansasansnsansasansnsnnnns 7
1.1 ] (01T 7
1.2 ] =] r =] Lol PP 10

1.2.1 NOrMAtiVe REfEIENCES .ttt et e e ees 10
1.2.2 INfOrmative REfEIENCES .. .viviieiii i et e e e s e e nans 11
1.3 L@ YT Y O 11
1.3.1 Query String Response Transfer Protocol ..........coviiiiiiiii e 11
1.3.2 SAML 1.1 Assertion EXEENSION .iivviiiiiiiii e 12
1.4 Relationship to Other ProtoCoISs ..o 12
1.5 Prerequisites/Preconditions ......cciiiiiiii i e 12
1.6 Applicability Statement ... ..o e 12
1.7 Versioning and Capability Negotiation ........cccoiiiiiiiiiiii e 12
1.8 Vendor-EXtensible Fields ... e e 13
1.9 Standards ASSIGNMENTS. ... . 13

B =TT T T 14

2.1 =01 51 o 14

2.1.1 Query String Response Transfer ProtoCol .......ovcvvvviiiiiiiiiic e ee 14
2.2 LTSS T LISV o = G P 14
2.2.1 XML Namespace Ref@rENCES ..ttt e 14
2.2.2 Query String Response Transfer ProtoCol ......o.vvvveiiiiiiiiii e e e 14
2.2.2.1 WSIGNIN1.0 MESSAGE ..eiuiniieiiiiiie it ettt e et e e et e e eeanans 14
2.2.2.1.1 CommON Parameters ....ciiiiiii e 14
2.2.2.1.2 WSIGNIN1.0 RESPONSE .uiuiiiiieieieieit ittt et et s e e e e e e raeeanans 14
2.2.3 SAML 1.1 Assertion EXtENSION .oiviiiiiiiiiii e 15
2.2.3.1 1Y AN | e AV o I o =T o =T PP 15
2.2.3.2 WindowsIdentifiers StruCtUre.....ocv i e 15
2.2.3.2. 1 WindowsldentifierFlags Structure ......c.coiiiiiiiiiiic e 16
2.2.3.2 PACKED _SIDS StrUCTUIE ..ttt it e e e r e e aaeeas 16

2.3 D|rectory Service Schema Elements ...ocviiiiiiiiiii i 17

1C N 4 o 1 o Yot T I D =1 - | - 18

3.1 TP/ STS DEaIlS o ueitiiiei ettt 18

3.1.1 AbSEract Data MOl ....cvviiiiiii i e 18
3.1.1.1 Query String Response Transfer Protocol ......c.cvvevvviiiiiiiiiiiii e 18
3.1.1.1.1 Pending ReSUIL . .ceii e 18
3.1.1.1.2 Maximum Query String Response Message Length.........c.ccoiiiiiiiinnnnne. 18
3.1.2 LI L. L= 1= PP 19
3.1.3 | T = | = T ] o PP 19
3.1.4 Higher-Layer Triggered EVENES ...ttt a e ees 19
3.1.5 Processing Events and Sequencing RUIES .........cocoiiiiiiiiiiiiii e 19
3.1.5.1 Query String Response Transfer Protocol ........cooevviiiiiiiiiii e 19
3.1.5.1.1 Receiving a wsigninl.0 Request That Does Not Specify a ttpindex ......... 19
3.1.5.1.2 Receiving a wsigninl.0 Request That Specifies a ttpindex of O .............. 19
3.1.5.1.3 Receiving a wsigninl.0 Request That Specifies a ttpindex Other Than 0 . 19
3.1.5.1.4 Responding to a wsigninl1.0 Request That Specifies a ttpindex .............. 20
3.1.5.2 SAML 1.1 Assertion EXTENSION .. .coiiiiiiiii e 20
3.1.5.2.1 Responding to @ wsigninl.0 Request........cooiiiiiiiiiiiiiiiiin e 20
3.1.5.2.1.1 ClaimSource ElemMeNT ...cveiieiiii e e 20
3.1.5.2.1.2 CookieInfoHash Element......ccoiiiiiiiii e 20
3.1.5.2.1.3 WindowsUserIdentifier Element ......c.covviiiiiiiiiiiicic e 21
3.1.5.2.1.4 WindowsUserName Element......cccoveiiiiiiiiiiii e 21
3.1.5.2.1.5 WindowslIdentifiers Element ......ccoveiiiiiiiiiiiii e 21

3.1.6 LI L L=l == L PP 21
3.1.7 Other LoCal EVENES ..ot e e 21

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



3.2 Relying Party Details ...viiiiiiiiii s e 21
3

2.1 ADSEract Data Model.....cvieiiii 21
3.2.1.1 Query String Response Transfer ProtoCol ......coovviiiiiiiiii i e 21
3.2.1.1.1 Aggregated ResUIt ... ..ouiiiiiii e 21
3.2.2 LT .= 21
3.2.3 | TR T 1 4= o o o I PP 22
3.2.4 Higher-Layer Triggered EVENES ...t 22
3.2.5 Processing Events and Sequencing RUIES .......ciiiiiiiiiiii e 22
3.2.5.1 Query String Response Transfer Protocol .......c.ooviiiiiiiiiiii e 22
3.2.5.1.1 Sending a wsigninl.0 Request......coviiiiiiiii i 22
3.2.5.1.2 Receiving a wsignin1.0 Response That Does Not Specify a ttpindex ....... 22
3.2.5.1.3 Receiving a wsigninl.0 Response That Specifies a ttpindex................... 22
3.2.5.1.4 Processing the Complete Aggregated Result.........ccovvviiiiiiiiiiiiicinene, 23
3.2.5.2 SAML 1.1 Assertion EXTENSION...ciiiiieiiii i e ne s 23
3.2.6 LI L L2 = V2= 23
3.2.7 (O a1 il I Y= I Y =T o | PP 23
3.3 Web Browser Requestor Details ....uvvviiiiiiiiiii i 23
3.3.1 AbStract Data Model.....ocviuiiiii e 23
3.3.2 LT 24
3.3.3 AT 1 4= u o o PP 24
3.3.4 Higher Layer Triggered EVENES ..o e e e 24
3.3.5 Processing Events and Sequencing RUIES ......c.ovviiiiiiiiiiiiiii e 24
3.3.6 LT =T 2] ) = 24
3.3.7 Other LOCal EVENES .. .uiiiiiiii i e e e e e a e e e e 24
4 Protocol EXamples ..icuiciiiiiiiiiiie i rs s s rs s s na s s na s ranrara s na R RnananRRRRERREEE 25
4.1 Query String Response Transfer Protocol........ovvveiiiiiiiii e 25
4.1.1 ANNotated EXamPle .. 25
4.1.2 UL\ L= Yo ) o G I =T ol <P 28
4.2 SAML 1.1 Assertion EXEENSION .. it 42
L ¥ 1 o ) 44
5.1 Security Considerations for Implementers ..o 44
5.1.1 Data TNty cveiiii i e 44
5.1.2 o 11725 T ) 44
5.1.3 Authorization Validation and Filtering .....c.ocviviiiiiiiii e 44
5.2 Index of Security Parameters ..o 44
6 Appendix A: Product Behavior ....c.icvcrievriererimrriemersasassassssasassassssasassassssasassassssasansns 45
7 Change TracCKiNg..uicuieremmarismeransesassasassassssssassasassssassasassasansasansssansasansasansassnsnsnnsnnnns 49
2 N 1 3 e = T 50
6/53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



1 Introduction

This specification extends the Microsoft Web Browser Federated Sign-On Protocol described in [MS-
MWBF]. It is assumed that the reader is familiar with its terms, concepts, and protocols.

The extensions defined in this specification enable web browser requestors that do not support
scripting (to create POST messages) and enable passing security identifiers (SIDs) in Security
Assertion Markup Language (SAML) 1.1 assertions. These extensions are referred to, respectively, as
the Query String Response Transfer Protocol and the SAML 1.1 Assertion Extension.

The Microsoft Web Browser Federated Sign-On Protocol specifies the use of HTTP POST to transmit the
wsigninl.0 result. The use of HTTP POST requires web browser requestors to support scripting for
automated form submittal, but web browser requestors do not always have scripting support. The
Query String Response Transfer Protocol provides a method for using a series of HTTP GET messages
instead of a single HTTP POST to transmit the result of a wsignin1.0 action. This eliminates the
scripting requirement for the web browser requestor. That is, the extension increases the number of
messages needed to perform a wsigninl.0 action to avoid the POST message.

The SAML 1.1 Assertion Extension is an extension of the Microsoft Web Browser Federated Sign-On
Protocol that specifies a method for transmitting SIDs as elements in SAML advice.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

account: A user (including machine account), group, or alias object. Also a synonym for security
principal or principal.

Active Directory: A general-purpose network directory service. Active Directory also refers to the
Windows implementation of a directory service. Active Directory stores information about a
variety of objects in the network. Impertantly;—tserUser accounts, computer accounts, groups,
and all related credential information used by the Windows implementation of Kerberos are
stored in Active Directory. Active Directory is either deployed as Active Directory Domain
Services (AD DS) or Active Directory Lightweight Directory Services (AD LDS). [MS-ADTS]
describes both forms. For more information, see [MS-AUTHSOD] section 1.1.1.5.2, Lightweight
Directory Access Protocol (LDAP) versions 2 and 3, Kerberos, and DNS.

aggregated result: The assembly of received parts transferred using the Query String Response
Transfer Protocol. The aggregated result is assembled at a relying party and might not represent
the complete result if all parts have not been received. Once complete, the relying party
extracts a RequestSecurityTokenResponse (RSTR) from the aggregated result. For more
information, see section 3.2.1.1.1.

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

claim: A declaration made by an entity (for example, name, identity, key, group, privilege, and
capability). For more information, see [WSFederation1.2].

domain: A set of users and computers sharing a common namespace and management
infrastructure. At least one computer member of the set must act as a domain controller (DC)
and host a member list that identifies all members of the domain, as well as optionally hosting
the Active Directory service. The domain controller provides authentication of members, creating
a unit of trust for its members. Each domain has an identifier that is shared among its members.
For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].
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forest: One or more domains that share a common schema and trust each other transitively. An
organization can have multiple forests. A forest establishes the security and administrative
boundary for all the objects that reside within the domains that belong to the forest. In contrast,
a domain establishes the administrative boundary for managing objects, such as users, groups,
and computers. In addition, each domain has individual security policies and trust relationships
with other domains.

global group: An Active Directory group that allows user objects from its own domain and global
groups from its own domain as members. Also called domain global group. Universal groups can
contain global groups. A group object g is a global group if and only if
GROUP_TYPE_ACCOUNT_GROUP is present in g! groupType; see [MS-ADTS] section 2.2.12,
"Group Type Flags". A global group that is also a security-enabled group is valid for inclusion
within ACLs anywhere in the forest. If a domain is in mixed mode, then a global group in that
domain that is also a security-enabled group allows only user object as members. See also
domain local group, security-enabled group.

identity provider/security token service (IP/STS): An STS that might also be an identity
provider (IP). This term is used as shorthand to see both identity that verifies token services
and general token services that do not verify identity. Note that the "/" symbol implies an "or"
relationship.

Lightweight Directory Access Protocol (LDAP): The primary access protocol for Active
Directory. Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol,
established by the Internet Engineering Task Force (IETF), which allows users to query and
update information in a directory service (DS), as described in [MS-ADTS]. The Lightweight
Directory Access Protocol can be either version 2 [RFC1777] or version 3 [RFC3377].

little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in
the memory location with the lowest address.

NetBIOS: A particular network transport that is part of the LAN Manager protocol suite. NetBIOS
uses a broadcast communication style that was applicable to early segmented local area
networks. A protocol family including name resolution, datagram, and connection services. For
more information, see [RFC1001] and [RFC1002].

pending result: The transformed RequestSecurityTokenResponse (RSTR) that an identity
provider/security token service (IP/STS) maintains for the duration of a Query String Response
Transfer Protocol message series. Each message in the Query String Response Transfer Protocol
transfers a portion of the pending result to the relying party, where the portions are assembled
into the aggregated result. For more information, see section 3.1.1.1.1.

relative identifier (RID): The last item in the series of SubAuthority values in a security identifier
(SID) [SIDD]. It distinguishes one account or group from all other accounts and groups in the
domain. No two accounts or groups in any domain share the same RID.

relying party (RP): A web application or service that consumes security tokens issued by a
security token service (STS).

requestor IP/STS: An IP/STS in the same security realms as the web browser requestor. The
requestor IP/STS has an existing relationship with the user that enables it to issue security
tokens containing user information.

RequestSecurityTokenResponse (RSTR): An XML element used to return an issued security
token and associated metadata. An RSTR element is the result of the wsignin1.0 action in the
Web Browser Federated Sign-On Protocol. For more information, see [MS-MWBF] section
2.2.4.1.

resource IP/STS: An IP/STS in the same security realm as the web service (WS) resource. The
resource IP/STS has an existing relationship with the WS resource that enables it to issue
security tokens that are trusted by the WS resource.
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SAML advice: The advice element of a SAML assertion. The data in the advice element is advisory
and can be ignored without affecting the validity of the assertion. See [SAMLCore] section
2.3.2.2. The SAML 1.1 Assertion Extension includes security identifiers (SIDs) and related data
in the SAML advice element.

SAML assertion: The Security Assertion Markup Language (SAML) 1.1 assertion is a standard XML
format for representing a security token. For more information, see [SAMLCore] section 2.

security identifier (SID): An identifier for security principals that is used to identify an account
or a group. Conceptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority, termed
the relative identifier (RID). The SID format is specified in [MS-DTYP] section 2.4.2; a string
representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD] section 1.1.1.2.

security realm or security domain: Represents a single unit of security administration or trust,
for example, a Kerberos realm (for more information, see [RFC4120]) or a Windows Domain (for
more information, see [MSFT-ADC]).

security token: A collection of one or more claims. Specifically in the case of mobile devices, a
security token represents a previously authenticated user as defined in the Mobile Device
Enrollment Protocol [MS-MDE].

subject: The entity to which the claims and other data in a SAML assertion apply. For more
information, see [SAMLCore] section 1.3.1.

trusted forest: A forest that is trusted to make authentication statements for security principals in
that forest. Assuming forest A trusts forest B, all domains belonging to forest A will trust all
domains in forest B, subject to policy configuration.

universal group: An Active Directory group that allows user objects, global groups, and universal
groups from anywhere in the forest as members. A group object g is a universal group if and
only if GROUP_TYPE_UNIVERSAL_GROUP is present in g! groupType. A security-enabled
universal group is valid for inclusion within ACLs anywhere in the forest. If a domain is in mixed
mode, then a universal group cannot be created in that domain. See also domain local group,
security-enabled group.

user: A person who employs a web browser requestor to access a WS resource.
user agent: An HTTP user agent, as specified in [RFC2616].

web browser requestor: An HTTP 1.1 web browser client that transmits protocol messages
between an IP/STS and a relying party.

web service (WS) resource: A destination HTTP 1.1 web application or an HTTP 1.1 resource
serviced by the application. In the context of this protocol, it refers to the application or
manager of the resource that receives identity information and assertions issued by an IP/STS
using this protocol. The WS resource is a relying party in the context of this protocol. For more
information, see [WSFederation1.2].

wsigninl.0: A protocol message exchange defined in [WSFederation1.2] sections 2.1 and 3.1. The
wsigninl.0 request and response are the HTTP binding for the WS-Trust Issue action and
response; as such, the WS-Trust RSTR element is used to return the issued security token in the
wsigninl.0 response ([WSTrust] section 3.2). For more information, see [MS-MWBF] section
2.2.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
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1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-MWBF] Microsoft Corporation, "Microsoft Web Browser Federated Sign-On Protocol".
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[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):
Generic Syntax", RFC 2396, August 1998, http://www.rfc-editor.org/rfc/rfc2396.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2965] Kristol, D. and Montulli, L., "HTTP State Management Mechanism", RFC 2965, October
2000, http://www.ietf.org/rfc/rfc2965.txt

[RFC4395] Hansen, T., et al., "Guidelines and Registration Procedures for New URI Schemes", BCP
115, RFC 4395, February 2006, http://www.ietf.org/rfc/rfc4395.txt

[SAMLCore] Maler, E., Mishra, P., Philpott, R., et al., "Assertions and Protocol for the OASIS Security
Assertion Markup Language (SAML) V1.1", September 2003, http://www.oasis-
open.org/committees/download.php/3406/0asis-sstc-saml-core-1.1.pdf

[WSFederation1.2] Kaler, C., McIntosh, M., "Web Services Federation Language (WS-Federation)",
Version 1.2, May 2009, http://docs.oasis-open.org/wsfed/federation/v1.2/0os/ws-federation-1.2-spec-
os.html
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[WSFederation] Kaler, C., Nadalin, A., Bajaj, S., et al., "Web Services Federation Language (WS-
Federation)", Version 1.1, December 2006, http://specs.xmlsoap.org/ws/2006/12/federation/ws-
federation.pdf

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlIschema-2-20010502/

[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C
Recommendation 16 August 2006, edited in place 29 September 2006,
http://www.w3.0rg/TR/2006/REC-xmI-20060816/

1.2.2 Informative References

[FIPS180] FIPS PUBS, "Secure Hash Standard", FIPS PUB 180-1, April 1995,
http://niatec.info/GetFile.aspx?pid=63

[IANASCHEME] IANA, "Uniform Resource Identifier (URI) Schemes per RFC4395", November 2006,
http://www.iana.org/assignments/uri-schemes/uri-schemes.xhtml

[MAXURL] Microsoft Corporation, "Maximum URL Length Is 2,083 Characters in Internet Explorer",
September 2009, https://support.microsoft.com/en-us/help/208427/maximum-url-length-is-2,083-
characters-in-internet-explorer

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".
[MS-PAC] Microsoft Corporation, "Privilege Attribute Certificate Data Structure".
[MS-WPO] Microsoft Corporation, "Windows Protocols Overview".

[SIDD] Microsoft Corporation, "How Security Identifiers Work", March 2003,
http://technet.microsoft.com/en-us/library/cc778824.aspx

1.3 Overview

This document specifies the Query String Response Transfer Protocol and the SAML 1.1 Assertion
Extension. These extensions are based on the federated sign-on protocol described in [MS-MWBF].
The extensions specified in this document broaden the applicability of the protocol to simpler web
browser requestors and a wider range of protected applications. The extensions in this specification do
not change the services of authentication, identity federation, or single sign-on provided by [MS-
MWBF].

1.3.1 Query String Response Transfer Protocol

The scripting capability for forms submittal is not specified as part of HTTP [RFC2616]; consequently,
not all web browser requestor implementations support forms submittal as recommended for
wsigninl.0 responses in [MS-MWBF] section 2.1. In addition, the RequestSecurityTokenResponse
(RSTR) can be too large to be transferred in a single HTTP GET message. The Query String Response
Transfer Protocol addresses these issues by eliminating the web browser requestor requirement for
scripting support.

When using the Query String Response Transfer Protocol, the wsigninl1.0 message exchange in [MS-
MWBF] is replaced by a series of wsignin1.0 message exchanges. In [MS-MWBF], the RSTR is
transmitted using a single HTTP POST message. The Query String Response Transfer Protocol
transmits the RSTR in pieces in query string parameters using multiple HTTP GET messages. The
relying party accumulates the pieces from the responses in the series to produce an aggregated
result. When the relying party has accumulated all the pieces, it extracts the RSTR from the
aggregated result.
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1.3.2 SAML 1.1 Assertion Extension

The Microsoft Web Browser Federated Sign-On Protocol described in [MS-MWBF] does not specify a
method for including SIDs in a security token. For applications requiring SIDs, claims are not sufficient
for authorization.

The SAML 1.1 Assertion Extension provides a method for including SIDs in a SAML assertion. How an
identity provider/security token service (IP/STS) obtains the security identifiers and how a relying
party interprets them is implementation-specific.

1.4 Relationship to Other Protocols

The Web Browser Federated Sign-On Protocol and the extensions specified in this document use
standard web protocols, XML (as specified in [XML]), WS-Federation Passive Requestor Profile (as
specified in [WSFederation1.2] section 13), and SAML 1.1 (as specified in [SAMLCore]). The reader
has to be familiar with the specifications listed in [MS-MWBF] section 1.4.

A relying party uses the Query String Response Transfer Protocol instead of the wsigninl1.0 messages
from Web Browser Federated Sign-On Protocol to avoid the use of HTTP POST messages.

The SAML 1.1 Assertion Extension provides a facility for including security identifiers in SAML
assertions. In order to understand the Windows behavior relating to this extension, the reader has to
be familiar with the Active Directory Technical Specification [MS-ADTS], security concepts in [MS-
WPQ] section 9, and security identifiers [SIDD].

The Web Browser Federated Sign-On Protocol and the extensions specified in this document can be
applicable where other web-based authentication protocols are used. For more information, see [MS-
MWBF] section 1.4.

1.5 Prerequisites/Preconditions

The SAML 1.1 Assertion Extension requires that an IP/STS have a source of security identifiers and
that the relying party have an authorization framework in which to interpret them. The exact methods
by which the IP/STS obtains the SIDs, and the methods by which the relying party interprets them,
are implementation-specific.<1><2>

1.6 Applicability Statement

The Query String Response Transfer Protocol is applicable where the Web Browser Federated Sign-On
Protocol described in [MS-MWBF] is applicable.<3> The Query String Response Transfer Protocol
widens the applicability of the Microsoft Web Browser Federated Sign-On Protocol to include web
browser requestors that do not implement scripting or form submittal via scripting.

The SAML 1.1 Assertion Extension is applicable when the protected HTTP web application requires
SIDs to perform authorization.<4>
1.7 Versioning and Capability Negotiation

The Web Browser Federated Sign-On Protocol as described in [MS-MWBF] section 1.7 defers all
versioning and capability negotiation to [WSFederation], [WSFederation1.2], and [RFC2616].

When using the Query String Response Transfer Protocol, an IP/STS uses the presence of the ttpindex
parameter (as specified in section 2.2.2.1.1) in the request to determine whether the Query String
Response Transfer Protocol is used for the response.

The SAML 1.1 Assertion Extension uses SIDs. SIDs have a revision mechanism. For more information,
see [MS-DTYP], as specified in section 2.1.
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1.8 Vendor-Extensible Fields

The extensions specified in this document make use of vendor-extensible fields that are specified as
part of [MS-MWBF] section 1.8. Specifically, the Query String Response Transfer Protocol specifies
new message parameters as allowed by [WSFederation1.2] section 13.2.1, and the SAML 1.1
Assertion Extension specifies new elements in the SAML advice as allowed by [SAMLCore] section
2.3.2.2.

The Query String Response Transfer Protocol does not introduce any vendor-extensible fields that are
not present in [MS-MWBF] section 1.8.

The SAML 1.1 Assertion Extension introduces the ClaimSource (section 3.1.5.2.1.1) element whose
value is a URI that can be extended by vendors. Uniqueness of URIs is scheme-dependent. For more
information, see [IANASCHEME] and [RFC4395].

1.9 Standards Assignments

There are no standards assignments beyond those for XML namespaces and standard ports specified
in [MS-MWBF] section 1.9.<5>
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2 Messages

The Query String Response Transfer Protocol and SAML 1.1 Assertion Extension extend the messages
specified in [MS-MWBF] section 2 as described in this section.

2.1 Transport

No additional transport is required other than that provided for in [MS-MWBF] section 2.1.

2.1.1 Query String Response Transfer Protocol

In the Query String Response Transfer Protocol, all wsigninl.0 messages MUST use HTTP GET.

2.2 Message Syntax

The Query String Response Transfer Protocol extends the wsigninl.0 message specified in [MS-MWBF]
section 2.2. The SAML 1.1 Assertion Extension extends the SAML assertion specified in [MS-MWBF]
section 2.2.4.2.

2.2.1 XML Namespace References

Prefixes and XML namespaces used in this specification include the following:

Prefix | Namespace URI Reference
saml "urn:oasis:names:tc:SAML:1.0:assertion" | [SAMLCore]
adfs "urn:Microsoft:federation" This document

2.2.2 Query String Response Transfer Protocol

The Query String Response Transfer Protocol extends the wsigninl.0 message from [MS-MWBF]
section 2.2 to enable passing results in pieces rather than using POST. The protocol does not extend
any other message types.

2.2.2.1 wsigninl.0 Message

[MS-MWBF] section 2.2 specifies how parameters are encoded in messages, including new parameters
added by extensions. Specifically, it describes that in HTTP GET messages, the parameters are
encoded as query string parameters for transmission in the URL. It also specifies how invalid values
are handled.

Section 2.2.2.1.1 specifies parameters included in both wsigninl.0 requests and wsigninl.0 responses
that use this protocol.

Section 2.2.2.1.2 specifies parameters included only in wsigninl.0 responses that use this protocol.

2.2.2.1.1 Common Parameters

ttpindex: The length, in characters, of the aggregated result as a 32-bit unsigned integer in decimal
notation.

2.2.2.1.2 wsigninl.0 Response
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ttpsize: The length in characters of the pending result as a 32-bit unsigned integer in decimal
notation.

wresult: The current part of the result being transferred, as a string.

2.2.3 SAML 1.1 Assertion Extension

The SAML 1.1 Assertion Extension extends the SAML assertion subset as specified in [MS-MWBF]
section 2.2.4.2. This extension uses the SAML advice element specified in [SAMLCore] section 2.3.2.2
as an extensibility point.

The sections that follow define new elements to convey the source of claims, hash data, user name,
and SIDs. These new elements are included as child elements of the advice element in a SAML
assertion. These elements use the XML namespace "urn:microsoft:federation". The element content is
described using XML schema data types, as specified in [XMLSCHEMAZ2] section 3.

2.2.3.1 SAML Advice Elements

ClaimSource (optional): A Uniform Resource Identifier (URI) identifying a requestor IP/STS or other
authentication service (such as a local account store) that is the source of the claims in the security
token. The content is of type any URI (as specified in [XMLSCHEMA2] section 3.2.17).

CookielnfoHash (optional): A base64-encoded implementation-specific hash value. The content is of
type base64Binary (as specified in [XMLSCHEMAZ2] section 3.2.16).<6>

WindowsUserldentifier (optional): A SID identifying the subject of the SAML assertion. The content is
of type string (as specified in [XMLSCHEMAZ2] section 3.2.1) and MUST follow the restrictions for the
string representation of a SID, as specified in [MS-DTYP] section 2.4.2).

WindowsUserName (optional): A user name associated with the subject of the SAML assertion. The
content is of type string (as specified in [XMLSCHEMAZ2] section 3.2.1) and MUST be of the form
"DOMAIN\user name".<7>

Windowsldentifiers (optional): A base64-encoded binary structure that defines a set of SIDs that
identify the subject of the SAML assertion and a set of flags that specify the use of the SIDs. The
content is of type base64Binary (as specified in [XMLSCHEMAZ2] section 3.2.16), and the binary data
MUST be structured as specified in WindowsIdentifiers Binary Structure (section 2.2.3.2).

2.2.3.2 WindowslIdentifiers Structure

The WindowslIdentifiers structure has variable length. It defines a set of SIDs and flags. To reduce the
overall data size, the SIDs are not included in full binary expansion. Rather, PACKED_SIDS structures
are created for each group of SIDs that are identical except for the last subauthority.

-
N
w

0(1(2|3|4|5|6|7|8|9(0(1|2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]1

WindowsldentifierFlags

PackedSidsCount

PackedSids (variable)

WindowslIdentifierFlags (4 bytes): A 32-bit WindowsIdentifierFlags structure (see 2.2.3.2.1).
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PackedSidsCount (4 bytes): A 4-byte, little-endian, unsigned integer that defines the number of
PackedSids fields in this structure. This field MUST NOT be 0.

PackedSids (variable): A sequence of PACKED_SIDS structures of variable size, each of which

defines a set of SIDs. The sequence defines a set of SIDs, which is the union of the sets of SIDs
defined by all the elements.

2.2.3.2.1 WindowsIdentifierFlags Structure

The WindowslIdentifierFlags structure is a field of 32 bits.

=
N
w

0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

WindowsldentifierFlags

WindowslIdentifierFlags (4 bytes): Bits marked 0 MUST be 0. The T and N bits operate
independently.

—
N
w

0({1(2|3|4|5|6|7|8|9(0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5(6[7(8]9|0]|1

oO(T|N|O|fO|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]|O

T - TryLocalAccount (1 bit): A value of 1 indicates that the SAML Nameldentifier (as specified in
[SAMLCore] section 2.4.2.2) takes precedence over the WindowslIdentifiers
structure (section 2.2.3.2) element. A value of 0 indicates that the WindowsIdentifiers
structure (section 2.2.3.2) element takes precedence over the SAML Nameldentifier (as
specified in [SAMLCore] section 2.4.2.2).

N - NoUserSid (1 bit): A value of 1 indicates that a user SID is not encoded in the
Windowsldentifiers structure. A value of 0 indicates that a user SID is encoded in the
Windowsldentifiers structure.

2.2.3.2.2 PACKED_SIDs Structure

The PACKED_SIDs structure encapsulates a set of SIDs that are identical except for the value of the
final subauthority, which is called the relative identifier (RID). The identical portion of the SIDs is
included in the DomainSid field, and each RID is included separately. The PACKED_SIDs structure
has a variable length.

0(1|2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0/(1

DomainSid (variable)

RidCount

RID (variable)
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DomainSid (variable): A SID structure of variable size that defines the identical portion of the SIDs

encoded in this structure. For details on the SIDs structure, see [MS-DTYP] section 2.4.2.

RidCount (4 bytes): A 4-byte, little-endian, unsigned integer that defines the number of RID fields in

this structure. This field MUST NOT be zero.

RID (variable): A sequence of 4-byte, little-endian, unsigned integers that define the RIDs for the

SIDs encoded in this structure.

2.3 Directory Service Schema Elements

This protocol accesses the following Directory Service schema classes and attributes listed in the

following table.

For the syntactic specifications of the following <Class> or <Class><Attribute> pairs, refer [MS-

ADTS], [MS-ADA1], [MS-ADA3].

Class

Attribute

User

All
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3 Protocol Details

The following sections specify the IP/STS and relying party protocol details. Each section details role-
specific behavior for the extensions specified in this document. There is not a section for the web
browser requestor role because additional protocol details for the web browser requestor other than
those specified in [MS-MWBF] section 3.4 do not exist.

The IP/STS details (see section 3.1) apply to both the requestor IP/STS and resource IP/STS roles.
The relying party details (see section 3.2) apply to both the resource IP/STS and Web service (WS)
resource roles.

Because the behavior for issuance and consumption of the SIDs is implementation-specific, an
abstract data model is not introduced for the SAML 1.1 Assertion Extension. Hence, sections 3.1.1 and
3.2.1 do not have subsections for that extension.

3.1 IP/STS Details

The following sections specify the protocol details of the IP/STS, including details for the Query String
Response Transfer Protocol and SAML 1.1 Assertion Extension. These details apply to both the
resource IP/STS and the requestor IP/STS roles.

3.1.1 Abstract Data Model

This section describes a conceptual organization of data that an implementation maintains to
participate in this protocol. The described organization is provided to facilitate the explanation of how
the protocol behaves. This document does not mandate that implementations adhere to this model as
long as their external behavior is consistent with that described in this document.

3.1.1.1 Query String Response Transfer Protocol

The following sections specify the abstract data model for transmitting the pending result as a series
of parts in separate messages that are assembled by a relying party.

3.1.1.1.1 Pending Result

When the Query String Response Transfer Protocol is used, the result of a wsigninl.0 action is
transmitted by a series of HTTP 302 responses.

The first message in the exchange establishes the pending result. Each message exchange in the
series transmits a portion of the pending result to the relying party until all parts have been delivered.
Consequently, the pending result must be available to the IP/STS when processing each message
exchange until the series is complete.

The message exchange also includes parameters for the current position and the total length of the
result (see section 2.2.2.1) to ensure proper construction and error/completion detection. The method
used to maintain the availability of the pending result during the series of exchanges is
implementation-specific. The IP/STS MUST discard the pending result when cleaning up local state.
See [MS-MWBF] section 3.2.5.3.3 for requestor IP/STS. See [MS-MWBF] section 3.3.5.4.2 for
resource IP/STS.<8>

3.1.1.1.2 Maximum Query String Response Message Length

Although the HTTP protocol (as specified in [RFC2616]) does not place a limit on the length of a URL,
some web browser requestor implementations have such a limit. IP/STS implementations SHOULD use
a maximum query string response message length that will allow a broad range of web browser
implementations to act as the web browser requestor. This is a limit on the length of the URL after
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escaping, including the scheme, authority, path, and query components (as specified in [RFC2396]
section 3). The recommended value is 2,083 octets for all messages. For more information, see
[MAXURL].<9>

3.1.2 Timers

There are no timers required other than any specified in [MS-MWBF] section 3.1.2; however, a timer
MAY<10> be used to manage state associated with the pending result.

3.1.3 Initialization

There are no new initializations beyond any described in [MS-MWBF] section 3.1.3; however, the
pending result is initialized after the protocol has been initiated (see section 3.1.5.1.2).

3.1.4 Higher-Layer Triggered Events

There are no higher-layer triggered events other than any described in [MS-MWBF] section 3.1.4.
3.1.5 Processing Events and Sequencing Rules

3.1.5.1 Query String Response Transfer Protocol

The following sections specify protocol details for the Query String Response Transfer Protocol when
receiving wsigninl.0 requests.

Sections 3.1.5.1.1, 3.1.5.1.2, and 3.1.5.1.3 specify how wsignin1.0 requests are processed given the
value of the ttpindex parameter. Section 3.1.5.1.4 specifies common behavior for responding to such
requests when the Query String Response Protocol is used.

3.1.5.1.1 Receiving a wsigninl.0 Request That Does Not Specify a ttpindex

When the IP/STS receives a wsigninl.0 request that does not specify the ttpindex parameter, the
response MUST NOT use the Query String Response Transfer Protocol. The IP/STS MUST discard any
pending result, and the IP/STS MUST process the message as specified in [MS-MWBF] section 3.1.5.4.

3.1.5.1.2 Receiving a wsignin1.0 Request That Specifies a ttpindex of 0

When the IP/STS receives a wsigninl.0 request that specifies a ttpindex parameter value of 0, the
IP/STS MUST process the wsigninl.0 request (as specified in [MS-MWBF] section 3.1.5.4) up to the
point where the IP/STS has constructed the RSTR element (as specified in [MS-MWBF] section
3.1.5.4.6). The IP/STS MUST apply the following transforms to the RSTR element to produce the
pending result:

1. Convert the XML string to binary data by applying UTF-8 encoding, as specified in [RFC2279].

2. Compress the result from step 1 to the zlib format (as specified in [RFC1950]) by using the deflate
algorithm (as specified in [RFC1951]).

3. Base64-encode the result from step 2, as specified in [RFC2045] section 6.8.

The IP/STS MUST respond as specified in section 3.1.5.1.4, by using the result from step 3 as the
pending result.

3.1.5.1.3 Receiving a wsignin1.0 Request That Specifies a ttpindex Other Than 0
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When the IP/STS receives a wsigninl.0 request that specifies a ttpindex parameter value other than
0, the following conditions MUST be evaluated in order:

1. The ttpindex value does not conform to message syntax rules (for example, if it is not a number,
as specified in section 2.2.2.1.1).

2. The corresponding pending result is not available.
3. The value of ttpindex is greater than or equal to the length in characters of the pending result.

If the message meets any of the conditions, the IP/STS MUST reject the message and return an HTTP
500 response. Otherwise, the IP/STS MUST respond as specified in section 3.1.5.1.4.

3.1.5.1.4 Responding to a wsignin1.0 Request That Specifies a ttpindex

The IP/STS MUST construct a wsignin1.0 response for the relying party by using the following values
as properly escaped query string parameters in the returned status URL, as specified in
[WSFederation1.2] section 13.2.3.

= ttpindex MUST be the same value of ttpindex as requested.
= ttpsize MUST be the same length in characters as the pending result.
= wctx MUST be the same value of wctx as requested.

= wresult MUST contain a portion of the pending result, beginning at the character of index ttpindex
(zero-based), and including as many characters as possible without exceeding the maximum
query string response message length. Note that the maximum query string response message
length applies after the escaping rules for URL query string parameters.

The IP/STS MUST transmit the message to the web browser requestor using HTTP 302 as specified in
[WSFederation1.2] section 13.2.3.
3.1.5.2 SAML 1.1 Assertion Extension

The IP/STS uses the SAML 1.1 Assertion Extension when responding to wsigninl.0 requests. Although
the protocol details are largely similar, it is necessary in this section to distinguish between the
requestor IP/STS and resource IP/STS roles.

The IP/STS is a requestor IP/STS when issuing a token to a relying party that is in a different security
realm than the IP/STS. Conversely, the IP/STS is a resource IP/STS when issuing a token to a relying
party that is in the same security realm as the IP/STS.

3.1.5.2.1 Responding to a wsighin1.0 Request

When responding to a wsigninl.0 request, the IP/STS MAY include any of the

ClaimSource (section 3.1.5.2.1.1), CookielnfoHash (section 3.1.5.2.1.2),

WindowsUserlIdentifier (section 3.1.5.2.1.3), WindowsUserName (section 3.1.5.2.1.4), and
Windowsldentifiers (section 3.1.5.2.1.5) elements in the issued SAML assertion. For syntax details,
see section 2.2.3.

The following sections describe the processing semantics for each of these optional SAML assertion
elements.

3.1.5.2.1.1 ClaimSource Element

The IP/STS MAY<11> include the ClaimSource element in the issued SAML assertion.

3.1.5.2.1.2 CookieInfoHash Element
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The IP/STS MAY<12> include the CookieIlnfoHash element in the issued SAML assertion.

3.1.5.2.1.3 WindowsUserIdentifier Element

The IP/STS MAY<13> include the WindowsUserIdentifier element in the issued SAML assertion.

3.1.5.2.1.4 WindowsUserName Element

The IP/STS MAY<14> include the WindowsUserName element in the issued SAML assertion.

3.1.5.2.1.5 WindowslIdentifiers Element

The IP/STS MAY<15> include the Windowsldentifiers element in the issued SAML assertion.

3.1.6 Timer Events

Timer events are not required other than any specified in [MS-MWBF] section 3.1.6; however, a timer
event MAY<16> be used to manage the state associated with the pending result.

3.1.7 Other Local Events

There are no other local events that impact the operation of this protocol.

3.2 Relying Party Details

These details apply to both the resource IP/STS and WS resource roles (when acting as a relying party
for a received security token).

3.2.1 Abstract Data Model

This section describes a conceptual model of a possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

3.2.1.1 Query String Response Transfer Protocol

The following sections specify the abstract data model for receiving and concatenating the aggregated
result as a series of messages.

3.2.1.1.1 Aggregated Result

When the Query String Response Transfer Protocol is used, the result of a wsigninl.0 action is
transmitted by a series of message exchanges. When an aggregated result is not available, it is
considered to be empty (with size 0). The relying party concatenates each portion of the result to the
aggregated result when it is received, so the aggregated result must be available to the relying party
when processing each message exchange. The method used to maintain the availability of the
aggregated result is implementation-specific. The relying party MUST discard the aggregated result
when it receives a wsignoutcleanup1.0 message (as specified in [MS-MWBF] section 3.3.5.4.2).<17>

3.2.2 Timers

There are no timers required other than any specified in [MS-MWBF] section 3.3.2; however, a timer
MAY<18> be used to manage a state associated with the aggregated result.
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3.2.3 Initialization

There are no new initializations other than any described in [MS-MWBF] section 3.3.3; however, the
aggregated result is initialized after the protocol has been initiated (as specified in section 3.2.5.1.3).
3.2.4 Higher-Layer Triggered Events

There are no new higher-layer triggered events other than any described in [MS-MWBF] section 3.3.4.

3.2.5 Processing Events and Sequencing Rules

The Query String Response Transfer Protocol and the SAML 1.1 Assertion Extension introduce new
message processing rules.

3.2.5.1 Query String Response Transfer Protocol

The following sections specify protocol details for the Query String Response Transfer Protocol when
processing wsigninl.0 messages.

Section 3.2.5.1.1 specifies how to send a wsigninl.0 request by using this protocol. Sections 3.2.5.1.2
and 3.2.5.1.3 specify how to process a wsigninl.0 response given the presence or absence of the
ttpindex parameter. Section 3.2.5.1.4 specifies how the completed aggregated result is processed.

3.2.5.1.1 Sending a wsigninl.0 Request

When using the Query String Response Transfer Protocol, the relying party sends a wsigninl.0 request
to the IP/STS as specified in [MS-MWBF] section 3.3.5.1 and MUST add the ttpindex parameter. When
included, the value of the ttpindex parameter MUST be the length in characters of the aggregated
result.

Note If the aggregated result is not available, it is considered to have length 0 (see section
3.2.1.1.1). Therefore, in the first request, the value of ttpindex MUST be 0.<19>

3.2.5.1.2 Receiving a wsigninl1.0 Response That Does Not Specify a ttpindex

When the relying party receives a wsigninl.0 response that does not specify the ttpindex parameter,
the message does not use the Query String Response Transfer Protocol, and the relying party MUST
process the message as specified in [MS-MWBF] section 3.3.5.2.

3.2.5.1.3 Receiving a wsigninl.0 Response That Specifies a ttpindex

When the relying party receives a wsigninl.0 response that specifies the ttpindex parameter, it MUST
evaluate the following conditions in order:

1. The ttpindex value does not conform to message syntax rules (for example, it is not a number; as
specified in section 2.2.2.1.1).

2. The ttpindex parameter is not equal to the length, in characters, of the aggregated result. Note
that if the aggregated result is not available, it is considered to have length 0 (as specified in
section 3.2.1.1.1).

If the message meets one of these conditions, the relying party MUST reject the message and return
an HTTP 500 response.

The relying party MUST construct a new aggregated result. If ttpindex is 0, the aggregated result
MUST be the value of the wresult parameter; otherwise, the aggregated result MUST be constructed
by appending the wresult parameter to the current aggregated result.
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The relying party MUST evaluate the ttpsize parameter as follows:

= If the length in characters of the new aggregated result is greater than the value of the ttpsize
parameter, the relying party MUST reject the message and return an HTTP 500 response.

= If the length, in characters, of the new aggregated result is equal to the value of the ttpsize
parameter, the relying party MUST process the completed result as specified in section 3.2.5.1.4.

= If the length, in characters, of the new aggregated result is less than the value of the ttpsize
parameter, the relying party MUST request the next portion of the result as specified in section
3.2.5.1.1.

3.2.5.1.4 Processing the Complete Aggregated Result

When the aggregated result is complete, the relying party MUST apply the following transforms to the
aggregated result to produce an XML string:

1. Base64-decode the aggregated result to binary data (as specified in [RFC2045] section 6.8).

2. Decompress the result from step 1 from the zlib format (as specified in [RFC1950]) by using the
inflate algorithm (as specified in [RFC1951]).

3. Interpret the binary data from step 2 as a UTF-8-encoded string (as specified in [RFC2279]).

If any error occurs when applying the transforms, the relying party MUST reject the message and
return an HTTP 500 response.

The relying party MUST process the wsignin1.0 response (as specified in [MS-MWBF] section 3.3.5.2),
substituting the string output from step 3 for the wresult parameter.
3.2.5.2 SAML 1.1 Assertion Extension

The method of evaluating SIDs transmitted by using the SAML 1.1 Assertion Extension is
implementation-specific. For specifications about SIDs and their semantics in Windows, see [MS-
DTYP].<20>

3.2.6 Timer Events

There are no timer events required other than any events specified in [MS-MWBF] section 3.3.6;
however, a timer event MAY<21> be used to manage a state associated with the aggregated result.

3.2.7 Other Local Events

There are no other local events that impact the operation of this protocol.

3.3 Web Browser Requestor Details

This section specifies the web browser requestor role in transporting protocol messages.

3.3.1 Abstract Data Model

A web browser requestor does not need to understand any protocol-specific data for the correct
operation of the protocol. It MUST be able to support HTTP query string and POST body
parameterization. To provide the best end-user experience, it SHOULD be able to support HTTP
cookies (for more information, see [RFC2965]).<22>
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3.3.2 Timers

A web browser requestor does not depend on timers beyond those that are used by the underlying
transport to transmit and receive messages over HTTP and SSL/TLS, as specified in section 3.1.2.

A web browser requestor does not need to be aware of an implementation's use of timers to
determine when the validity intervals of security tokens and authentication contexts expire.

3.3.3 Initialization

There is no protocol-specific initialization for a web browser requestor. It only needs to be ready to
perform the standard HTTP 1.1 methods required for accessing WS resources. Specifically, it MUST
support HTTP GET and POST methods and properly respond to HTTP 1.1 redirection and error
responses.

3.3.4 Higher Layer Triggered Events

Protocol messages are exchanged between a requestor IP/STS and a relying party. The only function
of the web browser requestor with respect to the protocol is to transport these messages. The web
browser requestor can be triggered to begin protocol message exchange by receipt of an HTTP/1.1
302 found that includes a location directive, or an HTTP/1.1 200 OK that includes a form with method
set to POST.

3.3.5 Processing Events and Sequencing Rules

A web browser requestor plays a passive role in the operation of the protocol. Its only function is to
transport protocol message requests and responses between a requestor IP/STS and one or more
relying parties. It is not required to understand the types or content of these protocol messages. The
web browser requestor SHOULD transport all protocol message requests and responses between a
requestor IP/STS and a relying party without changing the messages at all.<23>

3.3.6 Timer Events

A web browser requestor does not need to interact with any timers, or service any timer events,
beyond those that might be used by the underlying transport to transmit and receive messages over
HTTP and SSL/TLS, or those specified in section 3.1.6.

3.3.7 Other Local Events

A web browser requestor does not have dependencies on local events beyond those specified in
section 3.1.7.
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4 Protocol Examples
4.1 Query String Response Transfer Protocol

4.1.1 Annotated Example
The following is a protocol example for the Query String Response Transfer Protocol.

The Query String Response Transfer Protocol is best understood as occurring abstractly between an
IP/STS and a relying party, because the changes to the Web Browser Federated Sign-On Protocol [MS-
MWBF] are applied consistently whether between requestor IP/STS and resource IP/STS or between
resource IP/STS and WS resource.

This annotated example shows a Query String Response Transfer Protocol exchange between a
requestor IP/STS and a resource IP/STS. It is part of a larger network trace (see section 4.2) that also
uses the Query String Response Transfer Protocol between the resource IP/STS and the WS resource.

The following table specifies the protocol roles of the hosts.

Protocol role | Host name

IP/STS adatumsts-7

Relying party treysts-7

Each HTTP message is prefaced by an annotation that describes its recipient and purpose. This
annotated example omits many elements of the HTTP messages. For example, implementation-
specific cookies and superfluous HTTP headers are not included. The full messages are specified in
section 4.1.2. The following parameters are specified in this document and appear in the HTTP
messages that follow:

= ttpindex
= ttpsize
= wresult

The following are the processing steps of this annotated example:

1. Just prior to the example, the web browser requestor made a GET request to the relying party
(treysts-7).

2. The relying party returns an HTTP 302 message that specifies a wsigninl.0 request for the IP/STS.
This wsigninl.0 request includes the ttpindex=0 parameter, which initiates the Query String
Response Transfer Protocol (see section 3.2.5.1). At this time, the relying party's aggregated
result is empty, as specified in section 3.2.5.1.1.

HTTP/1.1 302 Found

Location:

https://adatumsts-7/adfs/ls/?wa=wsigninl.0&
wtrealm=urn%3afederation%3atrey+researché
wct=2006-07-13T07%3a32%3a21z2&
wctx=https%$3a%2f%2ftreyws-test%2fclaims$2f%5chttps%3a%$2f%
2ftreyws-test%$2fclaims%2fDefault.aspx&ttpindex=0

3. The web browser requestor relays the wsigninl.0 request to the IP/STS (adatumsts-7) in an HTTP
GET message.
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GET /adfs/ls/?wa=wsigninl.O&wtrealm=urn%3afederation
%3atrey+tresearch&wct=2006-07-13T07%3a32%3a21lz&wctx=https%s
3a%2f%2ftreyws-test%2fclaims%2£f%5chttps%3a%2f%2ftreyws-tests
2fclaims%2fDefault.aspx&ttpindex=0 HTTP/1.1

4. The IP/STS engages in a series of messages outside the scope of the protocol whereby it
ascertains the user identity. These messages are omitted, as they have no bearing on the Query
String Response Transfer Protocol. For more details, see [MS-MWBF] section 3.1.5.4.3.

5. Once the user's identity has been determined, the IP/STS creates an RSTR, as specified in [MS-
MWBF] section 3.1.5.4.6. The RSTR is transformed into the pending result, and the first portion is
returned in a wsigninl.0 response (as specified in section 3.1.5.1.4). In this message, the wresult
parameter is the first 1,727 characters of the pending result. The ttpsize parameter indicates the
length of the full pending result, 2,652.

HTTP/1.1 302 Found

Location: https://treysts-7/adfs/ls/?wa=wsigninl.0&
ttpsize=2652&ttpindex=0&wctx=https%3a%2f%
2ftreyws-test%2fclaims%2f%5chttps%3a%2f%2ftreyws-test$2fclaims$
2fDefault.aspx&wresult=eNrNWFtzgsoS$
2fiuW6zGVBYg3rCR1hquAaAAlyssphOEShVEGRPz1e9BoTNYt59R62D4NPW3311%
2£3dDM81DgfWHBXQJzb0CuyOK$2bmaAlTCS2bItSIFsHIINigdETbEZS5f12QFHYi2D1
4u9kByN3%2bx11IVVigkXTHYpuUX1WA4Lz59HB]GfofbD89YDf ZDADGMMt j 1 DauK1Vvs
bP436NAMGzD%2bvddps%2fftFuzd9lewc79iuby7Yv1%2b4HeaDRXjJAqopzt2UQCPOU
$2£d0755hp3RvwLYGrZ7z2ppMINossHQTQh51bOxm4vpsXSbNhuK8om8MME
$2bFjkyGCOP000OAdf0z0bQS608SBlE4gHUTewgTEaMN
$2fpgXsJoPkWm4BSP64FuDFGOQ8DIMFfoSQKk3SSgSCvsd7g9C86F8YKP4apB01ly8i
z2avtXR59Un7j 7FnGewamQQQzfzogfgqo%2b6n55%2bbpz4FdnHo7
$2bPahOsHmOyidUyyEqChi6M3%2bugdM31J7GUIoyC%2£Q0dZ8UgK5vj2Kulay0tQy
KoWL1HhnM8%2£S%2bvGB%2bondK94312%2fg8wimeeydrNg5m80OEPDCc%2byvIQMBS
2bVDZhHyP%2bxfD40Dc0o49VGILzmyi 9Ur 9PK3pzEpFdWvtYMYZg0ZZYn7
$2b5PkbdwdwdTsedx8An4SpzFJhpuj7D%2fnsv3uoeQt%2f0%2fGL6xXCAVC
$2f4%52bXCWk4yvSpy%$2bHnj3xPGROYyN66r$2b22NTStx4A3yf1DZuftzEW9eDXwDZ
$2f0x3Tm4KS2b0T$2bHvUNT7c%2£SP%2bEWUIKgtF7%2 £Xd0GQUwydKL87yBVM1RS
%2fy5TI0d4kCU7inID9d8ME222G919HSE3yXN1xmITIiyt5m6hVXWZbES
%2fYEh3Q1lmgI5iij40A6%2fNc%2£%2fgn7d%2bp4eBDAFKTnIm
%$2fh406AaYBMiMlyj5BcmGYqha5P380Dde0w7%2£dZsUDd4vmimA7IMu
%2fc4cpmTJIQsGMKsnR2NmgY$2fNb18b4U8P08xNMRmMNCb5Z%2£284YLgHG7SFE
%2£32%2bhHOC9HVZzv2CHUgUNx1GZif8PT1e0zibOVTPhN2GVHgWsG5S6BHgV4 £3E
OeycpcnEu9V8oK7ckvVtLVyzdlYUYTglclGn%2£J5011Fmx1lmmaTOBae%2bMEojVHDb
%2bd96NDIjO9jLvrlopNIXws PNN3kWwtuE2Vj4t90Zramd4XtYglY2jTyLGrUFmYHmd
V4AWW8716VImIOVO3UNaBPOiR5XrVOemvSASkpmISXZK7 rXmHZ

%2 fGWXdBdSmpuJX07ZIgA4ru01Xs2fmI6gf4Ded zmQG

%2 fAPOQzOUS06NCe 6uXteCfVLVVCPLtLYVFVKREEAWRWCUUVBgOOKGyayCeqfdJiCMR
%2bud9E6VriS50ESkK4EIHMPYyStlcinPTFKWyM30VTeXIf0S1VmeWcHt fBFAU6XLEC
1hjglbGFJISGOHZPsuNFJplkBr88yCKw%2bXA854ExFVryermwmNViTHsVzRgqgEhiA
VgR7p9jgqihVNgcYBQFsZA1HgY1PnQ1l0017uE4uB4smhLvZZth3SxY70X1thxeQFO0p
%2b9IWS2bNmINkE)Zb%s2£TGa7DDMIW ] yOeTmeZO7vb8EogLj TrK%2bZRg6weJ1WNNO2
k9F6RVHa3%2bWqcZXRkto8gHGZR50Z2fYg4g72IsKhFxVavFycmfOEas4dKvg9xCEc
SIOhlrSDYWDpzG7tcUxxz7Q5WOpisAEPGgrPDoS7pls2bKYaES4t$2bBuaQlsGIId
yWhmTexqgyJpckadgzWVvxX

6. The web browser requestor relays the wsigninl.0 response to the relying party (treysts-7) in an
HTTP GET message.

GET /adfs/ls/?wa=wsigninl.0&
ttpsize=2652&ttpindex=0&wctx=https%3a%2£f%2ft
reyws—test%2fclaims%$2f%5chttps%3a%2f%2ftreyws-tests2fclaims
%2fDefault.aspx&wresult=eNrNWFtzgsoS$2fiuW6zGVBYg3rCR1lh
quAaAAlyssphOEShVEGRPz1e9BOTNYt59R62D4ANPW3311%2£3dDM81DgfWHBXQJzb0
CuyOK%2bmaAlTC%2bItSjFsHIINigdETbEZS5£12QFHY12Di4u9kByN3%2bx11IVVig
kXTHYpuUX1W4Lz59HB)JGEfofbD89YDEZDADGMMt j1DauK1V8bP436NAMGzD%2bvddps
$2fftFuzd9lewc79iuby7Yv1%$2b4HeaDRXjAqopzt2UQCPOU%2£d0755hp3RvwLYGr
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Z7zppM9NossHQTQh51b0Oxm4vpsXSbNhuK8om8MME $2bFjkyGCOPO00OAdf0oz0bQS608
SB1E4gHuUTewgTEaMN$2 fpgXsJoPkWm4BSP64FuDFGOQ8DIMEFfoSQKk3SSgSCvsd7g9
C86F8YKP4apB01ly8iz2avtXR59Un] 7FnGewamQQQzfzogfqo%2b6n55%2bbpz4FdnH
07%2bPahOsHmOyidUyyEqChi6M3%2bugqdM31J7GUIoyC%2£QdZz8UgK5v]j2Kulay0tQ
yKOWL1HhnM8%2£S%2bvGB%2bondK94312%2fg8wimeeydrNg5m80OEPDc%2byvIQMBS
2bVDZhHyP%2bxfD40Dc0o49VGILzmyi 9Ur 9PK3pzEpFdWvtYMYZg0ZZYn7%2b5Pkbdw
4wdTsedx8An4SpzFJhpuj7D%2fnsv3uoeQt%$2fo%2fGL6XCAVCS2f4
$2bXCWk4yvSpy$2bHNj3xPGROYNG66rs2022NTStx4A3yf1DZuftzZEW9eDXwDZ
%2f0xjTm4KS$2b0T$2bHvUN7c%2 £SPY2bEWUJIKGtF7%2 £XdQOGQUwydKL87yBVM1Rs
%2fy5I0d4kCU7inID9d8ME222G919HS£3yXN1xmITIiyt5m6hVXWZbES
%2fYEh3Q1mgI5iij40A6%2fNc%2£%2fgn7d%2bp4eBDAFKTnIm$2fh406AaYBMiM1
yJ5BcmGYgha5P380Dde0w7%2£dZsUDd4vmjmA7IMus2 fc4cpmTJIQsGMKsnR2NmgY
%2fNb18b4U8PO8xXxNMRmMNCb52%2£f284YLgHG7SF$2£72%2bhHOC9HVZzv2CHUgUnxi
GZif8PT1e0zibOVTPhN2GVHgWsG5S6BHgV4Af3EO0eycpcnEu9V8oK7ckvVtLVyzdl
YUYTglclGn%2£J5011Fmx1lmmaTOBae%$2bME0]jVHbS2bd96NDIJO9jLvr lopNIXws
PNN3kWwtuE2Vj4t90ZramdXtY¥glY2jTyLGrUFmYHMdV4AWW871i6VIm9VO3UNaBPO1
R5XrV0emvSASkpmISXZK7rXmHZ %2 fGWXABA5mpuJX07Z2IgA4ru0lXs2fmI6gf4De
4zmQG%2fAPOgzOUS06NCeb6uXteCfVLVVCPLELYVEVKREEAWRWCUUVBqOoKGyayCe
gfdJiCMR%2bud9E6VriS50E5k4ETHMPySt1cinPTFKWyM30VTeXIfOS1VmeWcHt £
BFAU6XL8ClhjglbGFISGOHZPsuNFJplkBr88yCKw%2bXA854ExFVryermwnNViTH
sVzRggEhiAVgR7p9jgihVNgcYBOFsZAlHgY1PnQ10017uE4uB4smhLvZZth3SxY7
OX1thxeQF0p%2b9WS2bNmJINkE ] Zb%2£TGa7DDMW] yOeTmeZO7vb8EogLjTrK$2bz
Rg6weJ1WNNnO2k9F6RVHa3%2bWgcZXRkto8gHGZR50ZfYq4g72IsKhFxVavEycmf0OE
as4dKvg9xCEcSIOh1rSDYWDpzG7tcUxxz7Q5WOpisAEPGArPDoS7pl$2bKYaES4tS
2bBuaQIsGJIJyWhmTexqyJpckadqzWVXX HTTP/1.1

7. Because the relying party's aggregated result is empty, the wresult parameter becomes the

aggregated result. Because the length of the wresult parameter was 1,727 characters, which is

less than the length of the ttpsize parameter of 2,652 characters, the relying party needs to
request more data from the IP/STS. It does this by sending an HTTP 302 with a wsignin1.0
request that includes the ttpindex=1727 parameter. For further specifications, see section
3.2.5.1.3.

HTTP/1.1 302 Found

Location: https://adatumsts-7/adfs/ls/?wa=wsigninl.O&wtrealm=urn
%$3afederation%3atreyt+research&wct=2006-07-13T07%3a32%3a27Z2&wctx=
https%3a%2f%2ftreyws-test%2fclaims%2£%5chttps$3a%2f$2ftreyws-test
%2fclaims%2fDefault.aspx&ttpindex=1727

8. The web browser requestor relays the wsigninl.0 request to the IP/STS (adatumsts-7) in an HTTP

GET message.

GET /adfs/ls/?wa=wsigninl.O&wtrealm=urn%3afederation%3atrey+
researché&wct=2006-07-13T07%3a32%3a27Z2&wctx=https%3a%2f%2ftreyws-
test%2fclaims$2f%5chttps%3a%2f%2ftreyws-test%2fclaims%s2fDefault.
aspx&ttpindex=1727 HTTP/1.1

9. The IP/STS returns the remaining 925 characters of the pending result, beginning with character

1,727. For further specifications, see section 3.1.5.1.3.

HTTP/1.1 302 Found

Location: https://treysts-7/adfs/ls/?wa=wsigninl.0&
ttpsize=2652&ttpindex=1727&wctx=https%3a%2f
$2ftreyws-test%2fclaims%$2£%5chttpss3a%2fs2ftreyws-test%2fclaims
%2fDefault.aspxé&wresult=kgNHeG50cCSAUgEHIEISLri
GRPIJQOBEM%2bnGViaAj8ERCSwkseRfLs13wPzbYkh%2bZs6Vn0YZP76zacMJF
GrZbrVe$2fYXvUjtZTKE7YND8pSqH2XS543Z20Piuxye9155Pix1BGZyO6WHThadc9X
t2NPJctVWbL2TsZNZOTdPugEvtcupyOtIikMLOZI7tGhPRPtRa7wh9RP5CwuNEqvwg
s7ritXKUcJsl6oy291lpcd4gtEl1gL3Zmte$2bdK88BIOrwTuxs2fojel5S1gGDCCIY¥geu
WLyWeV5UxgSfdkNR3%$2bREIOauD%2 fKFVTuL%2bf1lnbVmTGV8LPf16dhUYVE3PalX
%$2fhMzVLC7xzZABAmMSjOdgXMugqOK8xbKe4dwL6bSWVom2XykH791vFMyVaOsllrkk
$2fuCc7LNmQTigP58D%2fnQ0yLk1eXYX3x3GU8rrUsn84L0%2bcGRAtt4eNHY1VD
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NEDcGh1%2fYOCujud%$2fup3%2bZefDPvB3s91IYB7%$2b3VXuK$2bwLyUR23Le07Y
WTLP1D11p62FeOiHAQUF53jLdrGTc%2b3jPFPkwIFdrk$2b9H1C7ZNDdiyLPcivE
SV2bCmN6ZEmxMRJI0z3KS6G426m1DgLOMYcVIWJI3zzJHR8pWVozlralOwbkuYgTO1
eD60fT1hBCVAICNLIMmwcRIKRIAU9Q)sGoiff4T63Xg3z2IFiq6rSQ%2fRVr29y6LE
oyBn2NHQ6T10TaG%2£11Je46h3ngqIM8dbE1IFMpNTRKW7SYduLS]j1aHXZKO2mO
$2fTykrvn3ny93nGygPpVKC1lJIt3gFQfFAfe6YZ8momlLXDvvee6%$2fvKpfLKxH8
7tJedu2At JThNDPEUXb8LbLY2 fwXaBdT8Qt2sRedfowdA6k1INS2biOM3f3xwudty
v2euTi%2bHppTO90wzebb7eAPIx8bzXPTz9g0clvYv3Iy08%2fkzz9A6cx%2fkw
%$3d

10. The web browser requestor relays the wsignin1.0 response to the relying party (treysts-7) in an

HTTP GET message.

GET /adfs/ls/?wa=wsigninl.0&

ttpsize=2652&ttpindex=1727
swetx=https%3a%2f%2ftreyws-test%2fclaims$2f%5chttps%3a
%2f%2ftreyws-test%2fclaims%2fDefault.aspxé&
wresult=kgNHeG50cCSAUgGEHIEISLriGRPIJQBEM
%2bnGViaAj8ERCSwkseRfLs13wPzbYkh%2bZs6Vn0YZP76zacMJFGrZbrVe
$2fYXvUJtZTKE7YND8pSqH2XS543Z0P1iuxye9155Pix1BGZy0O6WHThaJc9Xt2NP
JCctVWbL2TsZNZOTdPugEvtcupyOtI1kMLOZI7tGhPRPtRa7wh9RP5CwuNEqvwgs
TritXKUcJsl6y291pc4gtElgL3Zmte$2bdK88BIOrwTux%$2fojel5S1gGDCCOY
geuWLyWeV5UxgSfdkNR3%$2bREIQauD%2 fKFVTuL%2bf1lnbVmTGV8LPf16dhUYVFE
3PalX%$2fhMzVLC7xzZABdmSjOdgXMugqOK8xbKedwLo6bSWVom2XykH791vFMyVaO
s11rkk%$2fuCc7LNmQTigP58D%2fnQ0yLkleXYX3x3GU8rrUsn84L0O%2bcGRALL4
eNHY1VDNEDcGh1%2£fYOCujud%2fup3%2bZefDPvB3s91IYB7%$2b3VXuKs2bwLyU
R23Le07YWTLP1D11p62FeOiHAQUF53jLdrGTc%2b3jPFPkwIFdrk%2b9H1C7ZND
diyLPcivESV2bCmN6ZEMxMRJI0z3KS6G426mlDgLOMYcV1IWI3zzJHR8pWVozlral
OwbkuYgT01eD60fT1hBCVAIcNLImwcRIKRIAU9Q]sGoiff4T63Xg3zIFig6rSQ
$2fRVr29y6LFoyBn2NHQ6T10TaG%2f11Je46h3ngqIM8dbEIFMpNTRKW7SYduLsS
J1aHXZKO2mO%$2 fTykrVn3ny93nGygPpVKC1Jt3gFQfFAfe6YZ8mbmlLXDvvee6
%2fvKpfLKxH87tJed4u2At ThNDPEUXb8LbL%2 fwXaBdT8Qt2sRedfowdA6k1N
$2biOM3f3xwudtyv2euTi%$2bHppT90wzebb7eAPIx8bzXPTz9g0clvYv3Iy08
$2fkzz9A6cx%2fkws3d HTTP/1.1

11. The relying party appends the wresult parameter to the aggregated result. The new aggregated

result is 2,652 characters long, which indicates the completion of the Query String Response
Transfer Protocol (see section 4.1). The relying party extracts the RSTR from the aggregated
result (as specified in section 3.2.5.1.4) and processes it as specified in [MS-MWBF] section

3.3.5.2. The relying party's next action is outside the scope of the protocol, though in this case the

relying party, which was a resource IP/STS, issued a new SAML assertion and used the Query
String Response Transfer Protocol to transmit it to a WS resource.

4.1.2 Full Network Trace

The following is the full network trace for the protocol example in Annotated Example (section 4.1.1).

The following table specifies the protocol roles of the hosts.

Protocol role Host name

Requestor IP/STS | adatumsts-7

Resource IP/STS treysts-7

WS resource treyws-test

HTTP requests are prefaced by a line with three right-angle brackets (">>>") and the name of the
host to which the request was sent. Requests are followed by the HTTP response, which is prefaced by
a line with three left-angle brackets ("<<<"). The final three HTTP messages (HTTP 302, HTTP GET,
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and HTTP 200 OK) are an internal implementation detail and shown for completeness only
messages are not necessary for interoperability.

>>> treyws-test (WS Resource)
GET /claims/ HTTP/1.1

<<<

HTTP/1.1 302 Found

Location: https://treysts-7/adfs/ls/?wa=wsigninl.O&wreply=https
%3a%2f%2ftreyws-test%$2fclaims%2f&wct=2006-07-13T07%3a32%3a21lZ&wctx
=https%3a%2fs2ftreyws-test%2fclaims%2fDefault.aspx&ttpindex=0

>>> treysts-7 (Resource IP/STS)

GET /adfs/ls/?wa=wsigninl.O&wreply=https%3a%2f%2ftreyws-test
%2fclaims$2f&wct=2006-07-13T07%3a32%3a21z&wctx=https$3a%2£f%
2ftreyws-test%2fclaims%2fDefault.aspx&ttpindex=0 HTTP/1.1

<<<

HTTP/1.1 302 Found

Location: https://adatumsts-7/adfs/ls/?wa=wsigninl.O&wtrealm=

urn%$3afederation%3atrey+research&wct=2006-07-13T07%3a32%3a21lzZ&wctx=

https%3a%2f%2ftreyws-test%2fclaims%2£%5chttpss3a%2f$2ftreyws-tests
2fclaims%2fDefault.aspx&ttpindex=0

Set-Cookie: TTPRealm=urn:federation:adatum; path=/adfs/ls/;
secure; HttpOnly

>>> adatumsts-7 (Requestor IP/STS)

GET /adfs/ls/?wa=wsigninl.O&wtrealm=urn%3afederation%3atrey+
researché&wct=2006-07-13T07%3a32%3az2lZ&wctx=https%3a%2fs2ftreyws-
test%2fclaims%2£f%5chttps%3a%2f%2ftreyws-test$2fclaims$2fDefault.aspx
&ttpindex=0 HTTP/1.1

<<<

HTTP/1.1 302 Found

Location: /adfs/ls/auth/integrated/?wa=wsigninl.O&wtrealm=urn
$3afederation%3atrey+research&wct=2006-07-13T07%3a32%3a2lZ&wctx=
https%3a%2f%2ftreyws-test%2fclaims%2£%5chttps$3a%2f$2ftreyws-test
$2fclaims%2fDefault.aspx&ttpindex=0

>>> adatumsts-7 (Requestor IP/STS)

GET /adfs/ls/auth/integrated/?wa=wsigninl.O&wtrealm=urn%
3afederation%3atreytresearch&wct=2006-07-13T07%3a32%3a21Z&wctx=
https%3a%2f%2ftreyws-test%2fclaims%2f%5chttps%3a%2f%s2ftreyws-test
$2fclaims%$2fDefault.aspx&ttpindex=0 HTTP/1.1

<<<L

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Negotiate
WWW-Authenticate: NTLM

>>> adatumsts-7 (Requestor IP/STS)

GET /adfs/ls/auth/integrated/?wa=wsigninl.O&wtrealm=urn%3afederation
%3atreytresearch&wct=2006-07-13T07%3a32%3a21lz&wctx=https%3a%2f
%2ftreyws-test%2fclaims%2£f%5chttps%$3a%2fs2ftreyws-tests2fclaims
%2fDefault.aspx&ttpindex=0 HTTP/1.1

Authorization: Negotiate T1RMTVNTUAABAAAAB4ITIogAAAAAAAAAAAAAAAAAAAAA
FAs40AAAADwW==

<L

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Negotiate T1RMTVNTUAACAAAAEAAQADgAAAAFgomilzOtC7za4d
JOAAAAAAAAAAAQBBAFIAAAABQLODgAAAAIBAEQARGBTAFYATQAtAEEAAGAQAEEARABGAF
MAVgBNACOAQQABABYAQOBEAEEAVABVAEOAUWBUAFMALQA3AAQAOGBhAGQAZgBZAHYADLQA
tAGEALgBUAHQAJAB1AHMAJAAUAGOAaQBjAHIADWBZAGSAZgBOAC4AAYWBVAGOAAWBSAGEA
ZABhAHQAJQOBtAHMAJABZACOANWAUAGEAZABMAHMAJgBtACOAYQAUAGAAJABOAGUACWBOA
C4AbOBpAGMACgBVAHMADbWBMAHQALgBJAG8ALQAFADOAYQBKAGYACWB2AGOALOBhAC4Abg
BOAHQAZQBzAHQALgBtAGKAYWBYAGBACWBVAGYAJAAUAGMADWBtAAAAAAA=

>>> adatumsts-7 (Requestor IP/STS)

. These
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GET /adfs/ls/auth/integrated/?wa=wsigninl.O&wtrealm=urn%3afederation
%3atrey+tresearch&wct=2006-07-13T07%3a32%3a21lz&wctx=httpss3a%2fs2ftre
yws-test%2fclaims$2f%5chttps%3a%2f%2ftreyws-test%2fclaims%2fDefault.
aspx&ttpindex=0 HTTP/1.1

Authorization: Negotiate T1RMTVNTUAADAAAAGAAYAIAAAAAYABgAmMAAAABAAEABI
AAAAGgAaAFgAAAAOAA4ACgAAAAAAAACWAAAABYKIogUCZzg4AAAAPYQOBKAGYACWB2AGOAL
OBhAGEAZABtAGkKkAbgBpAHMAJABYAGEAJABVAHIASGBTAEIALOBEAEUAVGBREVIBrWkBSQ
AAAAAAAAAAAAAAAAAAAADZME /wdoShwGWc7CBCpFNGAUHCLsDZPUU=

<<<

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Negotiate
WWW-Authenticate: NTLM

>>> adatumsts-7 (Requestor IP/STS)

GET /adfs/ls/auth/integrated/?wa=wsigninl.O&wtrealm=urn%3afederation
%3atreytresearch&wct=2006-07-13T07%3a32%3a21lzZ&wctx=https%3a%2f%2ftre
yws-test$2fclaims$2f%5chttps%3a%2f%2ftreyws-test%2fclaims%2fDefault.
aspx&ttpindex=0 HTTP/1.1

Authorization: Negotiate YIIFRwYGKwYBBQUCoOIIFOzCCBTegJDAiBgkghkiC9xI
BAgIGCSQGSIb3EgECAGYKKwYBBAGCNwICCQKCBQOEGQUJIYIIFBQYJKoZIhveSAQICAQR
uggTOMIIESKADAGEFOQMCAQ61iBWMFACAAAACTggQDYYID/ zCCA/ugAwIBBaEfGx1BREZ¢cV0CnaCRMATIVIQd+eWcuXlwecMrujg2ktZZHAgmk8Vxffgj rUyWJbw
0GqalZ60uxTId9k3Rxt1kwBICtWgPgeHsDQ3nMOPpHXF1TNgPQvYMkOncNeJAsgAJ34m
Ohw4D/Q3gfj9PI6DW1fx01dBM6ALIUT/ rpXHGYV3z5EJKLPYQRYPyAM9OhRWmmu4 /SIALIR
+5rZHWb5vRp4jJLiHDGb12ReqI PhMvP6CUVIGggbIjyvRx5VoYCIm+uRPP3GFej6C4eX9
fMrwgN3ktk76bRWZ £ IHKLOVHUYX/k+tM1kt £2VrYAi fyQf80IxMgIXON+Ie3KvgyP3d
79%faw93891iITrdX4YnzFwKAf /ot /dLyGrggWxR/xMTY zmMgPjGGm8ZVH] 6M/CZughie
mVzS2WrZVEWzk2 fufFOvcgxHc5hzuWav4VtxDOKWplUDnr 8DmAK3T65dJ8AsgKpfKaxn
vbZo+0jDWFZVErgGggqnJdCe fuOU90QDm/oAFtGgaruQrAUdeAJVUrfNE6rott 6 jMXECVIO
IxtdbAtugbtNhw/9f61TcOxY+7y/tmY+N5MK1Y/my8a/jJ0+DjFRIUJXUWIMDKun0ITt
1xaAmjjAmGsgkmkhV6MoAd7IDg3je300gKcz2rfAavRzt/Gy8Z2hvB+QKNFeMWpKg7wXm
fUa9w/z6V6g3VHomzipcSGUkr2RQrRpnTcIBopGZcY/kbV1GIRgSBOzCBOKADAGEXoOH
IBIHFGXJTTuh/3yx0aGfythDxT33t4KCBiNzQ/SLH5M/1H4oxfgtINbJI5tNM3rX1lrkY+
36t00GgLjUTaaBS5P0Fms51HiR9PbK4ANY7n335HcDVIQXBFiudOkgqGU3U80Kuh6UPrS+
ihacMygHCR5EO1DgltgvEObraoRROctl1EvnmMBQG6sajBRt800sqgEjuldL77U7W0Aa9T
JDWGreZ+nTZu/rhy+Ab0e2tjjgQ8+T+77FUHeYy4B61w7+y5Q0gnHBbuSP/KAIxAa=

<L

HTTP/1.1 302 Found

Date: Thu, 13 Jul 2006 07:32:27 GMT

Server: Microsoft-IIS/6.0

X-Powered-By: ASP.NET

WWW-Authenticate: Negotiate oYGgMIGAoAMKAQChCwYJKoZIgvcSAQICooGIBIGEYI
GCBgkghkiG9xIBAgICAG9zMHGgAwIBBaEDAgEPomUwWY 6ADAGEX0I1WEW]j901jcrPxz9ipQ
kjQo69bf5SYXFDTmxzAlpl8g5jKcV4AETZcXVawsYxvnHGV/wTs1l/yg8CHMZNZ8D07cNgsp
IEUkKG6joNVBINQaGadg5441JIbEVaBLzPZ/ 9w==

Location: https://treysts-7/adfs/ls/?wa=wsigninl.O&ttpsize=2652&ttpind
ex=0&wctx=https%3a%2f%2ftreyws-test$2fclaims%$2£%5chttps%3a%2f%2ftreyws
-test%2fclaims%$2fDefault.aspx&wresult=eNrNWFtzgsoS$2fiuW6zGVBYg3rCR1lhg
UAaAAlyssphOEShVEGRPz1e9BOoTNYt59R62D4NPW3311%2£3dDM81DgfWHBXQJzb0CuyOK
%$2bmaAlTC%2bItSjFsHIINigdE7bEZS5£12QFHY12Di4u9kByN3%2bx11IVVigkXTHYpuUX
1W4Lz59HB)GfofbD89YDEZDADGMMt j1DauK1V8bP436NAMGzD%2bvddps%s2fftFuzd9lew
c791uby7Yv1%2b4HeaDRXJAqopzt2UQCPOUS2£d0755hp3RvwLYGrZ7 zppMINossHQOTQhS
1bOxm4vpsXSbNhuK8om8MME$2bFjkyGCOP00OAdfoz0bQS608SBl1E4gHUTewgTEaMN%2 fp
gXsJoPkWm4BSP64FuDFGOQ8DIMFf0oSQKk3SSgSCvsd7g9C86F8YKP4apB0ly8iz2avtXR5
9Unj 7FnGewamQQQzfzogfqo%2bén55%2bbpz4FdnHo7%2bPahOsHmOyidUyyEqChi 6M3%2
bugdM31J7GUIoyC%2£0dZ8UqK5v2Kulay0tQyKoWL1EhnM8%2£S%2bvGB%2bondK94312
%2fg8wimeeydrNgbm8OEPDc%2byvIQMBS2bVDZhHyP%2bxfD40Dco49VGILzmyi SUr 9PK3
PzEpFdWvtYMYZg0ZZY¥n7%2b5Pkbdw4wdTsedx8An4SpzFJhpuj7D%2fnsv3uoeQts2fo%2
fGL6xXCAVCS2£4%2bXCWk4yvSpy$2bHnj3xPGRSyN66r$2b22NTStx4A3yf1DZuftzEW9eD
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XwDZ%2£0x3 7Tm4K$2b0TS$2bHvUN7c%$2£SPS2bEWUJKgtEF7%$2 £XdQGQUwydKL87yBVM1Rs %2
fy5I0d4kCU7inIDI9d8ME222G919HSf3yXN1xmJIIiyt5mb6hVXWZbfS$2fYER3QImgI5iij4
OA6%2fNc%2£%2fgn7d%2bp4eBDdFKTnIm$2fh406AaYBMiMlyj5BcmGYgha5P380Dde0w7
%$2f£dZsUDd4vmjmA7IMu%2fc4cpmTIQsGMKsnR2NmgY %2 fNb18b4UBP08xXNMRmMNCb5Z%2£2
84YLgHG7SF%2£j2%2bhHOCI9HVZzVv2CHUgUNxiGZif8PT1e0zibOVTPhN2GVHqWsG5S6BHGV
4£3E0eycpcnEu9V80K7ckvVtLVyzdlYUYTglclGn$2£J5011Fmx1lmmaTOBae%2bMEojVHD
$2bd96NDIJO9)LvrlopNIXws PNN3kWwtuE2Vj4t90ZramdXtYglY2jTyLGrUFmYHmdV4WW
8716VImMIVO3UNaBPOiR5XrV0emvSASkpmISKZK7rXmHZ %2 £GWXdBASmpudX07Z2IgA4rull
X%2fmI6gf4DedzmQG%2fAPOgzOUS06NCeb6uXteCEVLVVCPLELYVEVKREEAWRWCUUVBgOOK
GyayCegfdJiCMR%2bud9E6VriS50E5k4ETHMPySt1cinPTFKWyM30VTeXIfOS1VmeWcHt £
BFAU6XL8C1lhjglbGFISGOHZPsuNFJplkBr88yCKwS2bXA854ExFVryermwnNViTHsVzRgg
EhiAVgR7p9jgihVNgcYBQFsZA1IHgY1PnQ10017uE4uB4smhLvZZth3SxY70X1thxeQFO0p%
2b9W%2bNmINk £ Zb%2 £TGa7DDMW] yOeTmeZO7vb8EogLj TrK%2bZRg6we J1IWNnO2k 9F6RV
Ha3%2bWgcZXRkto8gHGZR50Z2fYq4g72IsKhFxVavFycmf0Eas4dKvg9xCEcSIOhl1rSDYWD
pzG7tcUxxz7Q5WOpisAEPGOrPDoS7pl$2bKYaES4t%$2bBuaQlsGIIJyWhmTexgyJdpckadqg
ZWVXX

Set-Cookie: WebSsoAuth=eNrNV1tz4rgS5gekmMcU4zvYVJII68hXbGGIbCLhO1ZYv81
VgG3zBmF+/AkImYSe7c07Nw/pJarW7v/661ZIeS)fdDEFZwqJK8uzufaSKj90/QgYnqJAT
ej5DUz2ahIMe60GmM51F9zvilogAODpnunlmUNlays3Kx67JI43u/hgx5BzfDBkCKH5MB50y
keu3WRDUMYwMI 90Rm6gVvVaffOcF/zYgGLEgk fuwQSINInwSHAZOXwhPZ i JHf LpBxmbgrL
YeUPbWCMh8R3fOheA+g+PZxjE/IsSE6C8mM6SVzwM8wI+hRIPTLNpAcLghPWjDnvVebMK61
CBmQ8tWFZF4p/svzu6UXmb6ibkgYHtXwBK6hR8/YJ91b+Y/N4/dBHZ1GOyTkwk3CEuOmg8T
1JUwH711/EbfaeVCX5r4RVImYfUBWEdJiRE691jgWkNIM8toFS5Wk51INPEvrxwEsI3bf8b
65fgNfxTCrEv9sla7cCqZofvdz/g8F81nZgFWcB38tn09KwybJgrwprzmya+8V+tXbbIJK
RQ102mECizs5L1IXeY+rajvEsNKPYeqW3xFPZe5uv+dFhPkbNO1LbP486T6BIE2yBCXDrf
LiPSey/e7n6Vv8n4lfWXkHgPOdL1fWKpRpr67g7cK/J4zPO0/eR6ffHrtS61iYbEASOtMVU
58Vy6/rwF0B2b30s3E0NNn9y/R32§fSv9J9xCngZ5dhr/XtQGQowydKb89yBVirze/16Qwm
kRIThNKgT23w0TbLdFvv911NiX+8pOogwVUQEVEfEAVIMO3xvgDAdl JRzDOQwpBGUSfete
/oLBgfU9PQhulmdoJ2+S44cGdQc2UVAkVZx+YZLACPxksgcPfs8n60xb9w77g0cXzXxCVp
Rur4xd4mzJgiEsTifH3dxSH7vEfuOIf3qYFW5WogMxLT+M/zccMNvDTb6FQa+8hn0OG90vm
vmAH+whOTCJO0Jv4/PL1zdDFxgZopv4na7CgV/bDRIcCrebmfOppdUTg68T5gPmDv3KLxx1
P4z95FUYTRzZKXEHQsG037272I/zQtPmAKHVIAAI7T2/XbDxXxIZWIQCHAIXVEx1I+EZ7x+112
1ltymrSblvizZn9mZpu6UGLGOW+xY2poX50aY0XtZpZ7kScbPdgXuli2BRD7Bm/er TuB+mR3
Rmb9KdUvnkggnwsugv8T4xE7eSv11hTYjhfbx1j9kYBgfoP14C+QD+QYftJaolg30iW7mX
kXC6VIWNows1N1UVCVEQQONFGOFFS5EKm6QKkWpbILTIx1mYMJH6128ThSuwX1lgzmUgAsew/E
Y2V+LCNEWpYeausmkdmY/9zGLmKbcPRAD1Bm8mr4AyZmprzEBjiBP3LDtezZdJZZvCrgywC
m48mCx4YM4GUL6ulRXJLCe630GWoSMgAXBHsNWKrHiWaO0gkHALQyAaLAJ6bOR6Zor3Ypxs
HJJE1LA9K2I7zeEdoLZey4ggabw/pt+ezEm6Pxst/pBMcQI/Eo8tV0rrnT+z2/AudSwi5y
NcNo/SBReudsGPK5Rg3gaLFrHSd0ZbyK4wAUUOaFQWp 7MXewly2 TuLbRktX03mBzSnFwsu
P3EERJKOSGWtgPhIOVEbUlxXRFHFU]jysSVFFYATI+plU+PyLuHbYRI8S1hT8Dc4Sh4EQQzRpD
Mj/GrImNSRni/KSrérmjxnt/gnImgEgABiJDEK66hoTyCCIRIPhoXoiRIfBHgEiKrnkUOT
w48T0yaUmOzPnKt/DDpgrWNJIwSsYZ5q7U30NIeG6uN1IJyxbXjONMLIA7PieXM+Qr6b0WXt
leejRs7BXKYzf0QUsbhQXcaeTVcerdg6UlDTebMwz 70hLI9HNTOT1XEoiK3ckd2Thvpjvx+
Rkg+onDpZWPk6t2m+2ZV4/SmnFKbFeUtvdJLg0EJCPxvUku2kBalH7K1Z7A/bX+kJ6£Nk3k
5IiXUjnVLA9IPK8qE1RPuUiGpP+RHIMSVTh6MrGaasPvVybYiE4ES3fp5dZYavliou; path
=/adfs/1ls/; secure; HttpOnly

Set-Cookie: WebSsoAuthO=cFf+wmdmNhb4wZEBAGWQOFtPmffHLecvlR8xLOXzWPYyb
e8pB/+H3zhcKPHWTylzhfzBBVgnzBpxgN/uA/68DIC+NX1ql9wfJjPM72Pp4hBQgXAkQLH
eHjTKG61Fjo3AYZANDgro73fTWUBzL4FZseFej6RRyPt7dZC6LTBg5DFt+c8pNUSXhbrA7
riWlkIyCKKSg8JIxsgX7pVBxIXBSKHDqyy7HY 6yGnGyK/f1HkeWVVO61vY1GC]jyOpMcaC7lt
OGt/PxwNtBLWXEWw5htI53xwbZKB4juassXVNUKQwVwdK+HygAz01BCXzcsNP11QSxoKR5
1b+Cu0EiL58X7Lc2htVYbhS1VktBx5129y6qUmSBKxGjUYPOCcX2BrtgxR1zZWGRO+syUL1S
ncznLsWw3ZXByiS1HgO/FWT/b5S8VvBT33F+v1jpOFnG0jSUn77SsMéwfstmNeJJduirl32
B+99/2ucn28PhGdPzzSpXASvY04dOPt0dwA73mwz /RcxnVJos+6kPI6ndsXEXor 7TmGQFOJ
CnhdtB4iyvTB64L+fbv4du0f0mB5J9FhqOKE6LIsmDD4ggqT50cj2Cpfs0yVLIQY/B8UGH6
PzSu6bvzk5dch+mAzudXxxVSh+98dbHvCJI2Pt+e02JHS7SZvIURDW83cCBZ/AgPdteY=;
path=/adfs/1ls/; secure; HttpOnly

Set-Cookie: LSCleanup=2006-07-13:07:32:27Z2r0urn:federation:trey
research; path=/adfs/ls/; secure; HttpOnly

Set-Cookie: TTPDest=urn:federation:trey research; path=/adfs/ls/;
secure; HttpOnly

Set-Cookie: TTPData=eNrNWFtzgsoS/iuW6zGVBYg3rCRlhquAaAAlyssphOEShVEGR
Pz1e9BOTNYt59R62D4ANPW3311/3dDM81DgfWHBXQJzb0CuyOK+maAlTC+ItSjFsHIINigd
E7bEZ5f12QFHYi12Di4u9kByN3+x11IVVigkXTHYpuUX1W4Lz59HB)GfofbD89YDEfZDADGM
Mtj1DauK1V8bP436NAMGzD+vddps/ftFuzd9lewc79iu5y7Yvl+4HeaDRXjAqopzt2UQCP
0u/d0755hp3RVWLYGrZ7zppMINossHQTQOh51bOxm4 vpsXSbNhuK8om8MME+FjkyGCOP00O
Adfoz0bQS608SB1E4gHUTewgTEaMN/pgXsJoPkWm4BSP64FuDFGOQ8DIMFfoSQKk3SSgSC
vsd7g9C86F8YKP4apB0ly8iz2avtXR59Un] 7FnGewamQQQzfzogfgo+6n55+bpz4FdnHo
7+PahOsHmOyidUyyEqChi6eM3+ugqdM31J7GUIoyC/QdZz8UgK5v)2Kulay0tQyKoWL1HhnM
8/S+vGB+ondK94312/g8wimeeydrNg5m8OEPDc+yvIQOMB+VDZhHyP+xfD4oDco4 9VGJILzm
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y19Ur9PK3pzEpFdWvtYMYZg0ZZYn7+5PkbdwdwdTsedx8An4SpzFJhpuj7D/nsv3uoeQt/
0/GL6xCAVC/4+XCWk4yvSpy+Hnj3xPGR5yN66r+22NTStx4A3yf1DZuftzEW9eDXwDZ/0Ox
37m4K+0T+HvUn7¢c/SP+EWUJKgtF7/XdQGQUwydKL87yBVM1Rs/y5I0d4kCU7inID9d8ME2
22G919HSf3yXN1xmJTIiyt5m6hVXWZbfS/YEh3Q1lmgI5iij40A6/Nc//gn7d+p4eBDAFKTn
Jm/h406AaYBMiM1lyj5BcmGYgha5P380Dde0w7/dZzsUDd4vmjmA7IMu/ c4cpmTIQsGMKsn

R2NmqY/Nb18b4U8P08xNMRMNCb5Z/284YLgHG7SF/j2+hHOC9HVZzv2CHUgUNx1GZi£f8PT

1e0zibOVTPhN2GVHQWsG5S6BHgV4£3E0eycpcnEu9vV80oK7ckvVtLVyzdlYUYTglclGn/J

5011Fmx1lmmaTOBae+ME0]jVHb+d96NDIFO9jLvrl1opNIXwsPNN3kWwtuE2Vj4t90Zram4X

tYglY2jTyLGrUFmYHmdV4AWW871i6VImOVO3UNaBPOiR5XrV0emvSASkpmISXZK7 rXmHZ /G

WXdBd5mpuJX07ZIgA4ru0lX/mI6gf4DedzmQG/APOgzOUSO6NCe6uXteCEVLVVCPLELYV

FVKREEAWRWCUUVBgOoKGyayCeqfdJiCMR+ud9E6VriS50E5k4ETHMPySt1cinPTFKWyM3

OVTeXIfOS1VmeWcHt fBFAU6XLEC1hjglbGFISGOHZPsuNFJIplkBr88yCKw+XA854EXFVT

yermwmNViTHsVzRggEhiAVgR7p9jgqihVNgcYBQFsZA1IHgY1PnQ10017uE4uB4smhLvZZt

h3SxY70X1thxeQF0p+9W+NmJINkfjZb/TGa7DDMW]yOeTmeZO7vb8EogLj TrK+ZRg6wedl

WNnO2k9F6RVHa3+WqcZXRkto8gHGZR50Z2£fYqgqd4g72IsKhFxVavFycmfO0Eas4dKvg9xCEcS

IOhlrSDYWDpzG7tcUxxz7Q5WOpisAEPGgrPDoS7pl+KYaES4t+BuaQIlsGIIJyWhmTexqgy

JpckadgzWVXXkgNHeG50cCSAUgEHIEISLriGRPIJQBEM+nGViaAj8ERCSwkseRfLs13wP

zbYkh+Zs6Vn0YZP76zacMIFGrZbrVe/YXvUjtZTKE7YND8pSqH2XS543Z20Piuxye9155P

1x1BGZyO6WHThaJc9Xt2NPJICctVWbL2TsZNZOTdPugEvtcupyOtIikMLOZI7tGhPRPtRa7

whORP5CwuNEquwgs7ritXKUcJsl6y291pcdgtElgL3Zmte+dK88BIOrwTux/0jel5S1gG

DCC9YgeuW; path=/adfs/ls/; secure; HttpOnly

Set-Cookie: TTPDataO=LyWeV5UxqSfdkNR3+REIOauD/KFVTuL+flnbVmTGV8LPf16

dhUYvF3PalX/hMzVLC7xzZABdmMSjOdgXMuqOK8xbKedwL6bSWVem2XykH791vEMyVaOsl

1rkk/uCc7LNmQTigP58D/nQ0yLkleXYX3x3GU8rrUsn84L0+cGRAtt4eNHY1VDNEDcGh1

/YOCujud/up3+ZefDPvB3s91IYB7+3VXuK+wLyUR23Le07YWTLP1D11p62FeOiHAQuUF53

JLdrGTc+3jPFPkwIFdrk+9H1C7ZNDdiyLPcivESV2bCmN6ZEmxMRJI0z3KS6G426m1DgL0

MYcV1WJI3zzJHR8pWVozlralOwbkuYgqT01eD60fT1IhBCVAICNLImwcRIKRIAU9QjsGoiff

4T63Xg3zIFig6rSQ/RVr29y6LFoyBn2NHQ6T10TaG/11Je46h3nqIM8dbE]1 FMpNTRKW7S

YduLSjlaHXZKO2mO/Tykrvn3ny93nGygPpVKClJIt3qFQfFAfe6YZ8m5mlLXDvvee6/vKp

fLKxH87tJedu2At ThNDPEUXb8LbL/wXaBdT80Qt2sRedfowdA6kIN+iOM3f3xwudtyv2eu

Ti+HppT90wzebb7eAPIx8bzXPTz9g0clvYv3Iy08/kzz9A6¢cx/kw=; path=/adfs/ls/

; secure; HttpOnly

>>> treysts-7 (Resource IP/STS)

GET /adfs/ls/?wa=wsigninl.O&ttpsize=2652&ttpindex=0&wctx=https%3a%2£f%
2ftreyws-test%2fclaims%2f%5chttps%3a%2f%2ftreyws-test$2fclaims%2f
Default.aspx&wresult=eNrNWFtzgsoS%2fiuW6zGVBYg3rCR1hquAaAAlyssphOEShV
EGRPz1e9BOTNYt59R62D4NPW3311%2£3dDM81DgfWHBXQJzb0CuyOKS2bmaAlTCS2bItS]
FSHJINigdETbEZ5f12QFHY1i2Di4u9kByN3%2bx11IVVigkXTHYpuUX1W4Lz59HB)GfofbD
89YDfZDADGMMt j1DaukK1V8bP436NAMGzD%2bvddps%2fftFuzd9lewc79iuby7Yv1%2b4
HeaDRXJjAqopzt2UQCPOU%2£d0755hp3RVWLYGrZ7zppMINos sHQTQh51bOxm4vpsXSbNhu
K8om8MME % 2bFjkyGCOP00OAdfoz0bQS608SBlE4gHUTewgTEaMN%2 fpgXsJoPkWm4BSP64
FuDFGOQ8DIMFfoSQKk3SSgSCvsd7gq9C86F8YKP4apB01y8iz2avtXR59Un]j 7FnGewamQQQ
zfzogfgo%2b6n55%2bbpz4FdnHo7%2bPahOsHmOyidUyyEqChi6M3%2bugqdM31J7GUIoyC
%2£0dZ8UgK5vi2Kulay0tQyKoWL1HhnM8%2£S%2bvGB%2bondK94312%2fg8wimeeydrNg
5m80EPDc%2byvIQMB%2bVDZhHyP%2bxfD40Dco4 9VGILzmyi9Ur 9PK3pzEpFdWvtYMYZg0
ZZY¥n7%2b5Pkbdw4wdTsedx8An4SpzFJhpuj7D%2fnsv3uoeQt$2fo%2fGL6XCAVCS2£4%2
bXCWk4yvSpy%$2bHnj3xPGREYN66r$2b22NTStx4A3yf1DZuftzEW9eDXwDZ%2£0x]j Tm4KS
2bOT%2bHvUN7c%$2£SPS2bEWUJKgtF7%$2 £XdQGQUwydKL87yBVM1Rs%$2fy5I0d4kCU7inID
9d8ME222G919HSf3yXN1xmJIiyt5m6hVXWZbfS$2fYEh3Q1lmgI5iij40A6%2fNc%2£%2fg
n7d%2bp4eBDdFKTnIm%2fh406AaYBMiMlyj5BcmGYqha5P380Dde0w7%2£dZsUDd4vmjmA
7TIMu%2fc4cpmTIQsGMKsnR2NmgY%$2£fNb18b4U8P08XxNMRMNCb5Z2%2£284YLgHG7SF%$2£752
%2bhHOC9HVZzv2CHUgUNnxiGZ1if8PT1e0zibOVTPhN2GVHaWsG5S6BHgV4£3EO0eycpcnEu9v
80K7ckvVtLVyzdlYUYTglclGn%$2£J5011Fmx1lmmaTOBae%2bME0]jVHb$2bd96NDIFO9jLv
rlopNJIXwsPNN3kWwtuE2Vj4t90ZramdXtYglY2jTyLGrUFmYHMdV4AWW8716VImOVO3UNaB
POiR5XrV0emvSASkpmISXZK7rXmHZ %2 £GWXdBA5SmpuJX07ZIgA4ru0lXs2fmI6gf4Dedzm
0G%2fAPOqzOUS06NCebuXteCfVLVVCPLtLYVFVKREEAWRWCUUVBqOoKGyayCeqfdJiCMRS
2bud9E6VriS50E5k4ETHMPYSt1cinPTFKWyM30VTeXIf0S1VmeWcHt fBFAU6XL8C1lhjglb
GFJSGOHZPsuNFJplkBr88yCKw$2bXA854ExFVryermwmNViTHsVzZzRqgEhiAVgR7p9jgihv
NgcYBQFsZA1lHgY1PnQ1l0017uE4uB4smhLvZZth3SxY70X1thxeQF0p%2b9WS2bNmINkE]Z
b%2£fTGa7DDMW] yOeTmeZ07vb8EogLjTrK$2bZRgoweJ1WNnO02k9F6RVHa3%2bWgcZXRkto
8gHGZR50ZfYq4g72IsKhFxVavFycmf0Eas4dKvg9xCEcSIOhlrSDYWDpzG7tcUxxz7Q5WO
PisAEPGQrPDoS7pl%2bKYaES4t%2bBuaQlsGIIJyWhmTexqyJpckadqgzWVXX HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, application/x-shockwave-flash, */*
Accept-Language: en-us

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2;
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Svl; .NET CLR 1.1.4322; .NET CLR 2.0.50727; InfoPath.1l)
Host: treysts-7
Connection: Keep-Alive
Cookie: TTPRealm=urn:federation:adatum

<<<

HTTP/1.1 302 Found

Date: Thu, 13 Jul 2006 07:32:27 GMT

Server: Microsoft-IIS/6.0

X-Powered-By: ASP.NET

X-AspNet-Version: 2.0.50727

Location: https://adatumsts-7/adfs/ls/?wa=wsigninl.0O&wtrealm=urn$%
3afederation%3atreyt+research&wct=2006-07-13T07%3a32%3a27Z2&wctx=
https%3a%2f%2ftreyws-test%2fclaims%2£%5chttpss3a%2fs2ftreyws-test
%2fclaims%2fDefault.aspx&ttpindex=1727

Set-Cookie: TTPData=eNrNWFtzgsoS/iuW6zGVBYg3rCRlhquAaAAlyssphOEShVEG
RPz1e9BOTNYt59R62DANPW3311/3dDM81DgfWHBXQJIzb0CuyOK+maAlTC+ItS)FsHIINL
gdE7bEZ5f12QFHYi2D1i4u9kByN3+x11IVVigkXTHYpuUX1W4Lz59HBIGFofbD89YDEZDA
DGMMt j1DauK1V8bP436NAMGzD+vddps/ftFuzd91lewc79iu5y7Yvl+4HeaDRXJAqopzt2
UQCPOU/d0755hp3RvwLYGrzZ7zppMINossHQTQh51b0Oxm4vpsXSbNhuK8om8MME+FjkyGC
OP000Adf0z0bQS608SB1E4gHUTewgTEaMN/pgXsJoPkWm4BSP64FuDFGOQ8DIMFfoSQKk
35SgSCvsd7g9C86F8YKP4apB01ly8iz2avtXR59Unj 7FnGewamQQQzfzogfgo+6n55+bpz
4FdnHo7+PahOsHmOyidUyyEqChi6M3+uqdM31J7GUIoyC/QdZ8UgK5vi2Kulay0tQyKoW
L1HhnM8/S+vGB+ondK94312/g8wimeeydrNg5m80EPDc+yvIQMB+VDZhHyP+xfD4oDco4d
9VGJILzmyi9Ur9PK3pzEpFdWvtYMYZg0ZZ2Yn7+5Pkbdw4wdTsedx8An4SpzFJhpuj7D/ns
v3uoeQt/o/GL6xXCcAVC/4+XCWk4yvSpy+Hnj3xPGROSYyN66r+22NTStx4A3yf1DZuftzEW9
eDXwDZ/0x3 7Tm4K+0T+HvUn7c/SP+EWUJKgtF7/XdQGQUwydKL87yBVM1Rs/y5I0d4kCU7
inID9d8ME222G919HSf3yXN1xmJIIiyt5m6hVXWZbES/YEh30Q1lmgI511ij40A6/Nc//gn7d
+p4eBDdFKTnJdm/h406AaYBMiMlyj5BcmGYgha5P380Dde0w7/dZsUDd4vmjmA7IMu/céc
pmTJIQsGMKsnR2NmgY /Nb18b4U8P08xNMRmNCb5%Z/284YLgHG7SF/j2+hHOC9HVZzv2CHug
UnxiGZif8PT1eO0zibOVTPhN2GVHQWsG5S6BHgV4£3E0eycpcnEu9V80oK7ckvVtLVyzdlY
UYTglclGn/J5011Fmx1mmaTOBae+ME0]jVHb+d96NDIFO09jLvrlopNIXwsPNN3kWwtuE2V
J4t90Zram4XtY¥glY2jTyLGrUFmYHmdV4WW8716VIm9IVO3UNaBPO1R5XrVOemvSASkpm9S
XZK7rXmHZ /GWXdBd5mpuJX07Z2IgA4ru0lX/mI6gf4DedzmQG/APOgzOUSO6NCebuXteCt
VLVVCPLtLYVEVKREEAWRWCUuVBgOoOKGyayCeqfdJiCMR+ud9E6VriS50ESk4ETHMPySt1
cinPTFKWyM30VTeXIf0S1VmeWcHt fBFAU6XL8C1hjglbGFISGOHZPsuNFJplkBr88yCKw
+XA854ExFVryermwmNViTHsVzRqgEhiAVgR7p97gihVNgcYBQFsZA1HgY1PnQl10017uE4
uB4smhLvZZth3SxY70X1thxeQF0p+9W+NmINkfjZb/TGa7DDMW]yOeTmeZz07vb8EogLj T
rK+ZRg6weJ1WNnO02k9F6RVHa3+WagcZXRkto8gHGZR50Z2fYg4g72IsKhFxVavEFycmfOEas
4dKvg9xCEcSIOh1rSDYWDpzG7tcUxxz7Q5WOpisAEPGgrPDoS7Tpl+KYaES4t+BuaQIlsGJd
IJyWhmTexqyJpckad4qzWVXX; path=/adfs/ls/; secure; HttpOnly

>>> adatumsts-7 (Requestor IP/STS)

GET /adfs/ls/?wa=wsigninl.O&wtrealm=urn%3afederation%3atrey+researchs
wct=2006-07-13T07%3a32%3a27Z&wctx=https%3a%2f%s2ftreyws-test%2fclaims%
2f%5chttps%3a%2f%s2ftreyws-test%2fclaims%2fDefault.aspx&ttpindex=1727
HTTP/1.1 Cookie: WebSsoAuth=eNrNV1tz4rgS5gekmMcU4zvYVJII68hXbGGIbCLhO1
ZYv8iVgG3zBmF+/AkImYSe7c07Nw/pJarW7/v/661Z2IeSjfdDEFZwqJK8uzufaSKjo0/QgY
ngqJAIej5DUz2ahIMe60Gm51F9zviWogAODpnunlmUNlays3Kx67J143u/hgx5BzfDBKCKHS
MB50ykeu3WRDUMYwWMI 90Rm6gVvVaffOcF/zYgGLEgkfuwQSIN1InwSHAZOXwhPZiJHELpBx
mbgrLYeUPbWCMh8R3fOheA+g+PZxJE/IsSE6C8m6SVzwM8wI+hRIPpTLNpAcLghPWjDnvVe
PMK6iCBMQ8tWEFZF4p/svzubUXm6ibkgYHtXwBK6hR8/YJ91b+Y/N4/dBHZ1GOyTkwk3CEu
Omg8T1JUwH711/EbfaeVCX5r4RV7mY fUBWEdJiRE691JgWkNIMB8toFS5Wk51NPEvrxwEsd
3b£f8b65fgNfxTCrEv9sla7cCqgZofvdz/g8F81nZgFWcB38tn09KwybJgrwprzmya+8V+tX
bbIJKRQ1I02mECizs5L1IXeY+rajvEsNKPYeqW3xFPZe5uv+dFhPkbNO1LbP486T6BIE2YB
CXDrfLiP5ey/e7n6Vv8ndlfWXkHgPOdL1 fWKpRpr67g7cK/J4zPO0/eR6£fHrtS61iYbEAS
otMvu58Vy6/rwFO0B2b30s3E0Nn9y/R327£Sv9J9xCngz5dhr/XtQGQowydKb89yBVirze/
16QwmkRJIThNKgT23w0TbLdFvv911NiX+8p0ogwVUQEVEEfEAVIMO3xvgDAdlIJRzZDOQwWpBGU
Sfete/oLBgfU9PQhulmdoJ2+S44cGdQc2UV4kVZx+YZLACPxksgcPfs8n60xb9w77g0cXz
XxCVpRurdxd4mzJgiEsTifH3dxSH7vEfu0If3gqYFW5WogMxLT+M/zccMNvDTb6FQa+8hnO
G90vVMVMAH+whOTCJ0Jv4 /PL1zdDFxgZopv4na7CgV/bDRJIcCrebmfOppdUTg68T5gPmDv3
KLxx1p4z95FUYTRzZKXEHQsG0j2j2zI/zQtPmAkHVIAaI7T2/XbDxIZWIQCcHAIxVFx1I+EZ7
x+1121tymrSblviZnImZpubUGLGOW+xY2poX50aY0XtZpZz7kScbPdgXuli2BRD7Bm/erIu
B+mR3Rmb9KdUvnkggnwsugv8T4xE7eSv11hTYjhfbx1j9kYBgfoP14C+QD+QYftJaolg30
1W7mXkXC6VIWNows1NIUVCVEQONFGOFFS5EKM6QkWpbILTIx1mYMJIH6128 ThSuwX1lgzmUgA
sew/EY2V+LCNEWpYeausmkdmY/9zGLmKbcPRAD1Bm8mr4AyZmprzEBjiBP3LDteZdJZZvC
rgywCm48mCx4YM4GUL16ulRXjLCe630GWoSmMgAXBHsnWKrHiWaO0gkHALQyAaLAJ6bOR6ZoOr
3YpxsHIAEL1LA9K2I7zeEdoLZey4dggabw/pt+ezEm6Pxst/pBMcQI/Eo8tV0rrnT+z2/Aud
Sw45yNcNo/SBReuJsGPK5Rg3gaLlFrHSd0ZbyK4wAUUOaFQWp 7MXewly2 TuLbRktX03mBzS
nFwsub3EERJKOSGWtgPhIOVEbUlxXRFHFU]jysVFFYAI+plU+PyLuHbYRI8S1hT8Dc4Sh4EQ
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QzRpDM7j /GrImNSRni/KSré6rmjxnt/gnImgEgABiJDEK66hoTyCCIRjPhoXoiRIfBHgEiKr
nkUOTw48T0yaUmOzPnKt/DDpgrWNJIJwSsYZ5q7U30NIeG6uN1JyxbXjQONMLJId7PieXM+Qr6
bOWXtleejRs7BXKYzfOQUsbhQXcaeTVcerdg6UlDTebMwz70hLIHNTOT1XE0iK3ckd2Thv
pjvx+Rkg+onDpZWPk6t2m+2V4/SmnFKbFeUtvdJLgO0EJCPxvUku2kBalH7K1Z7A/bX+kJ6
fNk3k5IiXUjnVLA9IPK8gE1RPuiGpP+RHIMSvTh6MrGaasPvVybYiE4ES3fp5dZYavlou;
_WebSsoAuthO=cFf+wmdmNhb4wZEBAGWqOFtPmf fHLecv1R8xLgXzWPYybe8pB/+H3zhc
KPHWTy1lzhfzBBVgnzBpxgN/uA/68DIC+NX1glOwfJjPM72Pp4hBQgXAkKQLHeHITKG61Fjo
3AYZANDgro73f7WUBzL4FZseFe]j6RRyPt7dZC6L7Bg5DFt+c8pNU8XhbrA7rWlkIyCKKSg
8JxsgX7pVBx9XBSKHDqyy7HY6yGnGyK/f1HkeWVV061vY1GCiyOpMcaC71t0OGt /PxwNtBL
WXEWwShtI53xwbZKB4juassXVNuKQwVwdK+HygAz01BCXzcsNP11QSxoKR51b+CuOEiL58
X7Lc2htVYbhS1VktBx5129y6qUmSBKxGjUYPOcX2BrtgxR1zWGRO+syUl1lSncznLsWw3ZX
ByiS1HQO/FWT/b5S8vBT33F+v1jpOFnG0jSUn77SsM6éwfstmNeJJduirl32B+99/2ucn28
PhGdPzzSpXASvY04dOPt0dwA73mwz/RcxnVJos+6kPI6ndsXEXor 7TmGQFOjCnhdtB4iyvT
B64L+fbv4du0fOmB5J9FhqOKf6LIsmDD4ggT50c]j2Cpfs0yVLIQY/B8U6H6PzSubvzk5de
h+mAzudXxxVSh+98dbHvCJI2Pt+e02JHS7SZvIURDW83cCBZ/AgPdteY=; LSCleanup=
2006-07-13:07:32:27ZrOurn: federation:trey research; _TTPDest=urn:
federation:trey research; TTPData=eNrNWFtzgsoS/iuW6zGVBYg3rCRlhquAaAA
1yssphOEShVEGRPz1e9BoTNYt59R62D4NPW3311/3dDM81DgfWHBXQJzb0CuyOK+maAlTC
+ItSJFsHIINigdETbEZSf12QFHY1i2D1i4u9kByN3+x11IVVigkXTHYpuUX1W4Lz59HBIGfo
fbD89YDEZDADGMMt j1DauK1V8bP436NAMGzD+vddps/ftFuzd9lewc79iuby7Yvl+4HeaD
RXjAqopzt2UQCPOU/d0755hp3RvwLYGrz7zppMONossHQTQh51b0xmi vpsXSbNhuK8om8M
ME+FJjkyGCOP00OAdfoz0bQS608SB1E4gHUTewgTEaMN/pgXsJoPkWm4BSP64FuDFGOQ8D1
MFfoSQKk3SSgSCvsd7g9C86F8YKP4apB01ly8iz2avtXR59Un]j 7FnGewamQQQzfzogfgo+6
n55+bpz4FdnHo7+PahOsHmOyidUyyEqChi 6M3+uqdM31J7GUIoyC/QdZ8UgK5vij2Kulay0
tQyKoWL1HhnM8/S+vGB+ondK94312/g8wimeeydrNg5Sm8OEPDc+yvIQMB+VDZhHyP+x£fD4
0Dco49VGILzmyi9Ur9PK3pzEpFdWvtYMYZg0ZZ2Y¥n7+5PkbdwdwdTsedx8An4SpzFJhpuj’
D/nsv3uoeQt/o/GL6xcAVC/4+XCWk4yvSpy+Hnj3xPGR5yN66r+22NTStx4A3yflDZuftz
EW9eDXwDZ/0xj Tm4K+0T+HvUn7c/SP+EWUJKgtF7/XdQGQUwydKL87yBVM1Rs/y5Iod4kC
U7inID9d8ME222G91 9HSf3yXN1xmJITiyt5m6hVXWZbES/YEh3Q1mqI5iij40A6/Ne//gn’
d+p4eBDdFKTnJm/h406AaYBMiMlyj5BcmGYgha5P380Dde0w7/dZsUDd4vmimA7IMu/clc
pmTJIQsGMKsnR2NmqY /Nb18b4U8P0O8xNMRMNCb52/284YLQHG7SF/§2+hHOCOHVZzv2CHUgU
nxiGZif8PT1e0zibOVTPhN2GVHOWsG5S6BHgV4Af3EOeycpcnEu9V8oK7ckvVtLVyzdlYUY
TglclGn/J5011Fmx1lmmaTOBae+ME0]jVHb+d96NDIjO9jLvrl1opNIXwsPNN3kWwtuE2Vij4t
90Zram4XtYglY2jTyLGrUFmYHMdV4WW871i6VImIVO3UNaBPOiR5XrV0emvSASkpmISXZK7
rXmHZ/GWXdBd5mpuJX072IgA4ru0lX/mI6gf4DedzmQG/APOgqzOUS06NCebuXteCEVLVVC
PLtLYVFVKREEAWRWCUUVBgqOOKGyayCeqfdJiCMR+ud9E6VriS50E5k4ETHMPySt1cinPTF
KWyM30VTeXIfO0S1VmeWcHt fBFAU6XLEC1lhjgqlbGFISGOHZPsuNFJplkBr88yCKw+XA854E
xFVryermwmNViTHsVzRggEhiAVgR7p9jgqihVNgcYBQFsZA1HgY1PnQ10017uE4uB4smhLv
7ZZth3SxY70X1thxeQF0p+9W+NmJINkfjZb/TGa7DDMW]yOeTmeZ07vb8EogLjTrK+ZRg6we
J1WNnO02k9F6RVHa3+WqcZXRkto8gHGZR50Z2fYqd4g72IsKhFxVavFycmf0Eas4dKvg9xCEc
SIOhl1rSDYWDpzG7tcUxxz7Q5WOpisAEPGgrPDoS7Tpl+KYaES4t+BuaQlsGIIJyWhmTexqgy
JpckadgzWVXXkgNHeG50cCSAUGEHIEISLriGRPIJQBEM+nGViaAj8ERCSwkseRfLs13wPz
bYkh+Zs6Vn0YZP76zacMJFGrZbrVe/YXvUJjtZTKE7YND8pSqH2XS543Z0Piuxye9155Pix
1BGZyO6WHThaJc9Xt2NPJctVWbL2TsZNZOTdPugEvtcupyOtIikMLOZI7tGhPRPtRa7wh9
RP5CwuNEqvwgs7ritXKUcJsl6y291pc4gtE1lgL3Zmte+dK88BIOrwTux/0jel5S1gGDCCY
YgeuW; TTPDataO=LyWeV5UxgqSfdkNR3+REIOauD/KFVTuL+flnbVmTGV8LPf1l6dhUYVE
3PalX/hMzVLC7xzZABdmSjOdgXMuqOK8xbKedwL6bSWV6m2XykH791vEFMyVaOsllrkk/uC
c7LNmQTigP58D/nQ0yLk1eXYX3x3GU8rrUsn84L0+cGRAtt4eNHY1VDNEDcGh1/YOCujud
/up3+Z2efDPvB3s91IYRB7+3VXuK+wLyUR23Le07YWTLP1D11p62Fe0iHAQuUF53jLdrGTc+3
JPFPkwJFdrk+9H1C7ZNDAiyLPcivESV2bCmN6ZEMxXMRJI0z3KS6G426mlDgLOMYcVIWI3zz
JHR8pWVozlralOwbkuYqT01leD60£fT1hBCVAIcCNLImwcRIKRIAU9Q]sGoiff4T63Xg3zIFi
gq6rSQ/RVr29y6LFoyBn2NHQ6T10TaG/11Je46h3nqIdM8dbE1FMpNTRKW7SYduLSjlaHXZK
02m0/TykrvVn3ny93nGygPpVKC1JIt3gFQfFAfe6YZ8m5mlLXDvvee6/vKpfLKxH87tJedu?2
AtJhNDPEUXb8LbL/wXaBdT80Qt2sRedfow4A6kIN+iOM3f3xwu9dtyv2euTi+HppT90wzebb
7eAP9x8bzXPTz9g0clvYv3Iy08/kzz9A6Ccx/kw=

<<<L

HTTP/1.1 302 Found

Location: https://treysts-7/adfs/ls/?wa=wsigninl.O&ttpsize=2652&
ttpindex=1727&wctx=https%3a%2fs2ftreyws-test%2fclaims%2£f%5chttps%
3a%2f%2ftreyws-test%2fclaims%2fDefault.aspx&wresult=kgNHeG50cCSAUgEH
IEISLriGRPIJQBEMS2bnGViaAj8ERCSwkseRfLs13wPzbYkh%2bZs6Vn0YZP76zacMJIF
GrzZbrVe%2fYXvUjtZTKE7YND8pSqH2XS543Z20Piuxye9155Pix1BGZyO6WHThaJc9Xt2
NPJctVWbL2TsZNZOTdPugEvtcupyOtIikMLOZI7tGhPRPtRa7wh9RPS5CwuNEqvwgs7rit
XKUcJsl6y291pc4gtElgL3Zmte%2bdK88BIOrwTux%2£f0jel5S51gGDCCIYgeuWLyWeV5U
xgSEdkNR3%2bREIOauD%2 fKFVTuL%2bf1lnbVmTGV8LPf16dhUYVE3PalX%2fhMzVLC7xz
ZABdmSjOdgXMuqOK8xbKedwL6bSWVem2XykH791vEMyVaOsllrkk$2fuCc7LNmQTigP58
D%2fnQ0yLk1leXYX3x3GU8rrUsn84LO%2bcGRAtt4eNHY1VDNEDcGh1%$2£YOCujud%2fup
3%2bZefDPvB3s91IYB7%$2b3VXuK%2bwLyUR23Le07YWTLP1D11p62FeOiHAQuUF53jLdrG
Tc%2b3jPFPkwIFdrk$2b9H1C7ZNDdiyLPcivESV2bCmN6ZEmxMRJI02z3KS6G426m1DgLOM
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YcV1WJI3zzJHR8pWVozlralOwbkuYgqT01leD60fT1hBCVAIcCNLImwcRIKRIAU9QjsGoiff4
T63Xg3zIFig6rSQ%2fRVr29y6LFoyBn2NHQ6T10TaG%2f11Je46h3nqIM8dbE1FMPpNTRK
W7SYduLSjlaHXZKO2mO%2fTykrvn3ny93nGygPpVKC1JIt3qFQfFAfe6YZ8m5mlLXDvvee
6%2fvKpfLKxH87tJe4u2AtJhNDPEUXb8LbL%2 fwXaBdT8Qt2sRedfowdA6k1INS2biOM3f
3xwu9tyv2euTi$2bHppT90wzebb7eAPIx8bzXPTz9g0clvYv3Iy08%2fkzz9A6cx%2fkw
%3d

>>> treysts-7 (Resource IP/STS)

GET /adfs/ls/?wa=wsigninl.O&ttpsize=2652&ttpindex=1727&wctx=https%3a%

2f%2ftreyws-test%2fclaims%2£f%5chttps%3a%2f%2ftreyws-test%2fclaims%2£fD

efault.aspx&wresult=kgNHeG50cCSAUgGEHIEISLriGRPIJQOBEMS2bnGViaAj8ERCSwk

seRfLs13wPzbYkh%2bZs6Vn0YZP76zacMIFGrZbrVe%2fYXvUJtZTKE7YND8pSqH2XS54

3Z0Piuxye9155Pix1BGZy0O6WHThaJcO9Xt2NPJctVWbL2TsZNZOTdPugEvtcupyOt IikML

OZI7tGhPRPtRa7whORPSCwuNEqvwgs7ritXKUcJsl6oy291lpcd4gtE1gL3Zmte$2bdK88BI

OrwTux%$2fo0jel5S1gGDCCIYqeuWLyWeV5UxgSfdkNR3%2bREIOauD%2 fKEVTuL%2bflnb

VmTGV8LPf16dhUYvF3PalX%2fhMzVLC7xzZABdmMSOdgXMuqOK8xbKe 4wL6bSWV6m2Xyk

H791vFMyVaOsllrkk%2fuCc7LNmQTigP58D%2fn00yLk1eXY¥X3x3GU8rrUsn84L0O%2bcG

RAtt4eNHY1VDNEDcGh1%2£fYOCujud%2fup3%2bZefDPvB3s91IYR7%2b3VXuKS2bwLyUR

23Le07YWTLP1D11p62Fe0OiHAQUF53jLdrGTc%2b3jPFPkwIFdrk%2b9H1C72ZNDdiyLPci

vESV2bCmN6ZEmxMRJ0z3KS6G426ml1DgLOMYcV1IWJ3zzJHR8pWVozlral OwbkuYgqT0leD6

0fT1hBCVAIcNLImwcRIKRIAU9QjsGoiff4T63Xg3zIFig6orSQ%2fRVr29y6LFoyBn2NHQ

6T10TaG%$2f11Je46h3ngIM8dbEIFMpNTRKW7SYduLSj1aHXZK02m0%2£fTykrvn3ny93nG

ygPpVKC1lJt3gFQfFAfe6YZ8mSmlLXDvvee6%2 fvKpfLKxH87tJe4u2AtJhNDPEUXb8LbL

$2fwXaBdT8Qt2sRedfowdA6kINS2biOM3£3xwudtyv2euTi$2bHppT90wzebb7eAPI%x8b

zXPTz9g0clvYv3Iy08%2fkzz9A6cx%$2fkws3d HTTP/1.1

Cookie: TTPRealm=urn:federation:adatum; _TTPData=eNrNWFtzgsoS/iuW6zG

VBYg3rCR1hquAaAAlyssphOEShVEGRPz1e9BoTNYt59R62D4NPW3311/3dDM81DgEfWHBX

QJzb0CuyOK+maAlTC+ItSjFsHIINigdETbEZ5f12Q0FHY12D14u9kByN3+x11IVVigkXTH

YpuUX1W4Lz59HB)GfofbD89YDfZDADGMMt j1DauK1V8bP436NAMGzD+vddps/ftFuzddl

ewc79iu5y7Yv1l+4HeaDRXjAqopzt2UQCPOU/d0755hp3RvwLYGrZ7zppMONossHQTQhS51

bOxm4vpsXSbNhuK8om8MME+FjkyGCOP0oOAdfoz0bQS608SB1E4gHUTewgTEaMN/pgXsJ

OPkWm4BSP64FuDFGOQ8DIMFfoSQKk3SSgSCvsd7g9C86F8YKP4apB01ly8iz2avtXR59Unj
7TFnGewamQQQzfzogfgo+6n55+bpz4FdnHo7+PahOsHmOyidUyyEqChi 6M3+ugqdM31J7GUT
oyC/Qdz8UgK5vj2Kulay0tQyKoWL1HhnM8/S+vGB+ondK94312/g8wimeeydrNg5m8OEPD
c+yvIQMB+VDZhHyP+xfD40Dco49VGILzmyi9Ur 9PK3pzEpFdWvtYMYZg0ZZYn7+5Pkbdw4
wdTsedx8An4SpzFJhpuj7D/nsv3uoeQt/o/GL6xcAVC/4+XCWk4yvSpy+Hnj3xPGR5yN66
r+22NTStx4A3yf1DZuftzEW9eDXwDZ/0xj Tm4K+OT+HvUn7c/SP+EWUJKgtF7/XdQGQUwyY
dKL87yBVMIRs/y5T0d4kCU7inIDIA8ME222G91 9HS F3yXN1xmJITiyt5m6hVXWZbEfS/YEh3
Q01lmgI51ij40A6/Nc//gn7d+p4eBDAFKTndm/h406AaYBMiMlyj5BcmGYgha5P380Dde0w?
/dZsUDd4vmjmA7IMu/c4cpmTIQsGMKsnR2NmgY /Nb18b4U8P08xNMRmNCh52Z/284YLgHG7
SF/32+hHOC9HVzv2CHUgUnxiGZ1i£8PT1e0zibOVTPhN2GVHgWsG5S6BHgV4 £3EOeycpcnE
u9V80K7ckvVtLVyzdlYUYTglclGn/J5011Fmx1lmmaTOBae+MEOjVHb+d96NDIjO9jLvrlo
PNIXwsPNN3kWwtuE2Vj4t90Zramd4XtYglY2jTyLGrUFmYHmdV4WW8716VIm9VO3UNaBPO1
R5XrV0emvSAS5kpm9ISXZK7rXmHZ /GWXdBA5mpuJX072IgA4ru0lX/mI6gf4DedzmQG/APOg
zOUS06NCe6uXteCfVLVVCPLtLYVFVKREEAWRWCUUVBgOoKGyayCegfdJiCMR+ud9E6VriS
S50ESK4EIHMPyStlcinPTFKWyM30VTeXIf0S1VmeWcHt fBFAU6XL8C1lhjglbGFISGOHZPsu
NFJplkBr88yCKw+XA854ExFVryermwmNViTHsVzRqgEhiAVgR7p9jgihVNgcYBQFsZAlHg
Y1PnQl0017uE4uB4smhLvZZth3SxY7Q0X1thxeQF0p+9W+NmJINkfjZb/TGa7DDMW]yOeTme
Z07vb8EogLjTrK+ZRg6oweJ1WNn02k9F6RVHa3+WacZXRkto8gHGZR50Z2£fYqd4g72IsKhFxV
avFycmfO0Eas4dKvg9xCEcSIOhlrSDYWDpzG7tcUxxz7Q5WOpisAEPGgrPDoS7pl+KYaES4
t+BuaQIsGJIIJyWhmTexqgyJpckadgzWVxX

<L

HTTP/1.1 302 Found

Date: Thu, 13 Jul 2006 07:32:28 GMT

Location: https://treyws-test/claims/?wa=wsigninl.0O&ttpsize=2708%&
ttpindex=06&wctx=https%3a%2fs2ftreyws-test%s2fclaims%2fDefault.aspxé&
wresult=eNrNWEFuTqgjoW%2£iuW59HgDd7aS3V3TUBRUFAQFX2Z1hAuKgkSEPHXT9DW
bfc%2bubdnaj8cnsLK41viumQl5CWjSAdAhxXTRZIbsNA6S3CQ7ThAIEI4IpKp3CPazZd
pvZa9pMkenIctX0UQvgDzVACox8k9riMcjWeb3J8jUvilCblt5cHZOR8wHS570TDedw
G1lKE4Cgkv3kdx7Lf%2b79VxD9%eam%2f1Rtt£inhms%2fP3U2z9WnTpu3EXSR7Wwab5Z
JMaYpkTBOIGTVmMS2 fPmIbz1Veybf6tZr3Vp7%$2£ad4TvSbTGHAA5KAYFka6SYzyUowo
grHt10sg3JJ4gWLK517LVSYISEfBNQYF6SsWgTSgXQxDRLuJ3Z0Bddyt %2 fuC780ZH
%2bd1FkWANKASOpJFEQC6J0e%2fIMoUInsTATQrKjzrtm84tcKkTIGw] 1lgMkDuwCs2
£270k8pbkTPKk1b4nNGnhH3C2XsYhJR74T6gfnr$2fe3Tuk183e84xKCCg4 9KUWODP
SBrbot$2fIpxNfQhYEJEOrc5CEhS5bdPCYIOTNLwhfuMdsMnZBew3LtkCKn%2 £TRM13Y
47sCe5R01PzWSen%2fydKC4cO0uZfb5Y%2b4N7j8e7ae3ASHS2bEksC%2boswQmKGTv
PY$2£fyL8qyxTLOUVIFiU%2bcX40Uf1DgZgF2SEZvITBLN1tkJ%2b9vGqtE2Sm03QDF
JYNEIfx6vb6XwHyqld$2bAEWY4YMmGCYNn%$2£dY39D5uE7%2£5%2fBLIF5U6A%2byou
t6glrJI2aY¥YI%$2bT%2fxz3PjIs3QfFZ2%2b91vshDPbAcV)ToOWPkzSCNvoGyfInGwud
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TI9EL$2fJr1J%2b3P0vS2fGWyRhSHAX%$2frOsVcaYZegS8)%2fDABCTNPgzJIv6KYEO
1skRxf9s1qwMwyBJIvk%2bT%$2b%2b26mgUeZkUUv7£e07Esy35k90sf1pV4judwTMGh
gfdX%2bfoVcorW9%2£fYiQkwwiW8n74PzQoEpg7xG2hfvhbyCrXJUvIJs2fQyX6yqw38
VTnEPfD5JswHZJGFTOSH1QuSgVWUFztTaW7Ir$2bWs2fvndQeHsxY4gp231D%2bjD%
2b33ggfER7EiHnid7cuVD6PtxvosMOkusFHttz%$2£5843WNOhbhWjYMblgkyIaitDM
fgMMO9sVbFyT6d2mzHe 9R84e6xZePHWrhn76gle4dMFMbB5xsE6nDdirEdh5gyHI%2
uUg67WbrbgcpKl %2 fDpYLMKV2YjsJYfU3XYpt%2bnIUoY7SJupl7enciWwukl045HaN
TFLTtSi0ecXPZ332FWa6Z2LKRu530ulhut6G2%2fpIMTLenu%2fCkwgjaa9uSbPORg
cnX98odatB%2bePkLEQVKS5QtZapMturrlZEH818)1F%2b9spp8pwcTeB2IxZnNLbYu
1thkucdvRRHEBwOksgA8eTROSErdA8XTP52BJIni7g78LBp2MF4A%2b10APrFXDz1iR9
1Vvoeqg%2bfNedwsM$2 £XkuDb2GjOw8 7TR6QEKZXymbUFdNeVceNfuZ21PgRXa%2byeSL
TBX0U38LAMHTFgJQTJAEY8rW1PztDNAHO00OB%2f4dCXAJgIWx1k3moneqgs$2bSGP5Gc
9FEHhDX6%2fk00yY7kSOMgU50BNOgsg5TiZnrjoEB70ipXDQPjalittxro5Ned0zZzd
FxrEqLSRue832FHV2DyUil1%$2bPFRLGGk4TD2dLeWs2phGlngOO1UgkNETWWNG66RZt
0zu%2bHTsamPDkdkrRx3rEQJAPPKST$2f0nzdN152shz2U%2bad4JyZCSzPgBwIgKoZp
43cFXQGIDg3011fYHLID7LQ7%2fdE%2fgPPot6u8%2£iVi10RE
Set-Cookie: TTPData=; expires=Wed, 12-Jul-2006 07:32:28 GMT; path=
/adfs/ls/Set-Cookie: WebSsoAuth=eNrNVluXqrgS9gednEeXG/COq7vXCSAKC
gre0JdZAcJIJFJISgXEX/9BG3dds/uff£qcNQ/DU6hUqr76glJJXmIY7Hsg]jlGU+CEuPO0a
S8Fr5s90uoc0bLbNSYToeuNR2rXWPNNINju7SFoIMs22xWylIcp0jCcQIx81lgp03STR
ndgTGNOd3gNeq/e3bzrRK+VNMI 9BIkogoWTXhKhvByhGMHI81iplBW7DaImimMy 9Vhg
18PFHWTNnY47hXgL7ZCmHsxz0MAXT3Eqs3A8g4x/yge/AeR+Xt5R01H2LbLWRXxWQOTD
31hhL4CSxQmeBIBIykgP+t07zrvVkFg+whbSEAXEv1IWYf/h6JPKm5ckh7hHUUXMWVX
LyBLK2kM/1KkX6gPqp/9fW6c+xXX325/8wgSOnbjHF/ZnYRpZ6J26QnyjLvCtKIxDJ
31KSOXtU4KgDZMOeKE+W7vbD80OdT3LvhEMYe990UdesiIWC6JxULZO0ni/zs7Xh+ayd
d+vXu6YPdBx/vob2Tk3gTJ751tTpLYIIC81/+KPINWXZIpj8gKyjxQvtvRQo/KPUyH
9thFt9LYJaaW201738gqUTJILrQdHOVIMYwCSLwXuSep]jy0PBTD+QOX1KQ3j4EUbuvQQ
WU7XyBuzAxz5JNkzC6D837n9YYfAe/0fjd1YeAK]£8XINLSGVZKYJ+jzx7wnjI87yY
10se630A+jvgW2TphFXPk7GB2ihb4CsfPaxhPsUvcHfo/6k/Vn633DzYRCEUB]j/s6g
Vgphk6Er5P4NOEIXp4 Z8 FWARPGRWOUXhCOb8bJISNnDWE+S780kvtxXM9/FpIii99b7A
JZ12Y+sccVDuhJINOSxFFOzYd/+03FYhu2h9by88xCEMO3nvX54aVBns3TDyEy/4wiR
DMXRhsobOVs1limviPSpl6owvNNMx+QRTGsxR5krpZ05KCo0InKC1ll6rfzxvYvC28s8g
JgmJ28QP43/NxwIn9A+PCC7Ft/DulL6vrkv2KGewQm+S87c/4enB0c3E7eqsXHTOFC
nlerKwzE4zrAwVhmc7NOpRU68Z80X6sSELGT/XwiN7/N0UsDJahjucX7G+CRTPC2iHI7
OHwbJ1zxVGT7rQ5cTbKU3vjLZbCeNw/WikLKbruSuvHIkIc7GLASW+p0021i+TM7Bito
IM1FJINzzXpWUvn/XJKkx0L+FcOnOPPWyP08022DZGsp7R1ImIXnBV4AmAoONQS5yxphafP
c2UG0Yzpk+TC3e0GoFkyFN5s1Veb4E8gX8ZofwiWldGiWQEmM8DbiizubUxxdpLFJkkB
veR5ERxdkEgdcaTRoinLDBcXXP1l+Ayrm707f£zB2xGcOBbiEAAGOW3M1IFbCOtNE/pZa
WEH+3wjcp6F9dYiYE+2AJCY0Zm6BQ11LuXKvJI8pggyvsstdJll1lCged+lugca665IA
y5w093x371z1UEvXCc/hvGPoiABNug4HMXe94d90HaSS18YIHvjvOtGo+zbjpikfru
bgA8YQSglKOk8mMEYobgOK+gKRx0T81Qwd0oV8ZzacOOFug0VsT1pAsv+b5Krg7+ZKR
Yq/FyIhvDSULhbGVtjdzUxJY91PBKrtaHnhdJpqOni/TimHQ6nmuj4wkZa9sZy4cRg
HnlrB37bbP1lhGdraaRt1ZNPBGTWBWBOeACVzHUHjgKaA8AsSbCHrclSm9Uke+12B6z/
HzGvdPuGNKXR5/jiYSWZD0BSe5Au4AiHDde+6AgckHkgg4d 7K10MgaAnCtjJAkJcKNS
JOsFWRWNixypIMTJ1lv3RXWoJI3ZibgpOW70m
JnLIkdZ10knesBROUWKTNULIRQEh8x40iBrhM4RWue52TMm2tcBCIHJIJZrg6bGjMbpI
vdJRhUuUZ2£fQvayV8TEFVXeY6RO1IN2WzIyeFfTjOBx5tDOF7nLPbjSHTa2NJQ761M7GS
rutsbvGtBK7U3Gyopw3WClkyptU9gTPRXxPLIJHGSN5cA7TWIGuUrcl6tCSyBtFryLEiDS
DhJeLcvshpFgmbGbed; path=/adfs/ls/; secure; HttpOnly
Set-Cookie: WebSsoAuth0=85y/5fgneQbCdR00ddoSwtO4frXt2YYefvazridze
yAy9sBzvvBJIK33tJ0cXwHtbL4Cr8371d0+GeP4Zo3gWirG+auvm/Rwbg59+DUYPoOSH
vEgMxt4£7mV1n6XGg5mRP/X0vA1JHPpGSMZGxhr7UfyhljoS7Enc5yKpzmlBFE4AVAJt
44h64Y9SEORD7DuL6n5eileZiK/pAWW96243jRpZXox5DHkAdobY 09K/ FXSAdWmg3H
M1Btgme3sZT1YqO55TBqMgt Sbx6HCcMHWNs0eSYUHA4TEL8U6nzfeNxZoz3E4w97VLI
7Ini5FPCU6GeLOKkWh30moibyPROFAN52L7YLZ180A7dLELgjwFKp/vIvokX515/uQ
OAm6kylW4pGT2kiEYhkyX0x1m0ZkLghOzwAr 96hxt 92cRbzKn2o0zmxuG8M7Akr7ACr
H57Z8WH4300z0Xp2mocWrrH8yiPWWufezvtgtV23e500B268x2rZ3BgHraM+0gabue
OeZPcuinl6LA/e+/jrnd/G78xpT+7dNNgs622Y2iTnNzNFgpBx2rVGp02w3QcFjWad
qnOyldhiXxM6VuPpdIvnl+1VgmUvnoglLjSV/£xE196vvSWhNKH6+X9/3GR+wv53Ngf
; path=/adfs/ls/; secure; HttpOnly
Set-Cookie: LSRealm=urn:federation:adatum; expires=Sat, 12-Aug-2006
07:32:28 GMT; path=/adfs/ls/; secure; HttpOnly
Set-Cookie: LSCleanup=2006-07-13:07:32:28Zahttps://treyws-test/
claims/; path=/adfs/ls/; secure; HttpOnly
Set-Cookie: TTPDest=https://treyws-test/claims/; path=/adfs/ls/;
secure; HttpOnly
Set-Cookie: TTPData=eNrNWFuTqgjoW/iuW59HgDd7aS3V3TUBRUFAQFX2ZihAuK
gkSEPHXTO9DWbfc+ubdnaj8cnsLK41viumQl5CW) SAdAhXTRZIbsNA6S3CQ7hAIEI4T
PKp3CPazZdpvZa9pMkenIctX0UQvgDzVACox8k9riMcjWeb3J8jUvilCblt5cHZOR8wW
H570TDcdwG1lKE4Cgkv3kdx7LE+79VxD9eam/1Rttfinhms/P3U2z9WnTpu3EXSR7Ww
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a5ZJMaYpkTBOIGTVm/PmJbz1Veybf6tZr3Vp7/a4Tv5bTGHAA5KAYFka6SYzyUowog
rHt10sgq3JJ4gWLK517LVSYI8ELBNQYF6SsWgTSgXQxDRLUJ3Z20Bddyt /uC780ZH+d1
FKWANKASOpJFEQC6J0e/IMoUINsSTATQrKjzrtm84tcKkTIGw] 1gMkDuwC/270k8pbk
TPKk1b4nNGnhH3C2XsYhJR74T6gfnr/e3Tuk183e84xKCCg4 9KUWODPSBrbt /IpxNf
QhYEdEOrc5CEh5bdPCYIOTNLwhfuMdsMnZBew3LtkCKn/TRM13Y47sCe5R01PzWSen
/ydKC4cOuZfb5Y+4N7j8e7ae3ASH+EksC+oswQmKGTvpY/yL8gyxTLIUV1IFiU+cX40
Uf1DgZgF2SEZvJTBLN1tkJ+9vGqtE2SmO3QDFIYNEI fx6vb6XwHygqld+AEWY 4 YMmGC
Yn/dY39D5uE7/5/BL9F5U6A+yout6glrdJI2aYI+T/xz3PjIs3QfFZ+91vshDPbAcVS
ToOWPkzSCNvoGyfJInGwudT9Eb/Jr1J+3P0v/GWyRhSHAxX/rOsVcaYZegS8j/DABCTN
PgzJIv6KYEoiskRxf9slgwMwyBJvk+T++26mgUeZkUUv7£e07Esy35k90sflpVv4ju9 JQZJHZC37R1sDmZONi9wZ /EQ
OVnlJIGxqJdk2zWEFfdZsieuGuVIbldbSV63VUGIcFNOXVUBYbbpoKgBIVNEFVIWhES5uRMX
6kCBJKA1I5Qgw290huk8905HFSEXZDCznmvSvOL7jAzJImo/y2YHQSZIODAGPUBMw M
472zX1sKvrAUPxeZzug9V0VevktthM4AFLLN3XtuMZ6; path=/adfs/ls/; secure;
HttpOnly

Set-Cookie: TTPData0=IUvGvLZndSZtsHLcDLL]YuBHdmjoK/Y9WjBZnenVFarK
A8jiEgteXxJOm9XNTNiaohBsBfFBngGygsGhwds9chzXLti+Yxnks51VbZE7A6ngDH
z3NzZ5ta//JNEZiP7TWD+HytJ8E7aM1lnX76KJ1 6xdhYNvNN7UStwU+7VtUg0FJ284GU; path=/adfs/ls/; secure; HttpOnly

>>> treyws-test (WS Resource)

GET /claims/?wa=wsigninl.O&ttpsize=2708&ttpindex=0&wctx=https%3a%2£f%
2ftreyws-test%2fclaims%2fDefault.aspx&wresult=eNrNWFuTqgjoWs2fiuW59Hg
Dd7aS3V3TUBRUFAQFX2ZihAuKgkSEPHXTIDWbfc%2bu6dnaj8cnsLK41vifumQl5CW]Sd
dAhxXTRZIbsNA6S3CQ7ThAIEI4IpKp3CPaZdpvZa9pMkonIctX0UQvgDzVACox8k9riMc]j
Web3J8jUvilCblt5cHZOR8WH570TDcdwGlKE4Cgkv3kdx7LES2b79VxDleams2f1Rtt £
inhms%$2fP3U2z9WnTpul3EXSR7WwabZ2IMaYpkTBOIGTVMS 2 fPmJbz1Veybf6tZr3Vp7%2
fadTvSbTGHAAdSKAYFka6SYzyUowogrHt10sgq3JJ4gWLKS517LVSYI8EEBNQYF6SsWgTSg
XOxDRLUJ3Z0Bddyt%2fuC780ZH%2bd1FkWANKASOpJFEQC6J0e%2fIMoUInsTATQrKjz
rtm84tcKkTIGw]1lgMkDuwC%2£270k8pbkTPKklb4nNGnhH3C2XsYhJR74T6qgfnrs2fe3
Tuk183e84xKCCg4 IKuWODPSBrbt$2fIpxNfQhYEJEOrc5CEhS5bdPCYIOTNLwhfuMdsMn
ZBew3LtkCKn%$2£fTRM13Y47sCe5R01PzWSen%2fydKC4cO0uzZfb5Y%2b4N7j8e7ae3ASHS
2bEksC%2boswQmKGTvpY %2 fyL8qyxTLOUV1FiU%2bcX40Uf1DgZgF2SEZvITBLN1tkJIS
2b9vGgtE2Sm03QDFIYNEI fx6vb6XwHyqld$2bAEWY4YMMGCYn%$2£dY39D5uE7%$2£5%2f
BLOF5U6A%2byout6glrdI2aYI%2bT$2fxz3PjIs3QfFZ%2b91vshDPbAcV])ToOWPkzSC
NvoGyfJInGwud4TI9EbS2£Jr1J%2b3P0vS2 fGWYRhSHAX$2frOsVcaYZegS8j$2£DABCTNP
qzJIv6oKYEoilskRxf9slgqwMwyBJIvk$2bT%$2b%2b26mgUezZkUUv7£e07Esy35k90sflpV4
Ju9wTMGhgfdX%$2bfoVcorW9%2£fYiQkwwiW8n74PzQoEpg7xG2hfvhbyCrXJUvIJ%2£QyX
6yqw38VTnEPfD5JswHZJGFTOSHIQuSgVWUEFztTaW7Ir$2bWs2fvndQeHsxY4gp231D%2
bjD%2b33ggfER7EiHNnid7cuVD6PtxvosMOkusFHttz%2£5843WNOhbhWjYMblgkyIait
DMfgMMO9sVbFyT6d2mzHe9R84e6xZePHWrhn76qgIle4MFMbB5xsE6nDdirEdh5gyHI%2 £
uUg67WbrbgcpKl%2fDpYLMKV2YjsJYfU3XYpt%2bnIUoY7SJupl7enciWwuklO45HaNTF
LTtS10ecXPZ332FWa6Z2LKRu530ulhut6G2%2fpIMTLenu%2fCkwgjaa9uSbPORgcnX9
8odatB%2bePkLEQVK5QtZapMturrlZEH818j1F%2b9spp8pwcTeB2IxZnNLbYulthkuc
dvRRHEBWIOksgA8eTROSErdA8XTP52BIni7g78LBp2MF4A%2b10APrFXDziR91Vvoeqs2
bfNedwsM$2£XkuDb2GjOw8 7R6QEkKZXymbUFdNeVeNfuzZ21PgRXa%2byeSLTBX0U38LAM
HTFgJQTdEy8rW1PztDNAHO00OB%2£4dCXAJgIWx1k3monegs$2bSGP5GcIFEHhDX6%2fk
00yY7kSOMqU50BNOgsg5TiZnrjoEB70ipXDQPjalittxro5Ned0ZzdFxrEqLSRue832F
HV2DyUill%2bPFRLGGk4TD2dLeWs2phGlngqOO1lUgkNETWWNG66RztOzu%2bHTsamPDkdk

37/ 53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



rRx3rEQJAPPKST$2f0nzdN15zshZ2U%2ba4JyZCSzPgBwIgKoZp43cFXQGIDg3011fYHL
9D7LQ7%2fdE%2fgqPPot6u8%2£fiVilORf HTTP/1.1

<<<

HTTP/1.1 302 Found

Cache-Control: private

Content-Length: 316

Content-Type: text/html; charset=utf-8

Location: https://treysts-7/adfs/ls/?wa=wsigninl.O&wreply=
https%3a%2f%2ftreyws-test%2fclaims%2f&wct=2006-07-13T07%3a32%3a287&
wctx=https$3a%2fs2ftreyws-test%2fclaims%2fDefault.aspx&ttpindex=1758
Set-Cookie: TTPData=eNrNWFuTqjoW/iuW59HgDd7aS3V3TUBRUFAQFX2Z1ihAuKgk
SEPHXTI9DWbfc+ubdnaj8cnsLK41viumQl5CW) SAdAhxTRZIbsNAG6S3CQ7ThALIETI4IpKp
3CPazZdpvza9pMkonIctX0UQvgDzVACox8k9riMciWeb3J8jUvilCblt5cHZOR8wWH570
TDcdwGlKE4Cgkv3kdx7LEf+79VxD9%eam/1Rttfinhms/P3U2z9WnTpul3EXSR7Wwa52JIM
aYpkTBOIGTVm/PmIbz1lVeybf6tzr3Vp7/adTv5bTGHAd5KAYFka6SYzyUowogrHt10sg
3JJ4gWLK517LVSYI8EfBNQYF6SsWgTSgXQxDRLUJ3Z0Bddyt /uC7802H+d1 FKWANKASO
PJFEQC6J0e/IMoUInsTATQrKjzrtm84tcKkTIGw])1lgMkDuwC/270k8pbkTPKk1lb4nNGn
hH3C2XsYhJR74T6qgfnr/e3Tuk183e84xKCCg4 9KuWODPSBrbt/IpxNfQhYEAEOrc5CEh
5bdPCYIOTNLwhfuMdsMnZBew3LtkCKn/TRM13Y47sCe5R01PzWSen/ydKC4AcOuzZfb5Y+
4N7j8e7ae3ASH+EksC+oswOmKGTvpY/yL8qyxTLIUV1FiU+cX40oUf1DgZgF2SEZvITBL
N1tkJ+9vGgtE2Sm03QDFJIYNEIfx6vb6XwHyqld+AEWY4YMMGCYn/dY39D5uE7/5/BLIF
S5U6A+yout6glrdI2aYI+T/xz3PjIs3QfFZ+91vshDPbAcV])ToOWPkzSCNvoGyfInGwud
T9Eb/Jr1J+3P0v/GWyRhSHAX/rOsVcaYzegS87j/DABCTNPqzJIv6KYEo1skRxf9s1lqwM
wyBJvk+T++26mgUezZkUUv7£e07Esy35k90sf1pV4judwTMGhgfdX+foVcorW9/YiQkww
W8n74PzQoEpg7xG2hfvhbyCrXJUvIJ/QyX6yqw38V7nEPED5JIswHZJGFTISH1IQuSgVwU
FztTaW7Ir+W/vndQeHsxY4gp231D+jD+33ggfERTEiHnid7cuvD6PtxvosM9kusFHttz
/5843WNOhbhWjYMblgkyIaitDMfgMMO9sVbFyT6d2mzHeIR84e6xZePHWrhn76gledMF
MbB5xsE6nDdirEdh5gyHJI/ulg67WhrbgcpKl/DpYLMKV2YjsJYfU3XYpt+nIUoY7SJup
I7encWwuklO45HaNTFLTtSi0ecXPZ332FWa6Z22LKRub30oulhut6G2/pIMTLenu/Ckwg]
aa9uSbPORgcnX98o0datB+ePkLEQVK5Qt ZapMturrl1ZEH81i8j1F+9spp8pwcTeB2JIxZnN
LbYulthkucdvRRHEBW9ksgA8eTROSErdASXTP52BIni7g78LBp2MF4A+10APrFXDz1iR9
1Vvvoeqg+£fNedwsM/XkuDb2GjOw8 7R6QEkZXymbUFdNeVcNfuz21PgRXa+yeSLTBXOU38L
AMHTFgJQTdEy8rW1PztDNdHOoOOB/4dCXAJgIWx1k3moneqs+SGP5Gc9FEHhDX6/k00yY
7kSOMgU50BNOgsgb5TiZnrjoEB701ipXDQPjalittxro5Ned0ZzdFxrEqLSRuUe832FHV2D
yUi1l1+PFRLGGk4TD2dLeWs2phGlngOO1lUgkNETWWNG66RztOzu+HTsamPDkdkrRx3rEQ]
APPKST/0nzdN15zshzU+a4JyZCSzPgBwIgKoZp43cFXQGIDg3011fYHLID7LQ7/dE/qP
Pot6u8/iVilORf; path=/claims; secure; HttpOnly

>>> treysts-7 (Resource IP/STS)

GET /adfs/ls/?wa=wsigninl.O&wreply=https$%$3a%2f%2ftreyws-test%2fclaims
%2f&wct=2006-07-13T07%3a32%3a28Z&wctx=https%3a%2f%s2ftreyws-test%
2fclaims%2fDefault.aspx&ttpindex=1758 HTTP/1.1

Cookie: TTPRealm=urn:federation:adatum; WebSsoAuth=eNrNVluXqrgS9qge4d
nEeXG/COq7vXCSAKCgre0JdZAcJIFJISgXEX/9BG3dds /uf£gqcNQ/DU6hUqr76glJIIXmIY7
HsgjlGU+CEuP0aS8Fr5s90uoc0bLbNSYToeuNR2rXWPNNINJju7SFoIMs22xWylIcp0jCcQ
Jx81gp03S7RndgTGNOd3gNeq/e3bzrRK+VNMI9BIkogoWTXhKhvByhGMHI8iplBW7Dalm
1imMy9Vhgi8PFHWTnY47hXgL7ZCmHsxz0MAXT3Eqs3A8g4x/yge/AeR+Xt5Ro01 H2LbLwRxW
Q0TDj1hhL4CSxQmeBIBIykgP+t07zrvVkFq+whbSEAxEVIWY £ /h6JPKm5ckh7ThHUUXMWVX
LyBLK2kM/1KkX6qPqp/9fW6c+xXX3%5/8wgS0nbjHF/ZnYRPpZ6J26QnyjLvCtKIxDI31KS
OXtU4KgDZMOeKE+W7vbD80dT3LvhEMYe990Udesi IWC6JIxULZONni/zs7Xh+aYdd+vXu6YP
dBx/vob2Tk3gIJ751tTpLYIIC81/+KPINWXZIpj8qKyjxQvtvRQo/KPUyHIthFt 9LYJaaW
201738gqUTJILrQdHOVIMYwWCSLwXuSep]jy0PBTD+QXiKQ3j4EUbuvQQWU7XyBuzAxz5JINkz
C6D837n9YYfAe/0£fjdlYeAK])£8XINLSGVZKYJ+jzx7wnjI87yY10Qse630A+jvgW2TphFXP
k7GB2ihb4CsfPaxhPsUvcHfo/6k/Vn633DzYRCEUB]/s6gVgphk6Er5PANOEIXp4 Z8FWAR
PGRwOUXhCO0b8bJSnDWE+S780kvtxXM9/FpIii99b7AJZ12Y+sccVDuhINOSxFFOzYd/+03
FYhu2h9by88xCEmMO3nvX54aVBns3TDyEy/4wiRDMXRhsobOVslimviPSpl6wvNNMx+QRTG
sxR5krpZ05KCo0JnKC116rfzxvYvC28s8gjgmJI28QP43/NxwIn9A+PCC7Ft/DuUL6vrkv2
KGewQm+S87c/4enB0c3E7eqsXHTOFcnIerKwzE4 zrAwVhmc 7NOpRU68Z80X6SELGT/XwiN
TNOUsDJahjucX7G+CRTPC2iHI70HWbJ1zxVGT7rQ5cTbKU3vjLzbCeNw/WikLKbruSuvHIk
Ic7GLASW+p002i+TM7BitolMIFINzzXpWUvn/XJKkx0L+FcOnOPPWyP08022DZGsp7R1mI
XnBV4mAoNQS5yxphafPc2UG0Yzpk+TC3eo0GoFkyFN5s1Veb4E8gX8ZofwWldGiWQEmM8Dbii
zubUxxdpLFJkkBveR5SERxdkEgdcaTRoinLDBcXXP1+Ayrm707£zB2xGcOBbiEAAGOW3MLFE
PCOtNE/pZawEH+3wjcp6F9dYiYE+2AJCY0Zm6BQ11LuXKvI8pggyvsstdJll1lCged+luge
a665IAy5w093x)71z1UEvXCc/hvGPoiABNug4HMXe94d90HaSS18YIHvvOtGo+zbipjkE
rubgA8YQSqlKOk8mFYobgOK+gKRx0T81Qwd0oV8ZzacOOFug0VsT1lpAsv+b5Krq7+ZKRYg
/FyIhvDSULhbGVtjdZUxJY91PBKrtaHnhJJpgOni/TimHQ6nmuj4wkZa9sZy4cRgHnlrB3
TbbP1hGdraaRt1ZNPBGTWBWBOeACVZzHUHjgKaA8AsbCHrcl1Sm9Uke+12B6z/HzGvdPuGNK
XR5/31YSWZDOBSe5Au4AiHDde+6AgckHkggd 7K10MgaAnCtjJAkJcKN5J0sFWRWNixypIM
Tj1v3RXWoJ3ZibgpOW7QmjnLI
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kdZ10knesBROUWKTNU1RQEh8x40iBrhM4RWueS52TMm2tcBCIHJIJZrg6bGijMbpIvdJRhUu
22£fQvayV8TFVXeY6RO1IN2WzIyeFfTjQOBx5tDOF7nLPbjSHTa2NJQ761M7GSrutsbvGtBK7
U3Gyopw3WClkyptU9gTPRxXxPLJHGSN5cATWIGUrcl6etCSyBtFryLEiDSDhJeLecvshpFambG
bed; WebSsoAuth0=85y/5fgneQbCdROOddoSwtO4frXt2YYefvazri9zeyAy9sBzvvBJI
K33tJ0cXwHtbL4Cr8371d0+GeP4Zo3gWirG+auvm/Rwbg59+DUYPoSHVFgMxt4f7mvV1in6X
Gg5mRP/X0vALJHPGSMZGxhr7Ufyhl1joS7Enc5yKpzmlBFE4V4Jt44h64Y9SEORD7DuUL6n5
eileZiK/pAWWI6Z43jRpZXox5DHkAdobY 09K/ FXSAdWmg3HM1Btgme3sZT1YgqO55TBgMgt
Sbx6HcMHWNsO0eSYUHA4TEL8U6nzfeNxZoz3E4w97VLI7Ini5FPCU6GeLQKkWh30moibyPR
OFdN52L7YLZ1i80A7dLfLgjwEFKp/vIvokX515/uQO0Am6ky1WApGT2kiEYhkyX0x1m0ZkLgh
OzwAr96hxt92cRbzKn20zmxuG8M7Akr 7ACrH57Z8WH4300z0Xp2mocWrrH8yiPWWufezvt
gtV23e500B268x2rz3BgHraM+0gabueOeZPcuinl6LA/e+/jrnJ/G78xpT+7dANNgs6Z2Y2
1TnNzNFgpBx2rVGp02w3QcFjWadgnOyldhiXxM6VuPpdIvnl+1VgmUvnoglLjSV/£xE196
vVSWhNKH6+X9/3GR+wv53Ngf; LSRealm=urn:federation:adatum; LSCleanup=
2006-07-13:07:32:28Zahttps://treyws-test/claims/; TTPDest=
https://treyws-test/claims/; _TTPData=eNrNWFuTqgjoW/iuW59HgDd7aS3V3TUB
RUFAQFX2ZihAuKgkSEPHXT9DWbfc+u6dnaj8cnsLK41viumQl5CW) SAdAhXTRZIbsNAGS
3CQ7hA1lEI4IpKp3CPaZdpvZa9pMkonIctX0UQvgDzVACox8k9riMcjWeb3J8jUvilCblt
5cHZOR8WH570TDcdwGlKE4Cgkv3kdx7Lf+79VxD%eam/1Rttfinhms/P3U2z9WnTpu3EX
SR7Wwa5z2JIMaYpkTBOIGTVm/PmJbz1lVeybf6tZr3Vp7/ad4TvSbTGHAd5KAYFka6SYzyUow
ogrHt10sq3JJ4gWLK517LVSYI8EfBNQYF6SsWgTSgXQxDRLUJ3Z0Bddyt /uC780ZH+d1F
KWANKASOpJFEQC6J0e/IMoUInsTATQrKjzrtm84tcKkTIGw])1lgMkDuwC/270k8pbkTPKk
1b4nNGnhH3C2XsYhJR74T6qgfnr/e3Tuk183e84xKCCg4 9KUWODPSBrbt/IpxNfQhYEJEQ
rc5CEh5bdPCYIOTNLwhfuMdsMnZBew3LtkCKn/TRM13Y47sCe5R01PzWSen/ydKC4cOuz
fb5Y+4N758e7ae3ASH+EksC+oswQmKGTvpPY/yL8qyxTLIUV1IFiU+cX40Uf1DgZgF2SEZV
JTBLN1tkJ+9vGqtE2SmO030QDFIYNEI fx6vb6XwHygld+AEWY4YMmMGCYn/dY39D5uE7/5/B
LI9F5U6A+yout6glrJI2aYI+T/xz3PjIs3QfFZ+91vshDPbAcV])ToOWPkzSCNvoGyfInGw
udTO9Eb/Jr1J+3P0v/GWyRhSHAx/rOsVcaYZegS8j/DABCTNPqzJIv6KYEoiskRxf9slgw
MwyBJvk+T++26mgUezZkUUv7£e07Esy35k90sf1pV4ju9wTMGhgfdX+foVcorW9/YiQkww
W8n74PzQoEpg7xG2hfvhbyCrXJUvIJ/QyX6yqw38VInEPED5JIswHZJGFTISH1IQuSgVwWUF
ztTaW7Ir+W/vndQeHsxY4gp231D+jD+33ggfER7TEiHnid7cuvD6PtxvosMOkusFHttz/
5843WNOhbhWjYMblgkyIaitDMfgMMO9sVbFyT6d2mzHe9R84e6xZePHWrhn76gledMFMb
B5xsE6nDdirEdh5gyHJI/uUg67WbrbgcpKl/DpYLMKV2YjsJIYfU3XYpt+nIUoY7SJupl7e
ncWwuklO45HaNTFLTtSi0ecXPZ332FWa6Z2LKRu53oulhut6G2/pIMTLenu/Ckwgjaadu
SbPORgcnX98odatB+ePkLEQVKS5Qt ZapMturrlZEH81831F+9spp8pwcTeB2IxZnNLbYul
thkucdvRRHEBWI9ksgA8eTROSErdA8XTP52BJni7g78LBp2MF4A+10APrFXDz1iR91Vvoeq
+fNedwsM/XkuDb2GjOw8 7R6QEkZXymbUFdNeVcNfuZz21PgRXa+yeSLTBX0U38LAMHTFgJ
QTdEy8rW1PztDNdHO0OB/4dCXAJgIWx1k3moneqs+SGP5GcIFEHhDX6/k00yY7kSO0MqU5
oBNOgsgbTiZnrjoEB70ipXDQPjalittxroSNed0ZzdFxrEqLSRue832FHV2DyUi11+PFR
LGGk4TD2dLeWs2phG1lngOO1UgkNETWWN66RztOzu+HTsamPDkdkrRx3rEQjAPPKST/0Onz
dN15zshzU+a4JyZCSzPgBwIgKoZp43cFXQGIDg3011fYHL9D7LQ7/dE/gPPot6u8/ivil
ORfEwmMmbek 9XRZYv4PVYMDzvptsTgCwCGWRCtpJGWaMHPDtjQZJHZC37R1sDmZO0N1i9wZ
/EQQVNn1JGxqJk2zWFfdZsieuGuVIbldbSV63VUGICFNOXVUBYbbpoKgBIVNEVWhf5uRMX
6kCBJKA1I5Qgw290huk8905HFSEXZDCznmvSvOL7jAzImo/y2YHQSZ90ODAGPuSMwEM4 72
zX1sKvrAUPxezZug9V0Vevkt thM4FLLN3XtuMZ6; TTPData0=IUvGvLZndSZtsHLcDLL
jYuBHdAmJjoK/Y9WjBZnenVFarKA8jiEgteXxJOmIXNTNiaohBsBfFBngGygsGhwds9chzX
Lti+Yxnks51VbZE7A6ngDHZz3NzZ5ta//JNEZiP7TWD+HytJ8E7aM1nX76KJ16xdhYNVNNT
UStwU+7VtUgO0FJ284GUO8PIObFPr80ONQyIma+nUtAlZHrGSsZGxjv7kfKilrrs21ndERND
JNuQOIyV41W9dSDMs ZpEQSQ2WEC85¢cLaTzTBIXfK8G+1NsNja80j1byhiKAO2tsS8nwTJ
pelrD04XglB9gpdPaK0Y417zTmDUYTa01DkO1lvjFOwRnNJI1lg2BgMe8LLgtZ7FvzVeC5bVC
MO9DPrdiZzEcB13MzJKI1QZLTSiuJso0111823LMTgNmyk4d61N4uKsoUaGK+mxiTfHkSx
aM3CIWROVTgglM65wxBQgptwahW5y2zp7m0A2wSVEY03Z8kvM7cSiM2reil
s7CsLLEK7P7zzgbRYTXsmcp0ZdejpuGLIsppx97n/k4/Y+255rROnA49c9cxMjjdRNug9
8gabueOeZVcuyl377A/e+/9rHL7N2aCr64GMhpl2aFtHyBgkvvtQ/SN24dGsSNGZB/Y+e
X6AXb72I1IgJ0fJ4cbHvweXpvIGF40/QH23jHE /wK+/rF+VLy+/UL1In9w9WNY/vYu5u0
//XcudA==

<L

HTTP/1.1 302 Found

Location: https://treyws-test/claims/?wa=wsigninl.0O&ttpsize=2708%&
ttpindex=17586&wctx=https%3a%2fs2ftreyws-test%2fclaims%s2fDefault.aspx
&wresult=EwmMmbek 9XRZYv4PVYMDzvptsTgCwCGWRCtpJIJGWaMHPDtjQZJHZC37R1sDm
ZON1i9wZ%2fEQQVN1JIGxqJk2zWFfdZsieuGuVIbldbSV63VUGIcENOXVUBYbbpoKgBIVN
FVWhf5uRMX6kCBJKAL1I50gw2 90huk8905HFSEXZDCznmvSvOL7jAzImo%2fy2YHQSZ90
DAGPu8MwfM472zX1sKvrAUPxeZug9V0Vevkt thM4FLLN3XtuMZ6IUvGvLZndSZtsHLcD
LLjYuBHdmjoK$2fY9WjBZnenVFarKA8jiEgteXxJOmIXNTNiaohBsBfFBngGygsGhwds
9chzXLti%2bY¥xnks51VbZE7A6NngDHZ3NzZ5ta%2f%$2fJNEZ1iP7WD$2bHytJ8E7aM1nX7
6KJ16xdhYNVNN7UStwUS2b7VtUg0FJ284GUO8PObFPr80ONQyImas2bnUtAlZHrGSsZGx
JvT7kfKilrrs21ndERNDjNuQOIyV41W9dSDMsZpEQSQ2wEC85¢cLaT
zTBIXfK87]%2b1NsNja80jlbyhiKAO2tsS8nwTJpelrD04XglB9gpdPaK0Y417zTmDUYT
a01DkO1vjFOwRnJ1lg2BgMe8LLgtZ7FvzVeC5bVCMIDPrdiZzEcB13MzJKI1QZLTSiuds
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00111823LMTgNmyk4d61N4uKsoUaGKS2bmxiTfHkSxaM3CIWRoVTgglM65wxBQgptwah
W5y2zp7mOA2wSVEY03Z8kvM7cSiM2rei0s7CsLLEK7P7zzgbRYTXsmcp0ZdejpuGLIsp
Px97n%2£fk4%2£fY%2b255rRONA49¢c9cxMjjdRNug98gasbueOezZVcuyl377A%2fe%2b%2f
9rHL7N2aCr64GMhpl2aFtHyBgkvvtQ%2fSN24dGsSNGZBS2fY%2beX6AXb72I1IgJOET
4cbHvweXpvIGF40%2fQH23JHES2fwKS2b%2frF$2bVLy$2b%2fUL1In9wIWNYS2fvYu5
u0%2£%2fXcudA%$3d%s3d

>>> treyws-test (WS Resource)

GET /claims/?wa=wsigninl.O&ttpsize=2708&ttpindex=1758&wctx=https%3a%2f
$2ftreyws-test$2fclaims$2fDefault.aspx&wresult=EwmMmbek9XRZYVv4PVYMDzvp
tsTgCWCGWRCtpJGWaMHPDtjQZJHZC37R1sDmZON1 9wz %2 fEQQVNn1JIGxqJk2zWFfdZsieuG
uVIbldbSV63VUGIcEFNOXVUBYbbpoKgBIVNEVWhf5uRMX6kCBJIKALIS5Qgw2 90huk8905HFS
EXZDCznmvSvOL7jAzImo%2fy2YHQOSZ90DAGPu8MwEM4722zX1sKvrAUPxeZug9v0Vevktth
MAFLLN3XtuMZ6IUvGvLZndSZtsHLcDLL)YuBHAmjoK%$2fY9WjBZnenVFarKA8jiEgteXxJ
Om9XNTNiaohBsBfFBngGygsGhwds9chzXLti%2bYxnks51VbZE7TA6ngDHZ3NzZ5ta%2£%2
fINEZiP7WD$2bHytJ8E7aM1InX76KJI16xdhYNVNN7UStwUS2b7VtUgO0FJ284GUO8PObFPr8
ONQy9ma%2bnUtAl1ZHrGSsZGxjv7kfKilrrs21ndERNDINuQOIyV41W9dSDMsZpEQSQ2wEC
85cLaTzTBIXfK8)%2b1NsNja80)1lbyhiKAO2tsS8nwTJpelrD04XglB9gpdPaK0Y417zTm
DUYTa01DkO1lvjFOwRnJ1lg2BgMe8LLgtZ7FvzVeC5bVCMIDPrdiZzEcB13MzJKI1QZLTSiu
Jso001i1823LMTgNmyk4d61N4uKsoUaGKS2bmxiTfHkSxaM3CIWRoOVTgglM65wxBQgptwah
W5y2zp7mOA2wSVEY03Z8kvM7cSiM2reiOs7CsLLEK7P7zzgbRYTXsmcpO0ZdejpuGLIsppx
97Tn%2fk4%2£fY$2b255rRONA49c9cxMjjdRNuUg98gacueOezVcuyl377A%2£e$2b%2f9rHL
TN2aCr64GMhpl2aFtHyBgkvvtQ%2£SN24dGsSNGZBS2fY%$2beX6AXb72I1IgJOfJ4cbHvwW
eXpvIOGF40%2fQH23JHES2fwKS2b%2frF$2bVLy%$2b%2fUL1InOwOWNYS2£fvYubu0%2£%2£
XcudA%3d%3d HTTP/1.1

Cookie: 7TTPData=eNrNWFuquoW/iuW59Hqu7aS3V3TUBRUFAQFX2ZihAqukSEPHXT
9DWbfc+u6dnaj8cnsLK41viumQl5CW]) SAdAhXTRZIbsNA6S3CQ7hALIETI4IpKp3CPazZdpvZz
a9pMkonIctX0UQvgDzVACox8k9riMcjWeb3J8jUvilCblt5cHZOR8WHS570TDcdwGlKE4AC
kv3kdx7Lf+79VxD9%eam/1Rttfinhms/P3U2z9WnTpu3EXSR7Wwa52JMaYpkTBOIGTVm/Pm
Jbz1lVeybf6tzr3Vp7/a4Tv5bTGHAA5KAYFka6SYzyUowogrHt10sq3JJ4gWLK517LVSYI8
EfBNQYF6SsWgTSgXQxDRLUJ3Z0Bddyt/uC780Z2H+d1FkWANKASOpJFEQC6J0e/IMoUInsT
ATQrKjzrtm84tcKkTIGw]jlgMkDuwC/270k8pbkTPKklb4nNGnhH3C2XsYhJR74T6qgfnr/e
3Tuk183e84xKCCg49KUWODPSBrbt/IpxNfQhYEJEOrc5CEhS5bdPCYIOTNLwhfuMdsMnZBe
w3LtkCKn/TRM13Y47sCe5R01PzWSen/ydKC4c0uZfb5Y+4N7j8e7ae3ASH+EksC+oswQmK
GTvpY/yL8qyxTLOUV1FiU+cX40Uf1DgZgF2SEZvITBLN1tkJ+9vGqtE2Sm03QDFJIYnEI £x
6vb6XwHygld+AEWY4YMmGCYn/dY39D5uE7/5/BLIF5U6A+yout6glrJI2aYI+T/xz3PjIs
30fFZ+91vshDPbAcVjToOWPkzSCNvoGyfInGwud4TIEb/Jr1J+3P0v/GWyRhSHAX/rOsVca
YZegS873/DABCTNPqzJIv6KYEOLskRxfIslgqwMwyBIvk+T++26mgUeZkUUv7£e07Esy35k9
0sflpV4judwTMGhgfdX+foVcorW9/YiQkwwiW8n74PzQoEpg7xG2hfvhbyCrXJuUvIJ/QyX6
yqw38VTnEPfD5JswHZJGFTISHIQuSgVWUFztTaW7Ir+W/vndQeHsxY4gp231D+jD+33ggf
ER7EiHnid7cuVD6PtxvosMOkusFHttz/5843WNOhbhWjYMblgkyIaitDMfgMMO9sVbEyT6
d2mzHe9R84e6xZePHWrhn76gIle4MFMbB5xsE6nDdirEdh5gyHJ/ulq67WbrbgcpKl/DpYL
MKV2YjsJYfU3XYpt+nIUoY7SJupl7encWwuklO45HaNTFLTtS10ecXPZ332FWa6Z2LKRubS
3oulhut6G2/pIMTLenu/CkwgjaaduSbPORgcnX98odatB+ePkLEQVK5QtZapMturrl ZEHS
18j1F+9spp8pwcTeB2IxZnNLbYulthkucdvRRHEBWI9ksgA8eTROSErdASXTP52BIni7g78
LBp2MF4A+10APrFXDziR91Vvoeqg+fNedwsM/XkuDb2GjOw8 7TR6QEkZXymbUFdNeVcNfuz2
1PgRXa+yeSLTBX0U38LAMHTFgJQTdEYy8rW1PztDNdHO00B/4dCXAJgIWx1k3monegs+SGP
5Gc9FEHhDX6/k00yY7kS0MqU50BNOgsg5TiZnrjoEB70ipXDQPjalittxro5Ned0ZzdFxr
EgLSRue832FHV2DyUi11+PFRLGGk4TD2dLeWs2phG1lngOO1UgkNETWWNG66RztOzu+HTsam
PDkdkrRx3rEQJAPPKST/0OnzdN15zshzU+a4JyZCSzPgBwIgKoZp43cFXQGIDg3011£YHL9
D7LQ7/dE/gPPot6u8/iVilORf

<L

HTTP/1.1 302 Found

Location: https://treyws-test/claims/Default.aspx

Set-Cookie: TTPData=; expires=Wed, 12-Jul-2006 07:32:28 GMT;
path=/claims

Set-Cookie: WebSsoAuth=eNrNV9uSosoS/RXDeTR6wLsY3R2nAEFQUBAVEd1RONFRq
VIuIn79LrR1unvOzOmzYx62TOWyKnPlyiSrfE5gtO+DJEFxGhJceawU8aX6V7£TQM32pv
1U73bZp5bndJ64Taf+xPVYBOEPOebmValoSZIhBScpxOlLtcGynSe2+1Rviimy332z0G73
1GyZ+gWYx7nvIRTEsg/TTGBWVGCUIxk5QrWhwS+IFihP67qVap4YQfzScozl10+1iXpmy8C
kzDpYxihpJd86/RnQxv36d7YP731UX5+vKQOEU2FpSCo6SXnkkRj91iiwFTPAkB15aUn6P6
d0xb15B50YIO8hESRgHTUNn/EegT5DVIO0PSZ5gy52x5SukWxtnDMEQYZ+Yj9NPz £/ fOfM
rrHs89haUL6HpIXyj9z0gWO+hNutJ8ky4KnZgkxEvEFaT6+glA0IVpFj0zn73d/ROyC2n
tPTKESEfDFEA3DiTkoSt5JINzIrnRfnYCcIC5£02Jd7pA%+H3g8pfYmThognIbOlesshSmK
6HP1o/03bdml11f4I11AaEPenJoUfQP08xC7Jk3sLzLLNFjnp25NO01FxS7Q0XorgikTiCN
HpZelr6xAlQBIPVVKeEWMN3EvVV3FphP9eorcKMQh7TYMCXxf27af£3dI9Jb/R+d3VR4EmN
/pclctpz20yVLO+cW/J42PPCuPVontpTqI YLgHrkuHR1LO+DISQAd9gWT1c4wF3GEoFf6
e9Sf0Z+v/412QKCK4XP9Z1hplTCt01£2zPMJVikh3+LMmyfyrgcIjJCcX/bpa0DaMwTb90
k/nldzULfUybKH4bvQ9ieZz5/z5tXPnQgsQzLMRTgJIgH/ rXrbhdxy9L0+CxATTL/kfXh5N
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6AgqYO+TOEYD6Bcu60ydLV0O+0bPz5NRb+Fulwrzj80U3H5jFCXxKALll /e jKRh+LyZKrMTe
W1l+ulrF4XXZyuGOKEnb5S8W/9/PBA+oT05IPcpuadzpfR1d790h31PTgx9eub+E50eGtl
c3LrGxS37XJIsQlFOHY3CcYXGs13G6z6YOPfHeI5+Zh7Z20/b4XHtW7AbEOL41JrQs019G8
FWPJEOXucHh2zoXm6bl2Fy4necauw8UiWlmtg7NkkLbbLp
VeMrLV4Q4m7cxVetM4thbpOVoyulYuadladHusGhSzAd2FKEZCLMUsAuU6wPU7X22jbHK1
mzjrzXXTW4GEgNm1l pxm2M5BwYG7VptxL2NLnwh50dKbY6VSdb7eWWyDvyzyNU3LKy2ywn
whTeVkJ5Z/PKo4sONkUR2a0ggPjoglzhga+M5JakNnlQ/gbnC9B5f3cMdgHM5SwP I LKER
LDWTCeXjJW4MAxxkLfnUN4XadkPHGy25xF3ckWApIzN9SloapZSaNYgl0QVXm2Xu02527
TeOA+2wOB9fcEDzRJIss1jb+4s71FL9IvD4Jw4DCYAJvZVATq92gr8agCxWOngugNAfBka
tmOb8dCeglSXNQTIThpJpS4
HRyYepDcLRgegbl3glENNyLC21sKWtuNEensSYtJj14KfY1enUNJyPNWY4XE9UeT1IG50
tna7enEnbcoYGXagOxDLRY2XhmNs8u30obNxpYxOp6QvXKIsXoYAVIUzsZxONmOPXJ2Fnb
WOXn1RENmAwWDgRABQy31£9jTQkkF970r5gGdyY0DrMO1J/0B9z0oLRG1Dd6iVWEI 7yTNkO
RUMTaL2ALl1IxfP+OFXmgCEABOZ+vpFHeEOHVSFQkZUTWSnBydJA7+bCsnclOeH41kPShm
brpZl13z0pIz8bRDgYxevZsWIULjtSs31TAODRAaOSHLHUBZzTdD43viWdkhsrjYdA4pHKEQ
3YMuozOZvvLpFc43dhBrnLXpPmV+wwNyfaIMO9nR14hAyibcsC6Q9AZFI%2bavsyl owUG]
vN1jLVg2ucIR2Cpd6sWngpzU2S1s6ZvU97TNpg9XTRs5PCzk40JFprOh+tKC2JsUL11URT
ZEh1iX1/IPGGQ/tmxm8tgQ+3; path=/claims; secure; HttpOnly

Set-Cookie: WebSsoAuth0=vPDOngOyasChyToiOY0bV9+Ba5vkc5xVY1G4s1R35cD7
RUxXWGxg/NLOAIdgGEVye950wd7K1848cpbNYrs11lu9g0zokt/4hr100CbXU316XCHe5nm
wbHj1090N/Uz9810HIEW8Z20xw402vuh2rXn+lzamRyvw2nBHEFM9hrZerZg2g6cEUmIsB
kuGGulkC4zSViwIicEU2y1Ngqw2vdjgqGAoAT7elxoKThMu35ess3+Po0kLHKdfeqGell/zy
mAObXGg3jUGLIUTIN3R4rtQMDjMasIXrcjDOz5irf9bmSEFxqUbu5P5KGRELOcCWhIkud2s
1grbWLLZZcu7uCGYLbkiMg697aKmToEUFLUJOSMWZOE4+XLEj0y1BheMyl1yBAmp931izX
P93LVH3Eg44JKxZals/S31de7VWbNmH887GirrEGNAGNZ2THI 6roWip05XTPLTNQOBBQkX
DOvgh2xgXrnYbbNXA29K0dZ+Zwujls6/4LHagqf J+bNcpumzGPC/pi9j7vK/b/x69+bsI8T
; path=/claims; secure; HttpOnly

>>> treyws-test (WS Resource)

GET /claims/Default.aspx HTTP/1.1

Cookie: _WestoAuth:eNrNV9uSosoS/RXDeTR6stY3R2nAEFQUBAVfleQnFRqVIuIn
79LrR1unvOzOmzYx62TO0WyKnPlyiSrfE5gtO+DIEFxGhJceawlU8aX6V7fTOM32pv1U73bZ
pS5bndJ64Taf+xPVYBOEPOe6mVa0oSZIhBScpxOlLtcGynSe2+1Rviimy332z0G731GyZ+qW
Yx7nvIRTEsg/TTGBWVGCUIxk5QrWhwS+IFihP67qVapdYQfzScoz10+iXpmy8CkzDpYxih
PJ86/RnQxv36d7YP731UX5+vKQoEu2FpSCo6SXnkkRj91iwFTPAkB15aUn6P6d0xb15B50
YIO8hESRgHTun/EegT5DVI0O0PSZ5gy52zx5SukWxtnDMEQYZ+YJ9NPzf/fOfMrrHs89haUL
6HpJIXyj 9z0gWO+hNut J8ky4KnZgkxEvEFaT6+glA0IVPFj0zn73d/ROyC2nt PTKESfDFEA
3DiTkoSt5INzIrnRfnYCcIC5£f02Jd7pA9+H3g8pfYmThognIbOlesshSmK6HP1o/03bdml
1f4T11AaEPenJoUfQP08xC7Jk3sLzLLNFjnp25NO01FxS7Q0XorgikTiCNHpZelr6xA1QBJ
PVVKeEWMN3Evv3FphP9eorcKMQh7TYMCXxf27af3dI9Jb/R+d3VRAEmMN/pclctpZ20yVL0
+cW/J42PPCuPVbntpTgIYLgHrkuHR1LI+DISQAd9gWT1c4wF3GfoFf6e9S£0Z2+v/412QKC
K4XP9Z1hplTCt01£zPMJVjkh3+LMmyfyrgcIjJCcX/bpalDaMwTb90k/nldzULfUybKH4b
vQ9ieZ5/z5tXPnQgsQzLMRTgJgH/ rXrbhdxy9L0+CxXATTL/kfXh5N6AgYO+TOEYD6Bcu60
ydLV0+0bPz5NRb+Fulwrzj80U3H5)FCXxKALli/eJKRh+LyZKrMTeWl+ul rF4XXZyuGOKEN
b5S8W/9/PBA+0T05IPcpuadzpfR1d79Q0h31PTgx9eub+E50eGt1c3LrGxS37XJIsQlFOHY3
CcYXGs13G6z6YOPfHeI5+Zh7Z0/b4XHtW7AbEOL41JrQs0O1l9G8FWPJEOXucHh2zoXm6b12
Fydnecauw8UiWlmtg7NkkLbbLpVeMrLV4Q4m7cxVetM4thbpOVoyulYuadladHusGhSzAd
2FKfZCLMUSAuU6WPU7X22bHK1mz ] rzXXTWAGEGNmM1 pxm2M5BwYG7VptxL2NLnwh50dKbY 6
VSdb7eWWyDvyzyNU3LKy2ywnwhTeVkJ5Z/PKo4sONkUR2a0ggPjoglzhga+M5JakNnlQ/g
bnC9B5£3cMdgHM5SwPj LKkERLDWTCeXj JW4MAxxkLfnUN4Xa4kPHGy25xF3ckWApJzN9Slo
apZSaNYgl0oQvXm2Xu0252)jTeOA+2wOB9fcEDzRIss1jb+4s71FL9IvD4Jw4DCYAJVZVATQ
92gr8agCxWOngugNAfBkatmOb8dCegl SXNQTIJhpJpS4HRyYepDcLRgegbl3glFNNyLC21s
KWtuNEensSYtJj1l4KfY1lenUNJyPNWY4XE9UeT1IG50tna7enEnbcoYGXagOxDLRY2XhmNs
8u30bNxpYxOp6QVXKIsXoYAViUzsZxONmOPXI2FnbWOXn1RENmAWDgRABQy31£9jTQkkF9
70r5gGdyY0DrMOiJ/0B9z0LRG1DA61VWEI 7yTNkORUMTaL2AL1 IxfP+OFXmgCEABOZ+vpF
HeEoHvV5FQkZUTWSnBydJA7+bCsnclOeH41kPShmbrpZl13z0pIz8bRDgYxevZsWTULjtSs3
1TAODRAaOSHLHUBZzTdD43viWdkhsrjYdA4pHK8Q3YMuozOZvvLpFc43dhBrnLXpPmV+wwNy
faIM9nR14hAyibcsC6QI9AZEFIx2bavsylowUGjvN1jLVg2ucIR2Cpd6sWngpzU2S1s6ZvU9
TTNpg9XTRs5PCzk40JFprOh+tKC2JsUL1URTZEh1iX1/IPGGQ/tmxm8tgQ+3; _WebSsoA
uth0=vPDOngOyasChyToiOY0bV9+Ba5vkc5xVY1G4s1R35¢cD7RUxWGxg/NLOATIdgGEVye 9
50wd7K1848cpbNYrsllu9g0zokt/4hrl100CbXU316XCHe5nmwbHji090N/Uz981i0H1EWSZ
0xw402vuh2rXn+lzamRyvw2nBHEFMOhrZerZq2q6cEUmIsBkuGGulkC4zSViwIicEU2y1N
qw2vdjgGARoAT7elxoKThMu35ess3+Po0kLHKdfeqGell/zymAObXGg3jUGLIuTIN3R4rtQMD
JjMasIXrcjDOz5irf9bmSEFxqUbuSP5KGRELOcCWhIkud2slgrbWLLZZcu7uCGYLbkiMg697
aKmToEuFLuJOSmWZ0E4+XLE]jO0y1BheMyl1lyBAmp931zXp93LVH3Eg44JKxZals/S31de7V
WoNmH887GirrEGNAGnZ2THI6roWip05XTPLTNQOBBQkXDOvgh2xgXrnYbbNXA2 9K0dZ+Zwu
J1s6/4LHagfJ+bNcpumzGPC/pi9)7vK/b/x69+bsI8T

<L
HTTP/1.1 200 OK
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[Application specific content]

4.2 SAML 1.1 Assertion Extension

Following is a SAML assertion fragment that illustrates the message syntax of the SAML 1.1 Assertion

Extension elements in the advice element, as specified in section 2.2.3.

<saml:Advice xmlns:adfs="urn:microsoft:federation">
<adfs:WindowsIdentifiers>

AAAAAAEAAAABBAAAAAAABRUAAAAVU+0xvWIx1c9CDm4GAAAASAEAAAYCAAAHAGAACAIAA
AECAAAAAQAA

</adfs:WindowsIdentifiers>
<adfs:CookieInfoHash>

K6GNTL15/j1jype53+PFRALIOfek=
</adfs:CookieInfoHash>
<adfs:WindowsUserIdentifier>

S-1-5-21-837636885-2507236029-1846428367-500
</adfs:WindowsUserIdentifier>
<adfs:WindowsUserName>

ADFSVM-A\Administrator
</adfs:WindowsUserName>

</saml:Advice>

The raw octets of the Windowsldentifiers (section 3.1.5.2.1.5) binary structure, after base64 decoding
are as follows.

00 00 00 00 01 00 00 OO O1 04 00 00 00 00 00 05 15 00 00 00 15 53 ED
31 BD 62 71 95 CF 42 OE 6E 06 00 00 00 ¥4 01 00 00 06 02 00 00 07 02

00 00 08 02 00 00 01 02 00 00 00 02 00 0O

The octet stream is structured as follows (see section 2.2.3.2).

00 00 00 00

01 00

01
04

00 00

15 00
15 53
BD 62
CF 42

F4 01
06 02
07 02
08 02
01 02
00 02

00

00
00

00
ED
71
OE

00
00
00
00

00

00

00
05

00
31
95
6E

00
00
00
00

00

WindowsIdentifierFlags = 0
TryLocalAccount = 0

NoUserSid = 0

PackedSidsCount = 1 (0x00000001)

PackedSidsl
DomainSid
Revision = 1 (0x01)
SubAuthorityCount = 4 (0x04)
IdentifierAuthority[0..1] = {0, O,
IdentifierAuthority[2..5] = 0, O,
(0x05) }

SubAuthorityl = 21 (0x00000015)

SubAuthority2 = 837636885 (0x31ED5315)
SubAuthority3 = 2507236029 (0x957162BD)
SubAuthority4 = 1846428367 (0x6EOE42CF)

RidCount = 6 (0x00000006)
Ridl = 500 (0x000001F4)
Rid2 = 518 (0x00000206)
Rid3 = 519 (0x00000207
Rid4 = 520 (0x00000208
Rid5 = 513 (0x00000201

)
)
)
Ridé = 512 (0x00000200)

The SIDs encoded in the structure are as follows:

= 5-1-5-21-837636885-2507236029-1846428367-500
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= S5-1-5-21-837636885-2507236029-1846428367-518
= S5-1-5-21-837636885-2507236029-1846428367-519
= S5-1-5-21-837636885-2507236029-1846428367-520
= 5-1-5-21-837636885-2507236029-1846428367-513
= S5-1-5-21-837636885-2507236029-1846428367-512
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5 Security

5.1 Security Considerations for Implementers

Security considerations for the Microsoft Web Browser Federated Sign-On Protocol Extensions are
specified in the following subsections. Additionally, the security considerations outlined in [MS-MWBF]
section 5 apply to the Microsoft Web Browser Federated Sign-On Protocol Extensions.

5.1.1 Data Integrity

Data integrity concerns, as described in [MS-MWBF] section 5.1.1, apply to the extensions specified in
this document. Of particular concern are the SAML advice elements specified by the SAML 1.1
Assertion Extension. These elements are included in the SAML assertion, which is signed to prevent
tampering (see [MS-MWBF] section 2.2.4.2.2).

5.1.2 Privacy

The privacy considerations in [MS-MWBF] section 5.1.5 apply to the extensions in this document. The
extensions also introduce new privacy concerns.

The Query String Response Transfer Protocol is used to communicate security tokens from one party
to another by using the query string of the HTTP request URL. The use of Secure Sockets
Layer/Transport Layer Security (SSL/TLS) prevents the exposure of user information outside the
services participating in the protocol (see [MS-MWBF] section 5.1.3); however, a GET message might
provide a lesser degree of confidentiality than a POST message due to URL tracking concerns. For
example, web browser requestor implementations might track URL history, or web proxy servers
might log URLs.

The SAML 1.1 Assertion Extension provides a method for including SIDs in a SAML assertion. These
SIDs might identify user identity, capabilities, or affiliations. For this reason, SIDs should not be
included indiscriminately; rather, their distribution should be limited to specific relying parties.<24>

5.1.3 Authorization Validation and Filtering

When processing SIDs from an IP/STS, relying parties must ensure that the IP/STS is authorized to
issue SIDs that fall under a particular set of subauthorities. This is similar to namespace collision
concerns with UPN and EmailAddress claims (as specified in [MS-MWBF] section 5.1.6).<25>

5.2 Index of Security Parameters

Because the Microsoft Web Browser Federated Sign-On Protocol Extensions is an authentication
protocol, the security details are in the message processing rules section.

Security parameter | Section

WindowsUserIdentifier | 2.2.3.1

WindowsUserName 2.2.3.1

Windowsldentifiers 2.2.3.1
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released-servicepacksupdates to those products.

= Windows Server 2003 R2 operating system
= Windows Server 2008 operating system
= Windows Server 2008 R2 operating system
= Windows Server 2012 operating system

Exceptions, if any, are noted belew-in this section. If a-an update version, service pack or Quick+Fix
Engineering{QFEKnowledge Base (KB) number appears with thea product versien;name, the behavior
changed in that service-pack-orQFE-update. The new behavior also applies to subsequent service
packs-ef-thepreductupdates unless otherwise specified. If a product edition appears with the product
version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.

<1> Section 1.5: The Windows implementation of the SAML 1.1 Assertion Extension is integrated with
Windows Active Directory. All SIDs that are transmitted in the SAML assertion correspond to Active
Directory accounts. In order to transmit SIDs between a requestor IP/STS and a resource IP/STS that
reside in different forests, the requestor IP/STS forest must be a trusted forest of the resource IP/STS
forest.

<2> Section 1.5: Local configuration is used to modify several of the Windows behaviors described in
this document. In all cases, the local configuration must exist before the protocol is initiated. Specific
instances where local configuration is used are listed below.

By default, an IP/STS does not issue security tokens with SIDs (see section 3.1.5.2). The issuance of
SIDs (that is, including the WindowsUserldentifier (section 3.1.5.2.1.3),

WindowsUserName (section 3.1.5.2.1.4), and WindowsIdentifiers (section 3.1.5.2.1.5) elements in
issued SAML assertions) can be enabled for specific relying parties by using local configuration.

By default, when a user authenticates to a resource IP/STS by using a security token from a requestor
IP/STS (see section 3.1.5.2), any SIDs in the SAML assertion are ignored (that is, the
WindowsUserlIdentifier (section 3.1.5.2.1.3), WindowsUserName (section 3.1.5.2.1.4), and
Windowsldentifiers (section 3.1.5.2.1.5) elements). Processing these SIDs (as described in section
3.1.5.2) can be enabled for specified requestor IP/STSs using local configuration. In this case, the
local configuration also specifies a Windows domain associated with the IP/STS, so that SID filtering
can be performed (as specified in section 5.1.3).

When a user authenticates to a resource IP/STS by using a security token from a requestor IP/STS (as
specified in section 3.1.5.2), claims can be mapped to SIDs based on local configuration. In this case,
the local configuration also specifies the desired value of the TryLocalAccount flag (as specified in
WindowsldentifierFlags Structure (section 2.2.3.2.1)).

A special algorithm is used to determine when the Query String Response Protocol is used (as
specified in section 3.2.5.1.1). This algorithm uses local configuration to force the use of the protocol
and for the FileExtensionBypassList flag.

<3> Section 1.6: The Query String Response Transfer Protocol is supported only in Windows Server
2003 R2, Windows Server 2008, Windows Server 2008 R2, and Windows Server 2012.
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<4> Section 1.6: SAML1.1 Assertion Extension is supported only in Windows Server 2003 R2,
Windows Server 2008, and Windows Server 2008 R2.

<5> Section 1.9: The following URIs are used as local assignments in fields specified by the SAML 1.1
Assertion Extension: "urn:federation:activedirectory" and "urn:microsoft:federation".

<6> Section 2.2.3.1: Support for this field is conditional, as specified in CookielnfoHash
Element (section 3.1.5.2.1.2).

<7> Section 2.2.3.1: WindowsUserName Element (section 3.1.5.2.1.4) specifies how Windows
constructs the WindowsUserName value.

<8> Section 3.1.1.1.1: The pending result is maintained in secure session cookies written using Set-
Cookie headers (as specified in [RFC2965]), which are added to the HTTP 302 response to the web
browser requestor.

<9> Section 3.1.1.1.2: The recommended value is used.

<10> Section 3.1.2: There are no new timers. The pending result is stored by using secure session
cookies (see section 3.1.1.1.1).

<11> Section 3.1.5.2.1.1: The IP/STS only includes this element when it is a resource IP/STS. The
value identifies Active Directory, a Lightweight Directory Access Protocol (LDAP) service, or a security
realm. If the user authenticated by using Active Directory, the ClaimSource (section 3.1.5.2.1.1) value
is "urn:federation:activedirectory". If the user authenticated by using an LDAP service, the
ClaimSource (section 3.1.5.2.1.1) value is a URI associated with the LDAP service, for example
"LDAP://ldap.example.com". If the user authenticated by using a SAML assertion from a Requestor
IP/STS, the ClaimSource (section 3.1.5.2.1.1) value is the value of the Security Assertion Markup
Language (SAML) issuer. For more information about user authentication, see [MS-MWBF] section
3.1.5.4.3.

<12> Section 3.1.5.2.1.2: The IP/STS includes the CookielnfoHash (section 3.1.5.2.1.2) element
when an authentication cookie is issued at the same time as a SAML assertion. The authentication
cookie is a base64-encoded binary structure. Windows includes the base64-encoded SHA-1 hash value
(as described in [FIPS180]) of the raw octets.

<13> Section 3.1.5.2.1.3: By default, the IP/STS does not include the

WindowsUserlIdentifier (section 3.1.5.2.1.3) element. It can be enabled for specific relying parties (see
section 1.5). A requestor IP/STS populates this field only if the user authenticated by using Active
Directory. A resource IP/STS populates this field only if the user authenticated by using a security
token from a requestor IP/STS, in which case the value, if present, is copied from that security token.

<14> Section 3.1.5.2.1.4: By default, the IP/STS does not include the

WindowsUserName (section 3.1.5.2.1.4) element. It can be enabled for specific relying parties (see
section 1.5). Windows constructs the user name by including the NetBIOS domain name (as it is
always available in this context) and Active Directory account name, separated by a backslash (for
example, "DOMAIN\user name"). A requestor IP/STS populates this field only if the user authenticated
by using Active Directory. A resource IP/STS populates this field only if the user authenticated by
using a security token from a requestor IP/STS, in which case the value, if present, is copied from that
security token.

<15> Section 3.1.5.2.1.5: By default, the IP/STS does not include the
Windowsldentifiers (section 3.1.5.2.1.5) element. It can be enabled for specific relying parties (see
section 1.5).

A requestor IP/STS populates this field only if the user authenticated by using Active Directory. In this
case, a Windowsldentifiers (section 3.1.5.2.1.5) binary structure is constructed that contains a subset
of the security identifiers (SIDs) associated with the Active Directory account. The subset consists of
the user SIDs, the global group SIDs, and the universal group SIDs. That structure is base64-encoded
and included in this field.
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A resource IP/STS populates this field only if the user authenticated by using a security token from a
requestor IP/STS. If the SAML assertion issued by the requestor IP/STS contains a
Windowsldentifiers field, its value is copied to this field. Otherwise, the resource IP/STS maps
claims from the SAML assertion of the requestor IP/STS to SIDs based on local configuration (see
section 1.5). If any claims are mapped to SIDs, those SIDs are encoded in a

Windowsldentifiers (section 3.1.5.2.1.5) binary structure with the NoUserSid flag set to 1 and the
TryLocalAccount flag set based on local configuration (see section 1.5). The structure is base64-
encoded and included in the WindowsIdentifiers field.

<16> Section 3.1.6: There are not any new timer events. The pending result is stored by using secure
session cookies (see section 3.1.1.1.1).

<17> Section 3.2.1.1.1: The aggregated result is maintained in secure session cookies written using
Set-Cookie headers (as specified in [RFC2965]), which are added to the HTTP 302 response to the
web browser requestor.

<18> Section 3.2.2: There are no new timers. The aggregated result is stored using secure session
cookies (see section 3.2.1.1.1).

<19> Section 3.2.5.1.1: A special algorithm (described later) determines whether to use the Query
String Response Transfer Protocol or not.

The algorithm is presented in pseudocode.

Let KnownClients be a constant set composed of the following strings, which specify user agent string
fragments that are known to identify user agents that do not support scripting:

= "Microsoft FrontPage"

= "Microsoft Office"

= "Test for Web Form Existence"

= "Microsoft Data Access Internet Publishing Provider"
= "Microsoft-WebDAV"

Let FileExtensionBypassList be a set of strings retrieved from local configuration (see section 1.5) that
identify file name extensions.

The algorithm is as follows.

IF local configuration forces Query String Response Transfer
Protocol
OR User-Agent is empty
OR User-Agent is in KnownClients
OR NOT User-Agent contains "Mozilla"
OR NOT Http-Verb is in (GET,POST) THEN
Use Query String Response Transfer Protocol
ELSE
IF local machine state indicates Windows Sharepoint Services
AND NOT Request-URL's file extension is in
FileExtensionBypassList THEN
Use Query String Response Transfer Protocol
ELSE
Use the base protocol specified in [MS-MWBEF]
END IF
END IF

<20> Section 3.2.5.2: By default, the resource IP/STS ignores these fields and processes the security
token as though the extension elements are absent. Their processing can be enabled for specific
requestor IP/STSs (as specified in section 1.5). Section 3.1.5.2.1 specifies how the resource IP/STS
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includes the fields. The web service resource uses the fields to provide authorization services to a
web-based application on the same machine by using methods that are outside the scope of this
protocol.

<21> Section 3.2.6: There are no new timer events. The aggregated result is stored by using secure
session cookies (as specified in section 3.1.1.1.1).

<22> Section 3.3.1: Windows Internet Explorer supports the use of session and persistent HTTP
cookies (for more information, see [RFC2965]). The Windows implementation of this protocol requires
that web browser requestor support at least session cookies. It uses persistent cookies to preserve
security realm identifiers if they are supported by the web browser requestor.

<23> Section 3.3.5: The RMS 2.0 client in Windows Vista operating system with Service Pack 1
(SP1), Windows Server 2008, Windows 7 operating system, Windows Server 2008 R2, Windows 8
operating system, and Windows Server 2012 adds a whr parameter to the wsignin 1.0 Request
Message (section 2.2.2) if the wsignin 1.0 Request Message does not already contain a whr
parameter.

<24> Section 5.1.2: The inclusion of SIDs can be enabled for specific relying parties (as specified in
section 1.5).

<25> Section 5.1.3: A relying party that accepts security identifiers from an IP/STS in another
security realm performs SID filtering based on local configuration that associates the IP/STS with a
Windows domain (as specified in section 1.5). For more information about SID filtering, see [MS-PAC]
section 4.1.2.2.

48/ 53

[MS-MWBE-Diff] - v20171201

Microsoft Web Browser Federated Sign-On Protocol Extensions
Copyright © 2017 Microsoft Corporation

Release: December 1, 2017



7 Change Tracking

Fhis—section-identifies-No table of changes that-were-made-to-this-is available. The document is either
new or has had no changes since theits last release.-Changesare-classifiedasMajer, Miner,orNenes
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