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Revision Summary

Revision Revision
Date History Class Comments
3/2/2007 1.0 Major Updated and revised the technical content.
4/3/2007 1.1 Minor Clarified the meaning of the technical content.
5/11/2007 2.0 Major New format
6/1/2007 2.0.1 Editorial Changed language and formatting in the technical content.
7/3/2007 2.0.2 Editorial Changed language and formatting in the technical content.
8/10/2007 3.0 Major Updated and revised the technical content.
9/28/2007 4.0 Major Made change to IDL.
10/23/2007 | 5.0 Major Updated and revised the technical content.
1/25/2008 5.0.1 Editorial Changed language and formatting in the technical content.
3/14/2008 6.0 Major Updated and revised the technical content.
6/20/2008 6.0.1 Editorial Changed language and formatting in the technical content.
7/25/2008 6.0.2 Editorial Changed language and formatting in the technical content.
8/29/2008 6.0.3 Editorial Changed language and formatting in the technical content.
10/24/2008 | 6.0.4 Editorial Changed language and formatting in the technical content.
12/5/2008 6.1 Minor Clarified the meaning of the technical content.
1/16/2009 6.1.1 Editorial Changed language and formatting in the technical content.
2/27/2009 6.1.2 Editorial Changed language and formatting in the technical content.
4/10/2009 6.1.3 Editorial Changed language and formatting in the technical content.
5/22/2009 6.2 Minor Clarified the meaning of the technical content.
7/2/2009 7.0 Major Updated and revised the technical content.
8/14/2009 7.0.1 Editorial Changed language and formatting in the technical content.
9/25/2009 8.0 Major Updated and revised the technical content.
11/6/2009 8.0.1 Editorial Changed language and formatting in the technical content.
12/18/2009 | 8.0.2 Editorial Changed language and formatting in the technical content.
1/29/2010 9.0 Major Updated and revised the technical content.
3/12/2010 9.1 Minor Clarified the meaning of the technical content.
4/23/2010 10.0 Major Updated and revised the technical content.
6/4/2010 10.0.1 Editorial Changed language and formatting in the technical content.
7/16/2010 10.0.1 None No changes to the meaning, language, or formatting of the

technical content.

8/27/2010 10.0.1 None No changes to the meaning, language, or formatting of the

2/43

[MS-MSRP] - v20150630

Messenger Service Remote Protocol
Copyright © 2015 Microsoft Corporation
Release: June 30, 2015



Revision Revision
Date History Class Comments

technical content.

10/8/2010 10.0.1 None No changes to the meaning, language, or formatting of the
technical content.

11/19/2010 | 10.0.1 None No changes to the meaning, language, or formatting of the
technical content.

1/7/2011 10.0.1 None No changes to the meaning, language, or formatting of the
technical content.

2/11/2011 10.0.1 None No changes to the meaning, language, or formatting of the
technical content.

3/25/2011 10.1 Minor Clarified the meaning of the technical content.

5/6/2011 10.1 None No changes to the meaning, language, or formatting of the
technical content.

6/17/2011 10.2 Minor Clarified the meaning of the technical content.

9/23/2011 10.2 None No changes to the meaning, language, or formatting of the
technical content.

12/16/2011 | 10.2 None No changes to the meaning, language, or formatting of the
technical content.

3/30/2012 10.2 None No changes to the meaning, language, or formatting of the
technical content.

7/12/2012 10.3 Minor Clarified the meaning of the technical content.

10/25/2012 | 10.3 None No changes to the meaning, language, or formatting of the

technical content.

1/31/2013 10.3 None No changes to the meaning, language, or formatting of the
technical content.

8/8/2013 10.3 None No changes to the meaning, language, or formatting of the
technical content.

11/14/2013 | 10.3 None No changes to the meaning, language, or formatting of the
technical content.

2/13/2014 10.3 None No changes to the meaning, language, or formatting of the
technical content.

5/15/2014 10.3 None No changes to the meaning, language, or formatting of the
technical content.

6/30/2015 10.3 No Change No changes to the meaning, language, or formatting of the
technical content.
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1 Introduction

This document specifies the Messenger Service Remote Protocol. The Messenger Service Remote
Protocol is a set of remote procedure call (RPC) interfaces that instruct a server (referred to in this
document as a "message server") to perform one or more of the following tasks:

= Deliver messages to a local or remote message server for display to a console user.
= Manage the names for which the message server receives messages.
The message server does not maintain client state information.

It is recommended that this protocol not be implemented due to the lack of security features in the
protocol, as described in section 5.1.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in [RFC2119]. Sections 1.5 and 1.9 are also
normative but do not contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are specific to this document:

access control list (ACL): A list of access control entries (ACEs) that collectively describe the
security rules for authorizing access to some resource; for example, an object or set of objects.

client: A computer on which the remote procedure call (RPC) client is executing.

endpoint: A network-specific address of a remote procedure call (RPC) server process for
remote procedure calls. The actual name and type of the endpoint depends on the RPC protocol
sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence
ncacn_ip_tcp), an endpoint might be TCP port 1025. For RPC over Server Message Block (RPC
Protocol Sequence ncacn_np), an endpoint might be the name of a named pipe. For more
information, see [C706].

fully qualified domain name (FQDN): An unambiguous domain name (2) that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as defined in [REC1035] section
3.1 and [RFC2181] section 11.

local area network adapter (LANA): In NetBios-specific implementations, a number that is used
to identify the network adapter to which NetBIOS is bound.

mailslot: A mechanism for one-way interprocess communications (IPC). For more information, see
[MSLOT] and [MS-MAIL].

message server: A remote procedure call (RPC) server that implements this protocol.

NetBIOS name: A 16-byte address that is used to identify a NetBIOS resource on the network.
For more information, see [RFC1001] and [RFC1002].

NetBIOS suffix: The 16th byte of a 16-byte NetBIOS name that is constructed using the
optional naming convention defined in [MS-NBTE] section 1.8.

OEM character set: See original equipment manufacturer (OEM) character set.

original equipment manufacturer (OEM) character set: A character encoding used where the
mappings between characters is dependent upon the code page configured on the machine,
typically by the manufacturer.
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remote procedure call (RPC): A context-dependent term commonly overloaded with three
meanings. Note that much of the industry literature concerning RPC technologies uses this term
interchangeably for any of the three meanings. Following are the three definitions: (*) The
runtime environment providing remote procedure call facilities. The preferred usage for this
meaning is "RPC runtime". (*) The pattern of request and response message exchange between
two parties (typically, a client and a server). The preferred usage for this meaning is "RPC
exchange". (*) A single message from an exchange as defined in the previous definition. The
preferred usage for this term is "RPC message". For more information about RPC, see [C706].

RPC dynamic endpoint: A network-specific server address that is requested and assigned at run
time, as described in [C706].

RPC endpoint: A network-specific address of a server process for remote procedure calls (RPCs).
The actual name of the RPC endpoint depends on the RPC protocol sequence being used. For
example, for the NCACN_IP_TCP RPC protocol sequence an RPC endpoint might be TCP port
1025. For more information, see [C706].

RPC protocol sequence: A character string that represents a valid combination of a remote
procedure call (RPC) protocol, a network layer protocol, and a transport layer protocol, as
described in [C706] and [MS-RPCE].

RPC server: A computer on the network that waits for messages, processes them when they
arrive, and sends responses using RPC as its transport acts as the responder during a remote
procedure call (RPC) exchange.

RPC transport: The underlying network services used by the remote procedure call (RPC) runtime
for communications between network nodes. For more information, see [C706] section 2.

server: A computer on which the remote procedure call (RPC) server is executing.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

universally unique identifier (UUID): A 128-bit value. UUIDs can be used for multiple
purposes, from tagging objects with an extremely short lifetime, to reliably identifying very
persistent objects in cross-process communication such as client and server interfaces, manager
entry-point vectors, and RPC objects. UUIDs are highly likely to be unique. UUIDs are also
known as globally unique identifiers (GUIDs) and these terms are used interchangeably in the
Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not
imply or require a specific algorithm or mechanism to generate the UUID. Specifically, the use of
this term does not imply or require that the algorithms described in [RFC4122] or [C706] must
be used for generating the UUID.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www?2.opengroup.org/ogsys/catalog/c706

[MS-CIFS] Microsoft Corporation, "Common Internet File System (CIFS) Protocol".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-ERREF] Microsoft Corporation, "Windows Error Codes".

[MS-MAIL] Microsoft Corporation, "Remote Mailslot Protocol".

[MS-NBTE] Microsoft Corporation, "NetBIOS over TCP (NBT) Extensions".

[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions".

[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol".

[MS-UCODEREF] Microsoft Corporation, "Windows Protocols Unicode Reference".

[RFC1001] Network Working Group, "Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Concepts and Methods", RFC 1001, March 1987, http://www.ietf.org/rfc/rfc1001.txt

[RFC1002] Network Working Group, "Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Detailed Specifications", STD 19, RFC 1002, March 1987, http://www.rfc-
editor.org/rfc/rfc1002.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC768] Postel, J., "User Datagram Protocol", STD 6, RFC 768, August 1980,
http://www.ietf.org/rfc/rfc768.txt

1.2.2 Informative References

[MSKB-330904] Microsoft Corporation, "Messenger Service Window That Contains an Internet
Advertisement Appears", February 2007, http://support.microsoft.com/kb/330904

[PIPE] Microsoft Corporation, "Named Pipes", http://msdn.microsoft.com/en-us/library/aa365590.aspx

1.3 Overview
The Messenger Service Remote Protocol suite is designed to perform the following functions:

= Receive and display short text messages to the console user. (This function is referred to in this
document as the "messaging protocol".)

= Manage the names for which a message server receives messages. (This function is referred to in
this document as the "name management protocol".)

The name management protocol portion of the Messenger Service Remote Protocol is used to manage
the set of names for which the message server accepts messages. The operations in this protocol are
very simple, consisting of add, remove, and enumeration methods. The messaging protocol portion of
the Messenger Service Remote Protocol actually has several forms and runs over mailslots over
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Server Message Block Protocol, as specified in [MS-SMB] and RPC dynamic endpoints over User
Datagram Protocol (UDP) (as specified in [REC768]). For how the message client selects the transport
that is used for the messaging protocol, see section 3.2.

Typically, the Messenger Service Remote Protocol is used to send a short text message from a server,
such as a file server or print server, to a client machine; for example, to indicate that a print job has
completed or that a file server is shutting down and all of its clients should save their work and
disconnect. As such, the roles of client and server are reversed from typical protocols, with the
message server (recipient) of the messages often being the workstation machine and the message
client (sender) being a server-class machine.

1.4 Relationship to Other Protocols

The Messenger Service Remote Protocol suite is dependent on RPC (as specified in [C706]), the Server
Message Block (SMB) Protocol (as specified in [MS-SMB]), and the mailslot datagram delivery service
(as specified in [MS-MAIL]), which are its transports.

The Messenger Service Remote Protocol uses NetBIOS names (as specified in [RFC1001] section 14
and [RFC1002] section 4.1) to identify message recipients.
1.5 Prerequisites/Preconditions

The messenger service name management protocol is an RPC interface and, as a result, has the
prerequisites specified in [MS-RPCE] as being common to RPC interfaces. Both the message client and
the message server must have working RPC implementations.

The messenger service messaging protocol also uses the mailslot (as specified in [MS-MAIL])
datagram delivery mechanism and the CIFS Protocol (as specified in [MS-CIFS]) for delivering
messages to remote machines, and, therefore, it depends on this mailslot delivery mechanism being
operational before the messenger service begins operation. For mailslot operational requirements, see
[MS-MAIL] sectionl.5. For the mailslot delivery mechanism, see [MS-CIFS] section2.2.5.12.

1.6 Applicability Statement

The messenger service name management protocol is suitable only for managing simple NetBIOS
names. The messenger service messaging protocol is suitable only for short, human-readable
messages that require no security and have no delivery guarantees.<1>

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

=  Supported transports: The Messenger Service Remote Protocol uses RPC over UDP (as specified in
MS-RPCE]), RPC over Named Pipes (for more information, see [PIPE]), SMB (as specified in [MS-
SMB]), and mailslots (as specified in [MS-MAIL]) for its transports.

= Protocol version: This protocol's RPC interfaces have a version number of 1.0.
= Security and authentication methods: See section 2.1.

= Capability negotiation: None.

1.8 Vendor-Extensible Fields

The Messenger Service Remote Protocol does not include any vendor-extensible fields.
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1.9 Standards Assignments

There are no standards assignments directly associated with this protocol.

This protocol does depend on RPC and uses the following RPC UUIDs:

= 17FDD703-1827-4E34-79D4-24A55C53BB37 (for name management methods)

. 5A7B91F8-FF00-11D0-A9B2-00C04FB6E6FC (for the NetrSendMessage method)

This protocol does use NetBIOS for message delivery in some cases. If NetBIOS is used on a TCP/IP
network, UDP port 138 may be used, and NetBIOS may need to perform other functions such as name
resolution on other ports (as specified in [RFC1001] and [RFC1002]) to support this protocol.

When this protocol uses named pipes, the pipe hame used is \PIPE\MSGSVC.

When this protocol uses mailslots for message delivery, the mailslot name used is \\recipient
name\MAILSLOT\MESSNGR where recipient name is the NetBIOS name of the intended recipient of
the message.

This protocol builds NetBIOS names using the convention defined in [MS-NBTE] section 1.8, with a
NetBIOS suffix value of 0x03.
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2 Messages

2.1 Transport

This protocol suite has a variety of transports, the use of which is detailed in the following sections.
Implementations MAY use any one of the transports.

2.1.1 RPC Transport

The Messenger Service Remote Protocol MUST use either the RPC over UDP protocol sequence
(NCADG_IP_UDP) or the RPC over Named Pipes (NCACN_NP) protocol sequence, as specified in [MS-
RPCE], depending on the interface used. When RPC over Named Pipes is used as the RPC protocol
sequence, the pipe name that MUST be used is \PIPE\MSGSVC. For the NCADG_IP_UDP, see section
3.2.4. For the NCACN_NP protocol, see section 3.1.4.

This protocol MUST use the following UUIDs:
= 17FDD703-1827-4E34-79D4-24A55C53BB37 (for recipient name management methods)
= 5A7B91F8-FF00-11D0-A9B2-00C04FB6E6FC (for the NetrSendMessage method)

This protocol MUST use RPC dynamic endpoints for RPC over TCP/IP, as specified in [C706] section 4.

For each recipient name registered with the message server, on each bound local area network
adapter (LANA), the message server MUST register the corresponding NetBIOS name using the
convention defined in [MS-NBTE] section 1.8, with a NetBIOS suffix value of 0x03.

This protocol allows any user to establish a connection to the RPC server. When using named pipes
as the RPC transport, the protocol uses the underlying RPC protocol to retrieve the identity of the
caller that made the method call, as specified in [MS-RPCE]. The message server SHOULD use this
identity to perform method-specific access checks, as specified in section 3.1.4.5. When using UDP as
the RPC transport, the protocol does not perform authentication.

2.1.2 Mailslots

This protocol MUST use the mailslot datagram delivery server, as specified in [MS-MAIL]. Mailslot
messages, specified in sections 3.2.4.4 and 3.2.4.5, MUST be sent to the following mailslot:
\\recipient name\MAILSLOT\MESSNGR.

The recipient name MUST be the NetBIOS name of the intended recipient of the message.

The message server MUST create this mailslot for each recipient name that is registered with the
message server before it can receive messages for that recipient.

When using mailslots to transport messages, the protocol does not perform authentication.

2.1.3 SMB

The Messenger Service Remote Protocol MUST use the SMB server, as specified in [MS-SMB]. SMB
messages are specified in sections 3.2.4.4 and 3.2.4.5.

SMB messages MUST always be sent to the NetBIOS name of the intended recipient of the message.

When using SMB to transport messages, the protocol does not perform authentication.
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2.2 Message Syntax

In addition to RPC base types, the following sections use the definition of DWORD, as specified in [MS-
DTYP].

2.2.1 Data Types

2.2.1.1 MSGSVC_HANDLE

MSGSVC_HANDLE is a null-terminated string that MUST denote the NetBIOS name (as specified in
RFC1001] section 14 and [RFC1002] section 4.1) or the fully qualified domain name (FQDN) of

the remote computer on which the method is to execute. See ServerName parameter in
NetrMessageNameAdd (Opnum 0) (section 3.1.4.1), NetrMessageNameEnum (Opnum

1) (section 3.1.4.2), NetrMessageNameGetInfo (Opnum 2) (section 3.1.4.3), and
NetrMessageNameDel (Opnum 3) (section 3.1.4.4).

This type is declared as follows:

typedef [handle] wchar t* MSGSVC HANDLE;

2.2.2 Structures

2.2.2.1 MSG_INFO_O

MSG_INFO_0 is a data structure that contains a string that specifies the recipient name to which a
message is to be sent.

typedef struct MSG INFO 0 {
[string] wchar t* msgi0O_name;
} MSG_INFO O,
*PMSG_INFO 0,
*LPMSG_INFO 0;

msgi0_name: Pointer to a buffer that receives the name string in UTF-16 format. There are two
sources for this parameter:

1. Itis the UTF-16 formatted Name parameter passed in NetrMessageNameGetInfo (section 3.1.4.3)
that has been verified to have an equivalent entry in the message table in section 3.1.1 according
to the following algorithm.

Function CompareName (passed in Unicode name)
Convert the name to uppercase as specified in [MS-UCODEREF] section 3.1.5.3
Convert the Unicode string to an OEM string as specified in [MS-UCODEREF] section 3.1.5.1.1
If OEM string is < 15 bytes
Pad to 15 bytes with spaces
If OEM string is > 15 bytes
Truncate to 15 bytes
For each table entry
Compare the resulting 15 bytes for equality with the first 15 bytes of the NetBIOS name
in the entry
If equal
Return True
End CompareName
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2. 1Itis returned in the InfoStruct parameter of NetrMessageNameEnum (section 3.1.4.2) in which it
was retrieved from the message table in section 3.1.1, the NetBIOS suffix and any trailing spaces
removed, and the remaining characters converted to UTF-16.

2.2.2.2 MSG_INFO_1

MSG_INFO_1 is a data structure that contains a string that specifies the recipient name to which a
message is to be sent.

typedef struct MSG INFO_ 1 {
[string] wchar t* msgil name;
DWORD msgil forward flag;
[string] wchar t* msgil forward;

} MSG_INFO 1,

*PMSG_INFO 1,

*LPMSG_INFO 1;

msgil_name: Pointer to a buffer that receives the name string in UTF-16 format. There are two
sources for this parameter:

1. Itis the UTF-16 formatted Name parameter passed in NetrMessageNameGetinfo (section 3.1.4.3)
that has been verified to have an equivalent entry in the message table in section 3.1.1 according
to the following algorithm.

Function CompareName (passed in Unicode name)
Convert the name to uppercase as specified in [MS-UCODEREF] section 3.1.5.3
Convert the Unicode string to an OEM string as specified in [MS-UCODEREF] section 3.1.5.1.1
If OEM string is < 15 bytes
Pad to 15 bytes with spaces
If OEM string is > 15 bytes
Truncate to 15 bytes
For each table entry
Compare the resulting 15 bytes for equality with the first 15 bytes of the NetBIOS name
in the entry
If equal
Return True
End CompareName

2. Itis returned in the InfoStruct parameter of NetrMessageNameEnum (section 3.1.4.2) in which it
was retrieved from the message table in section 3.1.1, the NetBIOS suffix and any trailing spaces
removed, and the remaining characters converted to UTF-16.

msgil_forward_flag: MUST be set to zero when sent and ignored on receipt.

msgil_forward: MUST be NULL and ignored on receipt.

2.2.2.3 MSG_INFO_O_CONTAINER

MSG_INFO_O_CONTAINER is a container structure that holds one or more MSG _INFO O structures.

typedef struct _MSG _INFO_0_ CONTAINER {

DWORD EntriesRead;

[size is(EntriesRead)] LPMSG INFO 0 Buffer;
} MSG INFO 0 CONTAINER,
*PMSG_INFO 0 CONTAINER,
*LPMSG_INFO 0 CONTAINER;
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EntriesRead: A 32-bit value that MUST denote the number of entries in Buffer.

Buffer: Pointer to a buffer that MUST contain one or more MSG_INFO_0 structures.

2.2.2.4 MSG_INFO_1_CONTAINER

MSG_INFO_1 CONTAINER is a container structure that holds one or more MSG INFO 1 structures.

typedef struct MSG INFO_ 1 CONTAINER {
DWORD EntriesRead;
[size is(EntriesRead)] LPMSG_INFO 1 Buffer;
} MSG_INFO 1 CONTAINER,
*PMSG_INFO 1 CONTAINER,
*LPMSG_INFO 1 CONTAINER;

EntriesRead: A 32-bit value that MUST denote the number of entries in Buffer.

Buffer: A pointer to a variable-size buffer that MUST contain one or more MSG_INFO_1 structures.

2.2.2.5 MSG_ENUM_STRUCT

MSG_ENUM_STRUCT is a container structure holding either one MSG INFO 0 CONTAINER container
or one MSG INFO 1 CONTAINER container. The structure also has a member to indicate what type of
container it contains.

typedef struct MSG ENUM STRUCT {
DWORD Level;
[switch is(Level)] union MSG ENUM UNION {
[case (0)]
LPMSGfINFOiOiCONTAINER LevelO;
[case (1) ]
LPMSG_INFO 1 CONTAINER Levell;
} MsgInfo;
} MSG_ENUM_STRUCT,
*PMSG ENUM STRUCT,
*LPMSG_ENUM_STRUCT;

Level: A 32-bit enumerated number that MUST denote the type of structure contained in Msglnfo. It
must be either 0 or 1.

MsgInfo: A pointer to a buffer that MUST contain a union that consists of either an
MSG_INFO_0_CONTAINER structure or an MSG_INFO_1 CONTAINER structure.

LevelO: If Level is 0, MsgInfo MUST contain an MSG_INFO_0_CONTAINER named Level0.
Levell: If Level is 1, MsgInfo MUST contain an MSG_INFO_1_CONTAINER named Levell.

2.2.2.6 MSG_INFO

MSG_INFO is a data structure that contains either an MSG _INFO 0 or an MSG INFO 1 structure.

typedef
[switch type (DWORD) ]
union MSG INFO {
[case (0)]
LPMSG_INFO_0 MsgInfoO;
[case (1) ]
LPMSG_INFO_1 MsgInfol;
} MSG_INFO,
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*PMSG_INFO,
*LPMSG_INFO;
MsgInfo0: A pointer to 