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Errata below are for Protocol Document Version V30.0 - 2018/09/12 

Errata 
Published* Description 

2020/09/28 In Section 3.1.1.1.2   Configurable Translation Database and Corresponding View, clarified the 
process to map the Security Principal SID from the ServiceName rather than the 
DisplayName. 

 

Changed from:  

 

The mapping rules are defined as follows: 

 

● Domain DNS Name, Additional Security Principal Name, User Principal Name, Default User 
Principal Names, and Security Principal SID History columns are left empty. 

● Security Principal SID is mapped from DisplayName in [MS-SCMR] section 3.1.1 using the 
following method: 

● Convert the DisplayName field to the uppercase, UTF-16 representation. 

● Take the SHA1 hash of the name: 

● Hash[0] denoting the first 4 bytes of the resulting hash as an unsigned integer. 

● Hash[1] denoting the second 4 bytes of the resulting hash as an unsigned integer. 

● And so on. 

● Create the SID using the following mapping: 

● S-1-5-80-hash[0]-hash[1]-hash[2]-hash[3]-hash[4] 

● Security Principal Name is mapped from DisplayName in [MS-SCMR] section 3.1.1. 

● Security Principal Type is mapped to SidTypeWellKnownGroup. 

 

Changed to:  

 

The mapping rules are defined as follows: 

● For all these entries:Domain DNS Name, Additional Security Principal Name, User Principal 
Name, Default User Principal Names, and Security Principal SID; the History columns are left 
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empty. 

● For the "NT SERVICE" domain entry, the mapping rules are defined as follows: 

● Security Principal Name is “NT SERVICE” 

● Service Principal SID is S-1-5-80 

● Security Principal Type is SidTypeDomain 

● For each service definition entry, the mapping rules are defined as follows: 

● Security Principal Name is mapped from the ServiceName in [MS-SCMR] section 
3.1.1. 

● Security Principal SID is mapped from the ServiceName in [MS-SCMR] section 
3.1.1 using the following method: 

● Convert the ServiceName field to the uppercase, UTF-16 representation. 

● Take the SHA1 hash of the name: 

● Hash[0] denoting the first 4 bytes of the resulting hash as an unsigned integer. 

● Hash[1] denoting the second 4 bytes of the resulting hash as an unsigned integer. 

● And so on. 

● Create the SID using the following mapping: 

● S-1-5-80-hash[0]-hash[1]-hash[2]-hash[3]-hash[4] 

● Security Principal Type is mapped to SidTypeWellKnownGroup. 

*Date format: YYYY/MM/DD 

 


