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1 Introduction

This document specifies the Group Policy: Firewall and Advanced Security Data Structure extension to
the Group Policy: Registry Extension Encoding, as specified in [MS-GPREG], and provides a
mechanism for an administrator to control any Firewall and Advanced Security behavior on a client
using group policy-based settings.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in [RFC2119]. Sections 1.5 and 1.9 are also
normative but do not contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are specific to this document:

Active Directory: A general-purpose network directory service. Active Directory also refers to
the Windows implementation of a directory service. Active Directory stores information about
a variety of objects in the network. Importantly, user accounts, computer accounts, groups, and
all related credential information used by the Windows implementation of Kerberos are stored in
Active Directory. Active Directory is either deployed as Active Directory Domain Services (AD
DS) or Active Directory Lightweight Directory Services (AD LDS). [MS-ADTS] describes both
forms. For more information, see [MS-AUTHSOD] section 1.1.1.5.2, Lightweight Directory
Access Protocol (LDAP) versions 2 and 3, Kerberos, and DNS.

administrative template: A file associated with a Group Policy Object (GPO) that combines
information on the syntax of registry-based policy settings with human-readable descriptions of
the settings, as well as other information.

client-side extension GUID (CSE GUID): A GUID that enables a specific client-side extension
on the Group Policy client to be associated with policy data that is stored in the logical and
physical components of a Group Policy Object (GPO) on the Group Policy server, for that
particular extension.

computer-scoped Group Policy Object path: A scoped Group Policy Object (GPO) path that
ends in "\Machine".

distinguished name (DN): A name that uniquely identifies an object by using the relative
distinguished name (RDN) for the object, and the names of container objects and domains that
contain the object. The distinguished name (DN) identifies the object and its location in a tree.

domain: A set of users and computers sharing a common namespace and management
infrastructure. At least one computer member of the set must act as a domain controller (DC)
and host a member list that identifies all members of the domain, as well as optionally hosting
the Active Directory service. The domain controller provides authentication (2) of members,
creating a unit of trust for its members. Each domain has an identifier that is shared among its
members. For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Group Policy Object (GPO): A collection of administrator-defined specifications of the policy
settings that can be applied to groups of computers in a domain. Each GPO includes two
elements: an object that resides in the Active Directory for the domain, and a corresponding
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file system subdirectory that resides on the sysvol DFS share of the Group Policy server for the
domain.

policy setting: A statement of the possible behaviors of an element of a domain member
computer's behavior that can be configured by an administrator.

registry: A local system-defined database in which applications and system components store and
retrieve configuration data. It is a hierarchical data store with lightly typed elements that are
logically stored in tree format. Applications use the registry API to retrieve, modify, or delete
registry data. The data stored in the registry varies according to the version of Windows.

registry policy file: A file associated with a Group Policy Object (GPO) that contains a set of
registry-based policy settings.

tool extension GUID or administrative plug-in GUID: A GUID defined separately for each of
the user policy settings and computer policy settings that associates a specific administrative
tool plug-in with a set of policy settings that can be stored in a Group Policy Object (GPO).

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-FASP] Microsoft Corporation, "Firewall and Advanced Security Protocol".

[MS-GPOL] Microsoft Corporation, "Group Policy: Core Protocol".

[MS-GPREG] Microsoft Corporation, "Group Policy: Registry Extension Encoding".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC4122] Leach, P., Mealling, M., and Salz, R., "A Universally Unique Identifier (UUID) URN
Namespace", RFC 4122, July 2005, http://www.ietf.org/rfc/rfc4122.txt

[RFC4234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", RFC
4234, October 2005, http://www.rfc-editor.org/rfc/rfc4234.txt

[RFC4291] Hinden, R. and Deering, S., "IP Version 6 Addressing Architecture", RFC 4291, February
2006, http://www.ietf.org/rfc/rfc4291.txt
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1.2.2 Informative References

[MSDN-RegisterGPNotification] Microsoft Corporation, "RegisterGPNotification function”,
http://msdn.microsoft.com/en-us/library/aa374404(VS.85).aspx

1.3 Protocol Overview (Synopsis)

The Group Policy: Firewall and Advanced Security Data Structure provides a mechanism for an
administrator to control Firewall and Advanced Security behavior of the client through group policy
using the Group Policy: Registry Extension Encoding specified in [MS-GPREG].

1.3.1 Background

The Group Policy: Core Protocol (as specified in [MS-GPOL]) allows clients to discover and retrieve
policy settings created by administrators of a domain. These settings are persisted within Group
Policy Objects (GPOs) that are assigned to the policy target accounts in the Active Directory. On
each client, each GPO is interpreted and acted upon by software components known as client plug-ins.
The client plug-ins responsible for a given GPO are specified using an attribute on the GPO. This
attribute specifies a list of globally unique identifier (GUID) lists. The first GUID of each GUID list
is referred to as a client-side extension GUID (CSE GUID). Other GUIDs in the GUID list are
referred to as tool extension GUIDs. For each GPO that is applicable to a client, the client consults
the CSE GUIDs listed in the GPO to determine which client plug-in on the client should handle the
GPO. The client then invokes the client plug-in to handle the GPO.

Registry-based settings are accessible from a GPO through the Group Policy: Registry Extension
Encoding protocol, which is a client plug-in. The protocol provides mechanisms both for administrative
tools to obtain metadata about registry-based settings and for clients to obtain applicable registry-
based settings.

Group Policy: Firewall and Advanced Security Data Structure settings may be administered using
administrative templates (as specified in [MS-GPREG] section 2.2.2). An administrative template is
a file associated with a GPO that combines information on the syntax of registry-based settings with
human-readable descriptions of the settings as well as other information. Administrative tools use
administrative templates to allow administrators to configure registry-based settings for applications
on clients.

Group Policy: Registry Extension Encoding settings are specified using registry policy files (as
specified in [MS-GPREG] section 2.2.1). An administrative tool uses the information within the
administrative template to write out a registry policy file and associate it with a GPO. The Group
Policy: Registry Extension Encoding plug-in on each client reads registry policy files specified by
applicable GPOs and applies their contents to its registry.

Administrative templates support a limited subset of the syntax for registry policy files. As a result,
not all registry-based settings may be expressed using administrative templates. Such registry-based
settings may be implemented using a custom user-interface that does not rely on administrative
templates. One example of such registry-based settings is those belonging to the Firewall and
Advanced Security component, which are described in this document.

1.3.2 Firewall and Advanced Security Extension Encoding Overview

Firewall and Advanced Security policies are configurable from a GPO through the Group Policy:
Firewall and Advanced Security Data Structure. The Firewall and Advanced Security component has
complex settings not expressible through administrative templates and for this reason it implements a
custom UI that can author registry policy files containing the encodings of the settings described in
this document. Because the Firewall and Advanced Security policies are applied to the whole machine,
the Group Policy: Firewall and Advanced Security Data Structure protocol uses the Computer Policy
Mode specified in [MS-GPREG] section 1.3.2.
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This protocol provides mechanisms both for Group Policy administrators to deploy policies and for
clients to obtain the applicable policies to enforce them. Thus, the protocol consists of two
components: an administrative plug-in and a client.

The Group Policy: Firewall and Advanced Security Data Structure administrative plug-in is invoked by
an administrative tool. It is responsible for loading and updating the Firewall and Advanced Security
settings contained within a specified GPO. It understands how to translate these settings to and from
the encodings described in section 2.2.

The Group Policy: Firewall and Advanced Security Data Structure client is responsible for applying the
Firewall and Advanced Security settings configured through Group Policy to the local Firewall and
Advanced Security Protocol server. Group Policy: Firewall and Advanced Security Data Structure does
not implement its own Client-Side Extension as defined in [MS-GPOL] section 3.2.1.24; instead, it
relies on the Group Policy: Registry Extension Encoding Client-Side Extension. Thus, the processing of
Firewall and Advanced Security policies on the client computer is divided into two distinct stages. First,
the Group Policy: Registry Extension Encoding client plug-in copies the settings from the GPO to the
registry, and then the Group Policy: Firewall and Advanced Security Data Structure client reads the
settings from the registry and applies them to the local Firewall and Advanced Security Protocol
server.

The application of Firewall and Advanced Security policies is done as follows:

1. An administrator invokes a Group Policy Protocol Administrative Tool, as specified in [MS-GPOL]
section 3.3.1.1, on the administrator's computer in order to administer the Firewall and Advanced
Security settings of a GPO.

2. The administrative tool invokes the Group Policy: Firewall and Advanced Security Data Structure
administrative plug-in to load the current policy settings. The administrative plug-in loads the
settings through the Group Policy: Registry Extension Encoding administrative plug-in by invoking
the Load Policy Settings event, as specified in [MS-GPREG] section 3.1.4.1.

3. The administrative tool displays these policy settings to the administrator in a custom UI, which
enables the administrator to make changes if needed.

4. If the administrator makes any changes to the policy settings, the administrative tool invokes the
Group Policy: Firewall and Advanced Security Data Structure administrative plug-in to update the
settings in the GPO. The administrative plug-in updates the settings through the Group Policy:
Registry Extension Encoding administrative plug-in by invoking the Update Policy Settings event,
as specified in [MS-GPREG] section 3.1.4.2. During the processing of this event, the Group Policy:
Registry Extension Encoding's CSE GUID is written to the GPO. After updating the settings, the
administrative plug-in uses Group Policy: Core Protocol to update the version number associated
with the GPO by invoking the Group Policy Extension Update event, as specified in [MS-GPOL]
section 3.3.4.4.

5. A client computer affected by that GPO is started (or is connected to the network, if this happens
after the client starts), and Group Policy: Core Protocol is invoked by the client to retrieve Policy
Settings from the Group Policy server. As part of the processing of Group Policy: Core Protocol,
the Group Policy: Registry Extension Encoding's CSE GUID is read from this GPO, and this
instructs the client to invoke a Group Policy: Registry Extension Encoding client plug-in component
for Policy Application.

6. In processing the Policy Application portion of Group Policy: Registry Extension Encoding, the
client parses the settings and then saves the settings in the registry. The Firewall and Advanced
Security policies are stored under the Software\Policies\Microsoft\WindowsFirewall\ registry key.

7. After all Client-Side Extensions (including the Group Policy: Registry Extension Encoding client
plug-in) have completed processing, Group Policy: Core Protocol signals the Policy Application
event, as specified in [MS-GPOL] section 3.2.7.3, to notify the Group Policy: Firewall and
Advanced Security Data Structure client.
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8. The Group Policy: Firewall and Advanced Security Data Structure client parses the Firewall and
Advanced Security settings from the Software\Policies\Microsoft\WindowsFirewall\ registry key.
The client then passes these settings to the Group Policy: Firewall and Advanced Security Data
Structure server for enforcement by invoking the SetGroupPolicyRSoPStore abstract interface, as
specified in [MS-FASP] section 3.1.6.4.

1.4 Relationship to Other Protocols

This protocol depends on the Group Policy: Core Protocol (as specified in [MS-GPOL]) to provide a list
of applicable GPOs.

Group Policy: Firewall and Advanced Security Data Structure configures settings that are used by the
Firewall and Advanced Security Protocol specified in [MS-FASP]. These settings are defined in [MS-
FASP] section 3.1.1.

For policy administration, the Group Policy: Firewall and Advanced Security Data Structure depends on
the Group Policy: Registry Extension Encoding (specified in [MS-GPREG]) to store settings from in the
GPO. For policy application, the Group Policy: Firewall and Advanced Security Data Structure depends
on Group Policy: Registry Extension Encoding to retrieve settings from a GPO and to populate settings
in the client registry. Group Policy: Registry Extension Encoding in turn depends on remote file access
to read and write these settings from the GPO. Thus the Group Policy: Firewall and Advanced Security
Data Structure has an indirect dependency on remote file access.

. Group Policy: Firewall and
Flrewlall and Advanced | — Configures - = Advanced Security
| Security Data Structure Protocal [MS-FASP]
i [MS-GPFAS]
s
s
s
s
-
Group Policy Core |7
Protocol [MS-GPOL] N Invokes
N

‘ Group Policy: Registry
Extension Encoding
[MS-GPREG]

'

File Access Services
[MS-FASOD]

Figure 1: Group Policy: Firewall and Advanced Security Data Structure protocol relationship
diagram
1.5 Prerequisites/Preconditions

The prerequisites for this protocol are the same as those for the Group Policy: Registry Extension
Encoding.
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In addition, a client must have a system/subsystem capable of executing commands at
startup/shutdown time because the Computer Policy Mode of the Group Policy: Registry Extension
Encoding is used.

1.6 Applicability Statement

Group Policy: Firewall and Advanced Security Data Structure is applicable only while transported under
the Group Policy: Registry Extension Encoding and within the Group Policy: Core Protocol framework.
Group Policy: Firewall and Advanced Security Data Structure can be used to express the required
Firewall and Advanced Security policy of the client.

This protocol is also applicable only when the requirement is for many clients to get the same Firewall
and Advanced Security policies. To configure individual clients with custom Firewall and Advanced
Security policies, the Firewall and Advanced Security Protocol (as specified in [MS-FASP]) can be used
instead.

The protocol should not be used in any other context.

1.7 Versioning and Capability Negotiation
This document covers versioning and capability negotiation issues in the following areas:

=  Protocol Versions: This protocol has a policy version. This version (also called the inherent version
of the component or the maximum supported schema version of the component), can be tied to
policies and specific policy objects, as defined in section 2.2.<1>

= Capability Negotiation: A configuration option defined in section 2.2 contains the maximum policy
version encoded in the policy settings. Policy Objects also specify the policy version in which they
are encoded. Lastly, a client component implementing the Group Policy: Firewall and Advanced
Security Data Structure has an inherent maximum policy version it supports. Using this
information, a client can understand what can and cannot be expected in these encodings, what
must be parsed and what must be ignored. The settings in section 2.2 are defined in terms of
these policy versions when appropriate. No other negotiation capabilities, version-specific or
otherwise, are present in this protocol.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

This protocol defines the administrative tool's extension GUID standards assignments, as specified in

MS-GPOL] section 1.8. It also defines a base registry key where the settings of this protocol are
stored on registry policy files using Group Policy: Registry Extension Encoding. The assignments are as
follows.

Parameter Value

Tool extension GUID {b05566ac-fe9c-4368-be01-7a4cbb6cball}

Policy Base registry key | Software\Policies\Microsoft\WindowsFirewall\

When a GPO is modified, the Tool Extension GUID value is written to the GPO by the administrative
plug-in tools that are part of Windows.
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2 Messages

2.1 Transport

The Group Policy: Firewall and Advanced Security Data Structure's administrative plug-in uses the
transport specified in [MS-GPOL] to read and modify settings in the central policy store. Specifically, it
uses remote file access for reading, updating, creating, and deleting the group policy settings.
Information is retrieved from the policy store and written to the client's registry by the Group Policy:
Registry Extension Encoding ([MS-GPREG] section 3.2), using remote file access.

2.2 Message Syntax

2.2.1 Global Policy Configuration Options

The Global Policy Configuration Options are values that represent the enumeration values of the
FW_GLOBAL_CONFIG enumeration type as defined in [MS-FASP] section 2.2.41. Note that the
following global policy configuration options supported by the Firewall and Advanced Security Protocol
specified in [MS-FASP] are read-only, and thus cannot be configured through this protocol:

= FW_GLOBAL_CONFIG_POLICY_VERSION_SUPPORTED
= FW_GLOBAL_CONFIG_CURRENT_PROFILE
= FW_GLOBAL_CONFIG_BINARY_VERSION_SUPPORTED

2.2.1.1 Disable Stateful FTP

Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "DisableStatefulFTP"

Type: REG_DWORD.

Size: Equal to the size of the Data field.

Data: An unsigned, 32-bit integer value for which possible values are 0x00000000 or 0x00000001.
This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_DISABLE_STATEFUL_FTP enumeration value as defined in [MS-FASP
section 2.2.41.

2.2.1.2 Disable Stateful PPTP

Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "DisableStatefulPPTP"

Type: REG_DWORD.

Size: Equal to the size of the Data field.

Data: An unsigned, 32-bit integer value for which possible values are 0x00000000 or 0x00000001.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_DISABLE_STATEFUL_PPTP enumeration value as defined in [MS-FASP
section 2.2.41.
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2.2.1.3 Security Associations Idle Time
Key: Software\Policies\Microsoft\WindowsFirewall\
Value: "SAIdITime"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is an unsigned 32-bit integer value.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_SA_IDLE_TIME enumeration value as defined in [MS-FASP] section 2.2.41.

2.2.1.4 Preshared Key Encoding

Key: Software\Policies\Microsoft\WindowsFirewall\
Value: "PresharedKeyEncoding"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is a 32-bit value consisting of the following value.

Value Meaning

0x00000001 | This value represents the enumeration value
FW_GLOBAL_CONFIG_PRESHARED_KEY_ENCODING_UTF_8 as defined in [MS-FASP
section 2.2.39.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_PRESHARED_KEY_ENCODING enumeration value as defined in [MS-FASP]
section 2.2.41.

2.2.1.5 IPsec Exemptions

Key: Software\Policies\Microsoft\WindowsFirewall\
Value: "IPsecExempt"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is a 32-bit value consisting of the bitwise OR of zero or more of the following flags.

Value Meaning

0x00000001 | This value represents the FW_GLOBAL_CONFIG_IPSEC_EXEMPT_NEIGHBOR_DISC
enumeration value as defined in [MS-FASP] section 2.2.38.

0x00000002 | This value represents the FW_GLOBAL_CONFIG_IPSEC_EXEMPT_ICMP enumeration value as
defined in [MS-FASP] section 2.2.38.

0x00000004 | This value represents the FW_GLOBAL_CONFIG_IPSEC_EXEMPT_ROUTER_DISC
enumeration value as defined in [MS-FASP] section 2.2.38.

0x00000008 | This value represents the FW_GLOBAL_CONFIG_IPSEC_EXEMPT_DHCP enumeration value as
defined in [MS-FASP] section 2.2.38.
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This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_PRESHARED_KEY_ENCODING enumeration value as defined in [MS-FASP]
section 2.2.41.

2.2.1.6 Certificate Revocation List Check

Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "StrongCRLCheck"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is a 32-bit value.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_CRL_CHECK enumeration value as defined in [MS-FASP] section 2.2.41.

2.2.1.7 IPsec Through NATs

Key: Software\Policies\Microsoft\WindowsFirewall\
Value: "IPsecThroughNAT"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is a 32-bit value consisting of one of the following flags, all defined in [MS-FASP
section 2.2.40.

Value Meaning
0x00000000 | This value represents the FW_GLOBAL_CONFIG_IPSEC_THROUGH_NAT_NEVER enumeration
value.

0x00000001 | This value represents the enumeration value
FW_GLOBAL_CONFIG_IPSEC_THROUGH_NAT_SERVER_BEHIND_NAT.

0x00000002 | This value represents the
FW_GLOBAL_CONFIG_IPSEC_THROUGH_NAT_SERVER_AND_CLIENT_BEHIND_NAT
enumeration value.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_IPSEC_THROUGH_NAT enumeration value as defined in [MS-FASP] section
2.2.41.

2.2.1.8 Policy Version

Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "PolicyVersion"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: This field is a 32-bit value.
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This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_POLICY_VERSION enumeration value as defined in [MS-FASP] section
2.2.41.

2.2.1.9 Tunnel Remote Machine Authorization List
Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "IPsecTunnelRemoteMachineAuthorizationList"
Type: REG_SZ.

Size: Equal to size of the Data field.

Data: A variable-length, null-terminated Unicode string.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_IPSEC_TUNNEL_REMOTE_MACHINE_AUTHORIZATION_LIST
enumeration value as defined in [MS-FASP] section 2.2.41.

2.2,1.10 Tunnel Remote User Authorization List
Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "IPsecTunnelRemoteUserAuthorizationList"

Type: REG_SZ.

Size: Equal to size of the Data field.

Data: A variable-length, null-terminated Unicode string.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_IPSEC_TUNNEL_REMOTE_USER_AUTHORIZATION_LIST enumeration
value as defined in [MS-FASP] section 2.2.41.

2.2.1.11 Opportunistically Match Authentication Set Per Key Module

Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "IPsecOpportunisticallyMatchAuthSetPerKM"

Type: REG_DWORD.

Size: Equal to size of the Data field.

Data: An unsigned, 32-bit integer value for which possible values are 0x00000000 or 0x00000001.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_OPPORTUNISTICALLY_MATCH_AUTH_SET_PER_KM enumeration value
as defined in [MS-FASP] section 2.2.41.

2.2.1.12 Transport Remote Machine Authorization List
Key: Software\Policies\Microsoft\WindowsFirewall\
Value: "IPsecTransportRemoteMachineAuthorizationList"

Type: REG_SZ.
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Size: Equal to size of the Data field.
Data: A variable-length, null-terminated Unicode string.

This value represents the contents assigned to the configuration option represented by the
FW_GLOBAL_CONFIG_IPSEC_TRANSPORT_REMOTE_MACHINE_AUTHORIZATION_LIST
enumeration value as defined in [MS-FASP] section 2.2.41.

2.2.1.13 Transport Remote User Authorization List
Key: Software\Policies\Microsoft\WindowsFirewall\

Value: "IPsecTransportRemoteUserAuthorizationList"

Type: REG_SZ.

Size: Equal to size of the Data field.

Data: A variable-length, null-terminated Unicode string.

This value represents the contents assigned to the configu