[MS-DVRE-Diff]:

Device Registration Enroliment Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.
Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.
Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024


https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://aka.ms/AA9ufj8
https://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

8/8/2013 1.0 New Released new document.
No changes to the meaning, language, or formatting of the

11/14/2013 | 1.0 None technical content.

2/13/2014 2.0 Major Significantly changed the technical content.

5/15/2014 3.0 Major Significantly changed the technical content.

6/30/2015 4.0 Major Significantly changed the technical content.

10/16/2015 | 4.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

7/14/2016 5.0 Major Significantly changed the technical content.

6/1/2017 5.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

9/15/2017 6.0 Major Significantly changed the technical content.
No changes to the meaning, language, or formatting of the

12/1/2017 6.0 None technical content.

9/12/2018 7.0 Major Significantly changed the technical content.

4/7/2021 8.0 Major Significantly changed the technical content.

4/23/2024 9.0 Majo Significantly changed the technical content.

2/ 38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



Table of Contents

B N 12 1o T L1 ot of ' Y 1 5
1.1 (8] o)s =1 0=Te IST=ToluTo) o) I 1 Lo 11=T-1 VPP 5
1.2 ] =] =] g ol PP 6

1.2.1 (Updated Section) Normative ReferenCes......coviiiiiiiiiiiiiiiii e 6

1.2.2 INfOrmMative REFEIENCES .. vttt e e e e ae e 8
1.3 L Y] Y 8
1.4 Relationship to Other ProtoCoIS ..uouiiuiir i e 8
1.5 Prerequisites/PreConditions .......c.oiiieiiiiiii e 9
1.6 Applicability StatemMENt ... e 10
1.7 Versioning and Capability Negotiation ..o 10
1.8 Vendor-EXtensible Fields ....o.viieiiiiii i e e 10
1.9 Standards ASSIGNMENTS. ... . 10

A 1 [T =T T o 1= 11
2.1 I r= 1 .17 oo ] o o PP 11
2.2 CommON MESSAGE SYNTAX .iuuiuiitiiitiiiti ittt a e e st e 11

2.2.1 NN F= T g g =TS o= [ ol =T PP 11
2.2.2 TS T = 11
2.2.3 1] 0 0= o | = PP 12
2.2.4 (00T g¥ o] 1=t QN NV 0T PP, 12
2.2.5 1 L] o] TSI 1Y 5= PPN 12
2.2.6 AT UL S vt 12
2.2.7 L] (o 11 o 1= PP 12
2.2.8 AL DULE GrOUPDS v 12
2.2.9 Common Data StrUCTUIES .. s e e ae s 12
2.3 Directory Service Schema Elements ....cooiiiiiiiiiiii e 12
2.3.1 MS-DS-IssUEr-CertifiCates. ..o 13
2.3.2 mMs-DS-Issuer-Public-Certificates ....oviiiiiiiii 13
2.3.3 Alt-SeCUNtY-TdENtiiES . vt 13

3 Protocol Details ...ciiciiiammmmmimie s sra s sssssaa s ssa s sra s ssassanssassassassansassansansnnsnnsnnsnnnsa 14

3.1 IWindowsDeviceEnrollmentService Server Details ......cocviiiiiiiiiiiiiic e 14
3.1.1 AbSEract Data MOl ....cvviiiiiii i 16
3.1.2 LI L. L= 1= PP 16
3.1.3 | T = | = T ] o PPN 16
3.1.4 Message Processing Events and Sequencing Rules .........c.cooviiiiiiiiiiiineene, 16

3.1.4.1 ReqUESESECUNIEY TOKEN 1.ttt aeas 16
3.1.4.1.1 MBS SAGES Lttt 17

3.1.4.1.1.1
IWindowsDeviceEnrollmentService_RequestSecurityToken_InputMessag
€ MBS S0 ettt 17

3.1.4.1.1.2
IWindowsDeviceEnrollmentService_RequestSecurityToken_OutputMessa
Lo T3 =TT T 1= 19

3.1.4.1.1.3
IWindowsDeviceEnrollmentService_RequestSecurityToken_WindowsDev
iceEnrollmentServiceErrorFault_FaultMessage Message .................. 20
3.1.4.1.2 B MBS ettt 20
3.14.1.2.1 WindowsDeviceEnrollmentServiceError.....covvviiiiiiiiiiiiiiiiiiiiens 21
3.1.4.1.2.2 WSS S CUINIEY 1ttt ittt s as 21
3.1.4.1.2.3 wsse:BinarySecurity TOKEN .....vviiii e 21
3.1.4.1.2.4 WSt:RequestSecUrity TOKEN ... e 21
3.1.4.1.2.5 WSEIREQUESETYPE 1iviiiiiiiiiiii e 21
3.1.4.1.2.6 S ol e =T I/ o 1= P 21
3.1.4.1.2.7 AC:AdditioNalCoNtEXE vttt 21
3.1.4.1.2.8 F= Tol @] ) =4 L= o o PP 21
3.1.4.1.2.9 wst:RequestSecurityTokenResponseCollection ..........coevveviiiininennns 21

3/ 38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



3.1.4.1.2.10  wst:RequestSecurity TOKENRESPONSE.......cuiuiiiiiiieiiiiiiieeeeeeans 21

3.1.4.1.2.11 wst:RequestedSecurityTOKEN.....cciiiiiiiiiiici e rens 22

3.1.4.1.2.12  Provisioning Document Schema ..........ccooviiiiiiiic 22

3.1.4.1.3 (0] ap] 0] [0 QR 1Y/ 0 =1 PP 22

3.1.4.1.3.1 WindowsDeviceEnrollmentServiCeError ......ovvviiiiiiiiiieiienee e 22

3.1.4.1.4 SIMPIE TYPES it 23

3.14.1.4.1 WinDeviceEnrollmentServiceErrorTYPE .ovviiiiiiiii i ceee s 23

3.1.4.2 Processing RUIES ......cieiiii e 23

3.1.4.2.1 New Request ProCeSSING ...ciiiiiiireiiiii it i i ae s e e e anneaaneaas 24

3.1.5 LT =T 2= ) = 25

3.1.6 (0o =T ol o Tot= Y I V=T o | = PP, 25

4 Protocol EXamples ..icuiciiiiiiimimiiie s srs s s ssasna s sssssssssassansasnansanssassnsnnnsansnns 26

1 RequestSecurityToken Request/Response Message SeqUENCE.........cevvvernininenninnnss 26

4.1.1 Client RequestSecurityTOKEN MESSAgE .. .ivuiiiiii it e 26

4.1.2 Server RequestSecurityToken RESPONSE ......ccvviiiiiiiiiiiiiiii e 28

4.1.3 SOAP FaUIL ot a 29

4.1.4 Provisioning Document EXample ... 30

L =T oL 1 31

1 Security Considerations for Implementers ......ccoviiiiiiiiiii e 31

2 Index Of SECUritY ParameEters .....ueieieiiiiee e e e e e e e e e e e e e e anees 31

6 Appendix A: FUll WSDL ....ccuicieiimrerummarsnmessesassasessassssssasssssssssassassssnsassnssssasassnssssasansns 32

7 (Updated Section) Appendix B: Product Behavior......c.ccvieiierieriessamsasmsnsasssassnssassanss 34

8 Change TracKiNg..iciicveriereriararsarariasassasassassnsasassassnsasassassnsasassassnsasansassnsasassnssnsansnnnsss 35

£ T 13 e 1= TR 36
4/ 38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



1 Introduction

The Device Registration Enrollment Protocol provides a lightweight mechanism for registering personal
or corporate-owned devices with a workplace.

Whereas the discovery of information needed to register devices is obtained by use of the Device
Registration Discovery Protocol [MS-DVRD], the Device Registration Enrollment Protocol, defined in
this specification, makes use of that information to register a device in the device registration service.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 (Updated Section) Glossary
This document uses the following terms:

access control list (ACL): A list of access control entries (ACEs) that collectively describe the
security rules for authorizing access to some resource; for example, an object or set of objects.

Active Directory: The Windows implementation of a general-purpose directory service, which uses
LDAP as its primary access protocol. Active Directory stores information about a variety of
objects in the network such as user accounts, computer accounts, groups, and all related
credential information used by Kerberos [MS-KILE]. Active Directory is either deployed as Active
Directory Domain Services (AD DS) or Active Directory Lightweight Directory Services (AD LDS),
which are both described in [MS-ADOD]: Active Directory Protocols Overview.

administrator: A user who has complete and unrestricted access to the computer or domain.

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

distinguished name (DN): A name that uniquely identifies an object by using the relative
distinguished name (RDN) for the object, and the names of container objects and domains that
contain the object. The distinguished name (DN) identifies the object and its location in a tree.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

object identifier (OID): In the context of an object server, a 64-bit number that uniquely
identifies an object.
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security identifier (SID): An identifier for security principals that is used to identify an account
or a group. Conceptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority, termed
the relative identifier (RID). The SID format is specified in [MS-DTYP] section 2.4.2; a string
representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD] section 1.1.1.2.

SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using
a URI value. See [SOAP1.1] section 6.1.1 for more information.

SOAP body: A container for the payload data being delivered by a SOAP message to its recipient.
See [SOAP1.2-1/2007] section 5.3 for more information.

SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-
1/2007] section 5.4 for more information.

SOAP header: A mechanism for implementing extensions to a SOAP message in a decentralized
manner without prior agreement between the communicating parties. See [SOAP1.2-1/2007]
section 5.2 for more information.

SOAP message: An XML document consisting of a mandatory SOAP envelope, an optional SOAP
header, and a mandatory SOAP body. See [SOAP1.2-1/2007] section 5 for more information.

user principal name (UPN): A user account name (sometimes referred to as the user logon
name) and a domain name that identifies the domain in which the user account is located. This
is the standard usage for logging on to a Windows domain. The format is:
someone@example.com (in the form of an email address). In Active Directory, the
userPrincipalName attribute of the account object, as described in [MS-ADTS].

WSDL message: An abstract, typed definition of the data that is communicated during a WSDL
operation [WSDL]. Also, an element that describes the data being exchanged between web
service providers and clients.

WSDL operation: A single action or function of a web service. The execution of a WSDL operation
typically requires the exchange of messages between the service requestor and the service
provider.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 (Updated Section) Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

B B
"JSON Web Token JWT", draft-ietf-oauth-json-web-tokengasau=ttmliEY 2013,
p/#t66 i//datatrackerf=uiffe]gey/ html/draft-ietf-oauth-json-web-token-08

Note There are 32 versions up to RFC7519.

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

6/38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



[MS-ADA2] Microsoft Corporation, "Active Directory Schema Attributes M".

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".
[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes".

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".
[MS-NETTR] Microsoft Corporation, ".NET Tracing Protocol".

[MS-WSTEP] Microsoft Corporation, "WS-Trust X.509v3 Token Enrollment Extensions".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, m:ﬁwww.rfc-editor.org/rfc2119.;“=

[RFC2616] Fielding, R., Gettys, 1., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999,m://www.rfc-editor.org/ rfc261 6

[RFC2986] Nystrom, M. and Kaliski, B., "PKCS#10: Certificate Request Syntax Specification", RFC
2986, November 2000, http://www.@.org/@/rchBG%

[RFC4211] Schaad, J., "Internet X.509 Public Key Infrastructure Certificate Rleg!uest Message Format
(CRMF)", RFC 4211, September 2005, http://www.rfc-editor.org/rfc/rfc4211g24:

[RFC5280] Cooper, D., Santesson, S., Farrell, S., et al., "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 5280, May 2008,

httphttosH/INictfrfceditorlelylfeinfolluisPiEly. it

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soap12-
part1-20030624

[SOAP1.2-2/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2:
Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soapl2-part2-
20030624

[WSA1.0-WSDLBinding] W3C, "WS-Addressing 1.0 WSDL Binding Namespace", W3C
Recommendation, http://www.w3.0rg/2006/05/addressing/wsdl/

[WSDLSOAP] Angelov, D., Ballinger, K., Butek, R., et al., "WSDL 1.1 Binding Extension for SOAP 1.2",
W3C Member Submission, April 2006, http://www.w3.0rg/Submission/2006/SUBM-wsdl11soap12-
20060405/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, Biaasuater: //www.w3.0rg/TR/2001/NOTE-wsdl-
20010315

[WSFederation] Kaler, C., Nadalin, A., Bajaj, S., et al., "Web Services Federation Language (WS-
Federation)", Version 1.1, December 2006, http://specs.xmlsoap.org/ws/2006/12/federation/ws-
federation.pdf

[WSS] OASIS, "Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)", February
2006, @://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-
SOAPMessageSecurity.pdf

[WSTrust1.3! Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-Trust 1.3", [0ASIERSIElsElfsiMarch
2007, |siagzaiudels: //docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.html
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[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, TSI\ \ww.w3.0rg/TR/2009/REC-xmi-names-
20091208/

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, Faaaaases: //www.w3.0rg/TR/2001/REC-xmlschema-
1-20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, m://www.w&org/TR/ZOO1/REC—meschema—2—20010502/

1.2.2 Informative References

[MS-DVRD] Microsoft Corporation, "Device Registration Discovery Protocol".

1.3 Overview

The Device Registration Enrollment Protocol provides for issuance of X.509v3 digital certificates, and is
intended for use as a lightweight device registration server. The server is known in WS-Trust
[WSTrust1.3] terminology as a security token service (STS). The protocol is based loosely on [MS-
WSTEP].

This document defines and uses the following term:

Directory Server: Refers to the directory database that will store the device-object record and policy
information for the server.

Directory

Client Server Server

———————Request —————— = :
i Create device object —I-
-q —————— Response———————i

ut -ReguestSecurityTokenResponse - — _.

Figure 1: Typical sequence diagram for Device Registration

1.4 Relationship to Other Protocols

The following figure shows the Device Registration Enrollment protocol stack diagram.
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[MS-DVRE] This protocol

A

WS-Trust

WS-Security

SOAP

>_I ndustry

HTTPS standard

TCP

1P

Figure 2: Device Registration Enroliment protocol stack

The Device Registration Enrollment protocol makes use of the Hypertext Transfer Protocol over Secure
Sockets Layer (HTTPS) and SOAP protocols for messaging and security.

1.5 Prerequisites/Preconditions

The Device Registration Enrollment protocol issues X.509v3 certificates that have a corresponding
relationship with a device object represented in a directory server. A server implementation of the
protocol requires the functionality of a certificate authority and a directory server.

This protocol requires that the following state changes be made to Active Directory.

1. Create an instance of the ms-DS-Device-Registration-Service-Container class in the
directory.

2. Create an instance of the ms-DS-Device-Registration-Service class as a child of the container
object created in the previous step with the following attributes.

1. Set the ms-DS-Registration-Quota attribute of the ms-DS-Device-Registration-Service
object to 10.

2. Set the ms-DS-Maximum-Registration-Inactivity-Period attribute of the ms-DS-Device-
Registration-Service object to 90.

3. Set the ms-DS-Is-Enabled attribute of the ms-DS-Device-Registration-Service object to
TRUE.
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4. Set the ms-DS-Device-Location attribute of the ms-DS-Device-Registration-Service
object to a distinguished name (DN) of a container location in the directory. The container is of
class ms-DS-Device-Container.

3. Generate a certificate signing certificate. The certificate and private key is stored in the ms-DS-
Issuer-Certificates attribute of the ms-DS-Device-Registration-Service object. See section
2.3.1.

The public portion of the certificate is stored in the ms-DS-Issuer-Public-Certificates attribute
of the ms-DS-Device-Registration-Service object. See section 2.3.2.

4. Set the following directory ACL entries:
1. Grant the server read access to the ms-DS-Device-Registration-Service object.

2. Grant the server read/write access to ms-DS-Device objects.

1.6 Applicability Statement

The Device Registration Enrollment protocol is applicable only for requests for device registration.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

The Device Registration Enrollment protocol does not include any vendor-extensible fields.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport
The Device Registration Enrollment protocol operates over the following transports:

= Web Services: SOAP 1.2 ([SOAP1.2-1/2003] and [SOAP1.2-2/2003]) over HTTPS over TCP/IP
([RFC2616])

The protocol MUST operate on the following URI endpoint.

Web service Location

Enrollment Web Service | https://<server>:<server port>/EnrolimentServer/DeviceEnrollmentWebService.svc

The protocol MUST use the HTTPS transport.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses the
XML schema as defined in [XMLSCHEMA1] and [ XMLSCHEMAZ2], and the Web Services Description
Language as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces by using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-specific
and not significant for interoperability.

Prefix | Namespace URI Reference

q2 http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration

xsd http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1]

wsaw http://www.w3.0rg/2006/05/addressing/wsdl [WSA1.0-
WSDLBinding]

soapl2 | http://schemas.xmlsoap.org/wsdl/soap12/ [WSDLSOAP]

tns http://schemas.microsoft.com/windows/pki/2009/01/enrollment This specification

wsdl http://schemas.xmlsoap.org/wsdl/ [WSDL]

ql http://schemas.microsoft.com/Message

ac http://schemas.xmlsoap.org/ws/2006/12/authorization [WSFederation]

wsse http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity- [WSS]

secext-1.0.xsd

wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 [WSTrust1.3]

2.2.2 Messages

This specification does not define any common XML schema message definitions.
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2.2.3 Elements

This specification does not define any common XML schema element definitions.

2.2.4 Complex Types

This specification does not define any common XML schema complex type definitions.

2.2.5 Simple Types

This specification does not define any common XML schema simple type definitions.

2.2.6 Attributes

This specification does not define any common XML schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.

2.2.9 Common Data Structures

This specification does not define any common XML schema data structures.

2.3 Directory Service Schema Elements

The protocol accesses the following Directory Service schema classes and attributes listed in the

following table.

For the syntactic specifications of the following <Class> or <Class><Attribute> pairs, refer to:

Active Directory Domain Services (AD DS) ([MS-ADA1], [MS-ADA2], [MS-ADA3], and [MS-ADSC]).

Class

Attribute

ms-DS-Device

Alt-Security-Identities

ms-DS-Device-ID

ms-DS-Device-OS-Type
ms-DS-Device-OS-Version
ms-DS-Registered-Users

ms-DS-Is-Enabled
ms-DS-Approximate-Last-Logon-Time-Stamp
ms-DS-Registered-Owner

Display-Name

ms-DS-Device-Container

ms-DS-Device-Registration-Service

ms-DS-Issuer-Certificates
ms-DS-Issuer-Public-Certificates
ms-DS-Registration-Quota
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Class Attribute

ms-DS-Maximum-Registration-Inactivity-Period
ms-DS-Device-Location
ms-DS-Is-Enabled

ms-DS-Device-Registration-Service-Container

user objectGuid
domain objectGuid
nTDSDSA invocationId

2.3.1 ms-DS-Issuer-Certificates

The ms-DS-Issuer-Certificates attribute is a multi-valued OCTET_STRING attribute (see the
String(Octet) syntax in [MS-ADTS] section 3.1.1.2.2). Each value of the attribute is stored as a Binary
blob containing the following formatted data:

"[time]:[binary value of an X.509 certificate]"

Where [time] is timestamp formatted as an integer representing the number of 100-nanosecond
intervals that have elapsed since 12:00:00 midnight, January 1, 0001 and [binary value of an
X.509 certificate] is the contents of an X.509 certificate [RFC5280] stored as an encrypted binary
blob.

2.3.2 ms-DS-Issuer-Public-Certificates

The ms-DS-Issuer-Public-Certificates attribute is a multi-valued OCTET_STRING attribute. Each
value of the attribute is stored as a binary blob containing an X.509 certificate [RFC5280].

2.3.3 Alt-Security-Identities

The Alt-Security-Identities attribute is a multi-valued UNICODE_STRING attribute (see the
String(Unicode) syntax in [MS-ADTS] section 3.1.1.2.2.2). The value is formatted as:

X509:<SHA1-TP-PUBKEY>[thumbprint]+[publickeyhash]

Where [thumbprint] is the SHA1 hash of a certificate and [publickeyhash] is the base64-encoded
SHA256 hash of the X.509 certificate public key [RFC5280].
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3 Protocol Details

3.1 IWindowsDeviceEnrollmentService Server Details

The IWindowsDeviceEnrollmentService hosts a message endpoint that receives
RequestSecurityToken messages (section 3.1.4.1). When received, the server processes the client
request, creates and signs an X.509 certificate [RFC5280], and then contacts the directory server to
create a device object. Upon receiving a response from the directory server, a response is generated,
and the server sends either a RequestSecurityTokenResponse message (section 3.1.4.1.1.2) or a
SOAP fault. When the message has been sent to the client, the server returns to the waiting state.
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RequestSecurityToken message received

Process request message and sign
certificate request

Processing complete

Send to Directory server

Response from Directory server

Generate and send response

Response message sent

Waiting for message

Figure 3: State model for security token service

The items of information that are communicated between the server and the directory server are
specified in subsequent sections of this document.

Authentication

The WS-Trust X.509v3 Enrollment Protocol Extensions [MS-WSTEP] use the authentication provisions
in WS-Security [WSS] to enable the X.509v3 Security Token issuer to authenticate the X.509v3
Security Token requestor. The following information defines the schema used to express the credential
descriptor for each supported credential type.

15/ 38

[MS-DVRE-Diff] - v20240423

Device Registration Enrollment Protocol
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



= Token Authentication

The token credential is provided in a request message by using the WS-Trust BinarySecurityToken

definition as defined in section 3.1.4.1.2.3.

3.1.1 Abstract Data Model

None.

3.1.2 Timers

StaleDeviceCleanup: A periodic timer that is used to remove unused devices. This timer triggers
activity at a random time, once every 24 hours.

3.1.3 Initialization
The following initialization steps MUST be performed each time the server service starts:

1. Read the ms-DS-Is-Enabled attribute of the ms-DS-Device-Registration-Service object. If
the value is FALSE, the server service MUST shut down.

2. The web service on the server MUST be listening for requests from the client.

3.1.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of all WSDL operations as defined by this specification.

WSDL Operation Description

RequestSecurityToken | The RequestSecurityToken operation is the sole operation in the Device Registration
Enrollment Protocol. It provides the mechanism for device registration requests.

3.1.4.1 RequestSecurityToken
The client calls the RequestSecurityToken method to register a device.

This operation is specified by the following WSDL.

<wsdl:operation name="RequestSecurityToken">
<wsdl:input
wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep"
message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken InputMessage"/>
<wsdl:output
wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep"
message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken OutputMessage"/>
<wsdl:fault

wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/IWindowsDeviceEnroll

mentService/RequestSecurityTokenWindowsDeviceEnrollmentServiceErrorFault"
name="WindowsDeviceEnrollmentServiceErrorFault"

message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken WindowsDeviceEnrollmentServ

iceErrorFault FaultMessage"/>
</wsdl:operation>

The IWindowsDeviceEnrollmentService_RequestSecurityToken_InputMessage message
consists of a single object definition: the client request. The client request is made by using the
acceptable SOAP actions and values as defined in sections 3.1.4.1.1 and 3.1.4.1.2.
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3.1.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Descripti
Message on

IWindowsDeviceEnrolimentService_RequestSecurityToken_InputMessage A request
to register
a device.

IWindowsDeviceEnrollmentService_RequestSecurityToken_OutputMessage A
response
containing
the signed
certificate.

IWindowsDeviceEnrollmentService_RequestSecurityToken_WindowsDeviceEnrollmentServiceError | An error
Fault_FaultMessage message
object.

3.1.4.1.1.1 IWindowsDeviceEnrollmentService_RequestSecurityToken_InputMessag
e Message

A WSDL message containing the request for the RequestSecurityToken WSDL operation.

The SOAP action value is:

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep

The IWindowsDeviceEnrollmentService_RequestSecurityToken_InputMessage request message
([WSTrust1.3] section 3.1 RequestSecurityToken) is sent from the client to the server to enroll a
certificate and to retrieve provisioning information. The WSDL definition is:

<wsdl:message name="IWindowsDeviceEnrollmentService RequestSecurityToken InputMessage">
<wsdl:part name="request" element="wst:RequestSecurityToken"/>
</wsdl:message>

The IWindowsDeviceEnrollmentService_RequestSecurityToken_InputMessage Message
contains the elements that are part of a client request to a server.

The following elements MUST be included in the SOAP header.
= wsse:Security: Defined in section 3.1.4.1.2.2.
This element MUST be a child of the <s:Header> element.

= wsse:BinarySecurityToken: Defined in section 3.1.4.1.2.3. The ValueType attribute MUST be
urn:ietf: params:oauth:token-type:jwt. The EncodingType attribute MUST be http://docs.oasis-
open.org/wss/2004/01/o0asis-200401-wss-soap-message-security-1.0#Base64Binary. The
<wsse:BinarySecurityToken> element MUST contain a JSON Web Token (JWT) [IETFDRAFT-JWT].
The JWT MUST contain the following claims:

Claim Description

http://schemas.microsoft.com/authorization/claims/PermitDeviceRegistrationClaim. | Whether the security
authority has granted
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Claim Description

permission for the user
to register devices.

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn The user principal
name (UPN) of the
user that
authenticated to the
web service.

This element MUST be a child of the <wsse:Security> element.
The following elements MUST be included in the SOAP body.
= wst:RequestSecurityToken: Defined in section 3.1.4.1.2.4.
This element MUST be a child of the <s:Body> element.

= wst:RequestType: Defined in section 3.1.4.1.2.5. The <wst:RequestType> element MUST be
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue (see [WSTrustl.3] section 3.1).

This element MUST be a child of the <wst:RequestSecurityToken> element.

= wst:TokenType: Defined in section 3.1.4.1.2.6. For the X.509 enrollment extension to WS-Trust,
the <wst:TokenType> element MUST be
http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enrollment/DeviceEnrolimentToken
(see [WSTrust1.3] section 3.1).

This element MUST be a child of the <wst:RequestSecurityToken> element.

= wsse:BinarySecurityToken: Defined in section 3.1.4.1.2.3. The ValueType attribute MUST be
http://schemas.microsoft.com/windows/pki/2009/01/enroliment#PKCS10. The EncodingType
attribute MUST be http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-
1.0.xsd#base64binary. The <wsse:BinarySecurityToken> element MUST contain a base64
encoded PKCS#10 Certificate Request [RFC2986]. The Certificate Request MUST use an RSA
public key algorithm with 2048 bit key and use a SHA256WithRSAEncryption signature algorithm
and SHA256 hash algorithm.

This element MUST be a child of the <wst:RequestSecurityToken> element.

= ac:AdditionalContext: Defined in section 3.1.4.1.2.7. The <ac:AdditionalContext> element
MUST contain three <ac:ContextItem> child elements to represent the device type, OS version,
and device display name (See [WSFederation] section 9.2).

This element MUST be a child of the <wst:RequestSecurityToken> element.

= ac:ContextItem: Defined in section 3.1.4.1.2.8. The request MUST contain the following
information in <ac:ContextItem> elements as child elements of the <ac:AdditionalContext>

element.
Name attribute Description
The literal string "DeviceType" The <ac:Value> element contains the device type.
The literal string: The <ac:Value> element contains the OS version installed on the
"ApplicationVersion" device.
The literal string: The <ac:Value> element contains the friendly name of the device.
"DeviceDisplayName"
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3.1.4.1.1.2 IWindowsDeviceEnrollmentService_RequestSecurityToken_OutputMessa
ge Message

A WSDL message containing the response for the RequestSecurityToken WSDL operation.

The SOAP action value is:

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep

The IWindowsDeviceEnrollmentService_RequestSecurityToken_OutputMessage ([WSTrust1.3] section
3.2 RequestSecurityTokenResponseCollection). The WSDL definition is:

<wsdl:message name="IWindowsDeviceEnrollmentService RequestSecurityToken OutputMessage">
<wsdl:part name="responseCollection" element="wst:RequestSecurityTokenResponseCollection"/>
</wsdl:message>

The IWindowsDeviceEnrollmentService_RequestSecurityToken_OutputMessage message
contains the elements that are part of a server response to a client.

The following elements MUST be included in the SOAP body.

= wst:RequestSecurityTokenResponseCollection: Defined in section 3.1.4.1.2.9.
This element MUST be a child of the <s:Body> element.

= wst:RequestSecurityTokenResponse: Defined in section 3.1.4.1.2.10.

This element MUST be a child of the <wst:RequestSecurityTokenResponseCollection> element
(see [WSTrust1.3] section 3.2).

» wst:TokenType: Defined in section 3.1.4.1.2.6. The <wst:TokenType> element MUST be
http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enroliment/DeviceEnrollmentToken.

This element MUST be a child of the <wst:RequestSecurityTokenResponse> element (see
[WSTrustl1.3] section 3.1).

= wst:RequestedSecurityToken: Defined in section 3.1.4.1.2.11.
This element MUST be a child of the <wst:RequestSecurityTokenResponse> element.

= wsse:BinarySecurityToken: Defined in section 3.1.4.1.2.3. The ValueType attribute MUST be
http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enroliment/DeviceEnrollmentProvisio
nDoc. The EncodingType attribute MUST be http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd#base64binary. The <wsse:BinarySecurityToken> element
MUST contain a base64 encoded XML document formatted as a Provisioning Document (section
3.1.4.1.2.12). The XML document MUST contain an X.509 Certificate [RFC5280].

This element MUST be a child of the <wst:RequestedSecurityToken> element.
= ac:AdditionalContext: Defined in section 3.1.4.1.2.7 (See [WSFederation] section 9.2).
This element MUST be a child of the <wst:RequestSecurityTokenResponse> element.

= ac:ContextItem: Defined in section 3.1.4.1.2.8. The request MUST provide the following
information in <ac:Contextltem> elements as child elements of the <ac:AdditionalContext>
element.
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Name attribute Description

The literal string: The <ac:Value> element contains the value of the
"UserPrincipalName" http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn claim in the JWT that
was sent to the server (section 3.1.4.1.1.1).

3.1.4.1.1.3 IWindowsDeviceEnrollmentService_RequestSecurityToken_WindowsDev
iceEnrolimentServiceErrorFault_FaultMessage Message

A WSDL message containing a fault for the RequestSecurityToken WSDL operation.

The SOAP action value is:

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/IWindowsDeviceEnrollmentService/R
equestSecurityTokenWindowsDeviceEnrollmentServiceErrorFault

Error strings and other data contained in a SOAP action value are insignificant to the protocol. Clients
MUST halt processing upon receiving a SOAP fault, and MUST ignore the action value.

The WSDL definition is:

<wsdl:message
name="IWindowsDeviceEnrollmentService RequestSecurityToken WindowsDeviceEnrollmentServiceErro
rFault FaultMessage">

<wsdl:part name="detail" element="tns:WindowsDeviceEnrollmentServiceError"/>
</wsdl:message>

The
IWindowsDeviceEnrollmentService_RequestSecurityToken_WindowsDeviceEnrolimentServi
ceErrorFault_FaultMessage message contains the SOAP fault associated with an error in the
request from the client to the server.

WindowsDeviceEnrollmentServiceError: Defined in section 3.1.4.1.2.1. The object MUST be
included in the <s:Detail> element of a SOAP fault, and clients MUST ignore the entire
WindowsDeviceEnrollmentServiceError node in the SOAP fault response.

3.1.4.1.2 Elements

The following table summarizes the WSDL element definitions that are specific to this operation.

Element Description

WindowsDeviceEnrollmentServiceError An object returned by the web service when an error occurs.
wsse:Security As described in [WSS].

wsse:BinarySecurityToken As described in [WSS].

wst:RequestSecurityToken As described in [WSTrust1.3].

wst:RequestType As described in [WSTrust1.3].

wst:TokenType As described in [WSTrust1.3].

ac:AdditionalContext As described in [WSFederation].

ac:Contextltem As described in [WSFederation].
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Element Description

wst:RequestSecurityTokenResponseCollection | As described in [WSTrust1.3].

wst:RequestSecurityTokenResponse As described in [WSTrust1.3].
wst:RequestedSecurityToken As described in [WSTrust1.3].
Provisioning Document An XML document containing a configuration profile for a

mobile device.

3.1.4.1.2.1 WindowsDeviceEnrollmentServiceError

<xsd:element name="WindowsDeviceEnrollmentServiceError" nillable="true"
type="qg2:WindowsDeviceEnrollmentServiceError"/>
3.1.4.1.2.2 wsse:Security

The <wsse:Security> element is defined in [WSS].

3.1.4.1.2.3 wsse:BinarySecurityToken

The <wsse:BinarySecurityToken> element is defined in [WSS].

3.1.4.1.2.4 wst:RequestSecurityToken

The <wst:RequestSecurityToken> element is defined in WS-Trust 1.3 [WSTrust1.3], section 3.1.

3.1.4.1.2.5 wst:RequestType

The <wst:RequestType> element is defined in [WSTrust1.3] section 3.1. It is an instance of a
<wst:RequestTypeOpenEnum> object as defined in [WSTrust1.3] XML schema definition (XSD).

3.1.4.1.2.6 wst:TokenType

The <wst:TokenType> element is defined in [WSTrust1.3], section 3.1.

3.1.4.1.2.7 ac:AdditionalContext

The <ac:AdditionalContext> element is defined in [WSFederation]. It is used to provide additional
information in a wst:RequestSecurityToken and wst:RequestSecurityTokenResponseCollection
messages.

3.1.4.1.2.8 ac:ContextItem
The <ac:Contextltem> element is defined in [WSFederation]. It is a child element of

<ac:AdditionalContext> and is used to provide additional information in a wst:RequestSecurityToken
message. See sections 3.1.4.1.1.1 and 3.1.4.1.1.2 for additional requirements.

3.1.4.1.2.9 wst:RequestSecurityTokenResponseCollection

The <wst:RequestSecurityTokenResponseCollection> element is defined in [WSTrustl1.3], section 3.1.

3.1.4.1.2.10 wst:RequestSecurityTokenResponse

The <wst:RequestSecurityTokenResponse> element is defined in [WSTrust1.3], section 3.1.
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3.1.4.1.2.11 wst:RequestedSecurityToken

The <wst:RequestedSecurityToken> element is defined in [WSTrust1.3], section 3.1.

3.1.4.1.2.12 Provisioning Document Schema

<?xml version="1.0" encoding="utf-8"?>
<xs:schema id="NewDataSet" xmlns="" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:msdata="urn:schemas-microsoft-com:xml-msdata">
<xs:element name="characteristic">
<xs:complexType>
<xs:sequence>
<xs:element name="parm" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:attribute name="name" type="xs:string" />
<xs:attribute name="value" type="xs:string" />
</xs:complexType>
</xs:element>
<xs:element ref="characteristic" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="type" type="xs:string" />
</xs:complexType>
</xs:element>
<xs:element name="wap-provisioningdoc">
<xs:complexType>
<xXs:sequence>
<xs:element ref="characteristic" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="version" type="xs:string" />
</xs:complexType>
</xs:element>

<xs:element name="NewDataSet" msdata:IsDataSet="true" msdata:UseCurrentLocale="true">

<xs:complexType>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="characteristic" />
<xs:element ref="wap-provisioningdoc" />
</xs:choice>
</xs:complexType>
</xs:element>
</xs:schema>

3.1.4.1.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this

operation.

ComplexType Description

WindowsDeviceEnrollmentServiceError | An object returned by the web service when an error occurs.

3.1.4.1.3.1 WindowsDeviceEnrollmentServiceError

Namespace: http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration

<xsd:complexType name="WindowsDeviceEnrollmentServiceError">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="ErrorType" nillable="true"
type="g2:WinDeviceEnrollmentServiceErrorType" />
<xsd:element minOccurs="0" maxOccurs="1" name="Message" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
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ErrorType: Indicates the type of error that occurred. MUST be a value from the
WinDeviceEnrollmentServiceErrorType enumeration (section 3.1.4.1.4.1).

Message: A string that provides details about the specific error that occurred. The content of this
string is implementation-specific.

3.1.4.1.4 Simple Types

The following table summarizes the XML Schema simple type definitions that are specific to this
operation.

SimpleType Description

WinDeviceEnrollmentServiceErrorType | An object returned by the web service when an error occurs.

3.1.4.1.4.1 WinDeviceEnrollmentServiceErrorType
An object returned by the web service when an error occurs.

Namespace: http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration

<xsd:simpleType name="WinDeviceEnrollmentServiceErrorType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="InvalidParameter"/>
<xsd:enumeration value="SglError"/>
<xsd:enumeration value="CertificateAuthorityError"/>
<xsd:enumeration value="DirectoryAccountError"/>
<xsd:enumeration value="AuthenticationError"/>
<xsd:enumeration value="AuthorizationError"/>
<xsd:enumeration value="UnknownError"/>
</xsd:restriction>
</xsd:simpleType>

The following table specifies the allowable values for WinDeviceEnrollmentServiceErrorType:

Value Meaning
InvalidParameter An invalid parameter was sent to the web service.
SqlError An error occurred with the database.

CertificateAuthorityError | An error occurred with the Certificate Authority.

DirectoryAccountError An error occurred with the Directory Service.
AuthenticationError An error occurred while authenticating the user.
AuthorizationError An error occurred while authorizing the user.
UnknownError An unknown error occurred.

3.1.4.2 Processing Rules

An incoming SOAP message MUST be processed to evaluate the SOAP actions and authentication
information.
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If the user has authenticated successfully by using the provided authentication information, message
processing MUST continue. If the authentication fails, the server MUST respond with a SOAP fault.

If any other SOAP action is defined, the server MUST respond with a SOAP fault.

3.1.4.2.1 New Request Processing
For this type of message, a server has syntax constraints on the request message.

1. The server MUST check for the
http://schemas.microsoft.com/authorization/claims/PermitDeviceRegistrationClaim claim in the
JWT. If the claim is not present, or if the value of this claim is not TRUE, the server MUST respond
with a SOAP fault.

2. The server MUST query for all ms-DS-Device objects whose ms-DS-Registered-Users attribute
contains the SID of the authenticating user.

The server MUST read the integer value of the ms-DS-Registration-Quota attribute of the ms-
DS-Device-Registration-Service object stored on the directory server.

The server MUST exempt from quota enforcement users who are domain administrators.

If the value of the ms-DS-Registration-Quota attribute is not zero and the total count of device
objects that are registered to the user is greater than the integer stored in the ms-DS-
Registration-Quota attribute, the server MUST respond with a SOAP fault.

3. The server MUST add the following object identifiers (OIDs) and values to the X.509 Certificate
Request [RFC4211] contained in the <wsse:BinarySecurityToken> element in the SOAP body of
the client request.

oID Value

1.2.840.113556.1.5.284.2 The server MUST generate a globally unique identifier (GUID) and include
it as the value.

1.2.840.113556.1.5.284.3 The objectGuid of the user object ([MS-ADSC] section 2.269) on the
directory server that corresponds to the authenticating user.

1.2.840.113556.1.5.284.4 The objectGuid of the domain object ([MS-ADSC] section 2.43) on the
directory server.

1.2.840.113556.1.5.284.1 The invocationIld ([MS-ADA1] section 2.314) of the nTDSDSA object for
the directory server.

4. The server MUST sign the request by using the issuer certificate stored in the ms-DS-Issuer-
Certificates attribute of the ms-DS-Device-Registration-Service object with the most recent
timestamp (see section 2.3.1). The server MUST use a SHA256WithRSAEncryption signature
algorithm and SHA256 hash algorithm.

5. The server MUST send a request to the directory server to create a device record as an instance of
the ms-DS-Device class as a child of the container specified in the ms-DS-Device-Location
attribute of the ms-DS-Device-Registration-Service object.

The device record MUST contain:
= The GUID generated by the server in step 3, stored as the ms-DS-Device-ID attribute.

= The SHA1 hash of the certificate thumbprint plus certificate public key, stored as the Alt-
Security-Identities attribute.
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= The device type that corresponds to the device type sent in the request (section 3.1.4.1.1.1),
stored as the ms-DS-Device-0OS-Type attribute.

= The device operating system version that corresponds to the device operating system sent in
the request (section 3.1.4.1.1.1), stored as the ms-DS-Device-0OS-Version attribute.

= The SID of the user account that authenticated to the web service, stored as the ms-DS-
Registered-Users attribute.

= The SID of the user account that authenticated to the web service, stored as the ms-DS-
Registered-Owner attribute.

= Set the ms-DS-Is-Enabled attribute to true.

= The friendly name of the device that corresponds to the display name sent in the request
(section 3.1.4.1.1.1), stored as the Display-Name attribute.

6. The server MUST send a SOAP response to the client. See section 3.1.4.1.1.2 for details on the
response.

3.1.5 Timer Events
StaleDeviceCleanup: (section 3.1.2)

If the integer value of the ms-DS-Maximum-Registration-Inactivity-Period attribute of the ms-
DS-Device-Registration-Service is zero, the server MUST stop processing and MUST NOT delete
any ms-DS-Device objects from the directory.

Otherwise, the server MUST query the directory for all ms-DS-Device objects. For each ms-DS-
Device object, the server MUST calculate the time difference (as a count of days) between the local
server Coordinated Universal Time (UTC) and the time stored in the ms-DS-Approximate-Last-
Logon-Time-Stamp attribute of the ms-DS-Device object.

If the count (as days) is greater than the integer value of the ms-DS-Maximum-Registration-
Inactivity-Period attribute of the ms-DS-Device-Registration-Service and the local server UTC
time is greater than the time stored in the ms-DS-Approximate-Last-Logon-Time-Stamp attribute
of the ms-DS-Device object, the server MUST delete the ms-DS-Device object.

3.1.6 Other Local Events

None.
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4 Protocol Examples

In the following message sequence, the token authentication headers have been included in the
message sequences for clarity.

4.1 RequestSecurityToken Request/Response Message Sequence

4.1.1 Client RequestSecurityToken Message

<s:Envelope
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:u="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
xmlns:wsse="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd"
xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512"
xmlns:ac="http://schemas.xmlsoap.org/ws/2006/12/authorization">
<s:Header>
<a:Action

s:mustUnderstand="1">http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep
</a:Action>
<a:MessageID>
urn:uuid:0d5al441-5891-453b-becf-a2e5f6eal3749
</a:MessagelD>
<a:ReplyTo>
<a:Address>
http://www.w3.0rg/2005/08/addressing/anonymous
</a:Address>
</a:ReplyTo>
<a:To
s:mustUnderstand="1">https://sts.contoso.com/EnrollmentServer/DeviceEnrollmentWebService.svc
</a:To>
<wsse:Security
s:mustUnderstand="1">
<wsse:BinarySecurityToken
ValueType="urn:ietf:params:oauth:token-type:jwt"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#Base64Binary">
ZX1KMGVYQW1PaUpLV]jFRaUxDSmhiR2NpT21KU1V6STFOaUlzSW5nM
WRDSTZJblpSZW1KbFozRnJTa3RtVFVkV1ZVeENTRFp6UkY4emMyUm
haeUo5LmV5SmhkV1FpT21KMANtNDZiWELOWkhKek9uTjBjeTVqYjI
IMGIzTnZMpbUS2Y1INJcOltbHpjeUk2SW1oMGRIQTZMeT16ZEhNdVky
OXVkRz16YnklamIyMHZZV1JtY3k5elpYSjThv05sY3k5MGNuvnpkQ
01zSW01laVppSTZNVEOyTmpNeE56Z3pNeXdpWlhod01lgb3hNelkyTX
pJeESETXpMQO0pxZEdral9pSmZ0akF6T1RKa01EZ3RPR1psTOMwMEk
ySmIMVOUL1TTINAEIHVXhPRFk1TW1Velpt TmhMVEpCTmpreFJVVKNP
REE1T1VZeFFUUTVOa0ZHUXpIMUS56VTJRalV4UWtZMklpd21kWEJLS
WpvaVpHRNVRRO52Ym5SdmMyOHVZM) 10SW13aV1YViBhR2x1YzNSaG
JuUW1PaUl5TURFekxUQTBMVEUOVkRJIA09qUXpPalV6TGpIMU9Gb2 1
MQOpoZFhSb2JXVjBhRz1rSWpwYkltaDBkSEE2THk5elkyaGxivO0Z6
TGOxcFkzSnZjMjltZEMlamIyMHZkMO12TWpBd09DOHdAOaT lwWkdWd
WRHbDB1Uz10oZFhSb1pXNTBhV050ZEdsdmJtMWxkR2h2WkM5d11YTn
pkMj1l5WkNJc01luvnlianB2WVhOcGN6cHVZVZzEFsY3pwMF16CcFRRVTE
NT2pJdUlEcGhZenBgYkdGemMyVnpPbEJoYzNOM2IzSmtVSEp2 ZEAW
amRHVMtWSEpoYm50d2IzSjBJbDBzSW5CeWFXMiWhjbmxuY205MAWNIT
nBaQ0k2SWxNAE1TMDFMVE14TFRJek5672310emNS5TkRZAE1IgWTRNak
EzTkRNeE9TMDBNelUwTnpReE1UVXROVEV6SW13aVozSnZkWEJ6YVd
RaU9sc21VeTB4TFRVAE1gRXRNak0zTORIMO56STBOaTB5TmpneUlE
YzBNekUITFRRek5UUTNOREVATIMwMULIUTWIMQOpUTFRFAEI TMHdJa
XdpVXkweExUVXRNek1l0T1RRMUlpd21VeTBA4TFRVAE1pSXNJbE10TV
MwMUxURXhJaXdpVXkweExUVXRNVEVPWEN3aWNISnBiV0Z5ZVhOcEp
DSTZJbE10TVMwMUxUSXhMVE1 6TnpneU56Y310RF10TWpZNE1gQTNO
RE14T1IMwME1 6VTBOelF4TVRVAE1URXdOUO1zSW01aGJIXVW1PaUpYU
1VOUFRsU1BVMD1jWEdSaGIpSXNIJbmRwYm1GalkyOTFiblJ1WVexbE
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1gb21WMFZEVDA1VVQOxT1BYRnhrWVc0aUxDSm9kSFJI3T2k4dmMyTm9
aVzFoY3k1dGFXTnliM052Wm5RAVkyOXRMM2R6THpJA01USXZNVE12
WTJ4aGFXMXpMMkZ riWkdsMGFXOXVZV3hoZFhSb2RtVn1hV1pwWTJIGM
GFXOXViV1YwYUc5a2N5STZIbWgwZEhBNkx50XpZMmhsY1dGekxtMX
BZMOp2YzI5bWRDNWpiMjB2ZDNNdk1gQXdPQzh3Tmk5cFpHVNVKR2W
wZVM5aGRYUm9aVzUwYVdOaGRHbHZ ibTFsZEdod1lpDOXdZWES56ZDI5
eVpDSXNIbWgwZEhBNkx50XpZMmhsY1dGekxtMXBZM0p2YzI5bWRDN
WpiMjB2ZDNNdk1gQXhNaTh4 TWk5amJHRNBiWE12WVdSa2FYUnBiM]j
VoYkdGMWRHaDJaWEpwimlsallYUnBiMjUxYzJWaOlgb2labUZzYzJ
VaUxDSmxibVJ3YjIsdWRIQOmMhkR2dpT21Jd11XUml jeT12WVhWMGFE
SXZkRz1yWlc0aUxDSmhjSEJWWkdWAWRHbG1hV1Z5SWpvaWJYTXRZW
EJ3T2k4dmQybHVaRzkzY3k1lcGIXMWxjbk5wZG1WamIyNTBjbT1zY0
dGdVpXd3Z2JaXdpYUhSMGNEb3ZMMO5gYUAWAF1YTXVivV2xgY205emI
yWiBMbU52Y1M5aGRYUmM9iMOpwZW1GMGFXOXVMMk5zWVdsdGNS5OVFa
WEPOYVhSRVPYWNBZM1ZTW1dkcGMzUnlZWFJIwYjI0aU9%pSiBjblZsS
WAwLmhTem9VV11rVXZ6cjhsX19PeXA4RFAEZ11SOUhHZ3UySG5ndG
Jnb1Z6ang0a0ljMTZLWINLZzh1MOhYLVRVIWk93Z0VoLXZqYz1§Y0t
KMXNYYWZLLVVVCc1lFGZXV4bDNCSzNFbVImSFVyXy0OMTY3MORIT1dM
CTNTXzVWA3JhU3NnVXN4OWtqUO1EV3MwcGl1WGZURHhLZzc5T2UwWR
11HRVNCcm5UQk5GZjdVZ3VKRTVaSGpRenJtTEh2bE1SVzJ4dTY3ZT
1oWjZhY1VyeEF6azhmSzhiTS1heGlaZWFnX0RxbTROSEXEMnU2ekd
BeF1ROMOYNWR3ZmZ4Wk84bkRZajRxV]jJi0OEFzZjZSMUVWbnBxYWEwW
eXhCTENHcDRuUV3NJazJBUW8xaWNIMWoxbEYtc2NVMmJIpNU1VCcEFZhT
1gxRHJORNNYTW1RWUtIWno4U2NJRZRgCcFhWZw==
</wsse:BinarySecurityToken>
</wsse:Security>
</s:Header>
<s:Body>
<wst:RequestSecurityToken>
<wst:TokenType>

http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enrollment/DeviceEnrollmentToken
</wst:TokenType>
<wst:RequestType>
http://docs.oasis-open.org/ws-sx/ws—-trust/200512/Issue
</wst:RequestType>
<wsse:BinarySecurityToken
ValueType="http://schemas.microsoft.com/windows/pki/2009/01/enrollment#PKCS10"
EncodingType="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
secext-1.0.xsd#baseb64binary">
MIICcTCCAVOCAQAWMDEUMCWGALUEAXM1QjFDNDNDRDAtMTYyYNCO
1RkJCLThEFNTQtMzRDRJE3REZEMOEXADCCASIwDQYJKoZIhvcNAQ
EBBQADggEPADCCAQOCggEBALrgvyhxKTchE5I5L/dFjnjG25ary
zFmYJ0JJIb6ZvaZeueaZKFAJyCGZE1xgOSwHYKIOr TvXWSibF 6mXW
w6PJ6Z2yd2LE] zgQOBGA7iU+vtbwRy7bmYgJEMCILbdpabrYYg/IQ
RBQpUIe/SxnwKiORAID2NOT6IwktJjCWIeRI6xr3C)74MU9wrrM
SJ3NKaf3eD6iwsEYsUOsEe21jsiz0Px+AjmctI9UkgOVLmMk34PIK
EXS5RzRYanfshEbr7U7GP9gZKZyIm9kfZjRKO57LDUYCKNNzV2hF
dxkT81PYvnmoYLCeNpYNSJITR/GEYYMkTT3EZVboxN8oTAXQLwEq
UKfYRNVMCAWEAAaAAMAkGBSsOAwIABQADggEBAC3JInACsgu3z4r
£1§+Ggxw6owgFzS8gJPkPU4rnylGwICGVnYZIEM/Ny5RsKVZglwY
ZIkz4/UumG7NfdKKOgLeFtS3TQMaggqdNgv8ehy7BmNglo5HKHrS
tJilhsTzhPXtfBgZxDiASMJUDiZyOfbJIS1ZckVXyKkyKCbJ1Avm
ZXIWt10mYvIBzFHVPES5KazUlsPI/M3td1XYXSgO3kgYvB7jBKUI
WNjnMPxvPYO]YpOOUiTNtpLozjd1lMuCXth9is20A21t7INKeVzP
PEO1TTcD5JfROtj9jtkl1PNdgd3cplFgazrbidVjzlgBcEHUndnD
TWJI2S0QbmscESftupf4nAic=
</wsse:BinarySecurityToken>
<ac:AdditionalContext xmlns="http://schemas.xmlsoap.org/ws/2006/12/authorization">
<ac:ContextItem Name="DeviceType">
<ac:Value>Windows</ac:Value>
</ac:ContextItem>
<ac:ContextItem Name="ApplicationVersion">
<ac:Value>6.2.9200.0</ac:Value>
</ac:ContextItem>
<ac:ContextItem Name="DeviceDisplayName">
<ac:Value>WEClient.contoso.com</ac:Value>
</ac:ContextItem>
</ac:AdditionalContext>
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</wst:RequestSecurityToken>
</s:Body>
</s:Envelope>

4.1.2 Server RequestSecurityToken Response

Note The Activityld element is defined in [MS-NETTR] section 2.2.3.

<s:Envelope
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep
</a:Action>
<ActivityId
CorrelationId="0e09fc40-373c-41ee-933a-0e085270a081"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
8cca3c03-lefl-4ecc-83cd-3201£d775596
</ActivityId>
<a:RelatesTo>
urn:uuid:0d5a1441-5891-453b-becf-a2e5f6ea3749
</a:RelatesTo>
</s:Header>
<s:Body>
<RequestSecurityTokenResponseCollection xmlns="http://docs.oasis-open.org/ws—-sx/ws—
trust/200512">
<RequestSecurityTokenResponse>
<TokenType>

http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enrollment/DeviceEnrollmentToken

</TokenType>
<RequestedSecurityToken>
<BinarySecurityToken

ValueType="http://schemas.microsoft.com/5.0.0.0/ConfigurationManager/Enrollment/DeviceEnrollm

entProvisionDoc"

EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-

secext-1.0.xsd#base64binary"”

xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-

1.0.xsd">
PHdhcClwem92aXNpb25pbmdkb2MgdmVyc21lvbj0iMS4xIj4
NCiAgPGNoYXJhY3R1cmlzdGljIHR5cGUIIkNl1cnRpZmljYX
R1U3RvcmUiPgOKICAgIDx]jaGFyYWNOZXJpc3RpYyBOeXB1P
SJINeSI+DQogICAgICA8Y2hhecmFjdGVyaXNOaWMgdHIwZTO1
VXN1lciI+DQogICAgICAgIDxjaGFyYWNOZXJpc3RpYyB0eXB
1PSJDQJ IxMUMxM)Q5M3 ISMEU50UUS0TczOTg5REY3NDk1QT
AwMzIWMTc3Ij4NCiAgICAgGICAGICA8cGFybSBUYW11PSJFb
mNvZGVkQ2VydGlmaWNhdGUiIHZhbHV1IPSJINSULFUWpDQOFS
NmdBdO1CQWAJUXFWVNRNNEV4AMHJaT304UkUOM1VgaGpBSkJd
nVXJEZO1DSFFVQU1JRO1INWUAKTUJFRONNbVNKb21UOG14a0
FSaldBMk52Y1RBUkJInbOpraWFKay9JclpBRVPGZ056ZEhNd
0ZRWUtDWk1taVpQeUxHUUJHUL1IWTIS5dWRHOXpiekFkQOmdO
VkJIBTVRGazFUTFUSeVoyRnVhWHBoZEdsdmJIJpMUJZMk5sYzN
NdOt3WURWUVEMRX1Sak1lURTBaVEFEFS5TOMwMUL tVTIMVEJtWk
RJIAE9EVmMPNQzFsTORNNUSERTJZVE SpTWpVdOhoYO5NVEL3T
kRFNE1QQXpPRFUWV2hi Tk1gTXdOREUy TWpBME1 6VTBXakF2
TVMwdOt 3WURWUVFERX1ReE1EaGhOVEOxTVMxbU9EbLGPpMVEE
yT1dFdE9UaGpaUzAOT1dZMFpXUXhNekppWXprd2dnRWINQT
BHQINxRINJYJNEUUVCQVEFBQUEOSUJEdAOF3Z2dFS0FvSUJBU
UM2NnI4b2NTazNJUkITTIMvM1JZNTRAdHVXcThzeFptQ2RD
UlcrbWIybVhybmltU2hRQ2NnaGlSTmNhdEVzQjIDAmEWNzZE
xa29teGVwbDFzT2p5ZW1 jbmRpeEk4NEVBUMS 1NGxQcjdXOE
V3dTI1bUlDUkRBaUMyM2FXbTYyRO1QeUVFUVVLVKNIdjBzW
JhDb3RFWFNBOWpkRStpTUPMU113bG1lYalNPc2E5d28rKORG
UGNLNnpFaWR6U21uOTNnK29zTEJHTEZOTEJIAGI9vNO1z0UQ
4ZmdINW5MZ1ZKS3ZWUzVwTitEeUNoR1tVYzZBXR3AzZNO1SRz
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YrMU94ai9ZRINtY21Kd1lpIMlkwU3RPZX13N21BaWpUYzFkb
1JYY1pFLO5UMkwlNXFHQO3duamFXREVpVTBmeG4 yRORKRTAS
eEdWVZzZNVGZLRXdAGMEM4SDZsQ24yRVRiekFnTUJBQUACRVF
CKzBOSXJ5dEZ2UlpLT1IzT3V1dlZSZ2hFQVVWTOtFSno0vV2
thWXpvWDA3Uk1yeWFPQjNUQO IyakFNQmdOVKhSTUJIBZJhFQ
WpBQU1CdOdDQ3FHUO1iM0ZBVUACQkIxc1dQOMUNsSZTJUCWRD
b05ZS31XNThNONdHQONxRINJY jNGQVVDQkJENHBWWUx0OCXN
LUTVgenZaUEtoZUlITUJ3RONDcUdATSWIzRkFVRUJCQ1JVNG
9Rb1BoYVJIwak90Z1RORX12Sk1Cd0dDQ3FHUO1iMOZBVUZCQ
kFxb3pVZWdtaVdRWV1veitvcTd3TDINQLI1HQTFVZEPRRUIV
d1FNTUFVRONDcOdBUVVGONdNQO1Cd0OdDQ3FHUO1iM0ZBVUh
CQkRjcnFwTkoxR1hTYmdsbEcyRHNxeGINQNdHQONxXRINJY ]
NGQVVLQkJEelFSZzVXcjE3UnBWYOhVATEZcWVHTUFrROJTc
09Bd01kQ1FBRGANRUJBSXAXTTh6bESCSytVRNNYbzNZTDhB
eDNSSU9ZcHglz1IMdnZhSXZUOWdAZUUd1U25NZWozRONIcWl
xVHMyclhO0b2Rnb2J5Y11VeE1xTjcxcXgvYmJELWIiMHpFeE
dOY3QzNFNaUGkrNVE4V3RhNUJpaFA2QTJIKMHk5cUdDamb5sZ
kk2dW1TUCOEQnhsUEg3REVkVZzI4VijhJaFBIK3F3Z1B1a0NI
VzVUVU8ycGdXcOwyaDl1T2JmMit1YVI1cTQ5Nk1xR0O5NQUd
SVDFOWFNgZUdJKZGxhUS93aldldkhISWo3N09jT1JkZXhoNO
1YalpVNThEMngvdmdVMWY1TmRzdzVi¥mZ5cCsrTEZOUGZJc
FY3Q3VgSEUOTEk5TO01NcHpCS0x40200cGALS01DVnJILd]j k5
RUZWbFB3STc4RF1ZSjhnRUhEbU4rbDRtRk1talcrWUMSNDN
20Qy9NPSTIgLz4NCiAgICAgGICAGPCO7aGFyYWNOZXJpc3RpYz
4NCiAgICAgIDwvY2hhcmFjdGVyaXNOaWM+DQogICAgPCOja
GFyYWNOZXJpc3RpYz4NCiAgPC9jaGFyYWNOZXJpc3RpYz4N
Ciwvd2FwLXByb3Zpc2lvbmluzZ2RvYz4=
</BinarySecurityToken>
</RequestedSecurityToken>
<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">0</RequestID>
<AdditionalContext
xmlns="http://schemas.xmlsoap.org/ws/2006/12/authorization">
<ContextItem Name="UserPrincipalName">
<Value>dan@contoso.com</Value>
</ContextItem>
</AdditionalContext>
</RequestSecurityTokenResponse>
</RequestSecurityTokenResponseCollection>
</s:Body>
</s:Envelope>

4.1.3 SOAP Fault

<s:Envelope
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action s:mustUnderstand="1">
DeviceCapReached
</a:Action>
<a:RelatesTo>
urn:uuid:0d5a1441-5891-453b-becf-a2e5f6ea3749
</a:RelatesTo>
<ActivityId
CorrelationId="a6dd8835-9dc0-44c9-a410-8d897dd113fe"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
0174£3£9-58el1-4a44-9alc-3d15089%efc9b
</ActivityId>
</s:Header>
<s:Body>
<s:Fault>
<s:Code>
<s:Value>
s:Receiver
</s:Value>
<s:Subcode>
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<s:Value>
s:DeviceCapReached
</s:Value>
</s:Subcode>
</s:Code>
<s:Reason>
<s:Text xml:lang="en-US">
WindowsEnrollmentServiceError
</s:Text>
</s:Reason>
<s:Detail>
<WindowsDeviceEnrollmentServiceError
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ErrorType>
AuthorizationError
</ErrorType>
<Message>
DeviceCapReached
</Message>
</WindowsDeviceEnrollmentServiceError>
</s:Detail>
</s:Fault>
</s:Body>
</s:Envelope>

4.1.4 Provisioning Document Example

<wap-provisioningdoc version="1.1">
<characteristic type="CertificateStore">
<characteristic type="My">
<characteristic type="User">
<characteristic type="DB6EFEC376B876C5D1A3EE72CF591DF74B323A5E">
<parm name="EncodedCertificate"
value="MIIDxzCCAg+gAWIBAgIQolxdOtukOIZPTk1QY1TamzANBgkghkiGOwOBAQsFADBAMXYWEQYKCZImiZPyLGOBGR
YDbmVOMBUGCgmSJomT 81 xkARKkWB3dpbmRvd3MwHQOYDVQQODExZNUy1Pcmdhbml 6YXRpb24tQWN] ZXNzMCsGALUECxMkODJ
kYmFjYTQtM2U4MSOONMNhLT1jNzMtMDk1MGMxZWEjYTk3MB4XDTEOMDMwNJAONTYyNVoXDTIOMDMwMzA1IMDEyNVowLzEt
MCsGA1UEAXMKMDAXN]YONzctMDgxZSO00YmMMOLWIyZjItNDY4MzI2ZWYSNDI4AMIIBIjANBgkghki GOwOBAQEFAAOCAQ8AM
IIBCgKCAQEAkK4RiRuxeW8vFGvgqUAXrxKJIgxe2dP/oqqlMpI fPKRR+a+Hyh+028pY51QgKsJ4ueYpB3pZIlkX6XEzXEUan
ZRVeTWGMNkFck1VWk27D8YXr2bnTkiUcDsqI9EVE/s+eCqjmlUnf7INVw]jjorA7YFoyQZ98xAFWBhARILVbf1C8dySsa?2
xB1uuB980XHgdQOA2haOYdNVilIXxGvohvDtFUmlr6/Bgqnll1BP2LDO3FQs8510RMtYrzZo3k6FpOQB/FnvC1lvTGX2RDa+
LxMuyFaYNsMpZ603nKZgHZPvPgajlv7XDtM8 ftXA091gPzyfc5//GHkCQt305I6p20C6blEgowIDAQABO4GVMIGSMAWGA
1UJEWEB/wQCMAAWFgYDVRO1AQH/BAWWCGY IKwYBBQUHAWIWIgYLKoZIhvcUAQWCHAIEEWSBEHdkFgAeCMRLsvIGgybv1C
gwIgYLKoZIhvcUAQWCHAMEEWSBEPNG1VpZnfpPvx8Ws/4DBU4wIgYLKoZIhvcUAQWCHAUEEWSBEAa8VMEhEghFs7F101iT
MYswwDQYJKoZIhvcNAQELBQADggEBACFESr11ZfoBufM58vMg9z4dBKR5gE9y4PB8WstDH3XpoZNSrNrNkgiyV4o9WSXLJ
JohXjFeuO6gXLVGDFtdI1WhyDSn9pIles8Lo7ALukAIKKibVJIUeAoCzbdJAIPwnDZzFvUlhEuBy/rKmwnnKLwjcsMt50Wn
nVDRulgJktSR5gWcNp7XgliT0igqV3GgKWDUh7UQMPBHaF6yf8YZnEIKsfeekLEY8Y8rTGMt /Fkt 8HMEU34M3mTw+voXpy
dOLrfv4kHdGn92rwdF6RkD1IOFUI9JIMIBEfbI10CZB/42pXng89BrQlA7+NrgKNAVY8BzgP/I1jmhuF+HLOMwPmLg/vjOU
=" />
</characteristic>
</characteristic>
</characteristic>
</characteristic>
</wap-provisioningdoc>
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5 Security

5.1 Security Considerations for Implementers

The Device Registration Enrollment Protocol uses HTTPS as a transport. Using Secure Sockets Layer
(SSL) server certificate verification ensures that the client is communicating with the real server and
closes any possible man-in-the-middle attacks.

The input message uses an OAuth 2.0 JSON Web Token for both authentication and authorization. The
server must validate that the security token is signed by a trusted identity provider and is within the
token validity period, and that the target audience of the token is the server.

5.2 Index of Security Parameters

Security parameter Section

wsse:BinarySecurityToken | 3.1.4.1.1.1
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6 Appendix A: Full WSDL

For ease of implementation, the full WSDL and schema are provided in this appendix.

The MS-DVRE protocol is a profile extension of WS-Trust1.3. As such, some elements are inherited
from WS-Trust1.3.

WS-Trust 1.3 WSDL: The full WSDL for WS-Trust can be found at: http://docs.oasis-open.org/ws-
sx/ws-trust/200512/ws-trust-1.3.wsdl.

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions
xmlns:g2="http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:wst="http://docs.oasis-
open.org/ws-sx/ws-trust/200512"
xmlns:tns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"
targetNamespace="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<xsd:schema elementFormDefault="qualified"
targetNamespace="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">
<xsd:import
namespace="http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration"/>
<xsd:element name="WindowsDeviceEnrollmentServiceError" nillable="true"
type="qg2:WindowsDeviceEnrollmentServiceError"/>
</xsd:schema>
<xsd:schema elementFormDefault="qualified"
targetNamespace="http://schemas.datacontract.org/2004/07/Microsoft.DeviceRegistration">
<xsd:complexType name="WindowsDeviceEnrollmentServiceError">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="ErrorType" nillable="true"
type="qg2:WinDeviceEnrollmentServiceErrorType" />
<xsd:element minOccurs="0" maxOccurs="1" name="Message" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
<xsd:simpleType name="WinDeviceEnrollmentServiceErrorType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="InvalidParameter"/>
<xsd:enumeration value="SglError"/>
<xsd:enumeration value="CertificateAuthorityError"/>
<xsd:enumeration value="DirectoryAccountError"/>
<xsd:enumeration value="AuthenticationError"/>
<xsd:enumeration value="AuthorizationError"/>
<xsd:enumeration value="UnknownError"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:schema>
</wsdl:types>
<wsdl:portType name="IWindowsDeviceEnrollmentService">
<wsdl:operation name="RequestSecurityToken">
<wsdl:input
wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep"
message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken InputMessage"/>
<wsdl:output
wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep"
message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken OutputMessage"/>
<wsdl:fault
wsaw:Action="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/IWindowsDeviceEnroll
mentService/RequestSecurityTokenWindowsDeviceEnrollmentServiceErrorFault"
name="WindowsDeviceEnrollmentServiceErrorFault"
message="tns:IWindowsDeviceEnrollmentService RequestSecurityToken WindowsDeviceEnrollmentServ
iceErrorFault FaultMessage"/>
</wsdl:operation>
</wsdl:portType>
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<wsdl:binding name="IWindowsDeviceEnrollmentServiceSoapl2"
type="tns:IWindowsDeviceEnrollmentService">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="RequestSecurityToken">
<soapl2:operation
soapAction="http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep"
style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
<wsdl:fault name="WindowsDeviceEnrollmentServiceErrorFault">
<soapl2:fault name="WindowsDeviceEnrollmentServiceErrorFault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>
<wsdl:message name="IWindowsDeviceEnrollmentService RequestSecurityToken InputMessage">
<wsdl:part name="request" element="wst:RequestSecurityToken"/>
</wsdl:message>
<wsdl:message name="IWindowsDeviceEnrollmentService RequestSecurityToken OutputMessage">
<wsdl:part name="responseCollection"
element="wst:RequestSecurityTokenResponseCollection"/>
</wsdl:message>
<wsdl:message
name="IWindowsDeviceEnrollmentService RequestSecurityToken WindowsDeviceEnrollmentServiceErro
rFault FaultMessage">
<wsdl:part name="detail" element="tns:WindowsDeviceEnrollmentServiceError"/>
</wsdl:message>
</wsdl:definitions>
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7 (Updated Section) Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include updates to those products.

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system
= Windows Server 2016 operating system

= Windows Server operating system

= Windows Server 2019 operating system

= Windows Server 2022 operating system

= Windows Server 2025 operating system

Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base
(KB) number appears with a product name, the behavior changed in that update. The new behavior
also applies to subsequent updates unless otherwise specified. If a product edition appears with the
product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.
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8 Change Tracking

This section identifies changes that were made to this document since the last release. Changes are
classified as Major, Minor, or None.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements.
= A document revision that captures changes to protocol functionality.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class None means that no new technical changes were introduced. Minor editorial and
formatting changes may have been made, but the relevant technical content is identical to the last
released version.

The changes made to this document are listed in the following table. For more information, please
contact dochelp@microsoft.com.

Section Description Revision
class
7 Appendix B: Product Added Windows Server 2025 to the list of applicable Mai
i ajor
Behavior products.
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