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1 Introduction

This specification pertains to the DirectPlay Protocol and describes how DirectPlay messages are
used natively by the DXDiag application. This protocol is intended for peer-to-peer network video
gaming.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

acknowledgment (ACK)
big-endian

client

coalesced payload

cyclic redundancy check (CRC)
DirectPlay

DirectPlay 4

DirectPlay 8

DirectPlay 8 protocol

DirectPlay 8 server application
DirectPlay Host

DirectPlay Name Server (DPNSVR)
DirectPlay protocol

DirectX

DirectX Diagnostic (DXDiag)
DirectX runtime

DPNID

game

globally unique identifier (GUID)
host

host migration

HRESULT

Internet Protocol security (IPsec)
Internet Protocol version 4 (IPv4)
Internet Protocol version 6 (IPv6)
Internetwork Packet Exchange (IPX)
ISO/0SI reference model
little-endian

local area network (LAN)

name table

network address translation (NAT)
network byte order

partner

peer

peer-to-peer mode

player

round-trip time (RTT)

sequence ID
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%5bMS-GLOS%5d.pdf

server (3)

session layer

tick count

Transmission Control Protocol (TCP)
transport layer

Unicode

User Datagram Protocol (UDP)

The following terms are specific to this document:

command frame (CFRAME): A special DirectPlay 8 control frame that does not carry
application payload data. For more information, see the DirectPlay 8 Protocol: Reliable
Specification ([MC-DPL8R] section 2.2.1). See Also, data frame.

CRC-16-1IBM algorithm: The CRC-16-IBM algorithm polynomial is x~16 + x”~15 + x”~2 + 1.
Normal and reversed representations are "0x8005" or "OxA001".

data frame (DFRAME): A DirectPlay 8 frame that exists in the standard connection sequence
space and typically carries application payload data. The total size of the DFRAME header and
payload should be less than the Maximum Transmission Unit (MTU) of the underlying protocols
and network. For more information, see the DirectPlay 8 Protocol: Reliable Specification ([MC-
DPL8R] section 2.2.2). See Also, command frame.

DXDiag application: See DirectX Diagnostic (DXDiag).

game session: The metadata associated with the collection of computers participating in a
single instance of a computer game.

group: A collection of players within a game session. Typically, players are placed in a group
when they serve a common purpose.

Note Groups are not supported by the DirectPlay DXDiag Usage Protocol.

instance: A specific occurrence of a game running in a game session. A game application
process or module may be created more than one time on a single computer system, or on
separate computer systems. Each time a game application process or module is created, the
occurrence is considered to be a separate instance.

modem link (or modem transport): Running the DXDiag application over a modem-to-
modem link. See Also, serial link.

name table entry: The DN_NAMETABLE_MEMBERSHIP_INFO structure along with associated
strings and data buffers for an individual participant in the DXDiag session. These could be
considered players.

next receive: The next 8-bit packet sequence ID expected to be received, indicating
acknowledgment of all packets up to this ID. This is typically represented as a field named
bNRcv in packet structures. See Also, next send.

next send: The next 8-bit packet sequence ID that will be sent. This is represented as bNSeq
in the selective acknowledgment packet structure, which does not have a sequence ID of
its own. DirectPlay 8 protocol implementations also keep an internal counter so that IDs can
be assigned in order. See Also, Next Receive.

payload: The data that is transported to and from the application that is using either the
DirectPlay 4 protocol or DirectPlay 8 protocol.

8/85

[MS-DPDX] — v20130722
DirectPlay DXDiag Usage Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-GLOS%5d.pdf
%5bMC-DPL8R%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMC-DPL8R%5d.pdf
%5bMC-DPL8R%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf

poll packet (POLL): A packet in which the sender has set the PACKET_COMMAND_POLL bit
in the packet header. POLL indicates that the receiver must immediately acknowledge receipt
of the packet when it arrives.

selective acknowledgment (SACK): A cumulative mechanism that indicates successful receipt
of packets beyond the next receive indicator. Next receive reports all packets prior to when
its sequence ID has been received, but subsequent packets may have arrived out of order or
with gaps in the sequence. SACK masks enable the receiver to acknowledge these packets so
that they do not have to be retried, in addition to the packets that were truly lost. See Also,
acknowledgment (ACK), next receive, and next send.

send mask: A bit-mask mechanism that indicates that previously sent packets may have been
dropped, were not marked as reliable, and will never be retried.

serial link (or serial transport): Running the DXDiag application over a null modem cable
connecting two computers. See Also, modem link.

session packet: A session packet is associated with client/server session management. A
session packet begins with a zero byte and is used for locating sessions and testing network

paths. See transport packet.

transport packet: A transport packet has a nonzero first byte and is further divided into
command, user data, and acknowledgment packet types. See session packet.

wide characters: Characters represented by a 2-byte value that are encoded using Unicode

UTF-16. Unless otherwise stated, no range restrictions apply.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
specified in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other

documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is

no

longer being maintained or was replaced with a new document that provides current implementation

details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability
you have any issue with finding a normative reference, please contact dochelp@microsoft.com

will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[FIPS180] FIPS PUBS, "Secure Hash Standard", FIPS PUB 180-1, April 1995,
http://www.itl.nist.gov/fipspubs/fip180-1.htm

[IANAPORT] IANA, "Port Numbers", November 2006, http://www.iana.org/assignments/port-
numbers

[MS-DTYP] Microsoft Corporation, "Windows Data Types".
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[RFC768] Postel, J., "User Datagram Protocol", STD 6, RFC 768, August 1980,
http://www.ietf.org/rfc/rfc768.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[IPX] Microsoft Corporation, "Internetwork Packet Exchange (IPX)", http://msdn.microsoft.com/en-
us/library/ms817906.aspx

[MC-DPL4CS] Microsoft Corporation, "DirectPlay 4 Protocol: Core and Service Providers".

[MC-DPL8CS] Microsoft Corporation, "DirectPlay 8 Protocol: Core and Service Providers".

[MC-DPL8R] Microsoft Corporation, "DirectPlay 8 Protocol: Reliable".

[MC-DPLHP] Microsoft Corporation, "DirectPlay 8 Protocol: Host and Port Enumeration”.

[MC-DPLNAT] Microsoft Corporation, "DirectPlay 8 Protocol: NAT Locator".

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

1.3 Overview

The DirectPlay DXDiag Usage Protocol is designed to handle the following two basic types of network
messaging for networked gaming:

= Reliable versus not reliable messaging: This determines whether or not messages are guaranteed
to be delivered to the target application in the event of packet loss.

= Sequential versus non-sequential messaging: This determines whether or not messages are
received by the target application in the same order in which they are sent in the event of packet
loss or incorrect ordering.

Games use messaging for a variety of purposes, each with different demands. To support the range
of messaging requirements, the DirectPlay DXDiag Usage Protocol designates a message as
belonging to one of four categories, depending on whether the message is reliable and/or
sequential. The categories are specified by setting the PACKET_COMMAND_RELIABLE and
PACKET_COMMAND_SEQUENTIAL flags in the bCommand field of the

TRANS USERDATA HEADER packet header as follows:

Message category Flags set

Reliable and Sequential PACKET_COMMAND_RELIABLE and PACKET_COMMAND_SEQUENTIAL
Not reliable and Sequential PACKET_COMMAND_SEQUENTIAL

Reliable and Non-sequential PACKET_COMMAND_RELIABLE

Not reliable and Non-sequential None

The DirectPlay DXDiag Usage Protocol enables optimizing of messaging strategy by assigning
categories on a message-by-message basis.

Reliable packets are those that the upper layer considers important to retry when they are lost on
the network. Packets not marked as reliable are for temporary messages that are not critical to
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operation and are not retried because they are replaced with subsequent messages. Sequential
packets are those that have to be delivered according to the upper layer and have to wait until the
gaps in the sequence due to packet loss are resolved. However, non-sequential packets can be
delivered to the upper layer as they arrive.

1.3.1 How DXDiag Uses DirectPlay

DirectPlay DXDiag Usage Protocol packets are transported by means of User Datagram Protocol
(UDP) (as specified in [REC768]) and internetwork packet exchange [IPX]. To facilitate
transport over unreliable serial streams, such as those provided by direct connection serial and
modem links, a message format with signatures and checksums is defined in section 2.2.

Enumeration packets are used for lightweight discovery of available game sessions, typically on a
local area network (LAN). The computer hosting a DXDiag game session listens for incoming
enumeration queries from a remote computer and responds with enumeration replies. Upon
receiving the response, the remote computer initiates a stateful connection to the hosting computer
in order to participate in the game session.

In the DXDiag game session, an array of identifiers is contained in a name table. When a new
client joins a session, the client receives a name table that lists all of the clients currently in the
game session. When a client departs the game session, the identifier for that client is removed from
the name table. The name table itself is kept current through the use of a version humber.

The DirectPlay DXDiag Usage Protocol is a sliding window protocol that requires the receiver to
acknowledge received UDP packets before more packets are transmitted. An acknowledgment
(ACK) can be conveyed in one of two ways: either bundled within back traffic sent from the
receiver, or, when no back traffic is flowing, sent from the receiver as a dataless selective
acknowledgment (SACK) packet.

When the ACK is bundled within back traffic, fields within the header are used to indicate the
sequence number of the next expected packet. This acknowledges that all packets with sequence
numbers less than the specified number have been received correctly. If an ACK is not received
within a specified amount of time, the original packet is resent with the same sequence number as
was previously assigned.

Note The specified amount of time is derived from the current round-trip time (RTT) measured
by previously acknowledged messages. An initial RTT measurement should also be taken from the
TRANS COMMAND CONNECT ACCEPT response to the TRANS COMMAND CONNECT or
TRANS_COMMAND_CONNECT_ACCEPT packet sent during the initial handshake.

If the original sender specifies poll packet (POLL) (ACK now) in the packet header, the receiver
must immediately acknowledge the packet when it arrives.

1.4 Relationship to Other Protocols

The DirectPlay DXDiag Usage Protocol has a dependency on UDP, or other similar datagram-
oriented, connectionless protocol such as IPX, for the transport layer. As a native Windows protocol,
no other protocols depend on the DirectPlay DXDiag Usage Protocol.

11/85

[MS-DPDX] — v20130722
DirectPlay DXDiag Usage Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90490
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=89914
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf

DirectPlay DXDiag Usage Protocol

UDP IPX Seral Modern

Figure 1: DirectPlay DXDiag Usage Protocol relationship to other protocols

1.5 Prerequisites/Preconditions

All multiple-byte fields used by the DirectPlay DXDiag Usage Protocol are in little-endian byte
order, unless otherwise noted.

1.6 Applicability Statement

The DirectPlay DXDiag Usage Protocol was designed for multiplayer network gaming, but not for
other uses of peer-to-peer messaging. It is not recommended for file transfer or for applications
with robust security requirements that cannot provide them at other layers such as Internet Protocol
security IPsec.

1.7 Versioning and Capability Negotiation
This specification covers versioning issues in the following areas:
= Protocol versions: The DirectPlay protocol has the following version levels for features:

= Any version level between 0x00010000 and 0x00010004 implements the base features. The
base features include all features described in this specification [MS-DPDX] except for signing
and coalescence.

= A version level of 0x00010005 implements the base features and adds support for
coalescence.

= A version level of 0x00010006 implements the base features, supports coalescence, and adds
support for signing.

In the DirectPlay DXDiag Usage Protocol, the version level value is specified in the
dwCurrentProtocolVersion field of the TRANS COMMAND CONNECT or
TRANS COMMAND CONNECT ACCEPT message.

Note DirectPlay DXDiag Usage Protocol version numbers advertise the availability of coalescence
and signing, but they do not mandate the usage of these features. Even when the recipient
indicates support for coalescence or signing, the implementation can choose not to use these
features.<1>

= Capability negotiation: The DirectPlay DXDiag Usage Protocol inspects the value of the
dwCurrentProtocolVersion field of the TRANS_COMMAND_CONNECT and
TRANS_COMMAND_CONNECT_ACCEPT messages to identify the features that are supported by
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the sender and receiver. In this respect, capability negotiation is provided in a manner similar to
that available in the DirectPlay 8 Protocol, as described in [MC-DPL8R] section 1.7.

Note After the release of DirectPlay 4, earlier versions of DirectPlay were modified to resolve to
DirectPlay 4, as described in [MC-DPL4CS]. These versions include:<2>

= DirectPlay (1)
= DirectPlay 2
= DirectPlay 2A
= DirectPlay 3

= DirectPlay 3A

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

The DirectPlay DXDiag Usage Protocol uses one well-known UDP port assignment.

Parameter Value Reference
UDP port for DirectPlay 6073/udp IANAPORT

For the purpose and use of this port assignment, see section 3.
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2 Messages

This protocol references commonly used data types as defined in [MS-DTYP].

2.1 Transport

The DirectPlay DXDiag Usage Protocol uses UDP, internetwork packet exchange (IPX), serial, or
modem as the transport. The DirectPlay DXDiag Usage Protocol can utilize either IPv4 or IPv6. The
wire protocol format is the same for UDP and IPX. When a serial or modem link is used, there is an
extra header, as specified in section 2.2.2.

2.2 Message Syntax

2.2.1 DPNID

The DPNID identifier describes the 32-bit DirectPlay network identifier for a player in a game
session.

This type is declared as follows:

typedef DWORD DPNID, *PDPNID;

The DPNID for each player in the game session MUST be unique. The DPNID for a player is
generated in several steps while adding the player to the game session.

1. The index of the entry in the name table that was used to create the player is stored in the
lowest 20 bits of the DPNID. For example, when the index of the entry within the name table is 5,
the index is stored