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1 Introduction

The Domain Name Service (DNS) Server Management Protocol defines RPC interfaces that provide
methods for remotely accessing and administering a DNS server. It is a client/server protocol based
on RPC that is used in the configuration, management, and monitoring of a DNS server.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

Active Directory domain

application NC

ASCII

authentication level

Coordinated Universal Time (UTC)
crossRef object

distinguished name (DN)

domain controller (DC)

domain name (2), (3)

dynamic endpoint

forest

FSMO role

FSMO role owner

fully qualified domain name (FQDN) (1)
Interface Definition Language (IDL)
Internet Protocol version 4 (IPv4)
Internet Protocol version 6 (IPv6)
Lightweight Directory Access Protocol (LDAP)
naming context root

Network Data Representation (NDR)
opnum

read-only domain controller (RODC)
relative distinguished name (RDN) (1), (2)
remote procedure call (RPC)

root directory system agent-specific entry (rootDSE)
RPC protocol sequence

RPC transport

security descriptor

security provider

security support provider (SSP)

Security Support Provider Interface (SSPI)
Unicode

Unicode string

universally unique identifier (UUID)

UTF-8

UTF-16
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The following terms are specific to this document:

Active Directory domain controller promotion (DCPROMO): The act of causing a server to
become a domain controller (DC).

Active Directory forest: See forest.

active refresh: A self-generated DNS query for the DNSKEY records at a trust point, for the
purpose of automatically retrieving new trust anchors and removing revoked trust anchors.

See [RFC5011].

aging: A concept in which a DNS server keeps track of time stamps for the last update of
individual resource records. Duration from last time stamp to current time is considered as
the age of the resource-record and this value is used for scavenging, a process for cleaning
out not-recently used records.

application directory partition: An application NC.

authoritative: A DNS server is authoritative for a portion of the DNS namespace if it hosts a
primary or secondary zone for that portion of the DNS namespace.

autocreated zone: A zone that is created automatically by a DNS server, such as 0.in-
addr.arpa, 127.in-addr.arpa or 255.in-addr.arpa.

cache: When DNS server receives information from other servers, it stores the information for a
certain amount of time in its own in-memory zones, also referred to as a DNS cache. This
improves performance of domain name resolution and reduces DNS-related query traffic.
The cache contains only nodes that have unexpired records and expired but not-yet-freed
records.

delegation: A name server (NS) record set in a parent zone that lists the name servers
authoritative for a delegated subzone.

directory server: A persistent storage for DNS zones and records. A DNS server can access
DNS data stored in a directory server using the LDAP protocol or a similar directory access
mechanism.

directory-server-integrated: A DNS Server is directory-server-integrated if a local
directory server such as Active Directory resides in the same machine as the DNS Server.

directory server security descriptors: The set of security descriptors read from the
directory server, encompassing the DNS Server Configuration Access Control List, Zone
Access Control List, and the Application Directory Partition Access Control List.

DNS domain partition: An application directory partition stored in the directory server
that is replicated to all DNS servers in the domain.

DNS forest partition: An application directory partition stored in the directory server that
is replicated to all DNS servers in the forest.

dynamic update: A mechanism defined in [REC2136] by which updates for DNS records can be
sent to the authoritative DNS server for a zone through the DNS protocol.

expired DNS record: A DNS record stored in the cache whose age is greater than the value of
its TTL.

forwarders: A DNS server that is designated to facilitate forwarding of queries for other DNS
servers.
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full zone transfer (AXFR): A DNS protocol mechanism [RFC1035] through which an entire copy
of a DNS zone can be transmitted to a remote DNS server.

global name zone (GN2Z): A zone that provides single-label name resolution for large enterprise
networks that do not deploy WINS and where using domain name suffixes to provide single-
label name resolution is not practical.

glue record: A record of type A or AAAA included in a zone to specify the IP address of a DNS
server used in a delegation. The fully qualified domain name of each glue record will match
the fully qualified domain name of an authoritative DNS server found in one of the NS records
in the delegation.

incremental zone transfer (IXFR): A DNS protocol mechanism [RFC1995] through which a
partial copy of a DNS zone can be transmitted to a remote DNS server. An incremental zone
transfer, or IXFR, is represented as a sequence of DNS record changes that can be applied to
one image of a zone to synchronize it with another image of a zone.

key master: A DNS server that is responsible for generating and maintaining DNSSEC signing
keys for one particular zone.

key rollover: The process through which DNSSEC sighing keys are updated as described in
[RFC4641] and [RFC50117.

key signing key (KSK): A DNSKEY used to sign only the DNSKEY record set at the root of the
zone, as defined in [RFC4641].

lame delegation: A delegation in which none of the name servers listed in the delegation
host the delegated subzone or respond to DNS queries.

local directory server: A directory server instance on the same host as the DNS server.

multizone operation: An operation requested to be performed on a set of zones with one or
more particular properties, rather than on a single zone.

multizone operation string: A string indicating a property defining a set of zones on which an
operation is to be performed.

network mask: A bit vector that, when logically AND-ed with an IP address, indicates the
subnet to which an IP address belongs. Also known as net mask.

node: An entry identified by name in a DNS zone. A node contains all of the DNS records sets
associated with the name.

nonkey master primary server: In a file-backed signed zone, a nonkey master primary is a
server that holds the primary copy of the signed zone. A nonkey master primary server can
also do signature refreshes and Zone Signing using Zone Signing Keys but cannot generate or
manage keys on its own.

NoRefresh interval: If an update which does not change the DNS data for a record set is
received within the NoRefresh interval then the DNS server will not update the timestamp
on the record. This allows the DNS server to avoid unnecessary updates to the data store.

notify: DNS notify [RFC1996] is a mechanism in which the primary DNS server for a zone
notifies secondary servers about any changes in the zone.

online signing: Refers to the process of signing and maintaining DNSSEC characteristics of a
zone.<1>
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primary DNS server: A DNS server that holds a master authoritative copy of a particular zone's
data in local persistent storage.

primary zone: A zone for which a master authoritative copy of data is held in persistent local
storage or in a locally accessible directory server. A zone stored in a directory server is a
primary zone for any DNS server that can retrieve a copy of it from its local directory
server.

refresh interval: If the NoRefresh interval for a record has expired and the DNS server
receives a DNS update that does not change the record data then the DNS server will commit
a new timestamp to the data store. The combination of NoRefresh and Refresh intervals allows
a DNS server to maintain a relatively accurate record timestamp without unnecessary updates
to the data store.

resource record (RR): A single piece of DNS data. Each resource record consists of a DNS
type, a DNS class, a time to live (TTL), and record data (RDATA) appropriate for the
resource record's DNS type.

read only domain controller (RODC): A directory server that can be read from but not
written to.

root hints: DNS root hints contain host information that is needed to resolve names outside of
the authoritative DNS domains. It contains names and addresses of the root DNS servers.

scavenging: A regularly scheduled process on a DNS server during which DNS records that have
not been updated within a certain interval may be deleted.

secondary DNS server: A DNS server that holds an authoritative read-only copy of a particular
zone's data. The copy is periodically copied from another authoritative DNS server. Each zone
can have any number of secondary DNS servers.

secondary zone: A zone for which an authoritative read-only copy of data is hosted by a
particular DNS server. The data for a secondary zone is periodically copied from another DNS
server that is authoritative for the zone.

secret key transaction authentication (TSIG): An authentication mechanism specified in
RFC2845] for DNS dynamic updates that uses a one-way hashing function to provide a
cryptographically secure means of identifying each endpoint.

secure delegation: A delegation in a parent zone (name server (NS) record set), along with a
signed delegation signer (DS) record set, signifying a delegation to a signed subzone.

secure dynamic update: A modification of the dynamic update mechanism defined in
RFC3645] by which updates for DNS records can be sent securely to the authoritative DNS
server for a zone through the DNS protocol.

security context: The result of a TSIG [RFC2845] security negotiation between the server and a
client machine.

serial number: A field in the SOA record [RFC1035] for a zone. This value is used to compare
different versions of zone.

signing key descriptor (SKD): A collection of DNSSEC signing key characteristics such as
algorithm, key length, and signature validity period that describe how DNSSEC signing keys
and corresponding signatures should be generated and maintained by the DNS server.

13/ 378

[MS-DNSP] — v20130722
Domain Name Service (DNS) Server Management Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


http://go.microsoft.com/fwlink/?LinkId=90388
http://go.microsoft.com/fwlink/?LinkId=90440
http://go.microsoft.com/fwlink/?LinkId=90388
http://go.microsoft.com/fwlink/?LinkId=90264

single-label name: A domain name consisting of exactly one label [for example "contoso." (an
absolute name) or "contoso" (a relative name)]. When written in dotted-notation [RFC1034],
a single-label name will contain at most one period (".").

start of authority (SOA): Every zone contains a SOA record as defined in [RFC1035] section
3.3.13 and clarified in [RFC2181] section 7 at the beginning of the zone that provides
information relevant for a zone.

stub zone: A specialized version of a secondary zone. A stub zone contains only those resource
records that are necessary to identify the authoritative DNS server for that zone. A stub
zone consists of the zone root SOA resource record [RFC1035] and [RFC21817], zone root
NS resource records [RFC1035], and glue resource records for the zone root SOA and NS
records.

time stamp: An integer value representing the number of hours that have elapsed since
midnight (00:00:00), January 1, 1601 UTC.

time to live (TTL): Each DNS record has a TTL value [RFC1035] and [RFC2181] that specifies
how long any DNS resolver (client or server) may hold the record in its cache.

tombstone: An inactive DNS node which is not considered to be part of a DNS zone but has not
yet been deleted from the zone database in the directory server. Tombstones may be
permanently deleted from the zone once they reach a certain age. Tombstones are not used
for DNS zones that are not stored in the directory server. A node is a tombstone if its
dnsTombstoned attribute has been set to "TRUE".

trust anchor: A DNSKEY (public key) or DS (public key hash) record that is presumed to be
authentic (that is trusted); a DNSKEY or DS record that is in the "TrustAnchors" zone. A DS
trust anchor cannot be used in a DNSSEC proof, but it can serve as an authentication of a
retrieved DNSKEY record, allowing it to become a DNSKEY trust anchor.

trust point: An FQDN that has one or more trust anchors; a point in the DNS namespace from
which a DNSSEC proof can begin, via the presumption of trust anchor authenticity; a node in
the "TrustAnchors" zone that contains a DS or DNSKEY record.

Windows Internet Name Service Reverse Lookup (WINS-R): A form of reverse lookup
performed by the DNS server using NBSTAT [RFC1002] lookups to map IPv4 addresses to
single-label names.

zone: A domain namespace is divided up into several sections called zones [RFC1034] and
RFC2181]. A zone represents authority over a portion of the DNS namespace, excluding any
subzones that are below delegations.

zone signing key (ZSK): A DNSKEY used to sign all of the records in a zone, as defined in

RFC4641].

zone transfer: A DNS protocol mechanism [RFC1035] by which a full or partial copy of a DNS
zone can be transmitted from one DNS server to another.

zone scope: A unique version of a zone that can be created inside an existing zone. Resource
records can then be added (and subsequently managed) to the zone scope.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.
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1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[ATMA] Technical Committee, ATM Forum, "ATM Name System Specification Version 1.0",
http://www.ipmplsforum.org/ftp/pub/approved-specs/af-saa-0069.000.pdf

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
http://www.opengroup.org/public/pubs/catalog/c706.htm

[DRAFT-DNSSEC-ECDSA] Hoffman, P., and Wijngaards, W., "Elliptic Curve DSA for DNSSEC", draft-
hoffman-dnssec-ecdsa-04, December 2010, http://tools.ietf.org/html/draft-hoffman-dnssec-ecdsa-
04.txt
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1.3 Overview

The Domain Name Service (DNS) Server Management Protocol is a client/server protocol that is
used to remotely query, monitor and configure DNS server settings, its zones, and resource
records. The protocol allows a client to access DNS server settings and properties and also to
enumerate all DNS data stored on the server (DNS zones and DNS records).

The DNS Server Management Protocol is a simple protocol with no state shared across RPC method
calls. Each RPC method call contains one complete request. Output from one method call can be
used as input to another call but the DNS Server Management Protocol does not provide for locking
of DNS data across method calls. For example, a client may enumerate DNS zones with one call and
then retrieve the properties of one or more of the enumerated DNS zones with another call, but no
guarantee is made that the zone has not been deleted by another DNS Server Management
Protocol client between these two method calls.

When the DNS server is directory server-integrated, some client requests may require or trigger
LDAP requests from the DNS server to the local directory server or another directory server.

In particular, the DNS Server may use the "defaultNamingContext" of the directory server's
rootDSE, a DNS Domain Partition named "DnsDomainZones", or a DNS Forest Partition named
"DnsForestZones" to store zone information and zone records. (See section 2.3 for a discussion of
the schemas used to store this information.) A DNS Server integrated with a directory server
creates and automatically enlists itself in these default Application Directory Partitions.
Alternatively, zone information and zone records may be stored in additional Application Directory
Partitions, which can be created (and removed) by the DNS Server Management Protocol client in
order to control the granularity of zone replication. Zones created in these additional Application
Directory Partitions will only be visible to directory servers enlisted in those partitions, thus allowing
for granular control over replication.

A typical remote management involves the client querying or setting the configuration parameters of
the DNS server. The client may also enumerate DNS zones and the DNS records stored in one or
more zones. The client can modify the configuration of the DNS server as required. The client can
also add, delete, or modify DNS zones or the DNS records held in zones as required. For example, a
remote management client can:

= Set or retrieve the server's forwarders.

= Set or retrieve various DNS server settings.
= Create or modify zones.

= Create or modify zone records.

This usually involves sending a request to the DNS server specifying the type of operation (get, set
and execute are examples of types of operations) to perform and any specific parameters that are
associated with that operation. The DNS server responds to the client with the result of the
operation.

The following diagram shows an example of a remote client creating a zone on the DNS server using
the DNS server Management Protocol. The client sends a request to the server with the operation
type and parameters. The server responds with a success or an error.
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Figure 1: DNS Server Management Protocol

1.4 Relationship to Other Protocols

The Domain Name Service (DNS) Server Management Protocol relies on RPC [MS-RPCE] as a
transport. It is used to manage servers that implement DNS [RFC1035], [RFC1183], [RFC1876],
[RFC1995], [RFC1996], [RFC2065], [RFC2136], [RFC2535], [RFC2671], [RFC2672], [RFC2782],
[RFC2845], [RFC2915], [RFC2931], [RFC3596], [RFC4034], and [RFC4701]. It also interacts with
the Netlogon protocol [MS-NRPC].

The following diagram illustrates the relationship of the DNS Server Management Protocol and how it
relates to RPC [MS-RPCE].

DMS Server Management Protocol

RPC RPC Layer

TCF Mamed Pipes Transport Layer

Figure 2: How the DNS Server Management Protocol uses RPC

The DNS Server relies on the LDAP protocol [RFC4511] to retrieve and modify DNS information
when it is stored in a directory server. In this case, the DNS Server is the client of the LDAP
protocol, acting on behalf of and impersonating (using RPC impersonation), the client of the DNS
Server Management Protocol. LDAP's relationship with other protocols is covered in [RFC4511
section 5. Note that although an LDAP provider may support transports other than TCP, the DNS
Server is required to open LDAP connections specifying the TCP transport using port 389.

The following diagram shows the relationship of the DNS Server Management Protocol to LDAP and
TCP:
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Figure 3: How the DNS Server Management Protocol uses LDAP

The following diagram illustrates the interaction between DNS Server Management Protocol Clients,
DNS Servers, and directory servers.

=

Management Client

DMS Server Management Protocol

DMNS Server 1

LDAP LDAP
5 5
L o
= =
Local Directory Server Remote Directory Server
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Figure 4: Relationship between DNS Server Management Protocol Clients, DNS Servers,
and Directory Servers

1.5 Prerequisites/Preconditions

This protocol is implemented on top of RPC and, as a result, has the prerequisites identified in [MS-
RPCE].

The Domain Name Service (DNS) Server Management Protocol assumes that a client has obtained
the name of a server that supports this protocol before the protocol is invoked. It also assumes that
if a local directory server is available, the DNS Server will establish an LDAP session to it, and has
appropriate credentials for its requests. If no local directory server is available, or if an appropriate
connection cannot be established, the DNS Server will operate only with zones loaded from files in
the local file system rather than with zones replicated in the directory service, and operations
requiring a directory service will fail. All LDAP operations described in this protocol are performed
with the local directory server, unless otherwise stated. Consistency of DNS data stored in the local
directory server is not guaranteed, since complete or partial updates to the LDAP directory may be
replicated to the local directory server at any time. The protocol assumes that the DNS server polls
the local directory server for changes that should be synchronized with the in-memory zones.

1.6 Applicability Statement

This protocol is applicable when an application needs to remotely configure a DNS server. It is not
applicable to scenarios with multiple clients simultaneously managing a DNS server, if the ability to
prevent interference is required.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

= Supported Transports: The DNS server Management Protocol uses the RPC protocol as a
transport and multiple RPC transports.

= Protocol Versions: This protocol has a version number of 5.0.

= Security and Authentication Methods: Authentication and security are provided as specified in

MS-RPCE].

The DNS server requests the principal name for the security provider available on the system.
Then Providers, for whom a principal name was obtained, are registered as supported
authenticating mechanism for RPC calls. An RPC client using TCP, immediately after creating a
binding attempts to negotiate authentication using RPC_C_AUTHN_GSS_NEGOTIATE and
authentication level as RPC_C_AUTHN_LEVEL_PKT_INTEGRITY as specified in sections 2.1.1
and 2.1.2.

= Localization: This protocol passes text strings in various methods. Localization considerations for
such strings are specified where relevant.

= Capability Negotiation: The DNS Server Management Protocol does not support negotiation of the
protocol version to use. Instead, this protocol uses only the protocol version humber specified in
the IDL for versioning and capability negotiation. It should be noted that the present version of
the IDL includes a client version input parameter (dwClientVersion) for some of the method calls
(section 2.2.1.2.1). This parameter allows the server to provide responses conforming to earlier
versions of certain data structures associated with those method calls, while allowing extensibility
of the present version of the protocol.
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1.8 Vendor-Extensible Fields

This protocol uses Win32 error codes as defined in [MS-ERREF] section 2.2. Vendors SHOULD reuse
those values with their indicated meaning. Choosing any other value runs the risk of a collision in

the future.

1.9 Standards Assignments

The following parameters are private Microsoft assignments.

Parameter

Value

Reference

RPC Interface UUID for DNS

50ABC2A4-574D-40B3-9D66-EE4FD5FBA076

C706] section A.2.5

Named Pipe name

\PIPEADNSSERVER
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2 Messages

The following sections specify how the DNS Server Management Protocol messages are transported
and what common data types are used.

2.1 Transport

All implementations MUST support the RPC over TCP protocol sequence (ncacn_ip_tcp), as specified
in [MS-RPCE], with dynamic endpoints. Implementations MAY also support the RPC over hamed
pipes protocol sequence (ncacn_np), as specified in [MS-RPCE], with named pipe hame
\PIPE\DNSSERVER. <2> The choice of transport for any given communication is up to the client
application or higher-layer protocol.

The protocol MUST use the following UUID:
DnsServer: 50ABC2A4-574D-40B3-9D66-EE4FD5FBA076

The protocol MUST use an IDL version of 5.0.

2.1.1 Server Security Settings

The DNS Server Management Protocol uses Security Support Provider Interface (SSPI) security
provided by RPC, as specified in section 3.3.1.5.2 of [MS-RPCE], for sessions using TCP as the
transport protocol. The server SHOULD register the following as security providers:

= RPC_C_AUTHN_GSS_NEGOTIATE
= RPC_C_AUTHN_GSS_KERBEROS
= RPC_C_AUTHN_WINNT

The DNS server MUST allow only authenticated access to RPC clients. The DNS server MUST NOT
allow anonymous RPC clients. The DNS RPC server MUST perform a three-phase authorization test
to ensure that the client is authorized to perform the specific RPC operation. The three-phase
authorization test is specified in section 3.1.6.1. If the server is directory server integrated, the
server MUST cache directory server security descriptors until the next LDAP read operation that
reads them and perform LDAP read operations for security descriptors as specified in section
3.1.6.2.

The DNS server SHOULD support up to 1,234 concurrent RPC calls.

The DNS server MUST limit access to only clients that negotiate an authentication level higher than
that of RPC_C_AUTHN_LEVEL_NONE (see [MS-RPCE] section 2.2.1.1.8).

2.1.2 Client Security Settings

The DNS RPC client SHOULD use SSP security provided over RPC as specified in [MS-RPCE], for
sessions using TCP as RPC transport protocol. A client SHOULD authenticate using:

= RPC_C_AUTHN_GSS_NEGOTIATE

A client using TCP as the RPC transport SHOULD request RPC_C_AUTHN_LEVEL_PKT_INTEGRITY
authentication with the DNS server.

For negotiating RPC security, the DNS RPC client SHOULD use the following parameters:
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= The client SHOULD request mutual authentication by requesting the
RPC_C_QOS_CAPABILITIES_MUTUAL_AUTH capability. The client MAY additionally request the
RPC_C_QOS_CAPABILITIES_IGNORE_DELEGATE_FAILURE capability.<3>

= The identity tracking type SHOULD be set to RPC_C_QOS_IDENTITY_STATIC.

*» The impersonation type SHOULD be set to RPC_C_IMP_LEVEL_IMPERSONATE, indicating that the
server can impersonate the client; the client MAY instead specify
RPC_C_IMP_LEVEL_DELEGATE.<4>

2.2 Common Data Types

In addition to RPC base types and definitions specified in [C706] and [MS-RPCE], additional data
types are defined below. This protocol also uses the types WORD and DWORD defined in [MS-DTYP].

All multi-byte integer values in the messages declared in this section use little-endian byte order
unless otherwise noted.

All fields designated as Unicode strings MUST be implemented using UTF-16LE strings as defined in
[UNICODE5.0.0/2007] section 2.6.

2.2.1 DNS RPC Common Messages
2.2.1.1 Enumerations and Constants

2.2.1.1.1 DNS_RPC_TYPEID

The DNS Server Management Protocol RPC methods use a generic and extensible data structure of
type DNSSRV_RPC UNION (section 2.2.1.2.6), which is a union of pointers to different data
types. A DNS_RPC_TYPEID value is used to specify what data is being stored in an instance of the
DNSSRV_RPC_UNION structure. The DNS_RPC_TYPEID enumeration combined with a
DNSSRV_RPC_UNION structure allow the DNS RPC interface to communicate many different types
of DNS server configuration and data in a single structure. The type of data carried inside the union
is qualified by one of the following values:

Constant/value Description

DNSSRV_TYPEID_ANY Type is invalid.

OXFFFFFFFF

DNSSRV_TYPEID_NULL No data is provided.

0x00000000

DNSSRV_TYPEID_DWORD A DWORD value.

0x00000001

DNSSRV_TYPEID_LPSTR A pointer to null-terminated UTF-8 [RFC3629] string.
0x00000002

DNSSRV_TYPEID_LPWSTR A pointer to a null-terminated Unicode string.
0x00000003

DNSSRV_TYPEID_IPARRAY A pointer to an IP4 ARRAY. This structure is used to
0x00000004 specify a list of IPv4 addresses.
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Constant/value

Description

DNSSRV_TYPEID_BUFFER
0x00000005

A pointer to a DNS_RPC BUFFER (section
2.2.1.2.2). This structure is used to hold a generic
buffer of the DNS server information. Interpretation of
the buffer depends upon the request.

DNSSRV_TYPEID_SERVER_INFO_W2K
0x00000006

A pointer to a structure of type

DNS RPC SERVER INFO W2K (section
2.2.4.2.2.1). This structure is used to specify general
DNS server state and configuration.

DNSSRV_TYPEID_STATS
0x00000007

A pointer to a structure of type DNSSRV_STATS
(section 2.2.10.2.2). The structure exposes internal
statistics and counters.

DNSSRV_TYPEID_FORWARDERS_W2K
0x00000008

A pointer to a structure of type

DNS RPC FORWARDERS W2K (section
2.2.5.2.10.1). This structure specifies the set of DNS
servers this DNS server will forward unresolved
queries to.

DNSSRV_TYPEID_ZONE_W2K
0x00000009

A pointer to a structure of type

DNS RPC ZONE W2K (section 2.2.5.2.1.1). This
structure is used to specify basic information about a
DNS zone.

DNSSRV_TYPEID_ZONE_INFO_W2K
0x0000000A

A pointer to a structure of type

DNS RPC ZONE INFO W2K (section
2.2.5.2.4.1). This structure is used to specify detailed
DNS zone information.

DNSSRV_TYPEID_ZONE_SECONDARIES_W2K
0x0000000B

A pointer to a structure of type

DNS RPC ZONE SECONDARIES W2K (section
2.2.5.2.5.1). This structure is used to specify
information about the secondary servers for a primary
DNS zone.

DNSSRV_TYPEID_ZONE_DATABASE_W2K
0x0000000C

A pointer to a structure of type

DNS RPC ZONE DATABASE W2K (section
2.2.5.2.6.1). This structure specifies how a DNS zone
is stored in persistent storage.

DNSSRV_TYPEID_ZONE_TYPE_RESET_W2K
0x0000000D

This value is not used.

DNSSRV_TYPEID_ZONE_CREATE_W2K
0x0000000E

A pointer to a structure of type

DNS RPC ZONE CREATE INFO W2K (section
2.2.5.2.7.1). This structure is used to specify
parameters required when creating a new DNS zone.

DNSSRV_TYPEID_NAME_AND_PARAM
0x0000000F

A pointer to a structure of type

DNS RPC NAME AND PARAM (section
2.2.1.2.5). This is a general purpose structure used
to associate a parameter name with a DWORD value.

DNSSRV_TYPEID_ZONE_LIST_W2K
0x00000010

A pointer to a structure of type
DNS RPC ZONE LIST W2K (section
2.2.5.2.3.1). This structure is used to enumerate
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Constant/value

Description

zones.

DNSSRV_TYPEID_ZONE_RENAME
0x00000011

This value is not used.

DNSSRV_TYPEID_ZONE_EXPORT
0x00000012

A pointer to a structure of type

DNS RPC ZONE EXPORT_ INFO (section
2.2.5.2.8). This structure is used to specify how a
zone should be exported to file.

DNSSRV_TYPEID_SERVER_INFO_DOTNET
0x00000013

A pointer to a structure of type

DNS RPC SERVER INFO DOTNET (section
2.2.4.2.2.2). This structure is used to specify general
DNS server state and configuration.

DNSSRV_TYPEID_FORWARDERS_DOTNET
0x00000014

A pointer to a structure of type

DNS RPC FORWARDERS DOTNET (section
2.2.5.2.10.2). This structure specifies the set of DNS
servers this DNS server will forward unresolved
queries to.

DNSSRV_TYPEID_ZONE
0x00000015

A pointer to a structure of type DNS RPC ZONE

(section 2.2.5.2.1). This structure is used to specify
basic information and a DNS zone.

DNSSRV_TYPEID_ZONE_INFO_DOTNET
0x00000016

A pointer to a structure of type

DNS RPC ZONE INFO DOTNET (section
2.2.5.2.4.2). This structure is used to specify detailed
information about a DNS zone.

DNSSRV_TYPEID_ZONE_SECONDARIES_DOTNET
0x00000017

A pointer to a structure of type

DNS RPC ZONE SECONDARIES DOTNET
(section 2.2.5.2.5.2). This structure is used to
specify information about the secondary servers for a
primary DNS zone.

DNSSRV_TYPEID_ZONE_DATABASE
0x00000018

A pointer to a structure of type

DNS RPC ZONE DATABASE (section 2.2.5.2.6).
This structure specifies how a DNS zone is stored in
persistent storage.

DNSSRV_TYPEID_ZONE_TYPE_RESET_DOTNET
0x00000019

This value is not used.

DNSSRV_TYPEID_ZONE_CREATE_DOTNET
0x0000001A

A pointer to a structure of type

DNS RPC ZONE CREATE INFO DOTNET. This
structure is used to specify parameters required when
creating a new DNS zone.

DNSSRV_TYPEID_ZONE_LIST
0x0000001B

A pointer to a structure of type
DNS RPC ZONE LIST (section 2.2.5.2.3). This
structure is used to enumerate zones.

DNSSRV_TYPEID_DP_ENUM
0x0000001C

A pointer to a structure of type DNS RPC DP ENUM
(section 2.2.7.2.3). This structure is used to specify
basic information about an application directory
partition.
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Constant/value

Description

DNSSRV_TYPEID_DP_INFO
0x0000001D

A pointer to a structure of type DNS RPC DP_INFO
(section 2.2.7.2.1). This structure specifies detailed
information about a single application directory
partition.

DNSSRV_TYPEID_DP_LIST
0x0000001E

A pointer to a structure of type DNS RPC DP_LIST
(section 2.2.7.2.4). This structure is used to
enumerate application directory partitions.

DNSSRV_TYPEID_ENLIST_DP
0x0000001F

A pointer to a structure of type

DNS RPC ENLIST DP (section 2.2.7.2.5). This
structure is used to request enlistment changes for an
application directory partition.

DNSSRV_TYPEID_ZONE_CHANGE_DP
0x00000020

A pointer to a structure of type

DNS RPC ZONE CHANGE DP (section
2.2.7.2.6). This structure is used to request that a
DNS zone be moved from one application directory
partition to another.

DNSSRV_TYPEID_ENUM_ZONES_FILTER
0x00000021

A pointer to a structure of type

DNS RPC ENUM ZONES FILTER (section
2.2.5.2.9). This structure is used to filter DNS zones
during enumeration.

DNSSRV_TYPEID_ADDRARRAY
0x00000022

A pointer to a structure of type DNS ADDR ARRAY

(section 2.2.3.2.3). This structure is used to specify
a list of IPv4 or IPv6 addresses.

DNSSRV_TYPEID_SERVER_INFO
0x00000023

A pointer to a structure of type

DNS RPC SERVER INFO (section 2.2.4.2.2). This
structure is used to specify general DNS server state
and configuration.

DNSSRV_TYPEID_ZONE_INFO
0x00000024

A pointer to a structure of type

DNS RPC ZONE INFO (section 2.2.5.2.4). This
structure is used to specify detailed information about
a DNS zone.

DNSSRV_TYPEID_FORWARDERS
0x00000025

A pointer to a structure of type

DNS RPC FORWARDERS (section 2.2.5.2.10).
This structure specifies the set of DNS servers this
DNS server will forward unresolved queries to.

DNSSRV_TYPEID_ZONE_SECONDARIES
0x00000026

A pointer to a structure of type

DNS RPC ZONE SECONDARIES (section 2.2.5.2.5).
This structure is used to specify information about the
secondary servers for a primary DNS zone.

DNSSRV_TYPEID_ZONE_TYPE_RESET
0x00000027

This value is not used.

DNSSRV_TYPEID_ZONE_CREATE
0x00000028

A pointer to a structure of type
DNS RPC ZONE CREATE INFO (section 2.2.5.2.7).
This structure is used to specify parameters required
when creating a new DNS zone.
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Constant/value

Description

DNSSRV_TYPEID_IP_VALIDATE
0x00000029

A pointer to a structure of type

DNS RPC IP VALIDATE (section 2.2.3.2.4). This
structure is used to request IP validation and to return
the results of IP validation.

DNSSRV_TYPEID_AUTOCONFIGURE
0x0000002A

A pointer to a structure of type

DNS RPC AUTOCONFIGURE (section 2.2.8.2.1).
This structure is used to request DNS server
autoconfiguration.

DNSSRV_TYPEID_UTF8_STRING_LIST
0x0000002B

A pointer to a structure of type

DNS RPC UTF8 STRING LIST (section
2.2.1.2.3). This structure is used to represent a list of
UTF-8 [RFC3629] strings.

DNSSRV_TYPEID_UNICODE_STRING_LIST
0x0000002C

A pointer to a structure of type

DNS RPC UNICODE STRING LIST (section
2.2.1.2.4). This structure is used to represent a list of
Unicode strings.

DNSSRV_TYPEID_SKD
0x0000002D

A pointer to a structure of type DNS RPC SKD
(section 2.2.6.2.1). This structure is used to specify
detailed signing key descriptor information.

DNSSRV_TYPEID_SKD_LIST
0x0000002E

A pointer to a structure of type DNS RPC SKD LIST
(section 2.2.6.2.2). This structure is used to

enumerate signing key descriptors.

DNSSRV_TYPEID_SKD_STATE
0x0000002F

A pointer to a structure of type

DNS RPC SKD STATE (section 2.2.6.2.3). This
structure is used to specify detailed signing key
descriptor state information.

DNSSRV_TYPEID_SIGNING_VALIDATION_ERROR
0x00000030

A pointer to a structure of type

DNS RPC SIGNING VALIDATION ERROR
(section 2.2.6.2.8). This structure is used to specify
signing key descriptor validation error information.

DNSSRV_TYPEID_TRUST_POINT_LIST
0x00000031

A pointer to a structure of type

DNS RPC TRUST POINT LIST (section
2.2.6.2.5). This structure is used to enumerate trust
points.

DNSSRV_TYPEID_TRUST_ANCHOR_LIST
0x00000032

A pointer to a structure of type

DNS RPC TRUST ANCHOR LIST (section
2.2.6.2.7). This structure is used to enumerate trust
anchors.

DNSSRV_TYPEID_ZONE_SIGNING_SETTINGS
0x00000033

A pointer to a structure of type

DNS RPC ZONE DNSSEC SETTINGS (section
2.2.6.2.9). This structure is used to specify the
DNSSEC settings for file-backed zones.

DNSSRV_TYPEID_ZONE_SCOPE_ENUM
0x00000034

A pointer to a structure of type

DNS RPC ENUM ZONE SCOPE LIST (section
2.2.13.2.1). This structure is used to enumerate
zonhe scopes.<5>
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Constant/value Description

DNSSRV_TYPEID_ZONE_STATS A pointer to a structure of type

0x00000035 DNS RPC ZONE STATS V1 (section 2.2.12.2.5).
This structure is used to enumerate the zone
statistics.

DNSSRV_TYPEID_ZONE_SCOPE_CREATE A pointer to a structure of type

0x00000036 DNS RPC ZONE SCOPE CREATE INFO Vi1

(section 2.2.13.2.2.1). This structure is used to
create the zone scope.

DNSSRV_TYPEID_ZONE_SCOPE_INFO A pointer to a structure of type

0x00000037 DNS RPC ZONE SCOPE INFO V1 (section
2.2.13.2.3.1). This structure is used to get the zone
scope information.

Clients and servers of the DNS Server Management Protocol SHOULD<6> support all values above.

2.2.1.1.2 DNS_RPC_PROTOCOLS

DNS_RPC_PROTOCOLS is a DWORD value that specifies types of RPC protocols supported by the
DNS server. For more details about this type, see section 2.1 in [MS-RPCE].

Constant/value Description

DNS_RPC_USE_TCPIP The server allows clients to connect using RPC over TCP/IP.
0x00000001

DNS_RPC_USE_NAMED_PIPE The server allows clients to connect using RPC over named pipes.
0x00000002

DNS_RPC_USE_LPC An implementation-specific mode of communicating with a client on
0x00000004 the same machine. <7>

DNS_RPC_USE_ALL_PROTOCOLS | The server allows clients to connect using any of the above RPC
OxFFFFFFFF mechanisms.

2.2.1.1.3 TRUSTPOINT_STATE

The TRUSTPOINT_STATE enumeration identifies the current state of the life cycle of a DNSSEC trust
point. The state of the trust point is determined by the states of its trust anchors and is given for
informational purposes only; it does not affect the DNS or LDAP protocol.

Constant/value Description
TRUSTPOINT_STATE_INITIALIZED Indicates a trust point that has no trust anchors but has child
0x00000000 nodes that do have trust anchors.
TRUSTPOINT_STATE_DSPENDING Indicates a trust point that has only DS trust anchors and is
0x00000001 therefore ineffective for DNSSEC operations.
TRUSTPOINT_STATE_ACTIVE Indicates a trust point that has one or more DNSKEY trust
0x00000002 anchors. Queries covered by this trust point will be validated
using the DNSKEY trust anchors.
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Constant/value

Description

0x00000003

TRUSTPOINT_STATE_DELETE_PENDING

Indicates a trust point containing only revoked DNSKEY trust
anchors. When the [RFC5011] remove-hold-down time is
exceeded for all revoked trust anchors, this trust point will be
deleted.

2.2.1.1.4 TRUSTANCHOR_STATE

The TRUSTANCHOR_STATE enumeration identifies the current state of the life cycle of a DNSSEC
trust anchor. All states other than TRUSTANCHOR_STATE_DSPENDING and
TRUSTANCHOR_STATE_DSINVALID correspond to the states given in [REC5011] section 4.2. Only
the TRUSTANCHOR_STATE_VALID and TRUSTANCHOR_STATE_MISSING trust anchors affect the
DNS protocol (by acting as a DNSSEC trust anchor). None of the states affect the LDAP protocol

RFC4511].

Constant/value

Description

TRUSTANCHOR_STATE_DSPENDING
0x00000001

Indicates a DS trust anchor that can be replaced by the DNSKEY
trust anchor that matches the hash of the DS trust anchor after the
next [RFC5011] active refresh.

TRUSTANCHOR_STATE_DSINVALID
0x00000002

Indicates a DS trust anchor that matches a DNSKEY record that is
not valid as a trust anchor because the SEP flag is not set or
because the algorithm is unsupported.

TRUSTANCHOR_STATE_ADDPEND
0x00000003

Indicates a DNSKEY trust anchor that has not exceeded the
RFC5011] add-hold-down time. This trust anchor may become a
valid trust anchor after the hold-down time has been exceeded.

TRUSTANCHOR_STATE_VALID
0x00000004

Indicates a DNSKEY trust anchor that has exceeded the [RFC5011
add-hold-down time, has been matched to (and has replaced) a DS
trust anchor, or has been added by the administrator. This trust
anchor is trusted for DNSSEC operations, and a copy exists in the
TrustAnchors zone.

TRUSTANCHOR_STATE_MISSING
0x00000005

Indicates a DNSKEY trust anchor that is valid but was not seen in
the last [RFC5011] active refresh. This trust anchor is trusted for
DNSSEC operations, and a copy exists in the TrustAnchors zone.

TRUSTANCHOR_STATE_REVOKED
0x00000006

Indicates a DNSKEY trust anchor that has been revoked by the
authoritative zone administrator according to [RFC5011]. This trust
anchor will be deleted when the [RFC5011] remove-hold-down time
is exceeded.

2.2.1.2 Structures

2.2.1.2.1 DNS_RPC_CURRENT_CLIENT_VER

This structure specifies version number information of the DNS RPC client. This version number is

used by RPC clients to identify the requested RPC structures' version to the server so that the server

can treat the request appropriately. This structure is defined as (in host byte order):

[MS-DNSP] — v20130722
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1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

DNS RPC Client Major Version DNS RPC Client Minor Version

DNS RPC Client Major Version (2 bytes): The major version humber for the DNS RPC client.
This MUST have a value from the following set:

Value Meaning

0x0000 Client requests RPC structures that do not require specific version numbers.
0x0006 Client requests RPC structures associated with version 6.

0x0007 Client requests RPC structures associated with version 7.

DNS RPC Client Minor Version (2 bytes): The minor version number for the DNS RPC client.
Senders MUST set this to zero and receivers MUST ignore it.

2.2.1.2.2 DNS_RPC_BUFFER

DNS_RPC_BUFFER defines a structure that contains a set of a specific type of structures. The DNS
Server Management Protocol uses this structure to return information from the server, while
processing R_DnssrvComplexOperation2 (section 3.1.4.8) method calls with operation type
"Statistics".

typedef struct DnssrvRpcBuffer {
DWORD dwLength;
[size is(dwLength)] BYTE Buffer[];
} DNS_RPC BUFFER,
*PDNS_RPC_BUFFER;

dwlLength: The length, in bytes, of the data stored in Buffer.

Buffer: A variable length array of bytes of length specified by dwLength. The buffer can contain
one or more DNS_RPC_NODE structures (section 2.2.2.2.3). Each DNS_RPC_NODE contains
the length of that node such that the DNS_RPC_BUFFER dwlLength may be larger to indicate
multiple DNS_RPC_NODE structures.

2.2.1.2.3 DNS_RPC_UTF8_STRING_LIST

DNS_RPC_UTF8_STRING_LIST defines a structure that contains a list of null-terminated UTF-8
strings. This structure is used by the DNS server management protocol while processing
R_DnssrvOperations2 (section 3.1.4.6) and R_DnssrvQuery?2 (section 3.1.4.7) method calls, with
operations type "GlobalQueryBlockList".

typedef struct DnsRpcUtf8StringList {
[range (0,10000) ] DWORD dwCount;
[size is(dwCount), string] char* pszStrings[];
} DNS_RPC_UTF8 STRING LIST,
*PDNS_RPC_UTF8_STRING_LIST;
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dwCount: The number of strings present in the pszStrings array.

pszStrings: A variable length array of pointers to null-terminated UTF-8 strings.

2.2.1.2.4 DNS_RPC_UNICODE_STRING_LIST

DNS_RPC_UNICODE_STRING_LIST defines a structure that contains a list of null-terminated
Unicode strings. This structure is used by the DNS server management protocol while processing
the R_DnssrvComplexOperation2 (section 3.1.4.8) method call, with operations of type
"EnumerateKeyStorageProviders".

typedef struct DnsRpcUnicodeStringList ({
[range (0,10000)] DWORD dwCount;
[size is(dwCount), string] char* pwszStrings[];
} DNS RPC_UNICODE STRING LIST,
*PDNS_RPC_UNICODE STRING LIST;

dwCount: The number of strings present in the pwszStrings array.

pwszStrings: A variable-length array of pointers to null-terminated Unicode strings.

2.2.1.2.5 DNS_RPC_NAME_AND_PARAM

DNS_RPC_NAME_AND_PARAM defines the structure that contains information about a simple server
property that takes a DWORD value. The DNS Server Management Protocol uses this structure to
exchange information about various properties that take an integer value, while processing the
R_DnssrvOperation2 (section 3.1.4.6) method call with operation types "ResetDwordProperty",
"DeleteNode" and "DeleteRecordSet".

typedef struct _DnssrvRpcNameAndParam {
DWORD dwParam;
[string] char* pszNodeName;
} DNS_RPC_NAME AND PARAM,
*PDNS_RPC_NAME AND PARAM;

dwParam: The requested new value for the server property specified by pszNodeName.

pszNodeName: Pointer to a null-terminated UTF-8 string that specifies the name of the server
property.

2.2.1.2.6 DNSSRV_RPC_UNION

DNSSRV_RPC_UNION specifies a collection of all possible messages structures that can be
exchanged between a client and server communicating using the DNS Server Management Protocol.
This is used by the R_DnssrvOperation2 (section 3.1.4.6), R_DnssrvQuery2 (section 3.1.4.7) and
R_DnssrvComplexOperation2 (section 3.1.4.8) method calls. The exact message format inside
DNSSRV_RPC_UNION is identified by an accompanying DNS_RPC_TYPEID (section 2.2.1.1.1) value.
Clients and servers of the DNS Server Management Protocol SHOULD support all members of
DNSSRV_RPC_UNION.<8>
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typedef
[switch type (DWORD) ]
union DnssrvSrvRpcUnion {
[case (DNSSRV_TYPEID NULL) ]
PBYTE Null;
[case (DNSSRV_TYPEID DWORD) ]
DWORD Dword;
[case (DNSSRV_TYPEID LPSTR) ]
[string] char* String;
[case (DNSSRV_TYPEID LPWSTR) ]
[string] wchar t* WideString;
[case (DNSSRV_TYPEID IPARRAY) ]
PIP4 ARRAY IpArray;
[case (DNSSRV_TYPEID BUFFER) ]
PDNS_RPC_BUFFER Buffer;
[case (DNSSRV_TYPEID SERVER INFO W2K) ]
PDNS_RPC_SERVER INFO W2K ServerInfoW2K;
[case (DNSSRV_TYPEID STATS) ]
PDNSSRV_STATS Stats;
[case (DNSSRV_TYPEID FORWARDERS WZ2K) ]
PDNS RPC FORWARDERS W2K ForwardersW2K;
[case (DNSSRV_TYPEID ZONE W2K) ]
PDNS RPC_ZONE W2K ZoneW2K;
[case (DNSSRV_TYPEID ZONE INFO W2K) ]
PDNS RPC_ZONE INFO W2K ZoneInfoW2K;
[case (DNSSRV_TYPEID ZONE SECONDARIES W2K) ]
PDNS RPC ZONE SECONDARIES W2K SecondariesW2K;
[case (DNSSRV_TYPEID ZONE DATABASE W2K) ]
PDNS_RPC_ZONE_DATABASE W2K DatabaseW2K;
[case (DNSSRV_TYPEID ZONE_ CREATE W2K) ]
PDNS_RPC_ZONE_CREATE_INFO W2K ZoneCreateW2K;
[case (DNSSRV_TYPEID NAME AND PARAM) ]
PDNS_RPC_NAME AND PARAM NameAndParam;
[case (DNSSRV_TYPEID ZONE LIST W2K) ]
PDNS RPC_ZONE LIST W2K ZoneListW2K;
[case (DNSSRV_TYPEID SERVER INFO_DOTNET) ]
PDNS_RPC_SERVER_INFO DOTNET ServerInfoDotNet;
[case (DNSSRV_TYPEID FORWARDERS DOTNET) ]
PDNS_RPC_FORWARDERS DOTNET ForwardersDotNet;
[case (DNSSRV_TYPEID ZONE) ]
PDNS_RPC_ZONE Zone;

[case (DNSSRV_TYPEID ZONE INFO DOTNET) ]
PDNS_RPC_ZONE_INFO DOTNET ZoneInfoDotNet;
[case (DNSSRV_TYPEID ZONE_SECONDARIES DOTNET) ]

PDNS RPC_ZONE SECONDARIES DOTNET SecondariesDotNet;
[case (DNSSRV_TYPEID ZONE DATABASE) ]
PDNS_RPC_ZONE_DATABASE Database;
[case (DNSSRV_TYPEID ZONE_CREATE_ DOTNET) ]
PDNS_RPC_ZONE_CREATE INFO DOTNET ZoneCreateDotNet;
[case (DNSSRV_TYPEID ZONE LIST)]
PDNS_RPC_ZONE_LIST ZoneList;
[case (DNSSRV_TYPEID ZONE_EXPORT) ]
PDNS_RPC_ZONE_EXPORT INFO ZoneExport;
[case (DNSSRV_TYPEID DP_INFO) ]
PDNS_RPC_DP_INFO DirectoryPartition;
[case (DNSSRV_TYPEID DP_ENUM) ]
PDNS_RPC_DP_ENUM DirectoryPartitionEnum;
[case (DNSSRV_TYPEID DP LIST)]
PDNS _RPC DP_LIST DirectoryPartitionList;
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[case (DNSSRV_TYPEID ENLIST DP)]
PDNS_RPC ENLIST DP EnlistDirectoryPartition;
[case (DNSSRV_TYPEID ZONE_CHANGE_DP) ]
PDNS_RPC ZONE CHANGE DP ZoneChangeDirectoryPartition;
[case (DNSSRV_TYPEID ENUM ZONES_FILTER) ]
PDNS_RPC_ENUM_ZONES_FILTER EnumZonesFilter;
[case (DNSSRV_TYPEID ADDRARRAY) ]
PDNS ADDR ARRAY AddrArray;
[case (DNSSRV_TYPEID SERVER INFO)]
PDNS RPC_SERVER INFO ServerInfo;
[case (DNSSRV_TYPEID ZONE CREATE) ]
PDNS RPC_ZONE CREATE INFO ZoneCreate;
[case (DNSSRV_TYPEID FORWARDERS) ]
PDNS_RPC_FORWARDERS Forwarders;
[case (DNSSRV_TYPEID ZONE_SECONDARIES) ]
PDNS_RPC_ZONE_SECONDARIES Secondaries;
[case (DNSSRV_TYPEID IP_ VALIDATE) ]
PDNS_RPC_IP_VALIDATE IpValidate;
[case (DNSSRV_TYPEID ZONE_ INFO) ]
PDNS_RPC_ZONE INFO ZoneInfo;
[case (DNSSRV_TYPEID AUTOCONFIGURE) ]
PDNS_RPC_AUTOCONFIGURE AutoConfigure;
[case (DNSSRV_TYPEID UTF8 STRING LIST)]
PDNS RPC_UTF8 STRING LIST Utf8StringList;
[case (DNSSRV_TYPEID UNICODE STRING LIST) ]
PDNS RPC_UNICODE STRING LIST UnicodeStringList;
[case (DNSSRV_TYPEID SKD) ]
PDNS_RPC_SKD Skd;
[case (DNSSRV_TYPEID SKD LIST) ]
PDNS_RPC_SKD LIST SkdList;
[case (DNSSRV_TYPEID SKD STATE) ]
PDNS_RPC_SKD STATE SkdState;
[case (DNSSRV_TYPEID SIGNING VALIDATION ERROR) ]
PDNS RPC_SIGNING VALIDATION ERROR SigningValidationError;
[case (DNSSRV_TYPEID TRUST POINT LIST)]
PDNS_RPC TRUST POINT LIST TrustPointList;
[case (DNSSRV_TYPEID TRUST_ ANCHOR LIST) ]
PDNS_RPC TRUST ANCHOR LIST TrustAnchorList;
[case (DNSSRV_TYPEID ZONE_ SIGNING SETTINGS) ]
PDNS_RPC_ZONE_DNSSEC_SETTINGS ZoneDnsSecSettings;
[case (DNSSRV_TYPEID ZONE_SCOPE_ENUM) ]
PDNS RPC_ENUM ZONE SCOPE LIST ZoneScopelList;
[case (DNSSRV_TYPEID ZONE_STATS) ]
PDNS_RPC_ZONE_ STATS ZoneStats;
[case (DNSSRV_TYPEID ZONE SCOPE_CREATE) ]
PDNS_RPC_ZONE SCOPE CREATE INFO ScopeCreate;
[case (DNSSRV_TYPEID ZONE_ SCOPE_INFO) ]
PDNS_RPC_ZONE_SCOPE_INFO ScopelInfo;
} DNSSRV_RPC_UNION;

Null: No data is provided.
Dword: Data is a DWORD value.
String: A pointer to a null-terminated UTF-8 string or a NULL pointer.

WideString: A pointer to a null-terminated Unicode string or a NULL pointer.
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IpArray: An array of IPv4 addresses in IP4_ARRAY (section 2.2.3.2.1) format.
Buffer: A pointer to a DNS_RPC_BUFFER (section 2.2.1.2.2).

ServerInfoW2K: A pointer to a structure of type DNS_RPC_SERVER_INFO_W2K (section
2.2.4.2.2). This structure is used to specify general DNS server state and configuration.

Stats: A pointer to a structure of type DNSSRV_STAT (section 2.2.10.2.2). The structure
exposes internal statistics and counters.

ForwardersW2K: A pointer to a structure of type DNS_RPC_FORWARDERS_W?2K (section
2.2.5.2.10.1). This structure specifies the set of DNS servers this DNS server will forward
unresolved queries to.

ZoneW2K: A pointer to a structure of type DNS_RPC_ZONE_W2K (section 2.2.5.2.1). This
structure is used to specify basic information about a DNS zone.

ZoneInfoW2K: A pointer to a structure of type DNS_RPC_INFO_W2K (section 2.2.5.2.4). This
structure is used to specify detailed DNS zone information.

SecondariesW2K: A pointer to a structure of type DNS_RPC_ZONE_SECONDARIES_W2K
(section 2.2.5.2.5). This structure is used to specify information about the secondary servers
for a primary DNS zone.

DatabaseW2K: A pointer to a structure of type DNS_RPC_ZONE_DATABASE_W2K (section
2.2.5.2.6). This structure specifies how a DNS zone is stored in persistent storage.

ZoneCreateW2K: A pointer to a structure of type DNS_RPC_ZONE_CREATE_INFO_W2K
(section 2.2.5.2.9). This structure is used to specify parameters required when creating a new
DNS zone.

NameAndParam: A pointer to a structure of type DNS_RPC_NAME_AND_PARAM (section
2.2.1.2.5). This is a general purpose structure used to associate a parameter name with a
DWORD value.

ZonelListW2K: A pointer to a structure of type DNS_RPC_ZONE_LIST_W2K (section 2.2.1.2.5).
This structure is used to enumerate zones.

ServerInfoDotNet: A pointer to a structure of type DNS_RPC_SERVER_INFO_DOTNET (section
2.2.4.2.2). This structure is used to specify general DNS server state and configuration.

ForwardersDotNet: A pointer to a structure of type DNS_RPC_FORWARDERS_DOTNET (section
2.2.5.2.10.2). This structure specifies the set of DNS servers this DNS server will forward
unresolved queries to.

Zone: A pointer to a structure of type DNS_RPC_ZONE (section 2.2.5.2.1). This structure is
used to specify basic information about a DNS zone.

ZonelnfoDotNet: A pointer to a structure of type DNS_RPC_ZONE_INFO_DOTNET (section
2.2.5.2.4). This structure is used to specify detailed DNS zone information.

SecondariesDotNet: A pointer to a structure of type DNS_RPC_ZONE_SECONDARIES_DOTNET
(section 2.2.5.2.5). This structure is used to specify information about the secondary servers
for a primary DNS zone.

Database: A pointer to a structure of type DNS_RPC_ZONE_DATABASE (section 2.2.5.2.6). This
structure specifies how a DNS zone is stored in persistent storage.
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ZoneCreateDotNet: A pointer to a structure of type DNS_RPC_ZONE_CREATE_INFO_DOTNET
(section 2.2.5.2.9). This structure is used to specify parameters required when creating a new
DNS zone.

ZonelList: A pointer to a structure of type DNS_RPC_ZONE_LIST (section 2.2.5.2.3). This
structure is used to enumerate zones.

ZoneExport: A pointer to a structure of type DNS_RPC_ZONE_EXPORT_INFO (section
2.2.5.2.8). This structure is used to specify how a zone should be exported to file.

DirectoryPartition: A pointer to a structure of type DNS_RPC_DP_INFO (section 2.2.7.2.1).
This structure specifies detailed information about a single application directory partition.

DirectoryPartitionEnum: A pointer to a structure of type DNS_RPC_DP_ENUM (section
2.2.7.2.3). This structure is used to specify basic information about an application directory
partition.

DirectoryPartitionList: A pointer to a structure of type DNS_RPC_DP_LIST (section 2.2.7.2.4).
This structure is used to enumerate the Application Directory Partition Table.

EnlistDirectoryPartition: A pointer to a structure of type DNS_RPC_ENLIST_DP (section
2.2.7.2.5). This structure is used to request enlistment changes for an application directory
partition.

ZoneChangeDirectoryPartition: A pointer to a structure of type DNS_RPC_ZONE_CHANGE_DP
(section 2.2.7.2.6). This structure is used to request that a DNS zone be moved from one
application directory partition to another.

EnumZonesFilter: A pointer to a structure of type DNS_RPC_ENUM_ZONES_FILTER (section
2.2.5.2.9). This structure is used to filter DNS zones during enumeration.

AddrArray: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3). This
structure is used to specify a list of IPv4 or IPv6 addresses.

ServerInfo: A pointer to a structure of type DNS_RPC_SERVER_INFO (section 2.2.4.2.2). This
structure is used to specify general DNS server state and configuration.

ZoneCreate: A pointer to a structure of type DNS_RPC_ZONE_CREATE_INFO (section
2.2.5.2.9). This structure is used to specify parameters required when creating a new DNS
zone.

Forwarders: A pointer to a structure of type DNS_RPC_FORWARDERS (section 2.2.5.2.10). This
structure specifies the set of DNS servers this DNS server will forward unresolved queries to.

Secondaries: A pointer to a structure of type DNS_RPC_ZONE_SECONDARIES (section
2.2.5.2.5). This structure is used to specify information about the secondary servers for a
primary DNS zone.

IpValidate: A pointer to a structure of type DNS RPC IP VALIDATE (section 2.2.3.2.4).
This structure is used to request IP validation and to return the results of IP validation.

ZonelInfo: A pointer to a structure of type DNS_RPC_ZONE_INFO (section 2.2.5.2.4). This
structure is used to specify detailed DNS zone information.

AutoConfigure: A pointer to a structure of type DNS_AUTOCONFIGURE (section 2.2.8.2.1).
This structure is used to request DNS server autoconfiguration.
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Utf8StringlList: A pointer to a structure of type DNS_RPC_UTF8_STRING_LIST (section
2.2.1.2.3). This structure is used to represent a list of UTF-8 [RFC3629] strings.

UnicodeStringList: A pointer to a structure of type DNS RPC UNICODE STRING LIST
(section 2.2.1.2.4). This structure is used to represent a list of Unicode strings.

Skd: A pointer to a structure of type DNS RPC SKD (section 2.2.6.2.1). This structure is used
to specify detailed signing key descriptor information.

SkdList: A pointer to a structure of type DNS RPC _SKD LIST (section 2.2.6.2.2). This
structure is used to enumerate signing key descriptors.

SkdState: A pointer to a structure of type DNS RPC SKD STATE (section 2.2.6.2.3). This
structure is used to specify detailed signing key descriptor state information.

SigningValidationError: A pointer to a structure of type
DNS RPC SIGNING VALIDATION ERROR (section 2.2.6.2.8). This structure is used to
specify signing key descriptor validation error information.

TrustPointList: A pointer to a structure of type DNS RPC TRUST POINT LIST (section
2.2.6.2.5). This structure is used to enumerate trust points.

TrustAnchorList: A pointer to a structure of type DNS RPC TRUST ANCHOR LIST (section
2.2.6.2.7). This structure is used to enumerate trust anchors.

ZoneDnsSecSettings: A pointer to a structure of type DNS RPC ZONE DNSSEC SETTINGS
(section 2.2.6.2.9). This structure is used to list the DNSSEC settings of a zone.

ZoneScopelist: A pointer to a structure of type DNS RPC ENUM ZONE SCOPE LIST
(section 2.2.13.2.1). This structure is used to enumerate zone scopes in a specified zone.

ZoneStats: A pointer to a structure of type DNS RPC ZONE STATS V1 (section
2.2.12.2.5). This structure is used to enumerate the zone statistics.

ScopeCreate: A pointer to a structure of type DNS RPC ZONE SCOPE CREATE INFO Vi1
(section 2.2.13.2.2.1). This structure is used to create a zone scope.

ScopelInfo: A pointer to a structure of type DNS RPC ZONE SCOPE INFO V1 (section
2.2.13.2.3.1). This structure is used to specify detailed DNS zone scope information.

2.2.2 Resource Record Messages
2.2.2.1 Enumerations and Constants

2.2.2.1.1 DNS_RECORD_TYPE

The DNS_RECORD_TYPE is a 16-bit integer value that specifies DNS record types that can be
enumerated by the DNS server.

Constant/value Description

DNS_TYPE_ZERO An empty record type ([RFC1034] section 3.6 and [RFC1035] section 3.2.2).
0x0000

DNS_TYPE_A An A record type, used for storing an IP address ([RFC1035] section 3.2.2).
0x0001
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Constant/value

Description

DNS_TYPE_NS An authoritative name-server record type ([RFC1034] section 3.6 and
0x0002 RFC1035] section 322)

DNS_TYPE_MD A mail-destination record type ([RFC1035] section 3.2.2).

0x0003

DNS_TYPE_MF A mail forwarder record type ([RFC1035] section 3.2.2).

0x0004

DNS_TYPE_CNAME
0x0005

A record type that contains the canonical name of a DNS alias ([RFC1035
section 3.2.2).

DNS_TYPE_SOA
0x0006

A Start of Authority (SOA) record type ([REC1035] section 3.2.2).

DNS_TYPE_MB A mailbox record type ([RFC1035] section 3.2.2).

0x0007

DNS_TYPE_MG A mail group member record type ([RFC1035] section 3.2.2).
0x0008

DNS_TYPE_MR A mail-rename record type ([RFC1035] section 3.2.2).
0x0009

DNS_TYPE_NULL
0x000A

A record type for completion queries ([RFC1035] section 3.2.2).

DNS_TYPE_WKS
0x000B

A record type for a well-known service ([RFC1035] section 3.2.2).

DNS_TYPE_PTR
0x000C

A record type containing FQDN pointer ([RFC1035] section 3.2.2).

DNS_TYPE_HINFO
0x000D

A host information record type ([RFC1035] section 3.2.2).

DNS_TYPE_MINFO
0x000E

A mailbox or mailing list information record type ([RFC1035] section 3.2.2).

DNS_TYPE_MX
0x000F

A mail-exchanger record type ([RFC1035] section 3.2.2).

DNS_TYPE_TXT
0x0010

A record type containing a text string ([RFC1035] section 3.2.2).

DNS_TYPE_RP
0x0011

A responsible-person record type [RFC1183].

DNS_TYPE_AFSDB
0x0012

A record type containing AFS database location [RFC1183].

DNS_TYPE_X25

An X25 PSDN address record type [RFC1183].
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Constant/value

Description

0x0013

DNS_TYPE_ISDN
0x0014

An ISDN address record type [RFC1183].

DNS_TYPE_RT A route through record type [RFC1183].

0x0015

DNS_TYPE_SIG A cryptographic public key signature record type [RFC2931].
0x0018

DNS_TYPE_KEY
0x0019

A record type containing public key used in DNSSEC [RFC2535].

DNS_TYPE_AAAA
0x001C

An IPv6 address record type [RFC3596].

DNS_TYPE_LOC
0x001D

A location information record type [RFC1876].

DNS_TYPE_NXT
0x001E

A next-domain record type [RFC2065].

DNS_TYPE_SRV
0x0021

A server selection record type [RFC2782].

DNS_TYPE_ATMA
0x0022

An Asynchronous Transfer Mode (ATM) address record type [ATMA].

DNS_TYPE_NAPTR
0x0023

An NAPTR record type [RFC2915].

DNS_TYPE_DNAME
0x0027

A DNAME record type [RFC2672].

DNS_TYPE_DS
0x002B

A DS record type [RFC4034].

DNS_TYPE_RRSIG
0x002E

An RRSIG record type [RFC4034].

DNS_TYPE_NSEC
0x002F

An NSEC record type [RFC4034].

DNS_TYPE_DNSKEY

0x0030

A DNSKEY record type [RFC4034].

DNS_TYPE_DHCID
0x0031

A DHCID record type [RFC4701].

DNS_TYPE_NSEC3
0x0032

An NSEC3 record type [RFC5155].
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Constant/value Description

DNS_TYPE_NSEC3PARAM | An NSEC3PARAM record type [RFC5155].

0x0033

DNS_TYPE_ALL A query-only type requesting all records [RFC1035].

Ox00FF

DNS_TYPE_WINS A record type containing WINS forward lookup data [MS-WINSRA].
OxFFO1

DNS_TYPE_WINSR A record type containing WINS reverse lookup data [MS-WINSRA].
OxFF02

An implementation SHOULD<9> support all the preceding record types.

Other type values that are not explicitly defined in the preceding table MUST be enumerable,
including values defined by [IANA-DNS].

2.2.2.1.2 DNS_RPC_NODE_FLAGS

DNS_RPC_NODE_FLAGS enumerates the possible property values for the DNS_RPC_NODE and
DNS_RPC_RECORD structures, which MUST have dwFlags field set to any combination of following
possible values. These flags are used to indicate special properties of DNS records and to request
special handling of DNS records during enumeration and modification operations.

Constant/value Description

DNS_RPC_FLAG_CACHE_DATA Data is from the DNS cache.

0x80000000

DNS_RPC_FLAG_ZONE_ROOT Data is from enumeration performed at a zone-root. Applicable

0x40000000 for dwFlags in DNS_RPC_NODE (section 2.2.2.2.3).

DNS_RPC_FLAG_AUTH_ZONE_ROOT Data is from enumeration performed at an authoritative zone-

0x20000000 root. Applicable for dwFlags in DNS_RPC_NODE (section
2.2.2.2.3).

DNS_RPC_FLAG_ZONE_DELEGATION Data is from enumeration performed at a node that is

0x10000000 represents in a delegated sub-zone. Applicable for dwFlags in

