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1  Introduction  

The Common Internet File System (CIFS) Protocol is a cross -platform, transport - independent protocol 
that provides a mechanism for client systems to use file and print services made available by server 
systems over a network.  

CIFS  is a dialect of  the Server Message Block (SMB)  protocol, which was originally developed by 
IBM Corporation and then further enhanced by Microsoft, IBM, Intel, 3Com, and others. There are 

several dialects of SMB. A standard for the SMB protocol, covering dialects prior to CIFS, was 
published by X/Open (now The Open Group) as [XOPEN -SMB].  

The meaning of the term "CIFS" has changed since it was first introduced. It was originally used to 
indicate a proposed stan dard version of SMB based upon the design of the Windows NT 4.0 operating 
system and Windows 2000 operating system implementations. In some references, "CIFS" has been 
used as a name for the SMB protocol in general (all dialects) and, additionally, the sui te of protocols 

that support and include SMB. In this document, the term "CIFS" is used specifically to identify the 
Windows NT LAN Manager (NTLM)  dialect of SMB as designed for use with Windows : in particular, 

Windows NT Server 3.51 operating system and Windows NT Server 4.0 operating system, Windows NT 
Workstation 4.0 operating system, and Windows 98 operating system.  

This document defines the protocol as it was designed for Windows NT operati ng system. It also 
specifies the behaviors of Windows NT and Windows 98, with respect to optional behavior, and 
documents known errors and variances in implementation. Changes and enhancements made to the 

SMB protocol are documented in [MS -SMB] . 

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative.  

1.1  Glossary  

This document uses th e following terms:  

8.3 name : A file  name string restricted in length to 12 characters that includes a base name of up 

to eight characters, one character for a period, and up to three characters for a file  name 
extension. For more information on 8.3 file  names, see [MS -CIFS]  section 2.2.1.1.1.  

ASCII : The American Standard Code for Information Interchange (ASCII) is an 8 -bit character -
encoding scheme based on the English alphabet. ASCII codes represent text in computers, 

communications equipment, and  other devices that work with text. ASCII refers to a single 8 -bit 
ASCII character or an array of 8 -bit ASCII characters with the high bit of each character set to 
zero.  

blocking mode : Determines if input/output (I/O) operations will wait for their entire data to be 
transferred before returning to the caller. For a write operation, if blocking is enabled, the write 
request will not complete until the named pipe  reader has consumed all of the data  inserted 
into the named pipe  as part of a write request. If blocking is not enabled, the write will 

complete as soon as the data has been inserted into the named pipe , regardless of when the 
data in the named pipe  is consumed. For a read operation, if blocking is enabled, the read 

request will be suspended until the data is  available to be read. If blocking is not enabled, the 
read will complete immediately, even if there is no data available to be read.  

broadcast : A style of resource location or data transmission in which a client makes a request to 
all parties on a network  simultaneously (a one - to -many communication). Also, a mode of 
resource location that does not use a name service.  

byte mode : One of two kinds of named pipe , the other of which is message mode . In byte 
mode, the data sent or received on the named pipe does not have message boundaries but is 

%5bMS-SMB%5d.pdf#Section_f210069c70864dc2885e861d837df688
%5bMS-CIFS%5d.pdf#Section_d416ff7cc536406ea9514f04b2fd1d2b
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treated as a continuous stream. [XOPEN -SMB] uses the term stream mode instead of byte 
mode, and [SMB -LM1X]  refers to byte mode as byte stream mode.  

Common Internet File System (CIFS) : The "NT LM 0.12" / NT LAN Manager  dialect of the 
Server Message Block (SMB)  Protocol, as implemented in Windows NT. The CIFS name 

originated in the 1990's as part of an attempt to create an Internet standard for SMB , based 
upon the then -current Windows NT implementation.  

connection : Each user that has a session with a server can create multiple share connections, or 
resource connections, using that user ID. This resou rce connection is created using a tree 
connect Server Message Block (SMB)  and is identified by an SMB  TreeID or TID.  

deprecated : A d eprecated feature is one that has been superseded in the protocol by a newer 
feature. Use of deprecated features is discouraged. Server implementations might need to 

implement deprecated features to support clients that negotiate earlier SMB dialects . 

dialog : The exchange of messages between client and server over a given SMB connection.  

discretionary access control list (DACL) : An access control list (ACL)  that is controlled by the 

owner of an object and that specifies the access particular users or groups can have to the 
object.  

disk : A persistent storage device that can include physical hard disks, removable disk units, optical 

drive units, and logical un it numbers (LUNs) unmasked to the system.  

Distributed File System (DFS) : A file system that logically groups physical shared folders located 
on different servers by transparently connecting them to one or more hierarchical namespaces. 
DFS  also provides fault - tolerance and load -sharing capabilities.  

Distributed File System (DFS) namespace : A virtual view of shares on different servers as 
provided by DFS . Each file in the namespace has a logical name and a corresponding address 
(path). A DFS namespace  consists of a root and many links and targets. The namespace starts 

with a ro ot that maps to one or more root targets. Below the root are links that map to their 
own targets.  

Distributed File System (DFS) path : Any Universal Naming Convention (UNC)  path that 
starts with a DFS root and is used for accessing a file or directory in a DFS namespace . 

Distributed File System (DFS) referral : A DFS client issues a DFS referral  request to a DFS 
root target or a DC, depending on the DFS path  accessed, to resolve a DFS root to a set of DFS 
root targets, or a DFS link to a set of DFS link targets. The DFS client uses the referral request 

process as needed to finally identify the actual share  on a server that has accessed the leaf 
component of the DFS path . The request for a DFS referral  is referred to as DFS referral 
request , and the response for such a request  is referred to as DFS referral response . 

Distributed File System (DFS) referral request : The request for a DFS referral . 

Distribute d File System (DFS) referral response : The response to a Distributed File System 
(DFS) referral request . 

Fid : A 16 -bit value that the Server Message Block (SMB)  server uses to represent an opened 

file , named pipe , printer, or device. A Fid  is returned by an SMB  server in response to a client 
request to open or create a file , named pipe , printer, or device. The SMB  server guarantees 
that the Fid  value returned is unique for a given SMB  connection until the SMB  connection is 
closed, at which time the Fid  value can be reused. The Fid  is used by the SMB  client in 
subsequent  SMB  commands to identify the opened file , named pipe , printer, or dev ice.  

file : An entity of data in the file system that a user can access and manage. A file  must have a 

unique name in its directory. It consists of one or more streams of bytes that hold a set of  
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related data, plus a set of attributes (also called properties) that describe the file  or the data 
within the file . The creation ti me of a file  is an example of a file attribute.  

file attribute : A 32 -bit bitmask containing information on a file's  properties. For instance, 
0x00000001 is used for the read -only attribute.  

file system control (FSCTL) : A command issued to a file system to alter or query the behavior of 
the file system and/or set or query metadata that is associated with a particular file  or with the 
file system itself.  

guest account : A security account available to users who do not have an account on the 
computer.  

I/O control (IOCTL) : A command that is issued to a target file system or target  device in order 
to query or alter the behavior of the target; or to query or alter the data and attributes that are 

associated with the target or the objects that are exposed by the target.  

information level : A number used to identify the volume, file, or  device information being 
requested by a client. Corresponding to each information level , the server returns a specific 

structure to the client that contains different information in the respons e.  

Internet Protocol version 6 (IPv6) : A revised version of the Internet Protocol (IP) designed to 
address growth on the Internet. Improvements include a 128 -bit IP address size, expanded 

routing capabilities, and support for authentication and privacy.  

Internetwork Packet Exchange (IPX) : A protocol that provides connectionless datagram 
delivery of messages. See [IPX] .  

little - endian : Multiple -byte values that are byte -ordered with the least significant byte stored in 
the memory location with the lowest address.  

mailslot : A mechanism for one -way interprocess communications (IPC). For more information, see 
[MSLOT]  and [MS -MAIL] .  

message mode : A named pipe can be of two types: byte mode or message mode . In byte 

mode, the data sent or received o n the named pipe does not have message boundaries but is 
treated as a continuous Stream. In message mode, message boundaries are enforced.  

named pipe : A named, one -way, or duplex pipe for communication between a pipe server and one 
or more pipe clients.  

Ne tBIOS : A particular network transport that is part of the LAN Manager protocol suite. NetBIOS  
uses a broadcast communication style that was applicable to early segmented local area 

networks. A p rotocol family including name resolution, datagram, and connection services. For 
more information, see [RFC1001]  and [RFC1002] . 

NetBIOS datagram service : An implementation of NetBIOS  services in a datagram environment 
as specified in [RFC1001] section 17.  

NetBIOS name : A 16 -byte address that is used to identify a NetBIOS  resource on the network. 
For more information, see [RFC1001] and [RFC1002].  

NetBIOS Name Server (NBNS) : A server that stores NetBIOS name - to - IPv4 address mappings 
and that resolves NetBIOS na mes for NBT -enabled hosts. A server running the Windows 
Internet Name Service (WINS) is the Microsoft implementation of an NBNS.  

network address translation (NAT) : The process of converting between IP addresses used 
within an intranet, or other private net work, and Internet IP addresses.  

non - blocking mode (of a named pipe) : Determines if input/output (I/O) operations on a 
named pipe  will return to the caller without waiting for the data transfer to complete. When 
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non -blocking mode is set, read requests return with all data available to be read from the 
named pipe, up to the maximum read size set in the request; write requests return after writing 

data to the named pipe without waiting for the data  to be consumed.  

NT file system (NTFS) : A proprietary Microsoft file system. For more information, see [MSFT -

NTFS] . 

NT LAN Manager (NTLM) : An authentication  protocol that is based on a challenge - response 
sequence for authentication. For more information, see [MS -NLMP] . 

object store : A system that provides the ability to create, query, modify, or apply policy to a local 
resource on behalf of a remote client. The object store is backed by a file system, a named pipe, 
or a print job that is accessed as a file.  

Obsolescent : A feature that  has no replacement but is becoming obsolete. Although the use of 

obsolescent features is discouraged, server implementations might need to implement them to 
support clients that negotiate earlier SMB dialects . 

obsolete : An obsolete  feature is one that was introduced in an earlier dialect but that is no longer 

supported in the NT LAN Manager dialect. Support for obsolete  features is to be avoided in new 
implementations.  

open : A runtime object that corresponds to a currently established access to a specific file or a 

named pipe from a specific client to a specific server, usin g a specific user security context. Both 
clients and servers maintain opens that represent active accesses.  

oplock break : An unsolicited request sent by a Server Message Block (SMB)  server to an  SMB  
client to inform the client to change the oplock  level for a file.  

opportunistic lock (oplock) : A mechanism designed to allow c lients to dynamically alter their 
buffering strategy in a consistent manner to increase performance and reduce network use. The 
network performance for remote file operations may be increased if a client can locally buffer file 

data, which reduces or elimi nates the need to send and receive network packets. For example, a 
client may not have to write information into a file on a remote server if the client knows that no 
other process is accessing the data. Likewise, the client may buffer read -ahead data from  the 

remote file if the client knows that no other process is writing data to the remote file.  There are 
three types of oplocks : Exclusive oplock allows a client to open a file for exclusive ac cess and 
allows the client to perform arbitrary buffering. Batch oplock allows a client to keep a file open 
on the server even though the local accessor on the client machine has closed the file.  Level II 

oplock indicates that there are multiple readers o f a file and no writers. Level II Oplocks are 
supported if the negotiated SMB Dialect is NT LM 0.12 or later. When a client opens a file, it 
requests the server to grant it a particular type of oplock  on the file. The response from the 
server indicates the type of oplock  granted to the client. The client uses the granted opl ock  
type to adjust its buffering policy.  

original equipment manufacturer (OEM) character : An 8 -bit encoding used in MS -DOS and 

Windows operating systems to associate a sequence of bits with specific characters. The ASCII  
character set maps the letters, numerals, and specified punctuation and control characters to 
the numbers from 0 to 127. The term "code page" is used to refer to extensions of the ASCII  
character set that map specified characters and symbols to the numbers from 128 to 255. These 

code pages are referred to as OEM character sets. For more information, see [M SCHARSET] . 

original equipment manufacturer (OEM) character set : A character encoding used where the 
mappings between characters is dependent upon the code page configured on the machine, 

typically by the manufacturer.  

path : When referring to a file path on a file system, a hierarchical sequence of folders. When 
referring to a connection to a storage device, a connection through which a machine can 
communicate with the storage device.  
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pipe instance : A request to open a named pipe  by a client application. Multiple Server Message 
Block (SMB) clients can open the same named pipe . Each request to open the same  named 

pipe  is a pipe instance .  

pipe state : A series of attributes that describe how the pipe interacts with processes for various 

input/output (I/O) operations and that indicate how much data is currently available to be read 
from the named pipe .  

print job : The rendered page description language (PDL) output data sent to a print device for a 
particular application or user request.  

process identifier (PID) : A nonzero integer used by some operating systems (for example, 
Windows and UNIX) to uniquely identify a process. For more information, see [PROCESS] . 

raw read (on a named pipe) : The act of reading data from a named pipe  that ignores message 

boundaries even if the pipe was set up as a message mode  pipe.  

RPC client : A computer on the network that sends messages using remote procedure call (RPC) as 
its transport, waits for responses, and is the initiator in an RPC exchange.  

RPC server : A comp uter on the network that waits for messages, processes them when they 
arrive, and sends responses using RPC as its transport acts as the responder during a remote 
procedure call (RPC) exchange.  

security context : An abstract data structure that contains aut horization information for a 
particular security principal in the form of a Token/Authorization Context (see [MS -DTYP]  section 
2.5.2). A server uses the authorization informatio n in a security context  to check access to 
requested resources. A security context  also contains a key identifier that associates mu tually 
established cryptographic keys, along with other information needed to perform secure 
communication with another security principal.  

security descriptor : A data structure containing the security information associated with a 

securable object. A security descriptor  identifies an object's owner by its security identifier 
(SID). If access control is configured for the object, its security descriptor  contains a 
discretionary access control list (DACL)  with SIDs for the security principals  who are 

allowed or denied access. Applications use this structure to set and query an object's security 
status. The security descriptor  is used to guard access to an object as well as to contro l which 
type of auditing takes place when the object is accessed. The security descriptor  format is 
specified in [MS -DTYP] section 2.4.6; a string representation of security descriptors , called 

SDDL, is specified in [MS -DTYP] section 2.5.1.  

Server Message Block (SMB) : A protocol that is used to request file and print services from 
server systems over a network. The SMB protocol extends  the CIFS protocol with additional 
security, file, and disk management support. For more information, see [CIFS]  and [MS -SMB] . 

Server Service : The CIFS file sharing service. The Server Service  registers a NetBIOS  name 
with a suffix byte value of 0x20 and responds to SMB commands .  

session : In Server Message Block (SMB) , a persistent -state association between an SMB  client 
and SMB  server. A session  is tied to the lifetime of the underlying NetBIOS  or TCP connection.  

session key : A relatively short - lived symmetric key (a cryptographic key negotiated by the client 
and the server based on a shared secret). A session key's  lifespan is bounded by the session  
to which it is associated. A session key  has to be strong enough to withstand cryptanalysis for 
the lifespan of the session .  

share : A resource offered by a Common Internet File System (CIFS) server for access by CIFS 

clients over the network. A share  typically represents a directory tree and its included files 
(referred to commonly as a "disk share" or "file share") or a printer (a "print share"). If the 
information about th e share  is saved in persistent store (for example, Windows registry) and 
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reloaded when a file server is restarted, then the share  is referred to as a "sticky share". Some 
share  names are reserved for specific functions and are referred to as special shares : IPC$, 

reserved for interprocess communication, ADMIN$, reserved for remote administration, and A$, 
B$, C$ (and other local disk names followed by a dollar sign), assigned to local disk devices.  

share connect : The act of establishing authentication and shared sta te between a Common 
Internet File System (CIFS) server and client that allows a CIFS client to access a share  offered 
by the CIFS server.  

SMB command : A set of SMB messages that are exchanged in  order to perform an operation. An 
SMB  command is typically identified by a unique command code in the message headers, 
although some SMB commands  require the use of secondary commands. Within [MS -CIFS], 
the term command means an SMB command  unless otherwise stated.  

SMB connection : A transport connection between a Server Message Block (SMB)  client and an 
SMB  server. The SMB connection  is assum ed to provide reliable in -order message delivery 
semantics. An SMB connection  can be established over any available SMB  transport th at is 
supported by both the SMB  client and the SMB  server, as specified in [MS -CIFS].  

SMB dialect : There are several different versions and subversions of the Server Message Block 
(SMB)  protocol. A particular version of the SMB  pro tocol is referred to as an SMB dialect . 

Different SMB dialects  can include both new SMB  messages as well as changes to the fields 
and semantics of existing SMB  messages used in other SMB dialects . When an SMB  client 
connects to an SMB  server, the client and server negotiate the SMB dialect  to be used.  

SMB message : A protocol data unit. SMB messages  are comprised of a header, a parameter 
section, and a data section. The latter two can be zero length. An SMB message  is sometimes 
referred to simply as an SMB. Within [MS -CIFS], the term command means an SMB command  
unless otherwise stated.  

SMB s ession : An authenticated user connection established between an SMB  client and an SMB  
server over an SMB connection . There can be multiple active SMB sessions  over a single 
SMB connection . The Uid field in the SMB  packet header distinguishes the various sessions.  

SMB transport : Any protocol that acts as a transport layer for the SMB  Protocol.  

system access control list (SACL) : An access control list (ACL) that controls the generation of 
audit messages for attempts to access a securable object. The ability to get or set an object's 
SACL  is controlled by a privilege typically held only by system administrators.  

Transmission Control Protocol (TCP) : A protocol used with the Internet Protocol (IP) to send 
data in the form of message units between computers over th e Internet. TCP handles keeping 
track of the individual units of data (called packets) that a message is divided into for efficient 
routing through the Internet.  

tree connect : A connection between a CIFS client and a share on a remote CIFS server.  

Unicode :  A character encoding standard developed by the Unicode Consortium that represents 

almost all of the written languages of the world. The Unicode  standard [UNICODE5.0.0/2007]  
provides three forms (UTF -8, UTF -16, and UTF -32) and seven schemes (UTF -8, UTF -16, UTF -16 

BE, UTF-16 LE, UTF -32, UTF -32 LE, and UTF -32 BE).  

Unicode character : Unless otherwise specified, a 16 -bit UTF -16 code un it.  

Unicode string : A Unicode  8-bit string is an ordered sequence of 8 -bit units, a Unicode  16 -bit 
string is an ordered sequence of 16 -bit code units, and a Unicode  32 -bit string is an ordered 
sequence of 32 -bit code units. In some cases, it could be acceptable not to terminate with a 

terminating null character. Unless other wise specified, all Unicode strings  follow the UTF -16LE 
encoding scheme with no Byte Order Mark (BOM).  
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unique identifier (UID) : A pair consisting of a GUID and a version sequence number to ident ify 
each resource uniquely. The UID is used to track the object for its entire lifetime through any 

number of times that the object is modified or renamed.  

Universal Naming Convention (UNC) : A string format that specifies the location of a resource. 

For mo re information, see [MS -DTYP] section 2.2.57.  

User Datagram Protocol (UDP) : The connectionless protocol within TCP/IP that corresponds to 
the transport layer in the ISO/OSI reference model.  

virtual circuit (VC) : A transport - level connection between a CIFS client and a server. Some 
references use the term "virtual connection" instead of "virtual circuit".  

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as defined 
in [RFC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.  

1.2  References  

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, because individual documents 

in the library are not updated at the same time, the sect ion numbers in the documents may not 
match. You can confirm the correct section numbering by checking the Errata .   

1.2.1  Normative References  

We conduct frequent surveys of the normative references to assure their continued availability. If you 

have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will 
assist yo u in finding the relevant information.  
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1.3  Overview  

The Common Internet File System (CIFS)  is a gene ral -purpose network file system protocol. It 
provides clients with managed, concurrent access to files and directories hosted on server systems. It 
also provides access to print queues and interprocess communication services, and supports 

authenticated tra nsport for remote procedure call subprotocols. With a few exceptions, CIFS is client -
driven in that a client makes requests to which a server responds.  

To this end, CIFS defines three entities: the client , the server , and the application . The client is an 
implementation of the protocol and originates most of the messages. The server is also an 
implementation of the protocol and provides the majority of the functionality described herein as a 
service. Remaining functionality is handled by a number of subsyst ems associated with CIFS. These 
include:  

Á Transaction processing subsystems (SMB Trans, SMB Trans2, and NT Trans)  

Á User authentication subsystem  

Á Distributed File System (DFS)  processing subsystem  

Á Remote Administration Protocol (RAP)  processing subsystem  

Á Remote Procedure Call (RPC)  processing subsystem  

These subsystems can be integrated into a CIFS server implementation or can be accessed as 
separate services via CIFS.  

Although the client originates  most exchanges in CIFS, it is not the triggering entity in most cases; 
that role is filled by the application. The application is an entity that needs support of the CIFS 

protocol, but does not directly implement the protocol. Instead, the application rel ies on the 
implementation of CIFS by the client to gain the benefits of the CIFS services, through an API or other 

https://go.microsoft.com/fwlink/?LinkId=90255
https://go.microsoft.com/fwlink/?LinkId=164301
https://go.microsoft.com/fwlink/?LinkId=163208
https://go.microsoft.com/fwlink/?LinkId=164302
https://go.microsoft.com/fwlink/?LinkId=163213
https://go.microsoft.com/fwlink/?LinkId=163216
https://go.microsoft.com/fwlink/?LinkId=90519
https://go.microsoft.com/fwlink/?LinkId=90519


28  / 722  

[MS -CIFS] -  v20200304  
Common Internet File System (CIFS) Protocol  
Copyright © 2020 Microsoft Corporation  
Release: March 4, 2020  

access method that is not defined in this specification. The application can be a piece of software that 
fulfills purposes such as word proce ssing or a graphic user interface to file management, but can be 

particular to CIFS.  

Hereafter, the terms "client", "server", and "application" describe the aforementioned entities. This 

specification assumes that although the client and the application ar e independent entities, they are 
considered to be tightly bound as far as CIFS is concerned. There is no direct interaction between the 
application and the server, except through the client. As such, there is no independent role attributed 
to the applicati on in this specification.  

CIFS is a stateful protocol. It imposes state to maintain security contexts , cryptographic protections, 
and file access semantics such as locking and caching. CIFS allo ws multiple clients to concurrently 
share files and printers hosted by server systems, thus facilitating collaboration, efficient use of 

resources, and centralized management.  

CIFS supports the following features:  

Á Transport independence . The CIFS protocol itself does not place any requirements upon the 

transport protocol that is used to pass SMB  messages between the client and the server. CIFS is 
typically carried over a connection -oriented proto col, but connectionless protocols have been used 
as CIFS transports.  

Á Flexible connectivity . A single client can connect to multiple servers, and can make one or more 
connections to each server. The activity of multiple client processes can be multiplexed o ver a 
single connection.  

Á Feature negotiation . The dialect and the supported feature set of the protocol are negotiated on 
a per -connection basis.  

Á Resource access . A client can concurrently access multiple shared resources (files, named pipes, 
print queues)  on the target server.  

Á Security contexts . A client can create and use one or more security contexts over a connection.  

Á File access . A client can open, read, write, modify, delete, and close multiple files on the target 

server. File sharing is managed by the server, so multiple clients can have the same file open at 
the same time.  

Á Extended subprotocols . CIFS supports a set of subprotocols that provide direct access to 
additional server functionality.  

Á Named pipe interprocess communication . A client can open , read, write, and close named 

pipes  on the target server. Named pipes provide a communications path between client and 
server processes.  

Á File and record locking, and safe caching . CIFS supports  file and record locking, as well as 
opportunistic locking of files to allow clients to cache data for better performance.  

Á File, directory, and volume attributes . CIFS provides the ability to query and (with limitations) 
set file, directory, and volume att ributes, including extended attributes. CIFS also provides support 

for the use of Access Control Lists (ACLs) . 

Á File and directory change notification . CIFS clients can post a request to be notified when a 
change is made to a file within a directory or dire ctory tree on the server.  

Á Batched commands . CIFS AndX messages can be chained together and executed in sequence on 
the server, avoiding multiple message round - trips.  

Á Distributed File System (DFS) support . The DFS namespace  is supported. DFS provides a 
sing le consistent object naming scheme (a unified namespace) that can span a collection of 

different servers and shares. The DFS model employed is a referral -based model, which is 
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specified in [MS -DFSC] . CIFS specifies the manner in which clients and servers receive and 
process referrals.  

Á Remote Procedure Call Transport . CIFS provides authenticated transport for remote procedure 
call protocols such as RPC [MS -RPCE] and RAP [MS -RAP]. 

Á Message verification . CIFS supports message signing, as described in [KB887429] , which is 
used to ensure that messages have not been modified in transit.  

Á Unicode file name support . CIFS supports both extended ASCII (OEM) character set and 
Unicode file names. CIFS supports 8.3 name  format file names, long file names using the 
extended ASCII character set (8 -bit characters), and long file names in Unicode . 

1.4  Relationship to Other Protocols  

CIFS Transports  

The CIFS  protocol is transport - independent. It requires only a mechanism for sen ding and receiving 

the SMB  messages that are specified in this document. CIFS is designed for use over reliable 
transport, and is most commonly carried over connection -oriented sessions . With only minor 

modifications, however, it is possible to use a connectionless transport to exchange CIFS messages.  

The transport protocols most commonly used by CIFS fall into two basic categories: NetBIOS -based 
and Direct Hosting. NetBIOS -based transports include:  

Á NetBIOS over TCP/IP (NBT), as specified in [RFC1001]  and [ RFC1002] . 

Á NetBIOS Frames Protocol (NBF), as specified in [NETBEUI] .  

Á NetBIOS over IPX/SPX, known as NBIPX, and described in [M SFT-NBNWLINK] .  

NetBIOS -based transports provide three common services: a Name Service, a Datagram Service, and 

a Session Service. On DOS, OS/2, and Windows platforms, these three services are used to support a 
NetBIOS interface layer that is accessed via a  common API. Implementation of the NetBIOS API is not 

required for CIFS.  

It is also possible to build a direct interface between CIFS and an underlying network transport 
without the use of a NetBIOS interface layer. In Microsoft documentation, this is refe rred to as "Direct 
Hosting". CIFS on DOS, OS/2, and Windows systems supports Direct Hosting over the connectionless 

IPX protocol. IPX Direct Hosting is briefly described in the Understanding NWLink section of [MSFT -
NBNWLINK].  

Protocols Transported by CIFS  

The following protocols use CIFS as a transport and provide CIFS clients with access to additional 
server functionality:  

Á The SMB Transaction, Transaction2, and NT Transaction subprotocols. These are SMB/CIFS  
extensions and are described within this documen t. The SMB Transaction subprotocol provides 

support for writing to and reading from named pipes.  

Á Remote Administration Protocol (RAP) , as specified in [MS -RAP]. See also [RAP]  and [XOPEN -
SMB].  

Á The Remote Procedure Call (RPC)  protocol over Named Pipes. SMB Transaction calls are used 
to perform I/O to named pipes. See [MS -RPCE] for more information on RPC  Protocol Extensions.  

Additional Related Protocols  
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Á CIFS supports the Distributed File System (DFS)  Namespace Referral Protocol, as specified in 
[MS -DFSC] . For an overview of DFS, see [MSDFS] . For management of DFS, see [MS -DFSNM] . 

Á CIFS services are announced via the CIFS Browser Protocol . CIFS clients access Local Master 
Browser Server  and Backup Browser Server  nodes in order to retrieve a copy of the services 

list, known as the Browse List . The CIFS Browser Protocol , which is specified in [MS -BRWS] , 
creates and maintains the Browse L ist .  

Á The Messenger Service , which is documented in [MS -MSRP] , is related to CIFS in that it uses 
messages that are formatted as SMB messages. Although they are formatted as SMB  messages, 
Messenger Service messages are not part of the CIFS protocol.  

Á The CIFS server interacts with the Server Service Remote Protocol [MS -SRVS]  for file server 
management a nd for synchronizing the information on shares , sessions, treeconnects, file opens , 

and server configurations. The synchronization m echanism is dependent on the CIFS server and 
the server service  starting up and terminating at the same time.  

CIFS Successors  

The Server Message Block Version 1.0 (SMB) Protocol, as implemented in Windows 2000 and above, is 
specified in [MS -SMB] , which lists extensions, enhancements, and clarifications to this document. 
Note, however, that the protocol described in [MS -SMB] uses the same dialect identifier ("NT LM 

0.12") as CIFS.  

The Server Message Block Version 2.0 (SMB2) Protocol, in contrast, is an entirely new file sharing 
protocol based upon SMB concepts. SMB2 is specified in [MS -SMB2] . 

1.5  Prerequisites/Preconditions  

CIFS  requires an underlying ne twork transport that is generally connection -oriented. With some minor 
modifications to CIFS protocol behavior, CIFS messages can be exchanged using a connectionless 
transport. If the transport is connection -oriented, the connection needs to be established  before CIFS 
messages can be exchanged.  

CIFS assumes that the server has one or more of the following local resources available:  

Á For file sharing services, a local file system or some other resource (such as a database) that can 

be presented as a file syst em. This resource is known as the object store .  

Á For printer services, a local print queue that spools print jobs to a printer.  

Á For interprocess communications using the named pipe abstraction, a  file system that supports 
named pipes or a suitable emulation built into the CIFS server.  

The server is also required to provide or have access to a password database for authentication. To 
support challenge/response authentication, the password database is required to store the LAN 
Manager  (LM) and NT LAN Manager  (NTLM) password hashes.  

1.6  Applicability Statement  

CIFS  is a dialect of the SMB  network file sharing protocol, designed to provide concurrent access to 
directories and files hosted on s erver systems. CIFS is applicable for all scenarios that involve 
transferring files between client and server. It is also applicable for accessing centralized print queues, 

and for interprocess communications using named pipes.  

1.7  Versioning and Capability Ne gotiation  

The SMB  Protocol supports dialect negotiation. A dialect is a version of the SMB Proto col that is 

generally defined in terms of additions and changes relative to a previous version. New SMB dialects 
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typically provide new commands, can include modifications to previous commands, and are likely to 
include extensions to existing semantics. Whe n the SMB Protocol starts up, its first task is to 

determine which dialect the client and server use to communicate. See the SMB_COM_NEGOTIATE 
command for a detailed description of the SMB dialect negotiation process.  

In the protocol negotiation process, S MB dialects are identified by Dialect Identifier Strings. For 
example, the Core Protocol  is identified by two strings: "PCLAN1.0" or "PC NETWORK PROGRAM 
1.0". Either or both of these strings can be sent by the client. The CIFS dialect is also known as NT 
LAN Manager  (or, simply NT LANMAN), and is identified by the dialect string "NT LM 0.12".  

The earliest dialect of SMB is now referred to as the Core Protocol  because, for many years, it 
represent ed the least common set of commands that were required to be implemented for 
interoperability -- the "core" set. In CIFS , many older commands including some original Core 

Protocol  commands have be en declared obsolete  and are no longer used. Others are listed as 
deprecated  or obsolescent , which means that they are likely to become obsolete and are not 
recommended to be used by clients, even though it is recommended that servers support them.  

The table below lists the most common or best -known dialects, as well as rela ted documentation (if 

available).  

SMB Dialects  

Dialect 
name  

Dialect 
Identifier 
String  Comments  

Core 
Protocol  

PCLAN1.0  The dialect supported by IBM Corporation in early implementations of the SMB 
Protocol. It is documented in [IBM -SMB].  

Core 
Protocol  

PC NETWORK 
PROGRAM 1.0  

Represents the MSNET SMB Protocol, which is also known as the "core protocol". 
This dialect is identical to the "PCLAN1.0" dialect, and some versions of MSNET 
accept either dialect string. This dialect is documented in [SMB -CORE]. 

Xenix 
Extensions  

xenix1.1  The "xenix1.1" dialect is documented in [MSFT -XEXTNP] . This dialect provides a 
set of extensions to SMB to support the XEN IX operating system.  

Also known as the XENIX dialect.  

Xenix 
Extensions  

XENIX CORE  Another dialect supporting XENIX extensions, possibly the same as "xenix1.1". 
The "XENIX CORE" dialect string is sent in protocol negotiation performed by 
Windows NT and OS/ 2, among others.  

CorePlus  MICROSOFT 
NETWORKS 
1.03  

This string denotes the "CorePlus" dialect, consisting of several minor extensions 
to the core protocol, including raw read and write commands and compound 
commands such as SMB_COM_LOCK_AND_READ and 
SMB_COM_WRITE_AND_UNLOCK. The CorePlus extensions are doc umented in 
[XOPEN-SMB].  

LAN 
Manager 1.0  

LANMAN1.0  The LAN Manager 1.0 extended protocol was created to support OS/2 system 
functions and file system features. It is documented in [SMB -LM1X]  and 
[XOPEN-SMB].  

DOS LAN 
Manager 1.0  

MICROSOFT 
NETWORKS 
3.0  

This is the DOS LAN Manager 1.0 extended protocol. It is identical to 
"LANMAN1.0", except that OS/2 error codes are translated to DOS error codes 
before being transmitted to the client.  

LAN 
Manager 1.2  

LANMAN1.2  The LAN Manager 1.2 extended protocol adds support for additional OS/2 
commands and features to "LANMAN1.0". LAN Manager 1.2 is documented in 
[SMB -LM12]  and [XOPEN -SMB].  

LAN 
Manager 2.0  

LM1.2X002  This represents the LAN Manager 2.0 extended protocol for OS/2. It is 
documented in [SMB -LM20]  and [XOPEN -SMB].  

Also known as the LANMAN2.0 dialect.  
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Dialect 
name  

Dialect 
Identifier 
String  Comments  

DOS LAN 
Manage r 2.0  

DOS 
LM1.2X002  

This is the DOS version of LAN Manager 2.0. It is also documented in [SMB -
LM20] and [XOPEN -SMB]. When this dialect is selected, OS/2 error codes are 
translated to DOS error codes by the server before transmission to the client.  

Also kno wn as the DOS LANMAN2.0 dialect.  

LAN 
Manager 2.1  

LANMAN2.1  LAN Manager 2.1 extended protocol. The additions and changes with respect to 
LAN Manager 2.0 are documented in [SMB -LM21] . 

DOS LAN 
Manager 2.1  

DOS 
LANMAN2.1  

DOS LAN Manager 2.1 extended protocol. This is, once again, identical to the 
OS/2 version of the dialect except that error codes are translated. See [SMB -
LM21].  

NT LAN 
Manager  

NT LM 0.12  NT LAN Manager extended protocol. This set of extensions was created to 
support Windows NT. OS/2 LAN Manager 2.1 features are also supported. This 
dialect was originally documented in [CIFS ] . 

Also known as the NT LANMAN dialect.  

Security Negotiation: During the initialization of the SMB session, the server indicates support for:  

Á Either user -oriented or resource -oriented access controls.  

Á Plaintext or challenge/response authentication.  

Á Messag e signing. If it is supported, the server indicates that it is required.  

If the client or server requires message signing but the other node does not support it, then SMB 
session establishment fails. Similarly, if either node requires a higher level of aut hentication security 
than the other supports, session establishment fails. See the SMB_COM_NEGOTIATE command for a 
detailed description of security negotiation.  

Feature Negotiation: The client and server can negotiate individual features on a per -connectio n or, in 

some cases, per -message basis:  

Á CIFS provides a mechanism for negotiating a specific set of Capabilities, including support for 
Unicode file names, 64 -bit file offsets, and Opportunistic Locking. For the complete list of 
Capabilities, see the SMB_C OM_NEGOTIATE command specification. Capabilities are negotiated at 
session startup.  

Á Each SMB message includes two bit fields (Flags and Flags2) that indicate whether a specific 
feature or option has been selected for use in that message. These fields are d escribed in section 

2.2.3.1 . 

1.8  Vendor -Extensible Fields  

This protocol uses NTSTATUS values as defined in [MS -ERREF] section 2.3. Vendors are free to choose 
their own values for this field, as long as the C bit (0x20000000) is set, i ndicating that it is a customer 

code.  

SMB  command codes listed as Reserved  or Unused  can be defined in future versions of CIFS  or ne w 
SMB dialects, and thus MUST NOT be used in any CIFS implementation. Similarly, fields (including bit 
fields) that are marked Reserved  MUST NOT be used. Undefined transaction sub -command codes and 
undefined Information Level  values are reserved for future use.  

https://go.microsoft.com/fwlink/?LinkId=163216
https://go.microsoft.com/fwlink/?linkid=2109334
%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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1.9  Standards Assignments  

CIFS  transports can have assigned port number s or other assigned values. See the documentation for 
the specific transport for more information.  
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2  Messages  

2.1  Transport  

This section describes the transport protocols that are implemented by the operating systems 

discussed in section 1, and which are used in transporting SMB messages. <1>  Other transports could 
be available from third parties. In this document, the transport layer is referred to generically as the 
"SMB transport". The server assigns an implementation -specific name to each transport, as s pecified 
in [MS -SRVS]  section 2.2.4.96.  

2.1.1  NetBIOS -Based Transports  

The Network Basic Input/Output System (NetBIOS)  is a software interface layer. NetBIOS is 
specified in [NETBEUI] .<2>  NetBIOS imposes semantic requirements on the underlying transport 
mechanism. NetBIOS -based transports MUST support three common services:  

Á The NetBIOS name service  

Á The NetBIOS datagram service  

Á The NetBIOS session service  

The NetBIOS name service  provides a mechanism for registering and releasing NetBIOS names . 
NetBIOS names are end -point addresses; each name represents an application or service running on a 
node on the network.  

The NetBIOS datagram service provides connectionless, unreliable transport for unicast, multicast, 
and broadcast  messages (datagrams).  

The NetBIOS session service  provides reliable, point - to -point transport. When using the NetBIOS 

session service , CIFS  makes no higher - level attempts to ensure reliable, sequenced delivery of 
messages between the client and server. The underlying transport is responsible for detecting failures 

of either the client node or server node and for delivering failure indications  to the client or server 
software so that resources can be freed and errors can be reported to applications.  

The NetBIOS session service  supports the following behavior:  

Á If the client generates malformed requests (for example, if messages received on the s ession do 

not begin with the ' \ xFF', 'S', 'M', 'B' protocol identifier string), a server can drop the transport 
connection to the client. The server SHOULD <3>  first return an error message res ponse with an 
SMB  error class of ERRCMD (0xFF). If a server receives a hard error on the transport (such as a 
send failure) the transport connection to that client can be aborted.  

Á If a client has no open resources on the server (no open files, directories, search contexts, and so 
on), the server can terminate the transport connection. It is expected that the client 
implementation can automatically reconnect to the server. See sectio n 3.3.2.2  for a description of 

the Idle Connection Timer.  

For more information about NetBIOS, see  [NBF2CIFS] , [XOPEN -SMB] Appendi x E, [NBF] , and [RYAN].  

2.1.1.1  NetBIOS Frames (NBF) Protocol Transport  

The NetBIOS Frames (NBF)  protoco l is a non - routable transport that provides NetBIOS  services 

over IEEE 802.2 as specified in [NETBEUI] . The NBF NetBIOS session s ervice  makes use of IEEE 
802.2 Logical Link Control connection -oriented services (Type 2), as specified in [IEEE802.2 -1998] . 

%5bMS-SRVS%5d.pdf#Section_accf23b00f57441c918543041f1b0ee9
https://go.microsoft.com/fwlink/?LinkId=90224
https://go.microsoft.com/fwlink/?LinkId=162020
https://go.microsoft.com/fwlink/?LinkId=90222
https://go.microsoft.com/fwlink/?LinkId=90224
https://go.microsoft.com/fwlink/?LinkId=127827
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IBM Corporation first introduced the NBF  protocol specification i n 1985 (see [NETBEUI]). The NBF  
transport protocol is sometimes referred to as NetBEUI (NetBIOS Extended User Interface) in 

Microsoft documentation (for more information, see [NBF] ).  

2.1.1.2  NetBIOS over TCP/UDP (NBT) Transport  

NetBIOS over TCP/UDP (NBT)  is specified in [RFC10 01]  and [RFC1002] . NBT  provides a mapping 
of the required NetBIOS  services to the TCP  and UDP  internet protocols. Because the underlying IP  
protocol is routable, NBT  transport can provide NetBIOS  services across an internetwork. However, 

special servers are required in order to maintain the coherency of the NetBIOS name space  across 
multiple subnets. These are the NetBIOS Name Server (N BNS)  and the NetBIOS Datagram 
Distribution Server (NBDD) .<4>  

2.1.1.3  NetBIOS over IPX/SPX (NBIPX) Transport  

Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX)  is a network protocol 
suite provided by Novell. CIFS  can use NetBIOS over IPX/SPX (NBIPX)  as a transport for SMB 

messages.  

Novell introduced an implementation of NetBIOS over IPX  in 1986. Microsoft later provided its own 
IPX/SPX/NetBIOS -compatible transport, NWLINK  (see [NWLINK] ). NBIPX  provides a mapping of 
the required NetBIOS  services to IPX/SPX. The NBIPX NetBIOS session service  is mapped to SPX  
sessions, while datagrams ar e sent using the connectionless IPX protocol. For more information on 

NWLINK  and NBIPX  components, see [NBF]  and [NWLINK].  

2.1.1.4  Other NetBIOS -Based Transports  

Several other NetBIOS -based transports have been defined and/or implemented. Many of these are 

proprietary, and most have fallen out of common use.  

TOP/NetBIOS  provides a specification for NetBIOS service support over OSI protocols. This 
specification is available in Appendix E of [XOPEN -SMB].  

2.1.2  Direct Hosting  

Microsoft has also produced "Direct Hosting" transports, which bypass the NetBIOS  interface 
layer. <5>  

2.1.2.1  Direct IPX Transport  

Direct IPX Transport  (also known as Direct Hosting IPX ) carries CIFS  over IPX  protocol without 
the use of the NetBIOS  interface layer.  

Unlike other transport protocols used w ith CIFS, the Direct IPX Transport  protocol is asymmetric. 
Wherever possible, processing is moved from the server to the client so that the server can scale to a 
large number of clients efficiently. For example, the server does not initiate retransmission of lost 
responses. It is entirely up to the client to resend the request in the case of lost packets in either 

direction.  

IPX is also a connectionless protocol, so CIFS itself provides mechanisms for ensuring sequential 
delivery of messages between the cli ent and server, and for detecting and recovering from failures of 
either the client node or server node. To accomplish these goals, the SMB Header  (section  2.2.3.1 ) is 
modified to include a connec tion identifier ( CID ) and a sequence number ( SequenceNumber ). The 
CID  value is generated by the server and returned to the client in the SMB_COM_NEGOTIATE 
Response  (section  2.2.4.52.2 ). The client  MUST use this CID  in all future SMB  exchanges with this 
server during this resource sharing session.  

https://go.microsoft.com/fwlink/?LinkId=90222
https://go.microsoft.com/fwlink/?LinkId=90260
https://go.microsoft.com/fwlink/?LinkId=90261
https://go.microsoft.com/fwlink/?LinkId=90239
https://go.microsoft.com/fwlink/?LinkId=90222
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The SequenceNumber  value is provided by the client. If the sequence number is zero, the comm and 
is known as an "unsequenced command" and the client MUST use the PID  and MID  fields to match a 

response message to the client process that generated the request. In particular, the client MUST 
ensure that it never has more than one distinct outstanding  unsequenced request with the same MID .  

Sequenced commands have nonzero SequenceNumber  values. Sequenced commands are used for 
operations that cause state changes on the server which cannot be repeated. For example, file open, 
file close, or byte - range loc king. Unsequenced commands are used for operations that can be 
performed as many times as necessary with the same result each time. For example, reading or 
writing to a disk file.  

CIFS servers using Direct IPX Transport  MUST maintain a small buffer for each client. This buffer is 
used to temporarily store the response information from the most recent sequenced command. If the 

client does not receive a response to a sequenced request it SHOULD resend the request. If the s erver 
has already processed the request, the response MUST still be in the buffer and can be resent. If the 
server did not receive the original request, it is able to process the retransmitted request. When the 
client sends the next sequenced command reque st, it signals that the previous sequenced response 
was received and that the buffer can be reused.  

Because of the asymmetric nature of the Direct IPX Transport , the server allocates a limited 

amount of space for the response buffer. Therefore, the client MUST send all commands that have a 
"large" response size as unsequenced. Such commands include file read and directory search 
operations. If the response to a sequenced command is too large for the response buffer, the server 
MUST fail the request with ERR SRV/ERRerror.  

SMB Transactions are capable of transferring large amounts of data from the server to the client. 
Transactions can be used to change server state and so MUST NOT be sent as unsequenced 
commands. There are ways for clients to organize the comm ands to work around this limitation. 

Transactions can contain multi -part requests and/or multi -part responses. The sizes of the response 
messages can be adjusted to fit within the response buffer. Therefore, SMB Transactions are handled 
as a set of sequenc ed commands.  

Section 3.2.4.1.5  describes SMB Transactions as used over connection -oriented transports. 
Transaction processing is modified when CIFS is carried over a connectionless transport, such  as 

Direct IPX Transport .  

When transactions are carried over a connectionless transport, each request message is sent as a 

sequenced command. Each message MUST have a consistent MID  value and a nonzero 
SequenceNumber  value that increases by one with each n ew message in the transaction. The server 
MUST respond to each request message, except the last one, with a response indicating that the 
server is ready for the next secondary request. For the initial transaction request message and all 
subsequent transact ion secondary requests, except for the last request message, the server MUST 
send an interim response.  



37  / 722  

[MS -CIFS] -  v20200304  
Common Internet File System (CIFS) Protocol  
Copyright © 2020 Microsoft Corporation  
Release: March 4, 2020  

 

Figure 1 : CIFS transaction messages over connectionless transport  

When the last transaction request has been received by the s erver, the server MUST respond with a 
final response message, as described in section 3.2.4.1.5. However, if the there are multiple final 

response messages, then the client MUST respond to each of the final response messages, except the 
last one, by sendin g an empty secondary request message. No parameters or data are transferred to 
the server in these messages. They are used only as acknowledgments to indicate that the response 
message has been received. These acknowledgment messages contain the following information:  

Á ParameterDisplacement  is set to the number of parameter bytes that the client has received 
from the server so far in this transaction.  

Á DataDisplacement  is set to the number of data bytes that the client has received from the 
server so far in t his transaction.  

Á ParameterCount , ParameterOffset , DataCount , and DataOffset  MUST be set to zero.  
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When the transaction has been completed, the client MUST send another sequenced command to the 
server. This indicates to the server that all of the transaction  final response messages have been 

received and that the parameter and data transfer is complete. Resources allocated to the transaction 
command can then be released by the server.  

 

Figure 2 : CIFS transaction completion messages o ver connectionless transport  

For sequenced commands, the server requires that the sequence numbers are nonzero, start at 1, and 

increase by one for each new sequenced command. At 65535 (2 16  -  1), the sequence wraps to 
0x0001, not 0x0000. Sequenced command requests that have an incorrect sequence number MUST be 
ignored.  

If the CID  value is incorrect, the server MUST fail the request with ERRSRV/ERRinvsess. If the server 
is currently processing a command that matches either the sequence number (for sequenced 
commands) or the MID  (for unsequenced commands) of a new request, the server MUST respond 
with ERRSRV/ERRworking. The values of ERRinvsess (0x0010) and ERRworking (0x0011) are defined 
only for the Direct IPX Transport .  
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The server waits to receive commands from the client periodically; if no commands are received, the 
server treats the client as no longer running and closes the SMB session . This includes closing file 

handles and releasing any reso urces allocated on behalf of the client. Clients SHOULD, at minimum, 
send an SMB_COM_ECHO  (section  2.2.4.39 ) to the server every few minutes. The server MUST NOT 

disconnect clients that have been inactive less than 5 minutes. <6>  

Direct IPX Transport  can be used in situations in which multiple low -bandwidth connections are 
multiplexed together (for example, by using multiple telephone m odems in parallel). CIFS provides 
special SMB commands, such as SMB_COM_READ_MPX  (section  2.2.4.23 ), for these environments. 
These commands, and the Direct IPX Transport  itself, are obsolescent.  

See [MSFT - IPXWAN]  for more information on Direct IPX Transport .  

2.1.3  Virtual Circuits  

In CIFS , a virtual circuit (VC)  represents a transport - level connection between a client and a server. 
VCs are of use in situations in whic h multiple physical connections are being combined to provide 
improved overall bandwidth for an SMB connection . For example, VCs make it possible to multiplex 

SMB messages from a single SMB conn ection over multiple dial -up modem connections in order to 
increase throughput. Virtual circuits are rarely used over connection -oriented transports such as NBT ; 
they are typically associated with connectionless transports such as Direct - hosting IPX . VC 
mu ltiplexing is performed at the command level, with the exception of the SMB_COM_READ_MPX and 
SMB_COM_WRITE_MPX commands, which are specifically designed to be multiplexed.  

VCs are established using the SMB_COM_SESSION_SETUP_ANDX command, and are combined b ased 
upon the SessionKey  provided in the SMB_COM_NEGOTIATE response. <7>  Every VC created 

between a client and server pair using the same SessionKey  is considered to be part of the same 
SMB con nection. Each VC thus created MUST have a unique VcNumber  in the 
SMB_COM_SESSION_SETUP_ANDX request that is used to establish it. The first VC created SHOULD 
have a VcNumber  of zero (0). The implementation -defined maximum number of virtual circuits that 
th e client can establish per SMB connection is indicated by the MaxNumberVcs  field in the server's 
SMB_COM_NEGOTIATE response. <8>  

A VcNumber  of zero (0) has special significance. It is possible for a connectionless transport to not 
provide any indication of failure when a client fails or is reset. A virtual circuit with a VcNumber  of 
zero (0), regardless of the SessionKey  value, is defined to indicate to the server that the client has 
abandoned a ll previous virtual circuits and that the server MUST close those VCs as well, ensuring 
proper cleanup of resources. <9>  This behavior can have unintended consequences in situations where 
separ ate applications running on the same client establish individual connections to the same server, 
or in cases in which multiple clients connect to a single server through a Network Address 

Transl ation (NAT)  device (see [KB301673]  for a detailed explanation). In these situations, each 
connection attempt from the same client (or NAT device) can cause all others from that client to be 
disconnected. To avoid this, clients can use a VcNumber  of greater than or equal to one, or servers 
MAY be configured to bypass special processing of VcNumber  zero over connection -oriented 
transports.  

2.2  Message Syntax  

The CIFS  Protocol is composed of, and driven by, SMB commands . SMB commands are comprised of 
SMB message  exchanges between the client and the server. SMB commands can be categorized by 
functionality as follows.  

Session management  Transaction subprotocol  

SMB_COM_NEGOTIATE  

SMB_COM_SESSION_SETUP_ANDX  

SMB_COM_TREE_CONNECT  

SMB_COM_TRANSACTION  

SMB_COM_TRANSACTION_SECONDARY  

SMB_COM_TRANSACTION2  

https://go.microsoft.com/fwlink/?LinkId=162041
https://go.microsoft.com/fwlink/?LinkId=162011
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Session management  Transaction subprotocol  

SMB_COM_TREE_CONNECT_ANDX  

SMB_COM_TREE_DISCONNECT  

SMB_COM_LOGOFF_ANDX  

SMB_COM_TRANSACTION2_SECONDARY  

SMB_COM_NT_TRANSACT  

SMB_COM_NT_TRANSACT_SECONDARY  

 

File/directory access methods  Read/write/lock methods  

SMB_COM_CREATE_DIRECTORY  

SMB_COM_DELETE_DIRECTORY  

SMB_COM_OPEN 

SMB_COM_OPEN_ANDX  

SMB_COM_CREATE 

SMB_COM_CREATE_NEW  

SMB_COM_CREATE_TEMPORARY 

SMB_COM_NT_CREATE_ANDX  

SMB_COM_CLOSE  

SMB_COM_DELETE  

SMB_COM_FLUSH  

SMB_COM_SEEK  

SMB_COM_READ  

SMB_COM_LOCK_AND_READ  

SMB_COM_LOCK_BYTE_RANGE  

SMB_COM_UNLOCK_BYTE_RANGE  

SMB_COM_LOCKING_ANDX  

SMB_COM_READ_ANDX  

SMB_COM_READ_RAW  

SMB_COM_READ_MPX  

SMB_COM_WRITE  

SMB_COM_WRITE_AND_CLOSE  

SMB_COM_WRITE_AND_UNLOCK  

SMB_COM_WRITE_ANDX  

SMB_COM_WRITE_RAW  

SMB_COM_WRITE_COMPLETE  

SMB_COM_WRITE_MPX  

 

Query directory information  Query/set attributes methods  

SMB_COM_CHECK_DIRECTORY  

SMB_COM_SEARCH  

SMB_COM_FIND  

SMB_COM_FIND_UNIQUE  

SMB_COM_FIND_CLOSE  

SMB_COM_FIND_CLOSE2  

SMB_COM_RENAME  

SMB_COM_NT_RENAME  

SMB_COM_QUERY_INFORMATION  

SMB_COM_SET_INFORMATION  

SMB_COM_QUERY_INFORMATION_DISK  

SMB_COM_QUERY_INFORMATION2  

SMB_COM_SET_INFORMATION2  

 

Printing methods  Other  

SMB_COM_OPEN_PRINT_FILE  

SMB_COM_WRITE_PRINT_FILE  

SMB_COM_CLOSE_PRINT_FILE  

SMB_COM_ECHO  

SMB_COM_PROCESS_EXIT  

SMB_COM_NT_CANCEL  

SMB_COM_INVALID  

SMB_COM_IOCTL  

SMB_COM_NO_ANDX_COMMAND  
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CIFS has evolved over time. As a result, some commands have become obsolete and other commands 
have been proposed but never implemented. The client MUST NOT use t he commands listed in the 

table below. The server SHOULD return implementation -specific error codes in response to receiving 
any of these command requests.  

Obsolete  Reserved but not implemented  

SMB_COM_COPY 

SMB_COM_MOVE  

SMB_COM_READ_MPX_SECONDARY  

SMB_COM_SECURITY_PACKAGE_ANDX  

SMB_COM_WRITE_MPX_SECONDARY  

SMB_COM_GET_PRINT_QUEUE  

SMB_COM_CLOSE_AND_TREE_DISC  

SMB_COM_FIND_NOTIFY_CLOSE  

SMB_COM_IOCTL_SECONDARY  

SMB_COM_NEW_FILE_SIZE  

SMB_COM_QUERY_SERVER 

SMB_COM_READ_BULK  

SMB_COM_WRITE_BULK  

SMB_COM_WRITE_BU LK_DATA  

Specifications for the commands listed in the preceding tables are located in section 2.2.3 . 

An SMB message is the payload packet encapsulated in a transport packet. SMB messages  are divided 
into three blocks: a fixed - length SMB Header (section 2.2.3.1 ), and two variable - length blocks called 
SMB Parameters (section 2.2.3.2 ) and SMB Data (section 2.2.3.3 ).  

Unless otherwise specified, multiple -byte fields (SHORT, USHORT, LONG, and so on) in an SMB 
message MUST be transmitted in little - endian  order (least -significant byte first). Unless otherwise 

indicated, numeric fields are integers of the specified byte length.  

In dialects prior to NT  LAN Manager , data alignment was not a consideration in SMB messages. 
Commands introduced in the NT LAN Manager dialect, however, can include fixed or variable - length 
padding fields used to align succeeding fields to 16 -bit or 32 -bit boundaries. Unicode strings , also 
introduced in NT LAN Manager, MUST be aligned to 16 -bit boundaries unless otherwise noted.  

Unless otherwise noted, fields marked as "reserved" SHOULD be set to zero when sent and MUST be 

ignored on receipt. These fields are reserved for future protocol expansion and MUST NOT be used for 

implementation -specific functionality. When it is necessary to insert padding bytes into a buffer for 
data alignment purposes, such bytes SHOULD be  set to 0x00 when sent and MUST be ignored on 
receipt.  

CIFS defines a set of data types and data structures that are commonly used across multiple 
commands in the protocol. These are specified in section 2.2.1 . Some data structures exist that are 
used only in one or two commands. Those are specified in their respective command's subsection of 
section 2.2.4 . All data types encountered in se ctions 2 and 3 that are not defined in section 2.2 are 

found in [MS -DTYP] . 

Unless otherwise noted, when an error occurs the server MUST return a response SMB message with a 
proper status code in the header (see section 2.2.3.1). Error responses SHOULD be sent with empty 
SMB Parameters and SMB Data blocks ( WordCo unt  and ByteCount  fields set to zero; see sections 
2.2.3.2 and 2.2.3.3 respectively).  

CIFS defines a number of constants, including CIFS -specific error codes, which are commonly used 

across multiple commands in the protocol. The CIFS specific error codes i nclude 
STATUS_INVALID_SMB and all status code constants with names beginning with STATUS_SMB_ and 
STATUS_OS2. These status codes are specified in section 2.2.2.4 . All other constants in section 2 and 
3 that begin with STATUS_ are defined in [MS -ERREF] section 2.3.  

2.2.1  Common Data Types  

CIFS makes use of the following data types and structures from [MS -DTYP] :  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
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Á BOOLEAN 

Á NTSTATUS 

Á UCHAR 

Á ULONG 

Á USHORT 

Á WCHAR 

Á FILETIME  

Á LARGE_INTEGER 

Á SECURITY_DESCRIPTOR  

In addition, CIFS defines its own data types and structures, as specified in the following subsections.  

2.2.1.1  Character Sequences  

In all dialects prior to NT LAN Manager , all character sequences were encoded using the OEM 
character set  (extended ASCII ). The NT LAN Manager dialect introduced support for Unicode , which 
is negotiated during protocol  negotiation and session setup. The use of Unicode characters  is 

indicated on a per -message basis by setting the SMB_FLAGS2_UNICODE flag in the 
SMB_Header.Flags2  field. All Unicode characters MU ST be in UTF -16LE encoding.  

In CIFS , character sequences are transmitted over the wire as arrays of either UCHAR (for OEM 
characters ) or WCHAR (for Unicode characters). Throughout this document, null - terminated 
character sequence fields that can be encoded in either Unicode or OEM characters (depending on the 
result of Unicode capability negotiation) are labeled as SMB_STRING  fields.  

String fields that restrict character encoding to OEM characters only, even if Unicode support has been 

negotiated, are labeled as OEM_STRING . Some examples of strings that are never passed in Unicode 

are:  

Á The dialect strings in the SMB_COM_NEGOTIATE  (secti on  2.2.4.52 ) command.  

Á The service name string in the SMB_COM_TREE_CONNECT_ANDX  (section  2.2.4.55 ) command.  

2.2.1.1.1  File and Directory names  

Dialects prior to LAN Manager 2.0  required that file and directory names adhere to the 8.3 name  

format. Names of this format consist of two parts: a basename of no more than eight characters, an d 
an extension of no more than three characters. The basename and extension are separated by a "." 
(period). All characters are legal in the basename and extension except:  

Á The space character (0x20)  

Á " \ /[]:+|<>=;?,*.  

The LAN Manager 2.0  dialect introduced t he SMB_FLAGS2_KNOWS_LONG_NAMES flag. If a client or 

server sets this flag in its messages, this indicates that they are not bound by the 8.3 name 
convention and support long file and directory names. Long names MUST have a total length of less 
than 255 cha racters. The following characters are illegal in a long name:  

Á " \ /[]:+|<>=;?,*  

A "." (period) is treated as a delimiter of file name components. The 8.3 name format uses the period 
to separate the filename from the file extension.  
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2.2.1.1.2  Pathnames  

CIFS  makes use of the pathname structure as defined in [MS -FSCC]  section 2.1.5, with the following 
restrictions:  

Path names MUST adhere to the Universal Naming Convention (UNC) . The <sharename> 
component of a UNC -compliant pathname MUST adhere to the restrictions of a Share Name structure 
as defined in [MS -FSCC] section 2.1.6, with an additional note that it MAY be subject to the 
restrictions of file and directory names (section 2.2.1.1.1 ). The <filename> component of a UNC -
compliant pathname MAY be zer o or more name components separated by the " \ " (backslash) 
character. All name components of a pathname MUST adhere to the restrictions of file and directory 
names as specified in section 2.2.1.1.1.  

If a pathname points to an object or device in DFS , it is a DFS Path  and certain restrictions apply as 
specified in [MS -DFSC]  section 2.2.1. A client that recognizes DFS SHOULD set the SMB_FLAGS2_DFS 
flag in the SMB Header  (section  2.2.3.1 ) in all SMB  requests using a DFS Path, and the server 
SHOULD resolve it within the DFS namespace .  

2.2.1.1.3  Wildcards  

Some SMB  requests allow wild cards to be used in a file name. Wildcards allow a client to operate on a 
number of files as a unit without having to separately enumerate the files and operate on them 
individually. <10>  

Two  wild card characters, the question mark and the asterisk, are used to match files whose names 
are selected by the wildcard string used as a selection criterion. The "?" (question mark) character 
matches a single character. If a file name selection criteri on contains one or more "?" characters, then 
exactly that number of characters is matched by the wildcards. For example, the criterion "??x" 

matches "abx" but not "abcx" or "ax", because the two file names do not have enough characters 
preceding the litera l. When a file name criterion has "?" characters trailing a literal, then the match is 
made with specified number of characters or less. For example, the criterion "x??" matches "xab", 
"xa", and "x", but not "xabc". If only "?" characters are present in th e file name selection criterion, 
then the match is made as if the criterion contained "?" characters trailing a literal. The "*" (asterisk) 
character matches an entire file name. A null or empty specification criterion also selects all file 

names. For exam ple, "*.abc" or ".abc" match any file with an extension of "abc". "*.*", "*", or empty 

string("") match all files in a directory.  

If the negotiated dialect is NT LAN Manager  or later, and the fi lename in the client request contains 
any of the following wildcards, the server SHOULD translate them as follows and the server MUST use 
the resulting string to attempt the file operation:  

Á Translate the ? literal to >  

Á Translate the . literal to " if it is  immediately followed by a ? or a *  

Á Translate the * literal to < if it is immediately followed by a .  

2.2.1.2  File Attributes  

CIFS makes use of three disti nct methods for encoding file attributes:  

Á Extended Attributes (SMB_GEA  (section  2.2.1.2.1 ) and SMB_FEA  (section  2.2.1.2.2 ))  

Á Extended Fil e Attributes ( SMB_EXT_FILE_ATTR  (section  2.2.1.2.3) )  

Á File Attributes ( SMB_FILE_ATTRIBUTES  (section  2.2.1.2.4) )  

2.2.1.2.1  SMB_GEA  

%5bMS-FSCC%5d.pdf#Section_efbfe12773ad41409967ec6500e66d5e
%5bMS-DFSC%5d.pdf#Section_3109f4be2dbb42c99b8e0b34f7a2135e
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The SMB_GEA data structure is used in Transaction2 subcommand requests to request specific 
extended attribute (EA) name/value pairs by name. This structure is used when the 

SMB_INFO_QUERY_EAS_FROM_LIST information level is specified. "GEA" stands for "get extended 
attribute".  

 SMB_GEA 

   {         

    

   UCHAR      AttributeNameLengthInBytes;  

    

   UCHAR AttributeName[AttributeNameLengthInBytes + 1];  

    

   }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

AttributeNameLengthInBy
tes  

AttributeName (variable)  

...  

AttributeNameLengthInBytes (1 byte): This field MUST contain the length, in bytes (excluding the 
trailing null padding byte), of the AttributeName field.  

AttributeName (variable): This field contains the name, in extended ASCII (OEM) characters, of an 
extended attribute. The length of the name MUST NOT exceed 255 bytes. An additional byte is 

added to store a null padding byte. This field MAY be interpreted as an OEM_STRING.  

2.2.1.2.1.1  SMB_GEA_LIST  

The SMB_GE A_LIST data structure is used to send a concatenated list of SMB_GEA  (section  2.2.1.2.1 ) 
structures.  

 SMB_GEA_LIST 

   {  

   ULONG SizeOfListInBytes;  

   UCHAR GEAList[];         

   }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SizeOfListInBytes  

GEAList (variable)  

...  

SizeOfListInBytes (4 bytes): This field MUST contain the total size of the GEAList  field, plus the 
size of the SizeOfListInBytes  field (4 bytes). <11>  

GEAList (variable): A concatenated list of SMB_GEA (section 2.2.1.2.1) structures.  

2.2.1.2.2  SMB_FEA  
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The SMB_FEA data structure is used in Transaction2 subcommands and in the NT_TRANSACT_CREATE 
subcommand to encode an extended attribute (EA) name/value pair. "FEA" stands for "full extended 

attribute". <12>  

 SMB_FEA 

    {  

    UCHAR      ExtendedAttributeFlag;  

    UCHAR      AttributeNameLengthInBytes;  

    USHORT     AttributeValueLengthInBytes;  

    UCHAR      AttributeName[AttributeNameLengthInBytes + 1];  

    UCHAR      AttributeValue[AttributeValueLengthInBytes];  

    }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ExtendedAttributeFlag  AttributeNameLengthInBy
tes  

AttributeValueLengthInBytes  

AttributeName (variable)  

...  

AttributeValue (variable)  

...  

ExtendedAttributeFlag (1 byte): This is a bit field. Only the 0x80 bit is defined.  

Name and 
Bitmask  Meaning  

0x7F  Reserved.  

FILE_NEED_EA  

0x80  

If set (1), this bit indicates that extended attribute (EA) support is required 
on this file. Otherwise, EA support is not required. If this flag is set, the file 
to which the EA belongs cannot be properly interpreted without 
understanding the associated extended attributes.  

A CIFS client that supports EAs can set this bit when adding an EA to a file 
residing on a server that also supports EAs. The server MUST NOT allow this 
bit to be set on an EA a ssociated with directories.  

If this bit is set on any EA associated with a file on the server, the server 
MUST reject client requests to open the file (except to truncate the file) if 
the SMB_FLAGS2_EAS flag is not set in the request header. In this case, the 
server SHOULD fail this request with STATUS_ACCESS_DENIED 
(ERRDOS/ERRnoaccess) in the Status  field of the SMB 
Header  (section  2.2.3.1 ) in the server response.  

AttributeNameLengthInBytes (1 by te): This field MUST contain the length, in bytes, of the 

AttributeName  field (excluding the trailing null byte).  

AttributeValueLengthInBytes (2 bytes): This field MUST contain the length, in bytes, of the 
AttributeValue  field.  

AttributeName (variable): This field contains the name, in extended ASCII (OEM) characters, of an 
extended attribute. The length of the name MUST NOT exceed 255 bytes. An additional byte is 
added to store a null padding byte. This field MAY be interpreted as an OEM_STRING.  
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AttributeV alue (variable): This field contains the value of an extended file attribute. The value is 
expressed as an array of extended ASCII (OEM) characters. This array MUST NOT be null -

terminated, and its length MUST NOT exceed 65,535 bytes.  

2.2.1.2.2.1  SMB_FEA_LIST  

The SMB_FEA_LIST data structure is used to send a concatenated list of SMB_FEA  (section  2.2.1.2.2 ) 
structures.  

 SMB_FEA_LIST 

    {  

    ULONG SizeOfListInBytes;  

    UCHAR FEAList[];  

    }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SizeOfListInBytes  

FEAList (variable)  

...  

SizeOfListInBytes (4 bytes): This field MUST contain the total size of the FEAList  field, plus the 
size of the SizeOfListInBytes  field (4 bytes). <13>  

FEAList (variable): A concatenated list of SMB_FEA structures.  

2.2.1.2.3  SMB_EXT_FILE_ATTR  

A 32 -bit field containing encoded file attribute values and file access behavior flag v alues. The 
attribute and flag value names are for reference purposes only. If ATTR_NORMAL (see following) is set 
as the requested attribute value, it MUST be the only attribute value set. Including any other attribute 
value causes the ATTR_NORMAL value to be ignored. Any combination of the flag values (see 
following) is acceptable. <14>  

This type is declared as follows:  

 typedef  DWORD SMB_EXT_FILE_ATTR; 

Name and bitmask  Meaning  

ATTR_READONLY 

0x00000001  

The file is read only. Applications can read the file but cannot write to it or delete it.  

ATTR_HIDDEN  

0x00000002  

The file is hidden. It is not to be included in an ordinary directory listing.  

ATTR_SYSTEM 

0x00000004  

The file is part of or is used exclusively by the operating system.  

ATTR_DIRECTORY 

0x00000010  

The file is a directory.  
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Name and bitmask  Meaning  

ATTR_ARCHIVE  

0x00000020  

The file has not been archived since it was last modified.  

ATTR_NORMAL 

0x00000080  

The file has no other attributes set. This attribute is valid only if used alone.  

ATTR_TEMPORARY 

0x00000100  

The file is temporary. This is a hint to the cache manager that it does not need to flush 
the file to backing storage.  

ATTR_COMPRESSED 

0x00000800  

The file or directory is compressed. For a file, this  means that all of the data in the file is 
compressed. For a directory, this means that compression is the default for newly created 
files and subdirectories.  

POSIX_SEMANTICS  

0x01000000  

Indicates that the file is to be accessed according to POSIX rules. T his includes allowing 
multiple files with names differing only in case, for file systems that support such 
naming. <15>  

BACKUP_SEMANTICS  

0x02000000  

Indicates that the file is being opened or  created for a backup or restore operation. The 
server SHOULD allow the client to override normal file security checks, provided it has the 
necessary permission to do so.  

DELETE_ON_CLOSE 

0x04000000  

Requests that the server delete the file immediately after all of its handles have been 
closed.  

SEQUENTIAL_SCAN  

0x08000000  

Indicates that the file is to be accessed sequentially from beginning to end. <16>  

RANDOM_ACCESS 

0x10000000  

Indicates t hat the application is designed to access the file randomly. The server can use 
this flag to optimize file caching.  

NO_BUFFERING  

0x20000000  

Requests that the server open the file with no intermediate buffering or caching; the 
server might not honor the re quest. The application MUST meet certain requirements 
when working with files opened with FILE_FLAG_NO_BUFFERING. File access MUST begin 
at offsets within the file that are integer multiples of the volume's sector size and MUST 
be for numbers of bytes that  are integer multiples of the volume's sector size. For 
example, if the sector size is 512 bytes, an application can request reads and writes of 
512, 1024, or 2048 bytes, but not of 335, 981, or 7171 bytes.  

WRITE_THROUGH  

0x80000000  

Instructs the operating  system to write through any intermediate cache and go directly to 
the file. The operating system can still cache write operations, but cannot lazily flush 
them.  

 

2.2.1.2.4  SMB_FILE_ATTRIBUTES  

An unsigned 16 -bit field that defines the basic file attributes supported by the SMB Protocol. In 
addition, exclusive search attributes (those Names prefixed with SMB_SEARCH_ATTRIBUTE) are 

defined for use when searching for files within a directory.  

Name and bitmask  Description  

SMB_FILE_ATTRIBUTE_NORMAL  

0x0000  

Normal file.  

SMB_FILE_ATTRIBUTE_READONLY  

0x0001  

Read-only file.  
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Name and bitmask  Description  

SMB_FILE_ATTRIBUTE_HIDDEN  

0x0002  

Hidden file.  

SMB_FILE_ATTRIBUTE_SYSTEM  

0x0004  

System file.  

SMB_FILE_ATTRIBUTE_VOLUME  

0x0008  

Volume Label.  

SMB_FILE_ATTRIBUTE_DIRECTORY  

0x0010  

Directory file.  

SMB_FILE_ATTRIBUTE_ARCHIVE  

0x0020  

File changed since last archive.  

SMB_SEARCH_ATTRIBUTE_READONLY  

0x0100  

Search for Read -only files.  

SMB_SEARCH_ATTRIBUTE_HIDDEN  

0x0200  

Search for Hidden files.  

SMB_SEARCH_ATTRIBUTE_SYSTEM  

0x0400  

Search for System files.  

SMB_SEARCH_ATTRIBUTE_DIRECTORY  

0x1000  

Search for Directory files.  

SMB_SEARCH_ATTRIBUTE_ARCHIVE  

0x2000  

Search for files that have changed since they were last archived.  

Other  

0xC8C0  

Reserved.  

 

2.2.1.3  Named Pipe Status (SMB_NMPIPE_STATUS)  

The SMB_NMPIPE_STATUS data type is a 16 -bit field that encodes the status of a named pipe. Any 

combination of the following flags MUST be valid. The ReadMode  and NamedPipeType  bit fields are 
defined as 2 -bit integers. Subfields marked Reserved  SHOULD be set to zero by the server and MUST 
be ignored by the client.  

This type is declared as follows:  

 typedef  unsigned SHORT  SMB_NMPIPE_STATUS; 

Name and 
bitmask  Meaning  

ICount  

0x000FF  

An 8 -bit unsigned integer that gives the maximum number of instances the named pipe can 
have.  

ReadMode  

0x0300  

0 

This bit field indicates the client read mode for the named pipe. This bit field has no effect on 
writes to the named pipe. A value of zero indicates that the named pipe was opened in or set 
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Name and 
bitmask  Meaning  

to byte mode  by the client.  

1 

A value of 1 indicates that the client opened or set the named pipe to message mode . 

2,3  

Reserved . Bit 0x0200 MUST be ignored.  

 

NamedPipeType  

0x0C00  

0 

This bit field indicates the type of the named pipe when the named pipe was created by the 
server. A value of zero indicates that the named pipe was c reated as a byte mode pipe.  

1 

The named pipe was created by the server as a message mode pipe.  

2,3  

Reserved . Bit 0x0800 MUST be ignored.  

 

0x3000  Reserved . MUST be ignored.  

Endpoint  

0x4000  

0 

Client -side end of the named pipe. The SMB server MUST clear the  Endpoint bit (set it to 
zero) when responding to the client request because the CIFS client is a consumer requesting 
service from the named pipe. When this bit is clear, it indicates that the client is accessing 
the consumer endpoint.  

1 

Indicates the serv er end of the pipe.  

 

Nonblocking  

0x8000  

0 

A named pipe read or raw read request will wait (block) until sufficient data to satisfy the 

read request becomes available, or until the request is canceled.  

A named pipe write or raw write request blocks until i ts data is consumed, if the write request 
length is greater than zero.  

1 

A read or a raw read request returns all data available to be read from the named pipe, up to 
the maximum read size set in the request.  

Write operations return after writing data to named pipes without waiting for the data to be 
consumed.  

Named pipe non -blocking raw writes are not allowed. Raw writes MUST be performed in 
blocking mode.  

 

 

2.2.1.4  Time  

In addition to making use of the FILETIME data type, CIFS defines three more data types for encoding 
time:  

Á SMB_DATE  (section  2.2.1.4.1 )  

Á SMB_TIME  (section  2.2.1.4.2 )  

Á UTIME  (section  2.2.1.4.3 )  
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2.2.1.4.1  SMB_DATE  

This is a 16 -bit value in little -endian byte order used to encode a date. An SMB_DATE value SHOU LD 
be interpreted as follows. The date is represented in the local time zone of the server. The following 

field names are provided for reference only.  

Field name and bitmask  Description  

YEAR 

0xFE00  

The year. Add 1980 to the resulting value to return the a ctual year. <17>  

MONTH 

0x01E0  

The month. Values range from 1 to 12.  

DAY 

0x001F  

The date. Values range from 1 to 31.  

 

2.2.1.4.2  SMB_TIME  

This is a 16 -bit value in little -endian byte order used to encode a time of day. The SMB_TIME value is 
usually accompanied by an SMB_DATE  (section  2.2.1.4.1 )  value that indicates what date corresp onds 
with the specified time. An SMB_TIME value SHOULD be interpreted as follows. The field names below 
are provided for reference only. The time is represented in the local time zone of the server.  

Field name and bitmask  Description  

HOUR 

0xF800  

The hours. Values range from 0 to 23.  

MINUTES  

0x07E0  

The minutes. Values range from 0 to 59.  

SECONDS 

0x001F  

The seconds. Values MUST represent two -second increments.  

 

2.2.1.4.3  UTIME  

This is a 32 -bit unsigned integer in little -endian byte order indicating the number of seconds since Jan 

1, 1970, 00:00:00.0.  

This type is declared as follows:  

 typedef  unsigned int  UTIME;  

2.2.1.5  Status Codes (SMB_ERROR)  

An SMB_ERROR  MUST be interpreted in one of two ways, depending on the capabilities negotiated 
between client and server: either as an NTSTATUS value (a 32 -bit value in little -endian byte order 
used to encode an error message, as defined in [MS -ERREF] section 2.3), or as an SMBSTATUS value 

(as defined following).  

 SMBSTATUS 

%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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   {  

   UCHAR  ErrorClass;  

   UCHAR  Reserved;  

   USHORT ErrorCode;  

   }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ErrorClass  Reserved  ErrorCode  

ErrorClass (1 byte): An SMB error class code.  

Reserved (1 byte): This field is reserved and MUST be ignored by both server and client.  

ErrorCode (2 bytes): An SMB error code.  

The set of NTSTATUS values defined in [MS -ERREF] is extended in this document to include 32 -bit 
CIFS-specific error codes.  Each CIFS -specific error code is wire - identical to the equivalent 

SMBSTATUS ErrorClass/ErrorCode pair, as listed in section 2.2.2.4 . CIFS -specific error codes can be 
interpreted by the client either as 32 -bit values or as SMBSTATUS values. <18>  

2.2.1.6  Unique Identifiers  

CIFS  unique identifiers are used in to represent open files, authenticated users, SMB sessions, and so 

on within the protocol. To be a "unique identifier", an identifier MUST be unique with respect to other 
identifiers of the same type within the same context.  The following is a list of unique identifiers used in 
CIFS and their relevant contexts:  

Á FID (File ID):  A file handle, representing an open file on the server. A FID returned from an 
Open or Create operation MUST be unique within an SMB connection.  

Á MID (Mu ltiplex ID):  The MID is assigned by the client. All messages include a MID along with a 
PID (process ID, see below) to uniquely identify groups of commands belonging to the same 

logical thread of operation on the client node. The client MAY use the PID/MID  pair to demultiplex 
command responses and to identify outstanding requests that are pending on the server (see 
SMB_COM_NT_CANCEL). In earlier SMB Protocol dialects, the MID was defined as a number that 
uniquely identified a protocol request and response w ithin a process (see [SMB -LM1X] , section 1). 
In CIFS, except where noted, a client MAY have multiple outstanding requests (within the limit set 
by the MaxMPXCount  connection value) with the same PID and MID values. Clients inform 

servers of the creation of a new thread simply by introducing a new MID into the dialog .  

Á PID (Process ID):  The PID is assigned by the client. The client S HOULD <19>  set this to a value 
that identifies the process on the client node  that initiated the request. The server MUST return 
both the PID and the MID to the client in any response to a client request. Clients inform servers 
of the creation of a new process simply by introducing a new PID into the dialog. In CIFS, the PID 
is a 32 -bit value constructed by combining two 16 -bit fields ( PIDLow  and PIDHigh ) in the SMB 
Header  (section  2.2.3.1 ).  

Á SessionKey:  A Session Key is returned in the SMB_COM_NEGOTIATE response received during 
establishment of the SMB connection. This Session Key is used to logically bind separate virtual 
cir cuits (VCs) together. This Session Key is not used in any authentication or message signing. It 
is returned to the server in the SMB_COM_SESSION_SETUP_ANDX request messages that are 
used to create SMB sessions.  

Á SessionKey:  The term "Session Key" also refer s to a cryptographic secret key used to perform 
challenge/response authentication and is also used in the message signing algorithm. For each 

https://go.microsoft.com/fwlink/?LinkId=164302
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SMB session, the Session Key is the LM or NTLM password hash used in the generation of the 
response from the serve r-supplied challenge. The Session Key used in the first successful user 

authentication (non -anonymous, non -guest) becomes the signing Session Key for the SMB 
connection.  

Á CID (Connection ID):  If a connectionless transport is in use, the Connection ID (CID) is 
generated by the server and passed in the SMB Header of every subsequent SMB message to 
identify the SMB connection to which the message belongs.  

Á SID (Search ID):  A search ID (also known as a SID) is similar to a FID. It identifies an open 
directory sea rch, the state of which is maintained on the server. Open SIDs MUST be unique to the 
SMB connection.  

Á TID (Tree ID):  A TID represents an open connection to a share, otherwise known as a tree 

connect. An open TID MUST be unique within an SMB connection.  

Á UID (User ID):  A UID represents an authenticated SMB session (including those created using 
anonymous or guest authentication). Some implementations refer to this value as a Virtual User 

ID (VUID) to distinguish it from the user IDs used by the underlying acco unt management system.  

2.2.1.6.1  FID Generation  

File IDs ( FID s) are generated on CIFS servers. The generation of FID s MUST satisfy the following 
constraints:  

Á The FID  MUST be a 16 -bit opaque value.  

Á The FID  MUST be unique within a specified client/server SMB connectio n.  

Á The FID  MUST remain valid for the lifetime of the SMB connection on which the open request is 
performed, or until the client sends a request to the server to close the FID . 

Á Once a FID  has been closed, the value can be reused for another create or open r equest.  

Á The value 0xFFFF MUST NOT be used as a valid FID . All other possible values for FID , including 

zero (0x0000) are valid. The value 0xFFFF is used to specify all FID s or no FID , depending upon 
the context in which it is used.  

2.2.1.6.2  MID Generation  

Multiplex  IDs ( MIDs ) are generated on CIFS clients. The generation of MIDs  MUST satisfy the 
following constraints:  

Á The MID  MUST be a 16 -bit opaque value.  

Á The MID  MUST be unique with respect to a valid client PID  over a single SMB connection.  

Á The PID / MID  pair MUST r emain valid as long as there are outstanding requests on the server 
identified by that PID / MID  pair.  

Á The value 0xFFFF MUST NOT be used as a valid MID . All other possible values for MID , including 

zero (0x0000), are valid. The value 0xFFFF is used in an OpLock Break Notification request, which 

is an SMB_COM_LOCKING_ANDX Request  (section  2.2.4.32.1 ) sent from the server.  

2.2.1.6.3  PID Generation  

Process IDs ( PIDs ) are generated on the CIFS  client. The generation of PIDs  MUST satisfy the 
following constraints:  



53  / 722  

[MS -CIFS] -  v20200304  
Common Internet File System (CIFS) Protocol  
Copyright © 2020 Microsoft Corporation  
Release: March 4, 2020  

Á The PID  MUST be a 32 -bit opaque value. The PID  value is transferred in two fields ( PIDHigh  and 
PIDLow ) in the SMB Header  (section  2.2.3.1 ).  

Á The PID  MUST be unique within a specified client/server SMB connection.  

Á The PID  MUST remain valid as long as there are outstanding client requests at the server.  

Á The value 0xFFFF MUST NOT be used as a valid PIDLow . All other possible values for PID , 
including zero (0x0000), are valid. The PIDLow  value 0xFFFF is used in an OpLock Break 
Notification request, which is an SMB_COM_LOCKING_ANDX Request  (section  2.2.4.32.1 ) sent 
from the server.  

In earlier dialects of the SMB Protocol, the PID  value was a 16 -bit unsigned value. The NT LAN 
Manager dialect introduced the use of the PIDHigh  header field to extend the  PID  value to 32 bits.  

2.2.1.6.4  Connection ID (CID) Generation  

In order to support CIFS  over connectionless transport, such as Direct IPX, CIFS servers MUST 

support the generation of Connection IDs ( CID s). The generation of CID s MUST satisfy the following 
constraints:  

Á The CID  MUST be a 16 -bit opaque value.  

Á The CID  MUST be unique across all SMB connections  carried over connectionless transports.  

Á The CID  MUST remain valid for the lifetime of the SMB connection.  

Á Once the connection has been closed, the CID  value can be reused for another SMB connection.  

Á The values 0x0000 and 0xFFFF MUST NOT be used as valid CID s. All other possible values for CID  
are valid.  

2.2.1.6.5  Search ID (SID) Generation  

Search IDs ( SID s) are generated on CIFS servers. The generation of SID s MUST satisfy the following 

constraints:  

Á The SID  MUST be a 16 -bit opaque value for a specific TRANS2_FIND_FIRST2 
Request  (section  2.2.6.2.1 ).  

Á The SID  MUST be unique for a specified client/server SMB connection.  

Á The SID  MUST remain valid for the lifetime of the SMB connection while the search operation is 
being performed, or until the client  sends a request to the server to close the SID.  

Á Once a SID  has been closed, the value can be reused by another TRANS2_FIND_FIRST2 Request.  

Á The value 0xFFFF MUST NOT be used as a valid SID . All other possible values for SID , including 
zero (0x0000), are va lid. The value 0xFFFF is reserved.  

The acronym SID  is also used to indicate a session ID. The two usages appear in completely different 

contexts.  

2.2.1.6.6  SessionKey Generation  

The term session key, in this context, does not refer to the cryptographic session keys used in 

authentication and message signing. Rather, it refers to the SessionKey  unique identifier sent by the 
server in the SMB_COM_NEGOTIATE Response  (section  2.2.4.52.2 ).  
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Virtual circuit session  keys ( SessionKeys ) are generated on CIFS  servers. The generation of 
SessionKeys  SHOULD satisfy the following constraints: <20>  

Á The SessionKey  MUST be a 32 -bit opaque value generated by the CIFS server for a particular 
SMB connection , and returned in the SMB_COM_NEGOTIATE Response for that connection.  

Á The SessionKey  MUST be unique for a specified client/server SMB connection.  

Á The SessionKey  MUST remain valid for the lifetime of the SMB connection.  

Á Once the SMB connection has been closed, the SessionKey  value can be reused.  

Á There are no restrictions on the permitted values of SessionKey . A value of 0x00000000 
suggests, but does not require, that the server ignore the SessionKey . 

2.2.1.6.7  TID Generation  

Tree IDs ( TIDs ) are generated on CIFS  servers. The generation of TIDs  MUST satisfy the following 
constraints:  

Á The TID  MUST be a 16 -bit opaque value.  

Á The TID  MUST be unique within a specified client/server SMB connec tion .  

Á The TID  MUST remain valid for the lifetime of the SMB connection on which the tree connect 
request is performed, or until the client sends a request to the server to close the TID .  

Á Once a TID  has been closed, the value can be reused in the response t o another tree connect 
request.  

Á The value 0xFFFF MUST NOT be used as a valid TID . All other possible values for TID , including 
zero (0x0000), are valid. The value 0xFFFF is used to specify all TIDs  or no TID , depending upon 
the context in which it is used.  

2.2.1.6.8  UID Generation  

User IDs ( UID s) are generated on CIFS  servers. The generation of UIDs  MUST satisfy the following 
constraints:  

Á The UID  MUST be a 16 -bit opaque value.  

Á The UID  MUST be unique for a specified client/server SMB connection .  

Á The UID  MUST remain valid for the lifetime of the SMB connection on which the authentication is 
performed, or until the client sends a request to the serv er to close the UID  (to log off the user).  

Á Once a UID  has been closed, the value can be reused in the response to another authentication 

request.  

Á The value 0xFFFE was declared reserved in the LAN Manager 1.0 documentation, so a value of 
0xFFFE SHOULD NOT b e used as a valid UID .<21>  All other possible values for a UID , excluding 

zero (0x0000), are valid.  

2.2.2  Defined Constants  

2.2.2.1  SMB_COM Command Codes  

Following is a listing of all SMB  commands used in CIFS  and th eir associated command codes, as well 

as additional useful information. The table reads as follows:  
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NT LAN Manager name and pre - NT LAN Manager name:  Current name of command and 
alternate name used in older documentation, if available. If a code or code ran ge is marked 

Unused , it is undefined and reserved for future use. If a code or code range is marked Reserved , 
it is or was reserved for a specific purpose. Both of these indicate that client implementations 

SHOULD NOT send messages using any of those comma nd codes.  

Code:  An SMB command code.  

Description:  A short description of the command. If a code or code range is marked as Reserved, this 
field lists its intended use.  

Status:  Current status of the command's usage ( Deprecated , Obsolescent , or Obsolete ) as used 
in this context.  

Á C = Currently used  

Á D = Deprecated  

Á O = Obsolescen t  

Á X = Obsolete  

Á N = Not implemented -  The command code was reserved and in some cases documented, but the 
command was never implemented.  

Earliest dialect:  Earliest known dialect in which this command appears.  

NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMB_COM_CREATE_DIRECTORY  (section  2.2.4
.1 )  

SMBmkdir  

0x0
0 

Create a new directory.  D CORE 

SMB_COM_DELETE_DIRECTORY  (section  2.2.4.
2)  

SMBrmdir  

0x0
1 

Delete an empty directory.  C CORE 

SMB_COM_OPEN  (section  2.2.4.3 ) 

SMBopen  

0x0
2 

Open a file.  D CORE 

SMB_COM_CREATE (section  2.2.4.4 ) 

SMBcreate  

0x0
3 

Create or open a file.  D CORE 

SMB_COM_CLOSE  (section  2.2.4.5 ) 

SMBclose  

0x0
4 

Close a file.  C CORE 

SMB_COM_FLUSH  (section  2.2.4.6 ) 

SMBflush  

0x0
5 

Flush data for a file, or all files 
associated with a client, PID 
pair.  

C CORE 

SMB_COM_DELETE  (section  2.2.4.7 ) 

SMBunlink  

0x0
6 

Delete a file.  C CORE 

SMB_COM_RENAME  (section  2.2.4.8 )  

SMBmv  

0x0
7 

Rename a file or set of files.  C CORE 

SMB_COM_QUERY_INFORMATION  (section  2.2.
4.9 ) 

SMBgetattr  

0x0
8 

Get file attributes.  D CORE 
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMB_COM_SET_INFORMATION  (section  2.2.4.
10 ) 

SMBsetattr  

0x0
9 

Set file attributes.  D CORE 

SMB_COM_READ  (section  2.2.4.11 )  

SMBread  

0x0
A 

Read from a file.  D CORE 

SMB_COM_WRITE  (section  2.2.4.12 ) 

SMBwrite  

0x0
B 

Write to a file.  D CORE 

SMB_COM_LOCK_BYTE_RANGE  (section  2.2.4.
13 ) 

SMBlock  

0x0
C 

Request a byte - range lock on a 
file.  

D CORE 

SMB_COM_UNLOCK_BYTE_RANGE  (section  2.2
.4.14 ) 

SMBunlock  

0x0
D 

Release a byte - range lock on a 
file.  

D CORE 

SMB_COM_CREATE_TEMPORARY (section  2.2.4
.15 ) 

SMBctemp  

0x0
E 

Create a temporary file.  O CORE 

SMB_COM_CREATE_NEW  (section  2.2.4.16 )  

SMBmknew  

0x0
F 

Create and open a new file.  D CORE 

SMB_COM_CHECK_DIRECTORY  (section  2.2.4.
17 ) 

SMBchkpth  

0x1
0 

Verify that the specified 
pathname resolves to a 
directory.  

Listed as SMBchkpath in some 
documentation.  

C CORE 

SMB_COM_PROCESS_EXIT  (section  2.2.4.18 ) 

SMBexit  

0x1
1 

Indicate process exit.  O CORE 

SMB_COM_SEEK  (section  2.2.4.19 )  

SMBlseek  

0x1
2 

Set the current file pointer 
within a file.  

O CORE 

SMB_COM_LOCK_AND_READ  (section  2.2.4.20
)  

SMBlockread  

0x1
3 

Lock and read a byte - range 
within a file.  

D CorePlus  

SMB_COM_WRITE_AND_UNLOCK  (section  2.2.
4.21 )  

SMBwriteunlock  

0x1
4 

Write and unlock a byt e-range 
within a file.  

D CorePlus  

Unused  0x1
5 

...  

0x1
9 

   

SMB_COM_READ_RAW  (section  2.2.4.22 )  

SMBreadBraw  

0x1
A 

Read a block in raw mode.  D CorePlus  

SMB_COM_READ_MPX  (section  2.2.4.23 )  

SMBreadBmpx  

0x1
B 

Multiplexed block read.  

Listed as SMBreadmpx in some 
documentation.  

O LANMAN
1.0  
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMB_COM_READ_MPX_SECONDARY  (section  2
.2.4.24 )  

SMBreadBs  

0x1
C 

Multiplexed block read, 
secondary request.  

X LANMAN
1.0  

SMB_COM_WRITE_RAW  (section  2.2.4.25 ) 

SMBwriteBraw  

0x1
D 

Wr ite a block in raw mode.  D CorePlus  

SMB_COM_WRITE_MPX  (section  2.2.4.26 ) 

SMBwriteBmpx  

0x1
E 

Multiplexed block write.  O LANMAN
1.0  

SMB_COM_WRITE_MPX_SECONDARY  (section  
2.2.4.27 ) 

SMBwriteBs  

0x1
F 

Multiplexed block write, 
secondary request.  

X LANMAN
1.0  

SMB_COM_WRITE_COMPLETE  (section  2.2.4.2
8)  

SMBwriteC  

0x2
0 

Raw block write, final response.  D LANMAN
1.0  

SMB_COM_QUERY_SERVER (section  2.2.4.29 ) 0x2
1 

Reserved, but not 
implemented.  

Also known as 
SMB_COM_QUERY_INFORMATI
ON_SRV.  

N  

SMB_COM_SET_INFORMATION2  (section  2.2.4
.30 ) 

SMBsetattrE  

0x2
2 

Set an extended set of file 
attributes.  

D LANMAN
1.0  

SMB_COM_QUERY_INFORMATION2  (section  2.
2.4.31 ) 

SMBgetattrE  

0x2
3 

Get an extended set of file 
attributes.  

D LANMAN
1.0  

SMB_COM_LOCKING_ANDX  (section  2.2.4.32 ) 

SMBlockingX  

0x2
4 

Lock multiple byte ranges; 
AndX chaining.  

C LANMAN
1.0  

SMB_COM_TRANSACTION  (section  2.2.4.33 ) 

SMBtrans  

0x2
5 

Transaction.  C LANMAN
1.0  

SMB_COM_TRANSACTION_SECONDARY  (sectio
n 2.2.4.34 )  

SMBtranss  

0x2
6 

Transaction secondary request.  C LANMAN
1.0  

SMB_COM_IOCTL  (section  2.2.4.35 ) 

SMBioctl  

0x2
7 

Pass an I/O Control function 
request to the server.  

O LANMAN
1.0  

SMB_COM_IOCTL_SECONDARY  (section  2.2.4.
36 ) 

SMBioctls  

0x2
8 

IOCTL secondary request.  N LANMAN
1.0  

SMB_COM_COPY (section  2.2.4.37 )  

SMBcopy  

0x2
9 

Copy a file or directory.  X LANMAN
1.0  

SMB_COM_MOVE  (section  2.2.4.38 ) 

SMBmove  

0x2
A 

Move a file or directory.  X LANMAN
1.0  

SMB_COM_ECHO  (section  2.2.4.39 ) 

SMBecho  

0x2

B 

Echo request (ping).  C LANMAN

1.0  
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMB_COM_WRITE_AND_CLOSE  (section  2.2.4.
40 ) 

SMBwriteclose  

0x2
C 

Write to and close a file.  D LANMAN
1.0  

SMB_COM_OPEN_ANDX  (section  2.2.4.41 ) 

SMBopenX  

0x2
D 

Extended file open with AndX 
chaining.  

D LANMAN
1.0  

SMB_COM_READ_ANDX  (section  2.2.4.42 ) 

SMBreadX  

0x2
E 

Extended file read with AndX 
chaining.  

C LANMAN
1.0  

SMB_COM_WRITE_ANDX  (section  2.2.4.43 )  

SMBwriteX  

0x2
F 

Extended file write with AndX 
chaining.  

C LANMAN
1.0  

SMB_COM_NEW_FILE_SIZE  (section  2.2.4.44 ) 0x3
0 

Reserved, but not 
implemented.  

Also known as 
SMB_COM_SET_NEW_SIZE.  

N  

SMB_COM_CLOSE_AND_TREE_DISC  (section  2
.2.4.45 )  

0x3
1 

Close an open file and tree 
disconnect.  

N NT 
LANMAN 

SMB_COM_TRANSACTION2  (section  2.2.4.46)  

SMBtrans2  

0x3
2 

Transaction 2 format 
request/response.  

C LANMAN
1.2  

SMB_COM_TRANSACTION2_SECONDARY  (secti
on  2.2.4.47)  

SMBtranss2  

0x3
3 

Transaction 2 secondary 
request.  

C LANMAN
1.2  

SMB_COM_FIND_CLOSE2  (section  2.2.4.48)  

SMBfindclose  

0x3
4 

Close an active search.  C LANMAN
1.2  

SMB_COM_FIND_NOTIFY_CLOSE  (section  2.2.
4.49)  

SMBfindnclose  

0x3
5 

Notification of the closure of an 
active search.  

N LANMAN
1.2  

Unused  0x3
6 

...  

0x5
F 

   

Reserved  0x6
0 

...  

0x6
F 

This range of codes was 
reserved for use by the 
"xenix1.1" dialect of SMB. See 
[MSFT -XEXTNP] . [XOPEN -SMB] 
page 41 lists this range as 
"Reserved for proprietary 
dialects."  

X XENIX  

SMB_COM_TREE_CONNECT  (section  2.2.4.50)  

SMBtcon  

0x7
0 

Tree connect.  D CORE 

SMB_COM_TREE_DISCONNECT  (section  2.2.4.
51)  

SMBtdis  

0x7
1 

Tree disconnect.  C CORE 

SMB_COM_NEGOTIATE  (section  2.2.4.52)  0x7
2 

Negotiate protocol dialect.  C CORE 

https://go.microsoft.com/fwlink/?LinkId=162042
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMBnegprot  

SMB_COM_SESSION_SETUP_ANDX  (section  2.
2.4.53)  

SMBsesssetupX  

0x7
3 

Session Setup with AndX 
chaining.  

C LANMAN
1.0  

SMB_COM_LOGOFF_ANDX  (section  2.2.4.54)  

SMBulogoffX  

0x7
4 

User logoff with AndX chaining.  C LANMAN
1.2  

SMB_COM_TREE_CONNECT_ANDX  (section  2.2
.4.55)  

SMBtconX  

0x7
5 

Tree connect with AndX 
chaining.  

C LANMAN
1.0  

Unused  0x7
6 

...  

0x7
D 

   

SMB_COM_SECURITY_PACKAGE_ANDX  (sectio
n 2.2.4.56)  

SMBsecpkgX  

0x7
E 

Negotiate security packages 
with AndX chaining.  

X LANMAN
1.0  

Unused  0x7
F 

   

SMB_COM_QUERY_INFORMATION_DISK  (secti
on  2.2.4.57)  

SMBdskattr  

0x8
0 

Retrieve file system information 
from the server.  

D CORE 

SMB_COM_SEARCH  (section  2.2.4.58)  

SMBsearch  

0x8
1 

Directory wildcard search.  D CORE 

SMB_COM_FIND  (section  2.2.4.59)  

SMBffirst  

0x8
2 

Start or continue an extended 
wildcard directory search.  

D LANMAN
1.0  

SMB_COM_FIND_UNIQUE  (section  2.2.4.60)  

SMBfunique  

0x8
3 

Perform a one - time extended 
wildcard directory search.  

D LANMAN
1.0  

SMB_COM_FIND_CLOSE  (section  2.2.4.61)  

SMBfclose  

0x8
4 

End an extended wildcard 
directory search.  

D LANMAN
1.0  

Unused  0x8
5 

...  

0x9
F 

   

SMB_COM_NT_TRANSACT  (section  2.2.4.62)  0xA
0 

NT format transaction 
request/response.  

C NT 
LANMAN 

SMB_COM_NT_TRANSACT_SECONDARY  (sectio
n 2.2.4.63)  

0xA
1 

NT format transaction 
secondary request.  

C NT 
LANMAN 

SMB_COM_NT_CREATE_ANDX  (section  2.2.4.6
4)  

0xA
2 

Create or open a file or a 
directory.  

C NT 
LANMAN 

Unused  0xA    
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

3 

SMB_COM_NT_CANCEL  (section  2.2.4.65)  0xA
4 

Cancel a request currently 
pending at the server.  

C NT 
LANMAN 

SMB_COM_NT_RENAME  (section  2.2.4.66)  0xA
5 

File rename with extended 
semantics.  

O NT 
LANMAN 

Unused  0xA
6 

...  

0xB
F 

   

SMB_COM_OPEN_PRINT_FILE  (section  2.2.4.6
7)  

SMBsplopen  

0xC
0 

Create a print queue spool file.  C CORE 

SMB_COM_WRITE_PRINT_FILE  (section  2.2.4.
68)  

SMBsplwr  

0xC
1 

Write to a print queue spool 
file.  

D CORE 

SMB_COM_CLOSE_PRINT_FILE  (section  2.2.4.
69)  

SMBsplclose  

0xC
2 

Close a print queue spool file.  D CORE 

SMB_COM_GET_PRINT_QUEUE  (section  2.2.4.
70)  

SMBsplretq  

0xC
3 

Request print queue 
information.  

X CORE 

Unused  0xC
4 

...  

0xC
F 

   

Reserved  0xD
0 

...  

0xD
7 

Messenger Service command 
codes.  

This range is reserved for use 
by the SMB Messenger Service. 
See [MS -MSRP], and section 6 
of [SMB -CORE]. 

O CORE 

SMB_COM_READ_BULK  (section  2.2.4.71)  0xD
8 

Reserved, but not 
implemented.  

N  

SMB_COM_WRITE_BULK  (section  2.2.4.72)  0xD
9 

Reserved, but not 
implemented.  

N  

SMB_COM_WRITE_BULK_DATA  (section  2.2.4.
73)  

0xD
A 

Reserved, but not 
implemented.  

N  

Unused  0xD
B 

...  

0xF
D 

   

%5bMS-MSRP%5d.pdf#Section_b3dd697e6e3e456da53604ddde16ac95
https://go.microsoft.com/fwlink/?LinkId=164301
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NT LAN Manager name and pre -NT LAN 
Manager name  

Cod
e Description  

Stat
us  

Earliest 
dialect  

SMB_COM_INVALID  (section  2.2.4.74)  

SMBinvalid  

0xF
E 

As the name suggests, this 
command code is a designated 
invalid command and SHOULD 
NOT be used.  

C LANMAN
1.0  

SMB_COM_NO_ANDX_COMMAND  (section  2.2 .
4.75)  

0xF
F 

Also known as the "NIL" 
command. It identifies the end 
of an AndX Chain, and is only 
valid in that context. See 
section 2.2.3.4 . 

C LANMAN
1.0  

 

2.2.2.2  Transaction Subcommand Codes  

Transaction Codes used with SMB_COM_TRANSACTION  (section  2.2.4.46) :  

Name  Code  Description  Status  
Earliest 
dialect  

TRANS_MAILSLOT_WRITE  (section  2.2.5.12)  0x0001  Allows a client to write 
data to a specific mailslot 
on the server.  

C LANMAN1.0  

TRANS_SET_NMPIPE_STATE  (section  2.2.5.1)  0x0001  Used to set the read mode 
and non - blocking mode  
of a specified named pipe.  

C LANMAN1.0  

TRANS_RAW_READ_NMPIPE  (section  2.2.5.2)  0x0011  Allows for a raw read of 
data from a named pipe. 
This method of reading 
data from a named  pipe  
ignores message 
boundaries even if the pipe 
was set up as a message 
mode  pipe.  

D LANMAN1.0  

TRANS_QUERY_NMPIPE_STATE  (section  2. 2.5.3)  0x0021  Allows for a client to 
retrieve information about 
a specified named pipe.  

C LANMAN1.0  

TRANS_QUERY_NMPIPE_INFO  (section  2.2.5.4)  0x0022  Used to retrieve pipe 
information about a name d 
pipe.  

C LANMAN1.0  

TRANS_PEEK_NMPIPE (section  2.2.5.5)  0x0023  Used to copy data out of a 
named pipe without 
removing it from the 
named pipe.  

C LANMAN1.0  

TRANS_TRANSACT_NMPIPE  (section  2.2.5.6)  0x0026  Used to execute a 
transacted exchange 

against a named pipe. This 
transaction has a 
constraint that it can be 
used only on a duplex, 
message - type pipe.  

C LANMAN1.0  

TRANS_RAW_WRITE_NMPIPE  (section  2.2.5.7)  0x0031  Allows for a raw write of 
data to a named pipe. Raw 

D LANMAN1.0  
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Name  Code  Description  Status  
Earliest 
dialect  

writes to named pipes put 
bytes directly into a pipe, 
regardless of whether it is 
a message mode pipe or 
byte mode  pipe.  

TRANS_READ_NMPIPE  (section  2.2.5.8)  0x0036  Allows a client to read data 
from a named pipe.  

C NT LANMAN  

TRANS_WRITE_NMPIPE  (section  2.2.5.9)  0x0037  Allows a client to write 
data to a named pipe.  

C NT LANMAN  

TRANS_WAIT_NMPIPE  (section  2.2.5.10)  0x0053  Allows a client to be 
notified when the specified 
named pipe is available to 
be connected to.  

C LANMAN1.0  

TRANS_CALL_NMPIPE  (section  2.2.5.11)  0x0054  Connect to a named pipe, 
issue a write to the named 
pipe, issue a read from the 
named pipe, and close the 
named pipe.  

C LANMAN1.0  

The meaning of the SMB_COM_TRANSACTION subcommand codes is defined by the resource being 
accessed. For example, the 0x0001 sub command code is interpreted as TRANS_MAILSLOT_WRITE if 
the operation is being performed on a mailslot. The same code is interpreted as a 
TRANS_SET_NMPIPE_STATE  (section  2.2.5.1) if the operation is performed on a named pipe.  

Transaction Codes used with SMB _COM_TRANSACTION2  (section  2.2.4.46):  

Name  Code  Description  Status  
Earliest 
dialect  

TRANS2_OPEN2  (section  2.2.6.1)  0x0000  Open or create a 
file and set 
extended 
attributes on the 
file.  

C NT LANMAN 

TRANS2_FIND_FIRST2  (section  2.2.6.2)  0x0001  Begin a search 
for files within a 
directory or for a 
directory.  

C NT LANMAN  

TRANS2_FIND_NEXT2  (section  2.2.6.3)  0x0002  Continue a 
search for files 
within a 
directory or for a 
directory.  

C NT LANMAN  

TRANS2_QUERY_FS_INFORMATION  (section  2.2.6.4)  0x0003  Request 
information 
about a file 
system on the 
server.  

C LANMAN2.0  

TRANS2_SET_FS_INFORMATION  (section  2.2.6.5)  0x0004   N LANMAN2.0  

TRANS2_QUERY_PATH_INFOR MATION  (section  2.2.6.6)  0x0005  Get information 
about a specific 
file or directory 

C LANMAN2.0  
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Name  Code  Description  Status  
Earliest 
dialect  

using a path.  

TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7)  0x0006  Set the standard 
and extended 
attribute 
information of a 
specific file or 
directory using a 
path.  

C LANMAN2.0  

TRANS2_QUERY_FILE_INFORMATION  (section  2.2.6.8)  0x0007  Get information 
about a specific 

file or directory 
using a FID . 

C LANMAN2.0  

TRANS2_SET_FILE_INFORMATION  (section  2.2.6.9)  0x0008  Set the standard 
and extended 
attribute 
information of a 
specific file or 
directory using a 
FID . 

C LANMAN2.0  

TRANS2_FSCTL  (section  2.2.6.10)  0x0009   N LANMAN2.0  

TRANS2_IOCTL2  (section  2.2.6.11)  0x000a   N NT LANMAN  

TRANS2_FIND_NOTIFY_FIRST  (section  2.2.6.12)  0x000b   X LANMAN2.0  

TRANS2_FIND_NOTIFY_NEXT  (section  2.2.6.13)  0x000c   X LANMAN2.0  

TRANS2_CREATE_DIRECTORY  (section  2.2.6.14)  0x000d  Create a new 
directory and 
optionally set 
the extended 
attribute 
information.  

C LANMAN2.0  

TRANS2_SESSION_SETUP  (section  2.2.6.15)  0x000e   N NT LANMAN  

TRANS2_GET_DFS_REFERRAL  (section  2.2.6.16)  0x0010  Request a DFS 
referral  for a 
file or directory. 
See [MS -DFSC]  
section 2.2.2  for 
details.  

C NT LANMAN  

TRANS2_REPORT_DFS_INCONSISTENCY  (section  2.2.6.17)  0x0011   N NT LANMAN  

Transaction codes used with SMB_COM_NT_TRANSACT  (section  2.2.4.62) :  

Name  Code  Description  Status  
Earliest 
dialect  

NT_TRANSACT_CREATE (section  2.2.7.1)  0x0001  Used to create or 
open a file or 
directory when 
extended attributes 
(EAs) or a security 
descriptor (SD)  
are to be applied.  

C NT 
LANMAN 

%5bMS-DFSC%5d.pdf#Section_3109f4be2dbb42c99b8e0b34f7a2135e
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Name  Code  Description  Status  
Earliest 
dialect  

NT_TRANSACT_IOCTL  (section  2.2.7.2)  0x0002  Allows device and 
file system contro l 
functions to be 
transferred 
transparently from 
client to server.  

C NT 
LANMAN 

NT_TRANSACT_SET_SECURITY_DESC  (section  2.2.7.3)  0x0003  Allows a client to 
change the security 
descriptor for a file.  

C NT 
LANMAN 

NT_TRANSACT_NOTIFY_CHANGE  (section  2.2.7.4)  0x0004  Notifies the client 

when the directory 
specified by FID  is 
modified. It also 
returns the names of 
any files that 
changed.  

C NT 

LANMAN 

NT_TRANSACT_RENAME  (section  2.2.7.5)  0x0005   N  

NT_TRANSACT_QUERY_SECURITY_DESC  (section  2.2.7.6)  0x0006  Allows a client to 
retrieve the security 
descriptor for a file.  

C NT 
LANMAN 

 

2.2.2.3  Information Level Codes  

The SMB protocol uses information levels in several Transaction2 subcommands to allow clients to 

query or set information about files, devices, and underlying object stores on servers. The following 
lists of information levels are organized based on their intended purpose: finding files or devices and 

relat ed information, querying a specific file or device for information, setting file or device information, 
and querying object store information.  

A small number of information levels (most notably SMB_INFO_STANDARD and the other LANMAN2.0 
information levels) share the same name across multiple categories. This indicates that these 
information levels share similar, or at times identical, structures, but are distinct in their intended 

purposes.  

2.2.2.3.1  FIND Information Level Codes  

FIND information levels are used in TRANS2_FIND_FIRST2  (section  2.2.6.2)  and 
TRANS2_FIND_NEXT2  (section  2.2.6.3)  subcommand requests to indicate the level of information that 
a server MUST respond with for each file matching the request's search criteria.  

Name  Code  Meaning  Dialect  

SMB_INFO_STANDARD  0x0001  Return creation, access, and last write 
timestamps, size and file attributes along 
with the file name.  

LANMAN2.0  

SMB_INFO_QUERY_EA_SIZE  0x0002  Return the SMB_INFO_STANDARD data 

along with the size of a file's extended 
attributes (EAs).  

LANMAN2.0  

SMB_INFO_QUERY_EAS_FROM_LIST  0x0003  Return the SMB_INFO_QUERY_EA_SIZE 
data along with a specific list of a file's EAs. 

LANMAN2.0  
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Name  Code  Meaning  Dialect  

The requested EAs are provided in the 
Trans2_Data  block of the request.  

SMB_FIND_FILE_DIRECTORY_INFO  0x0101  Return 64 -bit format versions of: creation, 
access, last write, and last attribute change 
timestamps; size. In addition, return 
extended fil e attributes and file name.  

NT 
LANMAN 

SMB_FIND_FILE_FULL_DIRECTORY_INFO  0x0102  Returns the 
SMB_FIND_FILE_DIRECTORY_INFO data 
along with the size of a file's EAs.  

NT 
LANMAN 

SMB_FIND_FILE_NAMES_INFO  0x0103  Returns the name(s) of the file(s).  NT 
LANMAN 

SMB_FIND_FILE_BOTH_DIRECTORY_INFO  0x0104  Returns a combination of the data from 
SMB_FIND_FILE_FULL_DIRECTORY_INFO 
and SMB_FIND_FILE_NAMES_INFO.  

NT 
LANMAN 

 

2.2.2.3.2  QUERY_FS Information Level Codes  

QUERY_FS information levels are used in TRANS2_QUERY_FS_INFORMATION  (section  2.2.6.4)  
subcommand requests to indicate the level of information that a server MUST respond with for the 
underlying object store indicated in the request.  

Name  Code  Meaning  Dialect  

SMB_INFO_ALLOCATION  0x0001  Query file system allocation unit information.  LANMAN2.0  

SMB_INFO_VOLUME  0x0002  Query volume name and serial number.  LANMAN2.0  

SMB_QUERY_FS_VOLUME_INFO  0x0102  Query the creation timestamp, serial number, and 
Unicode -encoded vol ume label.  

NT 
LANMAN 

SMB_QUERY_FS_SIZE_INFO  0x0103  Query 64 -bit file system allocation unit 
information.  

NT 
LANMAN 

SMB_QUERY_FS_DEVICE_INFO  0x0104  Query a file system's underlying device type and 
characteristics.  

NT 
LANMAN 

SMB_QUERY_FS_ATTRIBUTE_INFO  0x0105  Query file system attributes.  NT 
LANMAN 

 

2.2.2.3.3  QUERY Information Level Codes  

QUERY information levels are used in TRANS2_QUERY_PATH_INFORMATION  (section  2.2.6.6)  and 

TRANS2_QUERY_FILE_INFORMATION  (section  2.2.6.8)  subcommand requests to indicate the level of 
information that a server MUST respond with for the file or directory indicated in the request.  

Name  Code  Description  Dialect  

SMB_INFO_STANDARD  0x0001  Query creation, access, and last write 
timestamps, size and file attributes.  

LANMAN2.0  

SMB_INFO_QUERY_EA_SIZE  0x0002  Query the SMB_INFO_STANDARD data along 
with the size of the file's extended attributes 

LANMAN2.0  
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Name  Code  Description  Dialect  

(EAs).  

SMB_INFO _QUERY_EAS_FROM_LIST  0x0003  Query a file's specific EAs by attribute name.  LANMAN2.0  

SMB_INFO_QUERY_ALL_EAS  0x0004  Query all of a file's EAs.  LANMAN2.0  

SMB_INFO_IS_NAME_VALID  0x0006  Validate the syntax of the path provided in 
the request. Not supported for 
TRANS2_QUERY_FILE_INFORMATION.  

LANMAN2.0  

SMB_QUERY_FILE_BASIC_INFO  0x0101  Query 64 -bit create, access, write, and 
change timestamps along with extended file 
attributes.  

NT 
LANMAN 

SMB_QUERY_FILE_STANDARD_INFO  0x0102  Query size, number of links, if a d elete is 
pending, and if the path is a directory.  

NT 
LANMAN 

SMB_QUERY_FILE_EA_INFO  0x0103  Query the size of the file's EAs.  NT 
LANMAN 

SMB_QUERY_FILE_NAME_INFO  0x0104  Query the long file name in Unicode format.  NT 
LANMAN 

SMB_QUERY_FILE_ALL_INFO  0x0107  Query the SMB_QUERY_FILE_BASIC_INFO, 
SMB_FILE_QUERY_STANDARD_INFO, 
SMB_FILE_EA_INFO, and 
SMB_QUERY_FILE_NAME_INFO data as well 
as access flags, access mode, and alignment 
information in a single request.  

NT 
LANMAN 

SMB_QUERY_FILE_ALT_NAME_INFO  0x0108  Query  the 8.3 file name. <22>  NT 
LANMAN 

SMB_QUERY_FILE_STREAM_INFO  0x0109  Query file stream information.  NT 
LANMAN 

SMB_QUERY_FILE_COMPRESSION_INFO  0x010B  Query file compression information.  NT 
LANMAN 

 

2.2.2.3.4  SET Information Level Codes  

SET information levels are used in TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7)  and 
TRANS2_SET_FIL E_INFORMATION  (section  2.2.6.9)  subcommand requests to indicate what level of 
information is being set on the file or directory in the request.  

Name  Code  Description  Dialect  

SMB_INFO_STANDARD  0x000
1 

Set creation, access, and last write timestamps.  LANMAN2 .
0 

SMB_INFO_SET_EAS  0x000
2 

Set a specific list of extended attributes (EAs).  LANMAN2.
0 

SMB_SET_FILE_BASIC_INFO  0x010
1 

Set 64 -bit create, access, write, and change 
timestamps along with extended file attributes. Not 
supported for 
TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7
).  

NT 
LANMAN 
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Name  Code  Description  Dialect  

SMB_SET_FILE_DISPOSITION_INF
O 

0x010
2 

Set whether or not the file is marked for deletion. 
Not supported for 
TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7
).  

NT 
LANMAN 

SMB_SET_FILE_ALLOCATION_INF
O 

0x01 0
3 

Set file allocation size. Not supported for 
TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7
).  

NT 
LANMAN 

SMB_SET_FILE_END_OF_FILE_INF
O 

0x010
4 

Set file EOF offset. Not supported for 
TRANS2_SET_PATH_INFORMATION  (section  2.2.6.7
).  

NT 
LANMAN 

 

2.2.2.4  SMB Error Classes and Codes  

This section provides an overview of status codes that can be returned by the SMB commands listed in 
this document, including mappings between the NTSTATUS codes used in the NT LAN Manager  
dialect, the SMBSTATUS class/code pairs used in earlier SMB dialects, and common POSIX 
equivalents. The POSIX error code mappings are based upon those used in the Xenix server 
implementation. This is not an exhaustive listing and MUST NOT be considered no rmative.  

Each command and subcommand description also includes a list of status codes that are returned by 
CIFS -compliant servers. Individual implementations can return status codes from their u nderlying 

operating systems; it is up to the implementer to decide how to interpret those status codes.  

The listing below is organized by SMBSTATUS Error Class. It shows SMBSTATUS Error Code values and 
a general description, as well as mappings from NTSTAT US values ( [MS -ERREF] section 2.3.1) and 
POSIX-style error codes where possible. Note that multiple NTSTATUS values can map to a single 
SMBSTATUS value.  

SUCCESS Class 0x00  

Erro r code  NTSTATUS values  POSIX equivalent  Description  

SUCCESS 

0x0000  

STATUS_OK  0 Everything worked, no problems.  

ERRDOS Class 0x01  

Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

ERRbadfunc  

0x0001  

STATUS_NOT_IMPLEMENTED  

0xC0000002  

STATUS_INVALID_DEVICE_REQUEST  

0xC0000010  

STATUS_ILLEGAL_FUNCTION  

0xC00000AF  

EINVAL  Invalid 
Function.  

ERRbadfile  

0x0002  

STATUS_NO_SUCH_FILE  

0xC000000F  

STATUS_NO_SUCH_DEVICE  

ENOENT File not 
found.  

%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

0xC000000E  

STATUS_OBJECT_NAME_NOT_FOUND  

0xC0000034  

ERRbadpath  

0x0003  

STATUS_OBJECT_PATH_INVALID  

0xC0000039  

STATUS_OBJECT_PATH_NOT_FOUND  

0xC000003A  

STATUS_OBJECT_PATH_SYNTAX_BAD  

0xC000003B  

STATUS_DFS_EXIT_PATH_FOUND  

0xC000009B  

STATUS_REDIRECTOR_NOT_STARTED  

0xC00000FB  

ENOENT A 
component 
in the path 
prefix is  not 
a directory.  

ERRnofids  

0x0004  

STATUS_TOO_MANY_OPENED_FILES  

0xC000011F  

EMFILE Too many 
open files. 
No FIDs are 
available.  

ERRnoaccess  

0x0005  

STATUS_ACCESS_DENIED  

0xC0000022  

STATUS_INVALID_LOCK_SEQUENCE  

0xC000001E  

STATUS_INVALID_VIEW_SIZE  

0xC000001F  

STATUS_ALREADY_COMMITTED  

0xC0000021  

STATUS_PORT_CONNECTION_REFUSED  

0xC0000041  

STATUS_THREAD_IS_TERMINATING  

0xC000004B  

STATUS_DELETE_PENDING  

0xC0000056  

STATUS_PRIVILEGE_NOT_HELD  

0xC0000061  

STATUS_LOGON_FAILURE  

0xC000006D  

STATUS_FILE_IS_A_DIRECTORY  

0xC00000BA  

STATUS_FILE_RENAMED  

0xC00000D5  

STATUS_PROCESS_IS_TERMINATING  

0xC000010A  

STATUS_DIRECTORY_NOT_EMPTY  

0xC0000101  

STATUS_CANNOT_DELETE  

0xC0000121  

EPERM Access 
denied.  
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

STATUS_FILE_DELETED  

0xC0000123  

ERRbadfid  

0x0006  

STATUS_SMB_BAD_FID  

0x00060001  

STATUS_INVALID_HANDLE  

0xC0000008  

STATUS_OBJECT_TYPE_MISMATCH  

0xC0000024  

STATUS_PORT_DISCONNECTED  

0xC0000037  

STATUS_INVALID_PORT_HANDLE  

0xC0000042  

STATUS_FILE_CLOSED  

0xC0000128  

STATUS_HANDLE_NOT_CLOSABLE  

0xC0000235  

EBADF Invalid FID.  

ERRbadmcb  

0x0007  

  Memory 
Control 
Blocks were 
destroyed.  

ERRnomem  

0x0008  

STATUS_SECTION_TOO_BIG  

0xC0000040  

STATUS_TOO_MANY_PAGING_FILES  

0xC0000097  

STATUS_INSUFF_SERVER_RESOURCES  

0xC0000205  

ENOMEM Insufficient 
server 
memory to 
perform the 
requested 
operation.  

ERRbadmem  

0x00 09  

 EFAULT The server 
performed 
an invalid 
memory 
access 
(invalid 
address).  

ERRbadenv  

0x000A  

  Invalid 
environmen
t.  

ERRbadformat  

0x000B  

  Invalid 
format.  

ERRbadaccess  

0x000C  

STATUS_OS2_INVALID_ACCESS  

0x000C0001  

STATUS_ACCESS_DENIED  

0xC00000CA  

 Invalid 
open mode.  

ERRbaddata  

0x000D  

STATUS_DATA_ERROR  

0xC000009C  

E2BIG  Bad data. 
(May be 
generated 
by IOCTL 
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

calls on the 
server.)  

ERRbaddrive  

0x000F  

 ENXIO  Invalid 
drive 
specified.  

ERRremcd  

0x0010  

STATUS_DIRECTORY_NOT_EMPTY  

0xC0000101  

 Remove of 
directory 
failed 
because it 

was not 
empty.  

ERRdiffdevice  

0x0011  

STATUS_NOT_SAME_DEVICE  

0xC00000D4  

EXDEV A file 
system 
operation 
(such as a 
rename) 
across two 
devices 
was 
attempted.  

ERRnofiles  

0x0012  

STATUS_NO_MORE_FILES  

0x80000006  

 No (more) 
files found 
following a 
file search 

command.  

ERRgeneral  

0x001F  

STATUS_UNSUCCESSFUL 

0xC0000001  

 General 
error.  

ERRbadshare  

0x0020  

STATUS_SHARING_VIOLATION  

0xC0000043  

ETXTBSY Sharing 
violation. A 
requested 
open mode 
conflicts 
with the 
sharing 
mode of an 
existing file 
handle.  

ERRlock  

0x0021  

STATUS_FILE_LOCK_CONFLICT  

0xC0000054  

STATUS_LOCK_NOT_GRANTED  

0xC0000055  

EDEADLOC
K 

A lock 
request 
specified an 
invalid 
locking 
mode, or 
conflicted 
with an 
existing file 
lock.  

ERReof 

0x0026  

STATUS_END_OF_FILE  

0xC0000011  

EEOF Attempted 
to read 
beyond the 
end of the 
file.  
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

ERRunsup  

0x0032  

STATUS_NOT_SUPPORTED  

0XC00000BB  

 This 
command 
is not 
supported 
by the 
server.  

ERRfilexists  

0x0050  

STATUS_OBJECT_NAME_COLLISION  

0xC0000035  

EEXIST An attempt 
to create a 
file or 
directory 
failed 
because an 
object  with 
the same 
pathname 
already 
exists.  

ERRinvalidparam  

0x0057  

STATUS_INVALID_PARAMETER  

0xC000000D  

 A 
parameter 
supplied 
with the 
message is 
invalid.  

ERRunknownlevel  

0x007C  

STATUS_OS2_INVALID_LEVEL  

0x007C0001  

 Invalid 
information 
level.  

ERRinvalidseek  

0x0083  

STATUS_OS2_NEGATIVE_SEEK  

0x00830001  

 An attempt 
was made 
to seek to a 
negative 
absolute 
offset 
within a 
file.  

ERROR_NOT_LOCKED 

0x009E  

STATUS_RANGE_NOT_LOCKED  

0xC000007E  

 The byte 
range 
specified in 
an unlock 
request 
was not 
locked.  

ERROR_NO_MORE_SEARCH_HANDLE
S 

0x0071  

STATUS_OS2_NO_MORE_SIDS  

0x00710001  

 Maximum 
number of 
searches 
has been 
exhausted.  

ERROR_CANCEL_VIOLATION  

0x00AD  

STATUS_OS2_CANCEL_VIOLATION  

0x00AD0001  

 No lock 
request 
was 
outstanding 
for the 
supplied 
cancel 
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

region.  

ERROR_ATOMIC_LOCKS_NOT_SUPPO
RTED 

0x00AE  

STATUS_OS2_ATOMIC_LOCKS_NOT_SUPPO
RTED 

0x00AE0001  

 The file 
system 
does not 
support 
atomic 
changes to 
the lock 
type.  

ERRbadpipe  

0x00E6  

STATUS_INVALID_INFO_CLASS  

0xC0000003  

STATUS_INVALID_PIPE_STATE  

0xC00000AD  

STATUS_INVALID_READ_MODE  

0xC00000B4  

 Invalid 
named 
pipe.  

ERROR_CANNOT_COPY 

0x010A  

STATUS_OS2_CANNOT_COPY  

0x010A0001  

 The copy 
functions 
cannot be 
used.  

ERRpipebusy  

0x00E7  

STATUS_INSTANCE_NOT_AVAILABLE  

0xC00000AB  

STATUS_PIPE_NOT_AVAILABLE  

0xC00000AC  

STATUS_PIPE_BUSY  

0xC00000AE  

 All 
instances of 
the 
designated 
named pipe 

are busy.  

ERRpipeclosing  

0x00E8  

STATUS_PIPE_CLOSING  

0xC00000B1  

STATUS_PIPE_EMPTY 

0xC00000D9  

 The 
designated 
named pipe 
is in the 
process of 
being 
closed.  

ERRnotconnected  

0x00E9  

STATUS_PIPE_DISCONNECTED  

0xC00000B0  

 The 
designated 
named pipe 
exists, but 
there is no 
server 
process 

listening on 
the server 
side.  

ERRmoredata  

0x00EA  

STATUS_BUFFER_OVERFLOW 

0x80000005  

STATUS_MORE_PROCESSING_REQUIRED  

0xC0000016  

 There is 
more data 
availab le to 
read on the 
designated 
named 
pipe.  

ERRbadealist    Inconsisten
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Error code  NTSTATUS values  

POSIX 
equivalen
t  

Descriptio
n  

0x00FF  t extended 
attribute 
list.  

ERROR_EAS_ 

DIDNT_FIT  

0x0113  

STATUS_EA_TOO_LARGE  

0xC0000050  

STATUS_OS2_EAS_DIDNT_FIT  

0x01130001  

 Either there 
are no 
extended 
attributes, 
or the 
available  
extended 
attributes 
did not fit 
into the 
response.  

ERROR_EAS_ 

NOT_SUPPORTED 

0x011A  

STATUS_EAS_NOT_SUPPORTED  

0xC000004F  

 The server 
file system 
does not 
support 
Extended 
Attributes.  

ERROR_EA_ACCESS_DENIED  

0x03E2  

STATUS_OS2_EA_ACCESS_DENIED  

0x03E20001  

 Access to 
the 
extended 
attribute 
was denied.  

ERR_NOTIFY_ENUM_DIR  

0x03FE  

STATUS_NOTIFY_ENUM_DIR  

0x0000010C  

 More 
changes 
have 
occurred 
within the 
directory 
than will fit 
within the 
specified 
Change 
Notify 
response 
buffer.  

ERRSRV Class 0x02  

Error code  NTSTATUS values  
POSIX 
equivalent  Description  

ERRerror  

0x0001  

STATUS_INVALID_SMB  

0x00010002  

 Unspecified server 
error. <23>  

ERRbadpw  

0x0002  

STATUS_WRONG_PASSWORD  

0xC000006A  

 Invalid password.  

ERRbadpath  

0x0003  

STATUS_PATH_NOT_COVERED  

0xC0000257  

 DFS pathname not on local 
server.  

ERRaccess STATUS_NETWORK_ACCESS_DENIED  EACCES Access denied. The specified 
UID does not have permission 
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Error code  NTSTATUS values  
POSIX 
equivalent  Description  

0x0004  0xC00000CA  to execute the requested 
command w ithin the current 
context (TID).  

ERRinvtid  

0x0005  

STATUS_NETWORK_NAME_DELETED  

0xC00000C9  

STATUS_SMB_BAD_TID  

0x00050002  

 The TID specified in the 
command was invalid.  

Earlier documentation, with 
the exception of [SNIA] , 
refers to this error code as 
ERRinvnid (Invalid Network 
Path Identifier). [SNIA] uses 
both names. <24>  

ERRinvnetname  

0x 0006  

STATUS_BAD_NETWORK_NAME  

0xC00000CC  

 Invalid server name in Tree 
Connect.  

ERRinvdevice  

0x0007  

STATUS_BAD_DEVICE_TYPE  

0xC00000CB  

 A printer request was made to 
a non -printer device or, 
conversely, a non -printer 
request was made to a printer 
device.  

ERRinvsess  

0x0010  

  Invalid Connection ID (CID). 
This error code is only defined 
when the Direct IPX 
connectionless transport is in 
use.  

ERRworking  

0x0011  

  A command with matching 
MID or SequenceNumber is 
currently being processed. 
This error code is def ined only 
when the Direct IPX 
connectionless transport is in 
use.  

ERRnotme  

0x0012  

  Incorrect NetBIOS Called 
Name when starting an SMB 
session over Direct IPX. This 
error code is only defined 
when the Direct IPX 
connectionless transport is in 
use.  

ERRbadcmd  

0x0016  

STATUS_SMB_BAD_COMMAND  

0x00160002  

 An unknown SMB command 
code was received by the 
server.  

ERRqfull  

0x0031  

STATUS_PRINT_QUEUE_FULL  

0xC00000C6  

 Print queue is full -  too many 
queued items.  

ERRqtoobig  

0x0032  

STATUS_NO_SPOOL_SPACE  

0xC00000C7  

 Print queue is full -  no space 
for queued item, or queued 
item too big.  

ERRqeof  

0x0033  

  End Of File on print queue 
dump.  

ERRinvpfid  

0x0034  

STATUS_PRINT_CANCELLED  

0xC00000C8  

 Invalid FID for print file.  

https://go.microsoft.com/fwlink/?LinkId=90519
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Error code  NTSTATUS values  
POSIX 
equivalent  Description  

ERRsmbcmd  

0x0040  

STATUS_NOT_IMPLEMENTED  

0xC0000002  

 Unrecognized SMB command 
code.  

ERRsrverror  

0x0041  

STATUS_UNEXPECTED_NETWORK_ERROR  

0xC00000C4  

 Internal server error.  

ERRfilespecs  

0x0043  

  The FID and pathname 
contain incompatible values.  

ERRbadpermits  

0x0045  

STATUS_NETWORK_ACCESS_DENIED  

0xC00000CA  

 An invalid combination of 
access permissions for a file 
or directory was presented. 
The server cannot set the 
requested attributes.  

ERRsetattrmode  

0x0047  

  The attribute mode presented 
in a set mode request was 
invalid.  

ERRtimeout  

0x0058  

STATUS_UNEXPECTED_NETWORK_ERROR  

0xC00000C4  

STATUS_IO_TIMEOUT  

0xC00000B5  

 Operation timed out.  

ERRnoresource  

0x0059  

STATUS_REQUEST_NOT_ACCEPTED  

0xC00000D0  

 No resources currently 
available for this SMB 
request.  

ERRtoomanyuids  

0x005A  

STATUS_TOO_MANY_SESSIONS  

0xC00000CE  

 Too many UIDs active for this 
SMB connection . 

ERRbaduid  

0x005B  

STATUS_SMB_BAD_UID  

0x005B0002  

 The UID specified is not 
known as a valid ID on this 
server session.  

ERRnotconnected  

0x00E9  

STATUS_PIPE_DISCONNECTED  

0xC00000B0  

EPIPE Write to a named pipe with no 
reader.  

ERRusempx  

0x00FA  

STATUS_SMB_USE_MPX  

0x00FA0002  

 Temporarily unable to support 
RAW mode transfers. Use 
MPX mode.  

ERRusestd  

0x00FB  

STATUS_SMB_USE_STANDARD  

0x00FB0002  

 Temporari ly unable to support 
RAW or MPX mode transfers. 
Use standard read/write.  

ERRcontmpx  

0x00FC  

STATUS_SMB_CONTINUE_MPX  

0x00FC0002  

 Continue in MPX mode.  

This error code is reserved for 
future use.  

ERRaccountExpired  

0x08BF  

STATUS_ACCOUNT_DISABLED  

0xC0000072  

STATUS_ACCOUNT_EXPIRED  

0xC0000193  

 User account on the target 
machine is disabled or has 
expired.  

ERRbadClient  

0x08C0  

STATUS_INVALID_WORKSTATION  

0xC0000070  

 The client does not have 
permission to access this 
server.  
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Error code  NTSTATUS values  
POSIX 
equivalent  Description  

ERRbadLogonTime  

0x08C1  

STATUS_INVALID_LOGON_HOURS  

0xC000006F  

 Access to the server is not 
permitted at this time.  

ERRpasswordExpired  

0x08C2  

STATUS_PASSWORD_EXPIRED  

0xC0000071  

STATUS_PASSWORD_MUST_CHANGE  

0xC0000224  

 The user's password has 
expired.  

ERRnosupport  

0xFFFF 

STATUS_SM B_NO_SUPPORT 

0XFFFF0002  

 Function not supported by the 
server.  

ERRHRD Class 0x03  

Error code  NTSTATUS values  
POSIX 
equivalent  Description  

ERRnowrite  

0x0013  

STATUS_MEDIA_WRITE_PROTECTED  

0xC00000A2  

EROFS Attempt to modify a read -only file 

system.  

ERRbadunit  

0x0014  

 ENODEV Unknown unit.  

ERRnotready  

0x0015  

STATUS_NO_MEDIA_IN_DEVICE  

0xC0000013  

EUCLEAN Drive not ready.  

ERRbadcmd  

0x0016  

STATUS_INVALID_DEVICE_STATE  

0xC0000184  

 Unknown command.  

ERRdata  

0x0017  

STATUS_DATA_ERROR  

0xC000003E  

STATUS_CRC_ERROR 

0xC000003F  

EIO Data error (incorrect CRC).  

ERRbadreq  

0x0018  

STATUS_DATA_ERROR  

0xC000003E  

ERANGE Bad request structure length.  

ERRseek 

0x0019  

  Seek error.  

ERRbadmedia  

0x001A  

STATUS_DISK_CORRUPT_ERROR  

0xC0000032  

 Unknown media type.  

ERRbadsector  

0x001B  

STATUS_NONEXISTENT_SECTOR  

0xC0000015  

 Sector not found.  

ERRnopaper  

0x001C  

STATUS_DEVICE_PAPER_EMPTY 

0x8000000E  

 Printer out of paper.  

ERRwrite  

0x001D  

  Write fault.  

ERRread  

0x001E  

  Read fault.  

ERRgeneral    General hardware failure.  
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Error code  NTSTATUS values  
POSIX 
equivalent  Description  

0x001F  

ERRbadshare  

0x0020  

STATUS_SHARING_VIOLATION  

0xC0000043  

ETXTBSY An attempted open operation 
conflicts with an existing open.  

ERRlock  

0x0021  

STATUS_FILE_LOCK_CONFLICT  

0xC0000054  

EDEADLOCK A lock request specified an invalid 
locking mode, or conflicted with an 
existing file lock.  

ERRwrongdisk  

0x0022  

STATUS_WRONG_VOLUME  

0xC0000012  

 The wrong disk  was found in a drive.  

ERRFCBUnavail  

0x0023  

  No server -side File Control Blocks are 
av ailable to process the request.  

ERRsharebufexc  

0x0024  

  A sharing buffer has been exceeded.  

ERRdiskfull  

0x0027  

STATUS_DISK_FULL  

0xC000007F  

ENOSPC No space on file system.  

ERRCMD Class 0xFF  

The ERRCMD error class is used to indicate that the server received a command that was not in the 
SMB format. No error codes are defined for use with the ERRCMD (0XFF) class. <25>  

2.2.2.5  Data Buffer Format Codes  

Data buffer format codes are used to identify the type and format of the fields that immediately follow 
them in the data block of SMB messages. See section 2.2.3.3  for a description of the data block.  

In Core Protocol  commands, every field in the data block (following the ByteCount  field) is preceded 
by a one -byte buffer format field. Commands introduced in dialects subsequent to the Core Protocol  
typically do not include buffer format fields unless they are intended as an extension to an existing 
command. For example, SMB_COM_FIND  (section  2.2.4.59)  was introduced in the LAN Manag er 1.0  
dialect in order to improve the semantics of the SMB_COM_SEARCH  (section  2.2.4.58)  Core Protocol  
command. Both commands share the same request and response message structures, including the  
buffer format fields.  

Data block fields that are preceded by buffer format codes take one of two basic forms:  

Á A null - terminated string or  

Á A structure consisting of a two -byte length field followed by an array of bytes:  

 struct  

   {  

   USHORT Length;  

   UCHAR  Data[Length];  

   }  

Buffer 
format code  Name  Format of the field that follows  

0x01  Data Buffer  A two -byte USHORT value indicating the length of the data buffer. The data buffer 
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Buffer 
format code  Name  Format of the field that follows  

follows immediately after the length field.  

0x02  Dialect 
String  

A null - terminated OEM_STRING . 

This format code is used only in the SMB_COM_NEGOTIATE  (section  2.2.4.52)  
command to identify SMB dialect strings.  

0x03  Pathname  A null - terminated string representing a file system path.  

In the NT LAN Manager  dialect, the string is of type SMB_STRING  unless 
otherwise specified.  

0x04  SMB String  A null - terminated string.  

In the NT LAN Manager  dialect, the string is of type SMB_STRING  unless 
otherwise specified.  

0x05  Variable 
Block  

A two -byte USHORT  value indicating the length of the variable block. The variable 
block follows immediately after the length field.  

 

2.2.3  SMB Message Structure  

SMB Messages are divisible into three parts:  

Á A fixed - length header  

Á A variable length parameter block  

Á A variable length data block  

The header identifies the message as an SMB message, specifies the command to be executed, and 
provides context. In a response message, the header also includes status information that indicates 

whether (and how) the command succeeded or failed.  

The parameter block is a short array of two -byte values (words), while the data block is an array of up 
to 64 KB in size. The structure and contents of these blocks are specific to each SMB message.  

SMB me ssages are structured this way because the protocol was originally conceived of as a 
rudimentary remote procedure call system. The parameter values were meant to represent the 
parameters passed into a function. The data section would contain larger structu res or data buffers, 
such as the block of data to be written using an SMB_COM_WRITE command. Although the protocol 
has evolved over time, this differentiation has been generally maintained.  

2.2.3.1  The SMB Header  

The SMB_Header structure is a fixed 32 -bytes in length.  

 SMB_Header 

   {  

   UCHAR  Protocol[4];  

   UCHAR  Command; 

   SMB_ERROR Status;  

   UCHAR  Flags;  

   USHORT Flags2;  

   USHORT PIDHigh;  

   UCHAR  SecurityFeatures[8];  

   USHORT Reserved;  

   USHORT TID;  

   USHORT PIDLow;  
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   USHORT UID; 

   USHORT MID; 

   }  
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Protocol  

Command  Status  

...  Flags  Flags2  

PIDHigh  SecurityFeatures  

...  

...  Reserved  

TID  PIDLow  

UID  MID  

Protocol  (4  bytes): This field MUST contain the 4 -byte literal string ' \ xFF', 'S', 'M', 'B', with the 
letters represented by their respective ASCII values in the order shown. In the earliest available 
SMB documentation, this field is defined as a one byte message type (0xFF) followed by a three 
byte server type identifier.  

Command  (1  byte): A one -byte command code. Defined SMB command codes are listed in section 

2.2.2.1 . 

Status  (4  bytes): A 32 -bit field used to communicate error messages from the server to the client.  

Flags  (1  byte): An 8 -bit field of 1 -bit flags describing various features in effect for the message.  

Name and bitmask  Description  
Earliest 
dialect  

SMB_FLAGS_LOCK_AND_READ_OK  

0x01  

This bit is set (1) in the 
SMB_COM_NEGOTIATE (0x72) 
Response  (section  2.2.4.52.2)  if 
the server supports 
SMB_COM_LOCK_AND_READ 
(0x13)  (section  2.2.4.20)  and 
SMB_COM_WRITE_AND_UNLOCK 
(0x14)  (section  2.2.4.21)  
commands.  

LANMAN1.0  

SMB_FLAGS_BUF_ AVAIL  

0x02  

Obsolete  

When set (on an SMB request 
being sent to the server), the 
client guarantees that there is a 
receive buffer posted such that a 
send without acknowledgment 
can be used by the server to 
respond to the client's request.  

LANMAN1.0  
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Name and bitmask  Description  
Earliest 
dialect  

This behavior is specific to an 
obsolete transport. This bit MUST 
be set to zero by the client and 
MUST be ignored by the server.  

Reserved  

0x04  

This flag MUST be set to zero by 
the client and MUST be ignored 
by the server.  

LANMAN1.0  

SMB_FLAGS_CASE_INSENSITIVE  

0x08  

Obsolete  

If this bit is set then all 
pathnames in the SMB SHOULD 

be treated as case -
insensitive. <26>  

LANMAN1.0  

SMB_FLAGS_CA NONICALIZED_PATHS  

0x10  

Obsolescent  

When set in session setup, this 
bit indicates that all paths sent 
to the server are already in 
canonical format. That is, all file 
and directory names are 
composed of valid file name 
characters in all upper -case, and 
that the path segments are 
separated by backslash 
characters (' \ ').  

LANMAN1.0  

SMB_FLAGS_OPLOCK  

0x20  

Obsolescent  

This bit has meaning only in the 

deprecated  SMB_COM_OPEN 
(0x02) 
Request  (section  2.2.4.3.1) , 
SMB_COM_CREATE (0x03) 
Request  (section  2.2.4.4.1) , and 
SMB_COM_CREATE_NEW (0x0F) 
Request  (section  2.2.4.16.1)  
messages, where it is used to 
indicate that the client is 
requesting an Exclusive OpLock. 
It SHOULD be set to zero by the 
client, and ignored by the  server, 
in all other SMB requests. If the 
server grants this OpLock 
request, then this bit SHOULD 
remain set in the corresponding 
response SMB to indicate to the 
client that the OpLock request 
was granted.  

LANMAN1.0  

SMB_FLAGS_OPBATCH  

0x40  

Obsolescent  

This bit has meaning only in the 
deprecated SMB_COM_OPEN 
(0x02) 
Request  (section  2.2.4.3.1), 
SMB_COM_CREATE (0x03) 
Request  (section  2.2.4.4.1), and 
SMB_COM_CREATE_NEW (0x0F) 
Request  (section  2.2.4.16.1) 
messages, where it is used to 
indicate that the clien t is 

requesting a Batch OpLock. It 

LANMAN1.0  
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Name and bitmask  Description  
Earliest 
dialect  

SHOULD be set to zero by the 
client, and ignored by the server, 
in all other SMB requests. If the 
server grants this OpLock 
request, then this bit SHOULD 
remain set in the corresponding 
response SMB to indicate to the 
client that the OpLock request 
was granted.  

If the SMB_FLAGS_OPLOCK bit is 
clear (0), then the 
SMB_FLAGS_OPBATCH bit is 
ignored.  

SMB_FLAGS_REPLY 

0x80  

When on, this message is being 
sent from the server in response 
to a client request. The 
Command  f ield usually contains 
the same value in a protocol 
request from the client to the 
server as in the matching 
response from the server to the 
client. This bit unambiguously 
distinguishes the message as a 
server response.  

LANMAN1.0  

Flags2  (2  bytes): A 16 -bit  field of 1 -bit flags that represent various features in effect for the 
message. Unspecified bits are reserved and MUST be zero.  

Name and bitmask  Description  
Earliest 
dialect  

SMB_FLAGS2_LONG_NAMES  

0x0001  

If the bit is set, the message MAY contain long file 
names. If the bit is clear then file names in the 
message MUST adhere to the 8.3 naming convention.  

If set in a client request for directory enumeration, the 
server MAY return long names (that is, names that are 
not 8.3 names) in the response to this request. If not 
set in a client request for directory enumeration, the 
server MUST return only 8.3 names in the response to 
this request. This flag indicates that in a direct 
enumeration request, paths returned by the server are 
not restricted to 8.3 names  format. This bit field 
SHOULD be set to 1 when the negotiated dialect is 
LANMAN2.0 or later.  

LANMAN2.0  

SMB_FLAGS2_EAS  

0x0002  

If the bit is set, the client is aware of extended 
attributes (EAs).  

The client MUST set this bit if the client is aware of 
exten ded attributes. In response to a client request 
with this flag set, a server MAY include extended 
attributes in the response. This bit field SHOULD be 
set to 1 when the negotiated dialect is LANMAN2.0 or 
later.  

LANMAN1.2  

SMB_FLAGS2_SMB_SECURITY_SIGNATURE  

0x0004  

If set by the client, the client is requesting signing (if 
signing is not yet active) or the message being sent is 
signed. This bit is used on the SMB header of an 
SMB_COM_SESSION_SETUP_ANDX  (section  2.2.4.53)  
client request to indicate that the client supports 

NT LANMAN  



82  / 722  

[MS -CIFS] -  v20200304  
Common Internet File System (CIFS) Protocol  
Copyright © 2020 Microsoft Corporation  
Release: March 4, 2020  

Name and bitmask  Description  
Earliest 
dialect  

signing and that the server can choose to enforce 
signing on the connection based on its configuration.  

To turn on signing for a connection, the server MUST 
set this flag and also sign the 
SMB_COM_SESSION_SETUP_ANDX 
Response  (section  2.2.4.53), after which all of the 
traffic on the connection (except for OpLock Break 
notifications) MUST be signed. In the SMB header of 
other CIFS client requests, the setting of this bit 
indicates that the packet has been signed. This bit 
field SHOULD be set to 1 when the negotiated dialect 
is NT LANMAN or later.  

SMB_FLAGS2_IS_LONG_NAME  

0x0040  

Reserved but not implemented.  NT LANMAN  

SMB_FLAGS2_DFS  

0x1000  

If the bit is set, any pathnames in this SMB SHOULD 
be resolved in the Distributed File System (DFS) . 

NT LANMAN  

SMB_FLAGS2_PAGING_IO  

0x2000  

This flag is useful only on a read request. If the bi t is 
set, then the client MAY read the file if the client does 
not have read permission but does have execute 
permission. This bit field SHOULD be set to 1 when the 
negotiated dialect is LANMAN2.0 or later. This flag is 
also known as SMB_FLAGS2_READ_IF_EXE CUTE. 

NT LANMAN  

SMB_FLAGS2_NT_STATUS  

0x4000  

If this bit is set in a client request, the server MUST 
return errors as 32 -bit NTSTATUS codes in the 
response. If it is clear, the server SHOULD <27>  

return errors in SMBSTATUS format.  

If this bit is set in the server response, the Status  
field in the header is formatted as an NTSTATUS  
code; else, it is in SMBSTATUS format.  

NT LANMAN  

SMB_FLAGS2_UNICODE  

0x8000  

If set in a client request or server response, each field 
that contains a string in this SMB message MUST be 
encoded as an array of 16 -bit Unicode  characters, 
unless otherwise specified.  

If this  bit is clear, each of these fields MUST be 
encoded as an array of OEM characters . This bit field 
SHOULD be set to 1 when the negotiated dialect is NT 
LANMAN.  

NT LANMAN  

PIDHigh  (2  bytes): If se t to a nonzero value, this field represents the high -order bytes of a process 

identifier ( PID ). It is combined with the PIDLow  field below to form a full PID .  

SecurityFeatures  (8  bytes): This 8 -byte field has three possible interpretations.  

In the case tha t security signatures are negotiated (see SMB_COM_NEGOTIATE 

(0x72)  (section  2.2.4.52) , the following format MUST be observed.  

 SecurityFeatures  

   {  

   UCHAR  SecuritySignature[8];  

   }  
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SecuritySignature  

...  

SecuritySignature  (8  bytes): If SMB signing has been negotiated, this field MUST contain an 8 -
byte cryptographic message signature that can be used to detect whether the message was 
modified while in transit. The use of message signing is mutually exclusive with connectionless 

transport.  

In the case that CIFS  is being transported over a connectionless transport (see section 
2.1.2.1 ), the following format MUST be observed.  

 SecurityFeatures  

   {  

   ULONG  Key;  

   USHORT CID; 

   USHORT SequenceNumber;  

   }  
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Key  

CID  SequenceNumber  

Key  (4  bytes): An encryption key used for validating messages over connectionless 

transports.  

CID  (2  bytes): A connection identifier ( CID) . 

SequenceNumber  (2  bytes): A number used to identify the sequence of a message over 
connectionless transports.  

Finally, if neither of the above two cases applies, the SecurityFeatures  field is treated as 
a reserved field, which MUST be set to zero by the client and MUST be ignored by the 
server.  

Reserved  (2  bytes): This field  is reserved and SHOULD be set to 0x0000.  

TID  (2  bytes): A tree identifier ( TID ).  

PIDLow  (2  bytes): The lower 16 -bits of the PID .  

UID  (2  bytes): A user identifier ( UID ).  

MID  (2  bytes): A multiplex identifier ( MID ).  

2.2.3.2  Parameter Block  

SMB  was originally designed as a rudimentary remote  procedure call protocol, and the parameter 
block was defined as an array of "one word (two byte) fields containing SMB command dependent 
parameters". In the CIFS  dialect, however, the SMB_Param eters.Words  array can contain any 
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arbitrary structure. The format of the SMB_Parameters.Words  structure is defined individually for 
each command message. The size of the Words  array is still measured as a count of byte pairs.  

The general format of the para meter block is as follows.  

 SMB_Parameters  

   {  

   UCHAR  WordCount;  

   USHORT Words[WordCount] (variable);  

   }  
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WordCount  Words (variable)  

...  

WordCount (1 byte): The size, in two -byte words, of the Words  field. This field can be zero, 
indicating that the Words  field is empty. Note that the size of this field is one byte and comes 

after the fixed 32 -byte SMB Header (section 2.2.3.1) , which causes the Words  field to be 
unaligned.  

Words (variable): The message -specific parameters structure. The size of this field MUST be (2 x 
WordCount ) bytes. If WordCount  is 0x00, this field is not included.  

2.2.3.3  Data Block  

The general structure of the data block is similar to that of the Parameter block, except that the length 
of the bu ffer portion is measured in bytes.  

 SMB_Data 

   {  

   USHORT ByteCount;  

   UCHAR  Bytes[ByteCount] (variable);  

   }  
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ByteCount  Bytes (variable)  

...  

ByteCount (2 bytes): The size, in bytes, of the Bytes  field. This field can be 0x0000, indicating that 

the Bytes  field is empty. Because the SMB_Parameters.Words  field is unaligned and the 
SMB_Data.ByteCount  field is two bytes in size, the first byte of SMB_Data.Bytes  is also 
unaligned.  

Bytes (variable): The message -specific data structure. The size of this field MUST be ByteCount  

bytes. If ByteCount  is 0x0000, this field is not included.  
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2.2.3.4  Batched Messages ("AndX" Messages)  

Batched messages using the AndX construct were introduced i n the LAN Manager 1.0 dialect. Batched 
messages reduce the number of messages required to complete a series of commands by sending 

multiple command requests or responses in a single message. SMB commands that apply the AndX 
construct are known as "AndX Com mands", and are identified by the NT LAN Manager  convention of 
appending "_ANDX" to the command name. Messages of this type are known as AndX Messages.  

In AndX Messages, only one SMB Header  (section  2.2.3.1)  is sent. The header is then followed by zero 
or more Parameter and Data block pairs, each corresponding to an additional command 
request/response. There is no limit on the number of block pairs in a message specifically, only on the 
total message size. The total size of a Batched Message MUST NOT exceed the negotiated 

MaxBufferSize . AndX Messages contain a construct, conceptually similar to a linked - list, that is used 
to connect the b atched block pairs. The resulting list is referred to as an AndX Chain. The structure of 
this construct is shown below.  

 AndX 

   {  

   UCHAR  AndXCommand; 

   UCHAR  AndXReserved;  

   USHORT AndXOffset;  

   }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

AndXCommand  AndXReserved  AndXOffset  

AndXCommand (1 byte): The command code associated with the next block pair in the AndX Chain.  

AndXReserved (1 byte): This field is reserved and MUST be 0x00.  

AndXOffset (2 bytes): The offset in bytes, relative to the start of the SMB Header, of the next 

Parameter block in the AndX Message. This offset is independent of any other size parameters or 
offsets within the command. This offset can point to a location past the end of the cu rrent block 
pair.  

The AndX construct is located at the start of the Parameter block of an AndX command 
request/response.  

An AndX Chain is considered terminated when its last command is either a non -AndX SMB command 
or an AndX SMB command with the AndXComma nd field set to 
SMB_COM_NO_ANDX_COMMAND  (section  2.2.4.75)  (0xFF, representing the chain terminator). The 
SMB_COM_NO_ANDX_COMMAND command code is not used in any other context.  

2.2.3.4.1  Follow -on Commands  

Each AndX Command has a specific list of commands that can follow it in an AndX Chain. Each 

command's list of permitted follow -on commands is documented in the command's corresponding 
subsection of section 2.2.4 , SMB Commands.  

2.2.4  SMB Commands  

2.2.4.1  SMB_COM_CREATE_DIRECTORY (0x00)  

This is an or iginal Core Protocol  command. This command is deprecated . Clients SHOULD use the 
TRANS2_CREATE_DIRECTORY subcommand.  
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The Create Directory command creates a new directory on the server, relative to a connected share. 
The client MUST provide a valid UID and TID, as well as the pathname (relative to the TID) of the 

directory to be created.  

Servers MUST require clients to have, at minimum, create permission within the parent directory in 

order to cre ate a new directory. The creator's access rights to the new directory are be determined by 
local policy on the server.  

2.2.4.1.1  Request  

 SMB_Parameters  

   {  

   UCHAR WordCount;  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   Bytes  

     {  

     UCHAR      BufferFormat;  

     SMB_STRING DirectoryName;  

     }  

   }  

             

SMB_Header:  

TID (2 bytes): A valid TID MUST be provided. The TID represents the root of the directory 
tree in which the new directory is created.  

UID (2 bytes): A valid UID MUST be provided. At minimum, the user MUST have create 
permission for the subtree that is to contain the new directory. The creator's access rights 
to the new directory are determined by local policy on the server.  

SMB_Parameters:  

WordCount (1 byte): This field MUST be 0x00. No parameters are sent by this message.  

SMB_Data:  

ByteCount (2 bytes): This field MUST be greater than or equal to 0x0002.  

Bytes (variable): The message -specific data structure as follows:  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

BufferFormat  DirectoryName (variable)  

...  

BufferFormat (1 byte): This field MUST be 0x04.  

DirectoryName (variable): A null - terminated string giving the full pathname, relative to 

the supplied TID , of the directory to be created.  

2.2.4.1.2  Response  

 SMB_Parameters  

   {  
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   UCHAR  WordCount;  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   }  

             

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SMB_Parameters  SMB_Data  

SMB_Parameters (1 byte):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

WordCount  

WordCount (1 byte): This field MUST be 0x00. No parameters are sent by this message.  

SMB_Data (2 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ByteCount  

ByteCount (2 bytes): This field MUST be 0x0000. No data is sent by this message.  

Error Codes  

SMB 
error 
class  

SMB error 
code  NT status code  

POSIX 
equivalent  Description  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_SYNTAX_BAD  

(0xC000003B)  

ENOENT The path syntax is invalid.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_NAME_INVALID  

(0xC0000033)  

ENOENT Object Name invalid.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_NOT_FOUND  

(0xC000003A)  

ENOENT The path does not exist.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_ACCESS_DENIED  

(0xC0000022)  

EACCESS A component of the path -
prefix denied search 
permission.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

 ENOSPC The parent directory is full.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

 EMLINK  There are too many links 
to the parent directory.  

ERRDOS ERRnomem  STATUS_INSUFF_SERVER_RESOURCES  ENOMEM The server is out of 
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SMB 
error 
class  

SMB error 
code  NT status code  

POSIX 
equivalent  Description  

(0x01)  (0x0008)  (0xC0000205)  

STATUS_NO_MEMORY  

(0xC0000017)  

resources.  

ERRDOS 

(0x01)  

ERRfilexists  

(0x0050)  

STATUS_OBJECT_NAME_COLLISION  

(0xC0000035)  

EEXIST The specified directory 
already exists.  

ERRSRV 

(0x02)  

ERRerror  

(0x0001)  

STATUS_INVALID_SMB  

(0x00010002)  

 Invalid SMB. Not enough 
parameter bytes were 
sent.  

ERRSRV 

(0x02)  

ERRinvtid  

(0x0005)  

STATUS_SMB_BAD_TID  

(0x00050002)  

 The TID is no longer valid.  

ERRSRV 

(0x02)  

ERRbaduid  

(0x005B)  

STATUS_SMB_BAD_UID  

(0x005B0002)  

 The UID  supplied is not 
known to the session, or 
the user identified by the 
UID  does not have 
sufficient privileges.  

ERRHRD 

(0x03)  

ERRnowrite  

(0x0013)  

STATUS_MEDIA_WRITE_PROTECTED  

(0xC00000A2)  

EROFS Attempt to write to a read -
only file system.  

ERRHRD 

(0x03)  

ERRdata  

(0x0017)  

STATUS_DATA_ERROR  

(0xC000003E)  

EIO Disk I/O error.  

 

2.2.4.2  SMB_COM_DELETE_DIRECTORY (0x01)  

This is an original Core Protocol  command.  

This command is used to delete an empty directory.  

2.2.4.2.1  Request  

 SMB_Parameters  

   {  

   UCHAR WordCount;  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   Bytes  

     {  

     UCHAR      BufferFormat;  

     SMB_STRING DirectoryName;  

     }  

   }  

             

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SMB_Parameters  SMB_Data (variable)  
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...  

SMB_Parameters (1 byte):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

WordCount  

WordCount (1 byte): This field MUST be 0x00. No parameters are sent by this message.  

SMB_Data (variable):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ByteCount  Bytes (variable)  

...  

ByteCount (2 bytes): This field MUST be greater than or equal to 0x0002.  

Bytes (variable):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

BufferFormat  DirectoryName (variable)  

...  

BufferFormat (1 byte): This field MUST contain the value 0x04.  

DirectoryName (variable): A null - terminated string that contains the full pathname, relative 
to the supplied TID , of  the directory to be deleted.  

2.2.4.2.2  Response  

 SMB_Parameters  

   {  

   UCHAR WordCount;  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   }  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SMB_Parameters  SMB_Data  

SMB_Parameters (1 byte):  
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0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

WordCount  

WordCount (1 byte): This field MUST be 0x00. No parameters are sent by this message.  

SMB_Data (2 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ByteCount  

ByteCount (2 bytes): This field MUST be 0x0000. No data is sent by this message.  

Error Codes  

SMB 
error 
class  

SMB error 
code  NT status code  

POSIX 
equivalent  Description  

ERRDOS 

(0x01)  

ERRbadfile  

(0x0002)  

STATUS_NO_SUCH_FILE  

(0xC000000F)  

ENOENT The directory was not 
found.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_SYNTAX_BAD  

(0xC000003B)  

ENOENT The path syntax is 
invalid.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_INVALID  

(0xC0000039)  

ENOTDIR  A component of the 
path -prefix was not a 
directory.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_NOT_FOUND  

(0xC000003A)  

ENOENT The path does not exist.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_ACCESS_DENIED  

(0xC0000022)  

EACCESS A component of the 
path -prefix denied 
search permission.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_CANNOT_DELETE  

(0xC0000121)  

EBUSY The directory is in use.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_DIRECTORY_NOT_EMPTY  

(0xC0000101)  

EEXIST The directory is not 
empty.  

ERRDOS 

(0x01)  

ERRbadshare  

(0x0020)  

STATUS_SHARING_VIOLATION  

(0xC0000043)  

ETXTBSY Sharing violation.  

ERRSRV 

(0x02)  

ERRerror  

(0x0001)  

STATUS_INVALID_SMB  

(0x00010002)  

 Invalid SMB. Not enough 
parameter bytes were 
sent.  

ERRSRV 

(0x02)  

ERRinvtid  

(0x0005)  

STATUS_SMB_BAD_TID  

(0x00050002)  

 The TID is no longer 
valid.  

ERRSRV 

(0x02)  

ERRnomem  

(0x0008)  

STATUS_INSUFF_SERVER_RESOURCES  

(0xC0000205)  

ENOMEM The server is out of 
resources.  

ERRSRV ERRbaduid  STATUS_SMB_BAD_UID   The  UID supplied is not 
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SMB 
error 
class  

SMB error 
code  NT status code  

POSIX 
equivalent  Description  

(0x02)  (0x005B)  (0x005B0002)  known to the session.  

ERRHRD 

(0x03)  

ERRnowrite  

(0x0013)  

STATUS_MEDIA_WRITE_PROTECTED  

(0xC00000A2)  

EROFS Attempt to write to a 
read -only file system.  

ERRHRD 

(0x03)  

ERRdata  

(0x0017)  

STATUS_DATA_ERROR  

(0xC000003E)  

EIO Disk I/O error.  

 

2.2.4.3  SMB_COM_OPEN (0x02)  

This is an original Core Protocol  command. This command has been deprecated . Client 

implementations SHOULD use SMB_COM_NT_CREATE_ANDX.  

This request is used to open an existing regular file. This command MUST NOT be used to open 
directories or named pipes. The command includes the pathname of the fi le, relative to the TID, that 
the client wishes to open. If the command is successful, the server response MUST include a FID. The 
client MUST supply the FID in subsequent operations on the file.  

2.2.4.3.1  Request  

 SMB_Parameters  

   {  

   UCHAR  WordCount;  

   Words 

     {  

     USHORT              AccessMode;  

     SMB_FILE_ATTRIBUTES SearchAttributes;  

     }  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   Bytes  

     {  

     UCHAR      BufferFormat;  

     SMB_STRING FileName;  

     }  

   }  

  

SMB_Header:  

Flags (1 byte):  

Name and bitmask  Description  

SMB_FLAGS_OPLOCK  

0x20  

If set, the client is requesting an Exclusive Opportunistic Lock 
(OpLock) on the file.  

SMB_FLAGS_OPBATCH  

0x40  

If set, the client is requesting a Batch Exclusive OpLock on the file. 
The SMB_FLAGS_OPLOCK bit MUST be set if this bit is set.  
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0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SMB_Parameters  

...  SMB_Data (variable)  

...  

SMB_Parameters (5 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

WordCount  Words  

...  

WordCount (1 byte): This field MUST be 0x02.  

Words (4 bytes): The message -specific parameters structure.  

0 1 2 3 4 5 6 7 8 9 
1 

0 
1 2 3 4 5 6 7 8 9 

2 

0 
1 2 3 4 5 6 7 8 9 

3 

0 
1 

AccessMode  SearchAttributes  

AccessMode (2 bytes): A 16 -bit field for encoding the requested access mode. See section 

3.2.4.5.1  for a discussion on sharing modes.  

Name and bitmask  Values  Meaning  

AccessMode  

0x0007  

0 Open for reading  

1 Open for writing  

2 Open for reading and writing  

3 Open for execution  

4-7 Reserved . For compatibility 
with older dialects, the server 
MUST return 
STATUS_OS2_INVALID_ACCE
SS (ERRDOS/ERRbadaccess) 
if these values are requested.  

0x0008  Reserved. MUST be ignored by the server.  
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Name and bitmask  Values  Meaning  

SharingMode  

0x0070  

0 Compatibility mode  

1 Deny read/write/execute to 
others (exclusive use 
requested)  

2 Deny write to others  

3 Deny read/execute to others  

4 Deny nothing to others  

0x0080  Reserved  

ReferenceLocality  

0x0700  

0 Unknown  locality of reference  

1 Mainly sequential access  

2 Mainly random access  

3 Random access with some 
locality  

4-7 Undefined  

0x0800  Reserved  

CacheMode  

0x1000  

0 Perform caching on file  

1 Do not cache the file  

0x2000  Reserved  

WritethroughMode  

0x4000  

0 Write - through mode. If this 
bit is set, no read ahead or 
write behind is allowed on this 
file or device. When the 
response is returned, data is 
expected to be on the disk or 
device.  

1 
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Name and bitmask  Values  Meaning  

0x8000  Reserved  

 

SearchAttributes (2 bytes): Specifies the type of file. This field is used as a search mask. Both 
the FileName  and the SearchAttributes  of a file MUST match in order for the file to be 
opened. <28>  

SMB_Data (variable):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ByteCount  Bytes (variable)  

...  

ByteCount (2 bytes): This field MUST be greater than or equal to 0x0002.  

Bytes (variable): The message -specific data structure, which follows.  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

BufferFormat  FileName (variable)  

...  

BufferFormat (1 byte): A buffer format identifier. The value of this field MUST be 0x04.  

FileName (variable): A null - terminated string containing the file  name of the file to be 

opened.  

2.2.4.3.2  Response  

 SMB_Parameters  

   {  

   UCHAR  WordCount;  

   Words 

     {  

     USHORT              FID;  

     SMB_FILE_ATTRIBUTES FileAttrs;  

     UTIME               LastModified;  

     ULONG               FileSize;  

     USHORT              AccessMode;  

     }  

   }  

 SMB_Data 

   {  

   USHORT ByteCount;  

   }  
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0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

SMB_Parameters (15 bytes)  

...  

...  

...  SMB_Data  

...  

SMB_Parameters (15 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

WordCount  Words (14 bytes)  

...  

...  

...  

WordCount (1 byte): This field MUST be 0x07. The length, in 2 -byte words, of the remaining 

SMB_Parameters .  

Words (14 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

FID  FileAttrs  

LastModified  

FileSize  

AccessMode  

FID (2 bytes): The FID returned for the open file.  

FileAttrs (2 bytes): The set of attributes currently assigned to the file. This field is formatted in 
the same way as the SearchAttributes  field in the request.  

LastModified (4 bytes): The time of the last modification to the opened file.  

FileSize (4 bytes): The current size o f the opened file, in bytes.  

AccessMode (2 bytes): A 16 -bit field for encoding the granted access mode. This field is 
formatted in the same way as the Request equivalent.  



96  / 722  

[MS -CIFS] -  v20200304  
Common Internet File System (CIFS) Protocol  
Copyright © 2020 Microsoft Corporation  
Release: March 4, 2020  

SMB_Data (2 bytes):  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

ByteCount  

ByteCount (2 bytes): This field MUST be 0x0000. No data is sent by this message.  

Error Codes  

SMB 
error 
class  

SMB error 
code  NT status code  

POSIX 
equivalent  Description  

ERRDOS 

(0x01)  

ERRbadfile  

(0x0002)  

STATUS_NO_SUCH_FILE  

(0xC000000F)  

ENOENT The named file was not 
found.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_SYNTAX_BAD  

(0xC000003B)  

ENOENT The file path syntax is 
invalid.  

ERRDOS 

(0x01)  

ERRnofids  

(0x0004)  

STATUS_OS2_TOO_MANY_OPEN_FILES  

(0x00040001)  

STATUS_TOO_MANY_OPENED_FILES  

(0xC000011F)  

ENFILE Too many open files, no 
more FIDs available.  

ERRDOS 

(0x01)  

ERRbadpath  

(0x0003)  

STATUS_OBJECT_PATH_INVALID  

(0xC0000039)  

ENOTDIR  A component of the path -
prefix was not a directory.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_ACCESS_DENIED  

(0xC0000022)  

EACCESS A component of the path -
prefix denied search 
permission OR the 
requested access permission 
is denied for the file OR an 
open mode failure occurred.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_FILE_IS_A_DIRE CTORY 

(0xC00000BA)  

EISDIR  Named file is an existing 
directory and requested 
open mode is write or 
read/write.  

ERRDOS 

(0x01)  

ERRnoaccess  

(0x0005)  

STATUS_ACCESS_DENIED  

(0xC0000022)  

ETXTBSY File is an executable binary 
file that is being executed 
and requested access 
permission specifies write or 
read/write.  

ERRDOS 

(0x01)  

ERRnomem  

(0x0008)  

STATUS_INSUFF_SERVER_RESOURCES  

(0xC0000205)  

ENOMEM The server is out of 
resources.  

ERRDOS 

(0x01)  

ERRbadaccess  

(0x000C)  

STATUS_OS2_INVALID_ACCESS  

(0x000C0001)  

 The Reserved bit (0x0008) 
in the 
AccessMode.AccessMode  
subfield was set (1) in the 
request.  

ERRDOS 

(0x01)  

ERRbadshare  

(0x0020)  

STATUS_SHARING_VIOLATION  

(0xC0000043)  

EAGAIN  File exists, mandatory 
file/record locking is set, 
and there are outstanding 
record  locks on the file.  










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































