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3.1.1.7.1 Format of nt4ReplicationState and pdcChangelLog ........cccoviviiiiiiiiinnnns 339
3.1.1.7.1.1 Nt4ReplicationState ....cvviii 339
3.1.1.7.1.2 976 [o(@1 g 1= T g e =] e Yo PP 339
3.1.1.7.2 State ChangEs .ot e e 339
3.1.1.7.2.1 TNItIAliZatioN .. 339
3.1.1.7.2.2 Directory Updates ...viiiiiiiii i e 339
3.1.1.7.2.3 Acquiring the PDC ROIE ... 343
3.1.1.7.2.4 Resetting the pdcChangelLog .......ccvvviiiiiiiiiiii 344
3.1.1.7.3 Format of the Referent of pmsgOut.V1.pLog ...cocvvviiiiiiiiiiiiiiiiii e, 344
3.1.1.8 AD LDS Special ObJeCtS ...oviiiiiiiiiiii e 345
3.1.1.8.1 AD LDS USEIS .iutiiitiiitiiiteitetsaeiaaestatsasaesteatssaserennrasaeesennrenearennes 345
3.1.1.8.2 o 1] g o o 0 D= PP 345
3.1.1.9 OPptioNal FEATUINES. . i e e 346
3.1.1.9.1 Recycle Bin Optional Feature........c.ociiiiiiiiiii e 348
3.1.1.9.2 Privileged Access Management Optional Feature...........c.cccovviiiiiininnnn. 348
0 e A 0 T =Y 7 1] T T 349
3.1.1.10.1 FOrest ReVISION ..uineiiii e e ne e nes 349
3.1.1.10.2  RODC REVISION 1tutiiiitiiiitiiiitiiert it sas e taae s asa s sesasarassesaearasanernannns 350
3.1.1.10.3 [0 0 F=1 1 T U=V 1= Lo o I 350
0 I I R @1 - 112 1= PP 351
3.1.1.11.1  INformative OVEIVIEW .ouiuiiiiiie i e e aeens 351
0 e s R @1 - 11 o T PP 351
3.1.1.11.1.2  Claims DiCtioNary .iuueiei i et e aaas 352

7 O s s G R @1 - 1. Y o 10 o PP 352
3.1.1.11.1.4 Claims ISSUANCE . 1 ittt ittt ettt e e e e e e e e e e e e anenees 352
3.1.1.11.1.5 Claims Transformation RUIES ........ccoiiiiiiiiiiiiiii e 352
3.1.1.11.1.6  Claims Transformation........ccviiiiiiiiii e 352

G 70 I I I R O - 1 F- o g o T =T [ U o = PP PPN 353
3.1.1.11.2.1  GetClaimsFOrPrinCipal........c.cviiiiii e 353
3.1.1.11.2.2  GetADSOUIrCEACIaimS. . vttt ittt e e e e aees 354
3.1.1.11.2.3 GetCertificateSourcedClaims .......ccciviiiiiiiiiiiii e 355
3.1.1.11.2.4  GetConstructedClaims .. .covieieiiiiiii i e 356
3.1.1.11.2.5 ENCodeClaimsSSet ..c.uiuiiiiiiiiiii i 357
3.1.1.11.2.6  FillClaimsSetMetadata ........ccoviiiiiiiiiiiii e 358
3.1.1.11.2.7  RunCompressionAIgorithm .......ccoiviiiii e 358
3.1.1.11.2.8  NAFENCOAE «.uiiiiiiiie i st e e e e e e eaeanans 359
3.1.1.11.2.9 NArDECOAE ... ittt e 360
3.1.1.11.2.10 DecodeClaimsSet..c.uiiiiiii it 360
3.1.1.11.2.11 TransformClaimsOnTrustTraversal........coovveiiiiiiiiiiiicii e 361
3.1.1.11.2.12 GetClaimsTransformationRulesXml..........ccoviiiiiiiiiiiiii e 362
3.1.1.11.2.13 GetTransformationRUlESTEXt ....ccoviiiiriiiiiii e 363
3.1.1.11.2.14  GetCTACIAIMS 1ttt et e e e e nenees 364
3.1.1.11.2.15 CollapseMultiValuedClaims .........cccoceiiiiiiiiiiii e 365
3.1.1.11.2.16 FilterAndPackOutputClaims ......cccveieieiiiiiiiiir e 365
3.1.1.11.2.17 ValidateClaimDefinition ......c.cviiiiiii e 367
3.1.1.11.2.18 GetAUthSIlOCIaiMm cuuie i 368
3.1.1.12 A (@ 2= 1= 1 o o L= P 369
3.1.1.12.1  ADStract Data TyPES ..ucieiiieiiie it e 370
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3.1.1.12.1.1  FIatNamMIE ot e 370
3.1.1.12.1.2  SPNValUE ..t e 370
3.1.1.12.1.3  ServerDesCription .....cciiiiiiiiiin 370
3.1.1.12.1.4 InterdomainTrustAccountDescription ........ccoviiiiiiiiiiiiii e 370
3.1.1.12.1.5 TrustedDomainObjectDescription ........cccviiiiiiiiiiiii e 371
3.1.1.12.1.6  NCDESCHIPLION 1.ttt e e 371
3.1.1.12.1.7 DomainDescriptionElements.......c.ccoiiiiiiiiiiii 372
3.1.1.12.1.8 DomainDesCriptioN ....civiiiiiiiii 373
3.1.1.12.1.9  NewTrustParentElements .......cocviiiiiiii e 373
3.1.1.12.1.10 DomainWithNewTrustParentDescription ..........c.cooiiiiiiiiiiiniennnn, 373
3.1.1.12.1.11 NCRenameDesCHPiON ...uiiieiiiii i i i e aneaas 374
3.1.1.12.2 Encoding/Decoding RUIES ......ciiiiiiiiiiiiii i e 375
3.1.1.12.2.1  EBNF-M ottt e 375
3.1.1.12.2.1.1 Tuples as Parameters to Production Rules.............cccevieiiiinnnnn. 375
3.1.1.12.2.1.2  Parameter Fields as Terminal Values............ccoeviiiiiiiiiiinnnnnns 375
3.1.1.12.2.1.3 Formatting of Non-String Parameter Fields as Terminal Values..376
3.1.1.12.2.1.4 Parameter Fields as Iterators .......ccoeviiiiiiiiiiiii e 376
3.1.1.12.2.1.5 Reversed Production RUIES........ccciiiiiiiiiiiin e 377
3.1.1.12.2.2 CodedNCRenameDeSCriPtioN .. ..iviiiiiiii i e e s 378
G 70 O 7202020 R =5 o] =171 (o ] o PP 378
3.1.1.12.2.2.2  COMIMION Ltittiiititaiaiste st st sesaasa s st e s st sassaesasssnssnesaeannsness 379
3.1.1.12.2.2.3 TS ittt e 380
3.1.1.12.2.2.3.1  TestConfigurationNC .......cciiiiiiiiiiiiiiii e 381
3.1.1.12.2.2.3.2  TestReplicationEpOCh........c.ccviiiiiii e 381
3.1.1.12.2.2.3.3  TeSLAPPNCS ..iiiiiiii i 381
3.1.1.12.2.2.3.4  TestDOMaAINS ...ciiiiiiiiiiiiii e e 382
3.1.1.12.2.2.3.4.1  TestCroSsRef ....iiiiiiiiiiiii e 382
3.1.1.12.2.2.3.4.2 TestServersInstantiated ..........ccooviiiiiiiiiiiiiiiiees 383
3.1.1.12.2.2.3.4.3  TestTrustCoUNT ...ccvvriiii i e e 384
3.1.1.12.2.2.3.4.4  TestTrustedDomainObjectDescriptions ..........c.ccccevuenen. 384
3.1.1.12.2.2.3.4.5 TestInterdomainTrustAccountDescriptions.................... 385
3.1.1.12.2.2.3.4.6  TestServerDescriptions .......c.cooiiiiiiiiiiiiiiei s 386
3.1.1.12.2.2.3.5 TestPartitionCounts......ccooiiiiiiiiiii e 387
3.1.1.12.2.2.4 Flatten oo e 387
3.1.1.12.2.2.5  RebUild «veiii e 388
3.1.1.12.2.2.6  TIUSES 1ttt it e 389
3.1.1.12.2.2.6.1 DomainTrustSpecifications .......coocviiiiiiiiiii e 390
3.1.1.12.2.2.6.2 DomainTrustACCOUNES.....iiviieiiiii e e 391
3.1.1.12.2.2.7  CrOSSREIS 1 ittt e 392
3.1.1.12.2.2.7.1  ConfigurationCrossRef ........cocoiiiiiiiiiiiiiic e 393
3.1.1.12.2.2.7.2  SchemaCrOSSREef .....iiiiiiiiiiiie i 393
3.1.1.12.2.2.7.3  ApPNCSCrOoSSREfS. ...ttt e 394
3.1.1.12.2.2.7.4 NCRenameDescriptionRootCrossRef .........cccoveiiiiiiiieinnnnnn. 394
3.1.1.12.2.2.7.5 TrustTreeNonRootDomainCrossRefs .........cccvvvvviiiniieinnnnnn. 395
3.1.1.12.2.2.7.6  TrustTreeRootDomainCrossSRefS........cccviiiiiiiiiiiiiiiiieeennnn, 397
3.1.1.12.2.2.8 ReplicationEPOCh .......oviiii 399
3.1.1.12.3  Decode OPeratioN . ittt i e 399
3.1.1.12.4  Verify CONAItIONS ...ouvieiieiiiii i e 400
3.1.1.12.5  ProcCess Changes ......c.iuiiiiiiiiiiiiiii e e e e ne s 401
3.1.1.13  Authentication Information Retrieval .......ccocoiiiiiiiiiiiiii e 403
3.1.1.13.1 INfOrmMative OVEIVIEW ..uiiiiii i e e e aaens 403
3.1.1.13.2  EXpandMemberships .....cciiiieieii e 403
3.1.1.13.3  GetUserLogonINfO. . c.i i e e e 404
3.1.1.13.4  GetResourceDomainInfo....c.veieiiiiii i e 405
3.1.1.13.5  ExpandShadowPrinCipal........ccociiiiiiiiiiiii e 405
3.1.1.13.6  GetUserLogonInfOBYALtribULe........ouiniiiiii e, 406
3.1.1.13.7  GetUserLogonInfoByUPNOrAccountName.........ccvvieiiiiiiiiiiiiiiniienneaens 407
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4 Protocol EXamples.....cccieieieieierraramimimimiassssasasassssissssasasasasasasassssnsnsnsnsasasasasasnsnss 409

LT =T oL 1 2 410
5.1 [ 7Y YT U | Y P 410
5.1.1 AUENENTICATION .o v e e 410
5.1.1.1 Supported Authentication Methods .......covviiiiiiic 410
5.1.1.1.1 Simple Authentication .......ooviiiii 411
5.1.1.1.2 SASL AUthentication .. ....voviiii e 412
5.1.1.1.3 Sicily Authentication ..o 413
5.1.1.2 USING SSL/TLS 1uiuiiititiiii e 414
5.1.1.3 USING Fast BiNd....c.oiiiiiiii i e 415
5.1.1.4 Mutual Authentication ... ..o.veir i 416
5.1.1.5 Supported Types of Security PrinCipals ......ccooviiiiiiiiiiiii e 416
5.1.1.6 Authentication EXpiration .......c.cooiiiiii 417
5.1.2 [T = Yo TSI =Tl B o ) PP 418
5.1.2.1 USING SASL ettt et 418
5.1.2.2 USING SSL/TLS 1uiuiiitititiii e 418
5.1.3 AUENOFIZAtION Lovei s 419
5.1.3.1 BaCKgrOUNG ... e 419
5.1.3.2 ACCESS RIGNTS .ot e 420
5.1.3.2.1 Control Access RIghts......cviriiiiiiii s 421
5.1.3.2.2 Validated WIHEES ...t e 427
5.1.3.3 CheCKING ACCESS ...uiiiiiiti ittt e s e e e e e raenens 429
5.1.3.3.1 NUIT VS, EMPEY DACLS .ttt e e e e e e e e aaas 429
5.1.3.3.2 Checking Simple ACCESS ...cviiieiiii i e 430
5.1.3.3.3 Checking Object-SpecCifiC ACCESS .. .uviiiiiiieie e eenes 430
5.1.3.3.4 Checking Control Access Right-Based ACCESS ....cvvviviriiiiriiiiniiiiniieinanens 432
5.1.3.3.5 Checking Validated Write-Based ACCESS......ccviviiiiiiiiniiiiiiiiiiiaeiaeaens 433
5.1.3.3.6 Checking Object Visibility ....vovviiiiii e 434
5.1.3.4 AD LDS Security Context ConstruCtion........cocvieiiiiiiiiiii e 434
6 Additional Information ......ccciiiireiiiiiiir s 436
6.1 Special Objects and Forest RequUiremMents .......oviieiiiiiii s 436
6.1.1 SPECIAl ObJECES. ..t 436
6.1.1.1 NamMIiNg CoNtEXES ..uuiiiii e e 436
6.1.1.1.1 7N 1 (O o Yo | PP 436
6.1.1.1.2 CoNfig NC ROOT....uuiiiiiiiiii e e s 437
6.1.1.1.3 Schema NC ROOL ... e 438
6.1.1.1.4 Domain NC ROOT. .. .iiiiiiiiii e e e eeeas 438
6.1.1.1.5 Application NC ROOE ..o.uiiiiiii i e 439
6.1.1.2 Configuration ObJeCES ..cvii i 440
6.1.1.2.1 Cross-Ref-Container CoONLaiNer ....cvviiiiii i 441
6.1.1.2.1.1 CrosS-Ref ODJECES ..uviuiiiii i 441
6.1.1.2.1.1.1 Foreign crossRef ObJectS .....ccvvviiiiiiiiiiiii e 442
6.1.1.2.1.1.2 Configuration crossRef Object .......ccooviiiiiiiiii e 442
6.1.1.2.1.1.3 Schema crossRef ObjJeCt......ocviviiiiiiiiiiii e 442
6.1.1.2.1.1.4 Domain crossRef Object .....ocvvviiiiiiii e 442
6.1.1.2.1.1.5 Application NC crossRef Object.......ccoovviiiiiiiiiiieens 443
6.1.1.2.2 SItES CONLAINEE .« e 443
6.1.1.2.2.1 St O OOttt 443
6.1.1.2.2.1.1 NTDS Site Settings ObJect ........oiiiiii i 444
6.1.1.2.2.1.2 Servers CoNtaiNer.. ..o 445
6.1.1.2.2.1.2.1 Server ODJECE. ..o 445
6.1.1.2.2.1.2.1.1 NTDSDSA ObjJeCt . v 445
6.1.1.2.2.1.2.1.2 Connection Object......coiiiiiiii s 447
6.1.1.2.2.1.2.1.3 RODC NTFRS Connection Object........ccccveiiieiiiiinininnnn. 449
6.1.1.2.2.2 Subnets ContaiNer ... 450
6.1.1.2.2.2.1 Subnet Object. ... 450
6.1.1.2.2.3 Inter-Site Transports Container .......ccvvviiiiiiiiiii 452
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6.1.1.2.2.3.1 IP Transport CoNtainNer ....ccoeviiiiiniiiiii e 452
6.1.1.2.2.3.2 SMTP Transport Container ....cviiiiiiiiii i e eeeas 453
6.1.1.2.2.3.3 Site Link ObjJect. ..o 453
6.1.1.2.2.3.4 Site Link Bridge Object.......cocviviiiiiiiiiiii e 454
6.1.1.2.3 Display Specifiers CoNtaiNgr.....ccciiiiiiiiiiiii i e ea s 454
6.1.1.2.3.1 Display Specifier ObJecCt......ccoviiiiii e 454
6.1.1.2.4 =] Y T 0l 456
6.1.1.2.4.1 WINAOWS NT Lot e e e e e e e e e e e e e e e ananns 456
6.1.1.2.4.1.1 (D) g =Toto oYY =T V] ol TP 456
6.1.1.2.4.1.2 (o 1] i (=T ] 1] o T ot P 457
6.1.1.2.4.1.3 Optional Features Container.......ccvviviiiiiiiiiiiiicni e 461
6.1.1.2.4.1.3.1 Recycle Bin Feature Object .......ccovviiiiiiiiiiiiiiie e 462
6.1.1.2.4.1.3.2 Privileged Access Management Feature Object................... 462
6.1.1.2.4.1.4 QUENY-POlICIES ..ttt e 462
6.1.1.2.4.1.4.1 Default QuUery POlICY .....cveieie e 462
6.1.1.2.4.1.5 SCP Publication Service Object.....ccviviiiiiiiiiiiiii e 463
6.1.1.2.4.2 Claims Configuration ........oe oo e 463
6.1.1.2.5 Physical LOCatioNS......c.iuiiiiiiiii e 463
6.1.1.2.6 WellKnown Security PrinCipals.....cccoiiiiiiiiiiiic e 463
6.1.1.2.6.1 ANONYMOUS LOGON 1.ttt st sn e 463
6.1.1.2.6.2 Authenticated USErsS .....ocviiiiiiiiiiii i 464
6.1.1.2.6.3 BatC e 464
6.1.1.2.6.4 (@fe] a1 ] [T oo [o] o [ PP 464
6.1.1.2.6.5 (O] =T o gl €] o o 11 | o PP 464
6.1.1.2.6.6 (O ST 1 o] gl @ Y] 1= ol P 464
6.1.1.2.6.7 DIAIUP ceeii i 464
6.1.1.2.6.8 Digest Authentication .......covviiiiiiii 464
6.1.1.2.6.9 Enterprise Domain Controllers ......coooiviiiiiiiiiii e 465
6.1.1.2.6.10  EVEIYONE 1ttt e 465
6.1.1.2.6.11  INteracCtiVe .iviiiiiii i e 465
L e T U 1] 2 465
T A 0 T G R o Tor= | RS =1 1V ol PP 465
6.1.1.2.6.14  NEEWOIK..iuiuiiiiiiitii et 465
6.1.1.2.6.15  NEIWOIK SEIVICE .viviiriiriiii it re et a e e s e e e e aanannans 465
6.1.1.2.6.16  NTLM Authentication .......cccooiiiiiii e 466
6.1.1.2.6.17  Other Organization.........covieiiiiiiii e 466
6.1.1.2.6.18  OWNer RIghES ..viiiiiiii i e 466
L O A s o 0D 466
6.1.1.2.6.20 Remote Interactive LOGON .......iiiiiiiiiiiiiiiie e 466
6.1.1.2.6.21  RESIIMCLEA .iuviiiiei i e 466
6.1.1.2.6.22  SChannel Authentication..........ccoiiiiiiii e 466
6.1.1.2.6.23  Self i 466
T A O G T S Y T Y ol TP 467
6.1.1.2.6.25  SY S eM .t 467
6.1.1.2.6.26  Terminal Server USEI ....cuiiiiiiiiiiiiii it e e e ees 467
6.1.1.2.6.27  This Organization .........ccoeiuiiiiiiiiii e 467
6.1.1.2.7 Extended Rights .o e 467
6.1.1.2.7.1 controlAccessRight ObJects......oviiiiiiiiii 467
6.1.1.2.7.2 Change-Rid-Master .......couieiniii e 468
6.1.1.2.7.3 Do-Garbage-Collection ......ccociiiiiiiiii e 468
6.1.1.2.7.4 Recalculate-Hierarchy ... 468
6.1.1.2.7.5 AlOCAtE-RIAS ..ttt 468
6.1.1.2.7.6 (@l =T o Ve T =] I L PP 468
6.1.1.2.7.7 ¥ o L ] U ) 1 PP 468
6.1.1.2.7.8 Change-Domain-Master .......cciiiiiiiiiiiie e 469
6.1.1.2.7.9 Public-INformation ... 469
6.1.1.2.7.10 msmg-Receive-Dead-Letter.......c.cociiiiiiiiiii 469
6.1.1.2.7.11 msmg-Peek-Dead-Letter......c.cooviiiiiii 469
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6.1.1.2.7.12 msmqg-Receive-computer-Journal..........cccoiiiiiiiiiiiieeeene 469
6.1.1.2.7.13 msmqg-Peek-computer-Journal........ccciieiiiiiiiiiiii e 470
6.1.1.2.7.14  MSMQ-RECEIVE. ...ttt e 470
6.1.1.2.7.15  MSMQ-PEEK ...ttt s 470
6.1.1.2.7.16 MSMQG-SENA .i.utiitiitiii i e 470
6.1.1.2.7.17 msmqg-Receive-jourNal.........cocoiiiiiiiiii 470
6.1.1.2.7.18  mMSMQ-Open-CoONNECEOr . ....uiiiiiiiiiie i i e rire e e e aanraaneaas 470
6.1.1.2.7.19  ApPlY-Group-POlICY ...ciuiiiiiiiiiii 471
6.1.1.2.7.20  RAS-INfOrmMation . ..c.ieieiiiii i e 471
6.1.1.2.7.21  DS-Install-RepliCa.....cocviiiiiiiiiii i 471
6.1.1.2.7.22 Change-Infrastructure-Master .......ccoiiiiiiiiiiiiii s 471
6.1.1.2.7.23 Update-Schema-Cache ......cciiiiiiii s 471
6.1.1.2.7.24  Recalculate-Security-Inheritance ...........ccooiiviiiiiiiici, 471
6.1.1.2.7.25 DS-Check-Stale-Phantoms .......cccoviiiiiiiiiicc e 472
6.1.1.2.7.26  Certificate-Enrollment.........cciiiiiiiiiii e 472
6.1.1.2.7.27  Self-Membership.....cociiiiiiiii e 472
6.1.1.2.7.28 Validated-DNS-HOSt-NamMe ......cooiiiiiiii i e aeaeans 472
6.1.1.2.7.29  Validated-SPN .....ciiiiiiiii e 472
6.1.1.2.7.30 Generate-RSOoP-Planning.....ccccciiiiiiiiiiii i e 473
6.1.1.2.7.31  Refresh-Group-Cache ........ccooiiiiiii e 473
6.1.1.2.7.32  Reload-SSL-Certificate......cuciiiiiiiiii e 473
6.1.1.2.7.33 SAM-Enumerate-Entire-Domain .......ccoiiiiiiiiiiiiiiini e 473
6.1.1.2.7.34 Generate-RSOP-LOgging......cciiiiiiiiiiiiiiii i e 473
6.1.1.2.7.35 Domain-Other-Parameters ......c.ooviiiiiii i aeneaas 474
6.1.1.2.7.36  DNS-Host-Name-Attributes ......c.ccviiiiii i e 474
6.1.1.2.7.37 Create-Inbound-Forest-Trust.........cciiiiiiiiiiiiic e 474
6.1.1.2.7.38 DS-Replication-Get-Changes-All..........ccooiiiiiiiiiii e 474
6.1.1.2.7.39  Migrate-SID-HiStOrY ....ciiiiiiiiii i e e 474
6.1.1.2.7.40 Reanimate-TOmMbStONES ... ..icviiiiiiii e e aeanans 475
6.1.1.2.7.41  Allowed-To-Authenticate........cooiiiiiiii e 475
6.1.1.2.7.42  DS-Execute-Intentions-Script .......c.coiiiiiiiii 475
6.1.1.2.7.43  DS-Replication-Monitor-Topology ........ccvviiiiiiiiiiiiiiiee e 475
6.1.1.2.7.44  Update-Password-Not-Required-Bit..........coceiiiiiiiiiiiiiiiiiiiiiiiinns 476
6.1.1.2.7.45  UNexpire-PassWord ........ccoviiiuiiiiiiiiiia e e e 476
6.1.1.2.7.46  Enable-Per-User-Reversibly-Encrypted-Password .............ccccvveinnnns 476
6.1.1.2.7.47 DS-Query-Self-QUOota ......coiiiiiiiiii 476
6.1.1.2.7.48  Private-Information.......ccoiiiiiiiii i 476
6.1.1.2.7.49  MS-TS-GaleWayY ACCESS .iiiiiiiitiiiii it i e e aa e aaneaas 476
6.1.1.2.7.50 Terminal-Server-LiCENSE-SerVer .....ciiiiiiiiiiiiiiiiieie i eieeneaneans 477
6.1.1.2.7.51 Domain-AdminiSter-SerVer.....ciu i 477
6.1.1.2.7.52  User-Change-PassWord........c.cooiiiiiieiiiiiiieiie et raee e neees 477
6.1.1.2.7.53  User-Force-Change-Password .........coceieiiiiiiiiiiiiiiiiieiennenenenees 477
B.1.1.2.7.54 SN A ittt 478
6.1.1.2.7.55  RECEIVE-AS ittt e 478
6.1.1.2.7.56  SENA-T0 1iuiitiiitiiieii it 478
6.1.1.2.7.57  DOMaiN-PassWord .......cceiiiiiiiiiiiiiiai i 478
6.1.1.2.7.58  General-Information.......coovieiiiiiiii i 479
6.1.1.2.7.59  User-Account-RestriCtioNS .. c.ioviiriiiiiiii i nea e 479
6.1.1.2.7.60  USEIr-LOGgON ..uuiiiiuiiiiiitiintieisiir sttt s s st e e 479
6.1.1.2.7.61  Membership ..o 479
6.1.1.2.7.62  Open-Address-BOOoK ........cccoiiiiiiiiiiiiii e 480
6.1.1.2.7.63  Personal-Information......cccuiiiiiiiiiii e 480
6.1.1.2.7.64  Email-Information .....ccceiiiiiiiiii i e 480
6.1.1.2.7.65  Web-Information .....cciiiiiiiiii e 481
6.1.1.2.7.66  DS-Replication-Get-Changes .........ccooviiiiiiiiiiiiiie e 481
6.1.1.2.7.67 DS-Replication-Synchronize .........c.coiiiiiiiiiiii e 481
6.1.1.2.7.68 DS-Replication-Manage-Topology ......ccovriiiiiiiiiiiiiiiiiiiiieneeeens 481
6.1.1.2.7.69 Change-Schema-Master.......c.coiiiiiiiiiiii e 482
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1 Introduction

This is the primary specification for Active Directory, both Active Directory Domain Services (AD
DS) and Active Directory Lightweight Directory Services (AD LDS). When the specification does
not refer specifically to AD DS or AD LDS, it applies to both. The state model for this specification is
prerequisite to the other specifications for Active Directory: [MS-DRSR] and [MS-SRPL].

When no operating system version information is specified, information in this document applies to all
relevant versions of Windows. Similarly, when no DC functional level is specified, information in this
document applies to all DC functional levels.

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs.

Note: The terms "earlier" and "later", when used with a product version, refer to either all preceding
versions or all subsequent versions, respectively. The term "through" refers to the inclusive range of
versions. Applicable Microsoft products are listed chronologically in this section.

= Windows 2000 Server operating system

= Windows Server 2003 operating system

= Windows Server 2003 R2 operating system
= Windows Server 2008 operating system

= Windows Server 2008 R2 operating system
= Windows Server 2012 operating system

= Windows Server 2012 R2 operating system
= Windows Server 2016 operating system

= Windows Server v1709 operating system

= Windows Server v1803 operating system

= Windows Server v1809 operating system

= Windows Server 2019 operating system

= Windows Server v1903 operating system

= Windows Server 2022 operating system

AD DS first became available as part of Microsoft Windows 2000 operating system and is available as
part of Windows 2000 Server, Windows Server 2003, and Windows Server 2003 R2 products; in these
products it is called "Active Directory". It is also available as part of Windows Server 2008 and later.
AD DS is not present in Windows NT 3.1 operating system, Windows NT 3.51 operating system,
Windows NT 4.0 operating system, or Windows XP operating system.

AD LDS first became available during the release of Windows Server 2003. In Windows XP, Windows
Server 2003, and Windows Server 2003 R2, it is a standalone application called "Active Directory
Application Mode (ADAM)". AD LDS is also available as part of Windows Server 2008 and later. Unless
otherwise specified, information in this specification is also applicable to AD LDS. There are two
versions of ADAM, ADAM RTW (introduced in the same timeframe as Windows Server 2003 operating
system with Service Pack 1 (SP1)) and ADAM SP1 (introduced in the same timeframe as Windows
Server 2003 operating system with Service Pack 2 (SP2)); unless otherwise specified, where ADAM is
discussed in this document it refers to both versions of ADAM.
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AD LDS for a particular Windows client is a standalone application that provides AD LDS capabilities
for that Windows client. Information that is applicable to AD LDS on applicable Windows Server
releases is generally also applicable to AD LDS on Windows clients, including Windows 11 operating
system and later, except where it is explicitly specified that such information is not applicable to that
product. The following list provides a mapping of this applicability:

= Information that is applicable to AD LDS on Windows Server 2008 is also applicable to Active
Directory Lightweight Directory Services (AD LDS) for Windows Vista.

= Information that is applicable to AD LDS on Windows Server 2008 R2 is also applicable to Active
Directory Lightweight Directory Services (AD LDS) for Windows 7.

= Information that is applicable to AD LDS on Windows Server 2012 is also applicable to Active
Directory Lightweight Directory Services (AD LDS) for Windows 8 operating system.

= Information that is applicable to AD LDS on Windows Server 2012 R2 is also applicable to Active
Directory Lightweight Directory Services (AD LDS) for Windows 8.1 operating system.

= Information that is applicable to AD LDS on Windows Server 2016 is also applicable to Active
Directory Lightweight Directory Services (AD LDS) for Windows 10 operating system.

= Information that is applicable to AD LDS on Windows Server v1709 is also applicable to AD LDS
for Windows 10 v1703 operating system and Windows 10 v1709 operating system.

= Information that is applicable to AD LDS on Windows Server v1803 is also applicable to AD LDS
for Windows 10 v1803 operating system.

= Information that is applicable to AD LDS on Windows Server v1809 and Windows Server 2019 is
also applicable to AD LDS for Windows 10 v1809 operating system.

= Information that is applicable to AD LDS on Windows Server v1903 is also applicable to AD LDS
for Windows 10 v1903 operating system.

= Information that is applicable to AD LDS on Windows Server 2022 is also applicable to AD LDS for
Windows 10 v21H1 operating system.

State is included in the state model for this specification only as necessitated by the requirement that
a licensee implementation of the protocols of applicable Windows Server releases has to be capable of
receiving messages and responding in the same manner as applicable Windows Server releases.
Behavior is specified in terms of request message received, processing based on current state,
resulting state transformation, and response message sent. Unless otherwise specified in the sections
that follow, all of the behaviors are required for interoperability.

The following typographical convention is used to indicate the special meaning of certain names:

= Underline, as in instanceType: the name of an attribute or object class whose interpretation is
specified in the following documents:

. MS-ADA1] Attribute names for AD DS whose initial letter is A through L.
. MS-ADA2] Attribute names for AD DS whose initial letter is M.

MS-ADA3] Attribute names for AD DS whose initial letter is N through Z.

MS-ADSC] Object class names for AD DS.
- MS-ADLS] Object class names and attribute names for AD LDS.

For clarity, bit flags are sometimes shown as bit field diagrams. In the case of bit flags for
Lightweight Directory Access Protocol (LDAP) attributes, these diagrams take on big-endian
characteristics but do not reflect the actual byte ordering of integers over the wire, because LDAP

24 / 637

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation
Release: June 25, 2021


%5bMS-ADA1%5d.pdf#Section_19528560f41e4623a406dabcfff0660f
%5bMS-ADA2%5d.pdf#Section_e20ebc4e528540bab3bdffcb81c2783e
%5bMS-ADA3%5d.pdf#Section_4517e8353ee644d4bb95a94b6966bfb0
%5bMS-ADSC%5d.pdf#Section_9abb5e97123d4da99557b353ab79b830
%5bMS-ADLS%5d.pdf#Section_9427994325ab4c139bf26d411cc2f796

transfers an integer as the UTF-8 string of the decimal representation of that integer, as specified in
RFC2252].

Pervasive Concepts
The following concepts are pervasive throughout this specification.

This specification uses [KNUTH1] section 2.3.4.2 as a reference for the graph-related terms oriented
tree, root, vertex, arc, initial vertex, and final vertex.

Authentication concepts for domains, account domains, domain controllers, security principals, and
user objects can be found in [MS-AUTHSOD] section 1.1.1 and subsections.

replica: A variable containing a set of objects.
attribute: An identifier for a value or set of values. See also attribute in the Glossary (section 1.1).

object: A set of attributes, each with its associated values. Two attributes of an object have special
significance:

= Identifying attribute: A designated single-valued attribute appears on every object. The value
of this attribute identifies the object. For the set of objects in a replica, the values of the
identifying attribute are distinct.

= Parent-identifying attribute: A designated single-valued attribute appears on every object. The
value of this attribute identifies the object's parent. That is, this attribute contains the value of
the parent's identifying attribute or a reserved value identifying no object (for more
information, see section 3.1.1.1.3). For the set of objects in a replica, the values of this
parent-identifying attribute define an oriented tree with objects as vertices and child-parent
references as directed arcs, with the child as an arc's initial vertex and the parent as an arc's
final vertex.

Note that an object is a value, not a variable; a replica is a variable. The process of adding,
modifying, or deleting an object in a replica replaces the entire value of the replica with a new
value.

As the term "replica" suggests, it is often the case that two replicas contain "the same objects". In
this usage, objects in two replicas are considered "the same" if they have the same value of the
identifying attribute and if there is a process in place (that is, replication) to converge the values
of the remaining attributes. When the members of a set of replicas are considered to be the same,
it is common to say "an object" as a shorthand way of referring to the set of corresponding objects
in the replicas.

object class: A set of restrictions on the construction and update of objects. An object class must be
specified when an object is created. An object class specifies a set of must-have attributes (every
object of the class must have at least one value of each) and may-have attributes (every object of
the class may have a value of each). An object class also specifies a set of possible superiors (the
parent object of an object of the class must have one of these classes). An object class is defined
by a classSchema object.

parent object: See "object", above.

child object, children: An object that is not the root of its oriented tree. The children of an object O
is the set of all objects whose parent object is O.

See section 3.1.1.1.3 for the particular use made of these definitions in this specification.

1.1 Glossary

This document uses the following terms:
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88 object class: An object class as specified in the X.500 directory specification ([X501] section
8.4.3). An 88 object class can be instantiated as a new object, like a structural object
class, and on an existing object, like an auxiliary object class.

abstract object class: An object class whose only function is to be the basis of inheritance by
other object classes, thereby simplifying their definition.

access check: A verification to determine whether a specific access type is allowed by checking a
security context against a security descriptor.

access control entry (ACE): An entry in an access control list (ACL) that contains a set of user
rights and a security identifier (SID) that identifies a principal for whom the rights are
allowed, denied, or audited.

access control list (ACL): A list of access control entries (ACEs) that collectively describe the
security rules for authorizing access to some resource; for example, an object or set of objects.

access mask: A 32-bit value present in an access control entry (ACE) that specifies the allowed
or denied rights to manipulate an object.

account domain: A domain, identified by a security identifier (SID), that is the SID
namespace for which a given machine is authoritative. The account domain is the same as the
primary domain for a domain controller (DC) and is its default domain. For a machine that is
joined to a domain, the account domain is the SID namespace defined by the local Security
Accounts Manager [MS-SAMR].

ACID: A term that refers to the four properties that any database system must achieve in order to
be considered transactional: Atomicity, Consistency, Isolation, and Durability [GRAY].

active: A state of an attributeSchema or classSchema object that represents part of the schema.
It is possible to instantiate an active attribute or an active class. The opposite term is
defunct.

Active Directory: The Windows implementation of a general-purpose directory service, which
uses LDAP as its primary access protocol. Active Directory stores information about a variety
of objects in the network such as user accounts, computer accounts, groups, and all related
credential information used by Kerberos [MS-KILE]. Active Directory is either deployed as
Active Directory Domain Services (AD DS) or Active Directory Lightweight Directory
Services (AD LDS), which are both described in [MS-ADOD]: Active Directory Protocols
Overview.

Active Directory Domain Services (AD DS): A directory service (DS) implemented by a
domain controller (DC). The DS provides a data store for objects that is distributed across
multiple DCs. The DCs interoperate as peers to ensure that a local change to an object
replicates correctly across DCs. AD DS is a deployment of Active Directory [MS-ADTS].

Active Directory Lightweight Directory Services (AD LDS): A directory service (DS)
implemented by a domain controller (DC). AD LDS is a deployment of Active Directory [MS-
ADTS]. The most significant difference between AD LDS and Active Directory Domain
Services (AD DS) is that AD LDS does not host domain naming contexts (domain NCs). A
server can host multiple AD LDS DCs. Each DC is an independent AD LDS instance, with its
own independent state. AD LDS can be run as an operating system DS or as a directory service
provided by a standalone application (ADAM).

Advanced Encryption Standard (AES): A block cipher that supersedes the Data Encryption
Standard (DES). AES can be used to protect electronic data. The AES algorithm can be used to
encrypt (encipher) and decrypt (decipher) information. Encryption converts data to an
unintelligible form called ciphertext; decrypting the ciphertext converts the data back into its
original form, called plaintext. AES is used in symmetric-key cryptography, meaning that the
same key is used for the encryption and decryption operations. It is also a block cipher,
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meaning that it operates on fixed-size blocks of plaintext and ciphertext, and requires the size of
the plaintext as well as the ciphertext to be an exact multiple of this block size. AES is also
known as the Rijndael symmetric encryption algorithm [FIPS197].

ambiguous name resolution (ANR): A search algorithm that permits a client to search multiple
naming-related attributes on objects by way of a single clause of the form "(anr=value)" in a
Lightweight Directory Access Protocol (LDAP) search filter. This permits a client to query
for an object when the client possesses some identifying material related to the object but does
not know which attribute of the object contains that identifying material.

application naming context (application NC): A specific type of naming context (NC), or an
instance of that type, that supports only full replicas (no partial replicas). An application NC
cannot contain security principal objects in Active Directory Domain Services (AD DS), but
can contain security principal objects in Active Lightweight Directory Services (AD LDS). A
forest can have zero or more application NCs in either AD DS or AD LDS. An application NC
can contain dynamic objects. Application NCs do not appear in the global catalog (GC). The
root of an application NC is an object of class domainDNS.

ASN.1: Abstract Syntax Notation One. ASN.1 is used to describe Kerberos datagrams as a
sequence of components, sent in messages. ASN.1 is described in the following specifications:
ITUX660] for general procedures; [ITUX680] for syntax specification, and [ITUX690] for the
Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished Encoding Rules

(DER) encoding rules.

attribute: An identifier for a single or multivalued data element that is associated with a directory
object. An object consists of its attributes and their values. For example, cn (common name),
street (street address), and mail (email addresses) can all be attributes of a user object. An
attribute's schema, including the syntax of its values, is defined in an attributeSchema object.

attribute syntax: Specifies the format and range of permissible values of an attribute. The syntax
of an attribute is defined by several attributes on the attributeSchema object, as specified in
[MS-ADTS] section 3.1.1.2. Attribute syntaxes supported by Active Directory include Boolean,
Enumeration, Integer, Largelnteger, String(UTC-Time), Object(DS-DN), and String(Unicode).

AttributeStamp: The type of a stamp attached to an attribute.

authentication: The act of proving an identity to a server while providing key material that binds
the identity to subsequent communications.

authorization: The secure computation of roles and accesses granted to an identity.

auxiliary object class: An object class that cannot be instantiated in the directory but can be
either added to, or removed from, an existing object to make its attributes available for use
on that object; or associated with an abstract or structural object class to add its attributes
to that abstract or structural object class.

back link attribute: A constructed attribute whose values include object references (for
example, an attribute of syntax Object(DS-DN)). The back link values are derived from the
values of a related attribute, a forward link attribute, on other objects. If f is the forward
link attribute, one back link value exists on object o for each object r that contains a value
of o for attribute f. The relationship between the forward link attributes and back link
attributes is expressed using the linkId attribute on the attributeSchema objects
representing the two attributes. The forward link's linkId is an even number, and the back
link's linkId is the forward link's linkId plus one. For more information, see [MS-ADTS] section
3.1.1.1.6.

back link value: The value of a back link attribute.

backup domain controller (BDC): A domain controller (DC) that receives a copy of the
domain directory database from the primary domain controller (PDC). This copy is
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synchronized periodically and automatically with the primary domain controller (PDC). BDCs
also authenticate user logons and can be promoted to function as the PDC. There is only one
PDC or PDC emulator in a domain, and the rest are backup domain controllers.

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

Basic Encoding Rules (BER): A set of encoding rules for ASN.1 notation. These encoding
schemes allow the identification, extraction, and decoding of data structures. These encoding
rules are defined in [ITUX690].

big-endian: Multiple-byte values that are byte-ordered with the most significant byte stored in the
memory location with the lowest address.

binary large object (BLOB): A collection of binary data stored as a single entity in a database.

bridgehead domain controller (bridgehead DC): A domain controller (DC) that may
replicate updates to or from DCs in sites other than its own.

broadcast: A style of resource location or data transmission in which a client makes a request to
all parties on a network simultaneously (a one-to-many communication). Also, a mode of
resource location that does not use a name service.

built-in domain: The security identifier (SID) namespace defined by the fixed SID S-1-5-32.
Contains groups that define roles on a local machine such as Backup Operators.

built-in domain SID: The fixed SID S-1-5-32.

canonical name: A syntactic transformation of an Active Directory distinguished name (DN)
into something resembling a path that still identifies an object within a forest. DN "cn=Peter
Houston, ou=NTDEV, dc=microsoft, dc=com" translates to the canonical name
"microsoft.com/NTDEV/Peter Houston", while the DN "dc=microsoft, dc=com" translates to the
canonical name "microsoft.com/".

child naming context (child NC): Given naming contexts (NCs) with their corresponding
distinguished names (DNs) forming a child and parent relationship, the NC in the child
relationship is referred as the child NC. The parent of a child NC must be an NC and is referred
to as the parent naming context (parent NC).

child object, children: An object that is not the root of its tree. The children of an object o are
the set of all objects whose parent is 0. See section 1 of [MS-ADTS] and section 1 of [MS-
DRSR].

claim: An assertion about a security principal expressed as the n-tuple {Identifier, ValueType, m
Value(s) of type ValueType} where m is greater than or equal to 1. A claim with only one Value
in the n-tuple is called a single-valued claim; a claim with more than one Value is called a
multi-valued claim.

code page: An ordered set of characters of a specific script in which a humerical index (code-point
value) is associated with each character. Code pages are a means of providing support for
character sets and keyboard layouts used in different countries. Devices such as the display and
keyboard can be configured to use a specific code page and to switch from one code page (such
as the United States) to another (such as Portugal) at the user's request.

Component Object Model (COM): An object-oriented programming model that defines how
objects interact within a single process or between processes. In COM, clients have access to an
object through interfaces implemented on the object. For more information, see [MS-DCOM].

computer object: An object of class computer. A computer object is a security principal
object; the principal is the operating system running on the computer. The shared secret allows
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the operating system running on the computer to authenticate itself independently of any user
running on the system. See security principal.

configuration naming context (config NC): A specific type of naming context (NC), or an
instance of that type, that contains configuration information. In Active Directory, a single
config NC is shared among all domain controllers (DCs) in the forest. A config NC cannot
contain security principal objects.

connection: A link between two devices that uses the Simple Symmetric Transport Protocol
(SSTP). Each connection can support one or more SSTP sessions.

constructed attribute: An attribute whose values are computed from normal attributes (for read)
and/or have effects on the values of normal attributes (for write).

container: An object in the directory that can serve as the parent for other objects. In the
absence of schema constraints, all objects would be containers. The schema allows only
objects of specific classes to be containers.

control access right: An extended access right that can be granted or denied on an access
control list (ACL).

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

cross-forest trust: A relationship between two forests that enables security principals from
any domain in one forest to authenticate to computers joined to any domain in the other
forest.

crossRef object: An object residing in the partitions container of the config NC that describes
the properties of a naming context (NC), such as its domain naming service name,
operational settings, and so on.

DC functional level: A specification of functionality available in a domain controller (DC). See
[MS-ADTS] section 6.1.4.2 for possible values and a mapping between the possible values and
product versions.

default domain naming context (default domain NC): When Active Directory is operating as
Active Directory Domain Services (AD DS), this is the default naming context (default
NC) of the domain controller (DC). When operating as Active Directory Lightweight
Directory Services (AD LDS), this NC is not defined.

default naming context (default NC): When Active Directory is operating as Active
Directory Domain Services (AD DS), the default naming context (default NC) is the
domain naming context (domain NC) whose full replica is hosted by a domain controller
(DC), except when the DC is a read-only domain controller (RODC), in which case the
default NC is a filtered partial NC replica. When operating as AD DS, a DC's default NC is
the NC of its default NC replica, and the default NC contains the DC's computer object. When
Active Directory is operating as AD LDS, the default NC is the naming context (NC)
specified by the msDS-DefaultNamingContext attribute on the nTDSDSA object for the DC.
See nTDSDSA object.

default schema: The schema of a given version of Active Directory, as defined by [MS-ADSC],
[MS-ADA1], [MS-ADA2], and [MS-ADA3] for AD DS, and as defined by [MS-ADLS] for Active
Directory Lightweight Directory Services (AD LDS).
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defunct: A state of an attributeSchema or classSchema object that represents part of the
schema. It is not possible to instantiate a defunct attribute or a defunct class. The opposite
term is active.

deleted-object: An object that has been deleted, but remains in storage until a configured
amount of time (the deleted-object lifetime) has passed, after which the object is
transformed to a recycled-object. Unlike a recycled-object or a tombstone, a deleted-
object maintains virtually all the state of the object before deletion, and can be undeleted
without loss of information. Deleted-objects exist only when the Recycle Bin optional
feature is enabled.

deleted-object lifetime: The time period that a deleted-object is kept in storage before it is
transformed into a recycled-object.

digest: The fixed-length output string from a one-way hash function that takes a variable-length
input string and is probabilistically unique for every different input string. Also, a cryptographic
checksum of a data (octet) stream.

directory: A forest.

directory object: An Active Directory object, which is a specialization of the "object" concept
that is described in [MS-ADTS] section 1 or [MS-DRSR] section 1, Introduction, under Pervasive
Concepts. An Active Directory object can be identified by the objectGUID attribute of a
dsname according to the matching rules defined in [MS-DRSR] section 5.50, DSNAME. The
parent-identifying attribute (not exposed as an LDAP attribute) is parent. Active Directory
objects are similar to LDAP entries, as defined in [RFC22517; the differences are specified in
[MS-ADTS] section 3.1.1.3.1.

directory service (DS): A service that stores and organizes information about a computer
network's users and network shares, and that allows network administrators to manage users'
access to the shares. See also Active Directory.

directory service agent (DSA): A term from the X.500 directory specification [X501] that
represents a component that maintains and communicates directory information.

discretionary access control list (DACL): An access control list (ACL) that is controlled by
the owner of an object and that specifies the access particular users or groups can have to the
object.

distinguished name (DN): In Lightweight Directory Access Protocol (LDAP), an LDAP
Distinguished Name, as described in [RFC2251] section 4.1.3. The DN of an object is the DN of
its parent, preceded by the RDN of the object. For example: CN=David Thompson, OU=Users,
DC=Microsoft, DC=COM. For definitions of CN and OU, see [RFC2256] sections 5.4 and 5.12,
respectively.

DNS name: A fully qualified domain name (FQDN).

domain: A set of users and computers sharing a common namespace and management
infrastructure. At least one computer member of the set must act as a domain controller (DC)
and host a member list that identifies all members of the domain, as well as optionally hosting
the Active Directory service. The domain controller provides authentication of members,
creating a unit of trust for its members. Each domain has an identifier that is shared among its
members. For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].

domain controller (DC): The service, running on a server, that implements Active Directory, or
the server hosting this service. The service hosts the data store for objects and interoperates
with other DCs to ensure that a local change to an object replicates correctly across all DCs.
When Active Directory is operating as Active Directory Domain Services (AD DS), the DC
contains full NC replicas of the configuration naming context (config NC), schema
naming context (schema NC), and one of the domain NCs in its forest. If the AD DS DC is
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a global catalog server (GC server), it contains partial NC replicas of the remaining
domain NCs in its forest. For more information, see [MS-AUTHSOD] section 1.1.1.5.2 and
[MS-ADTS]. When Active Directory is operating as Active Directory Lightweight Directory
Services (AD LDS), several AD LDS DCs can run on one server. When Active Directory is
operating as AD DS, only one AD DS DC can run on one server. However, several AD LDS DCs
can coexist with one AD DS DC on one server. The AD LDS DC contains full NC replicas of the
config NC and the schema NC in its forest. The domain controller is the server side of
Authentication Protocol Domain Support [MS-APDS].

domain functional level: A specification of functionality available in a domain. Must be less than
or equal to the DC functional level of every domain controller (DC) that hosts a replica of
the domain's naming context (NC). For information on defined levels, corresponding
features, information on how the domain functional level is determined, and supported
domain controllers, see [MS-ADTS] sections 6.1.4.2 and 6.1.4.3. When Active Directory is
operating as Active Directory Lightweight Directory Services (AD LDS), domain
functional level does not exist.

domain joined: A relationship between a machine and some domain naming context (domain
NC) in which they share a secret. The shared secret allows the machine to authenticate to a
domain controller (DC) for the domain.

domain local group: An Active Directory group that allows user objects, global groups, and
universal groups from any domain as members. It can additionally include, and be a member
of, other domain local groups from within its domain. A group object g is a domain local
group if and only if GROUP_TYPE_RESOURCE_GROUP is present in glgroupType; see [MS-
ADTS] section 2.2.12, "Group Type Flags". A security-enabled domain local group is valid for
inclusion within access control lists (ACLs) from its own domain. If a domain is in mixed
mode, then a security-enabled domain local group in that domain allows only user objects
as members.

domain name: A domain name or a NetBIOS name that identifies a domain.

Domain Name System (DNS): A hierarchical, distributed database that contains mappings of
domain names to various types of data, such as IP addresses. DNS enables the location of
computers and services by user-friendly names, and it also enables the discovery of other
information stored in the database.

domain naming context (domain NC): A specific type of naming context (NC), or an instance
of that type, that represents a domain. A domain NC can contain security principal objects;
no other type of NC can contain security principal objects. Domain NCs appear in the
global catalog (GC). A domain NC is hosted by one or more domain controllers (DCs)
operating as AD DS. In AD DS, a forest has one or more domain NCs. A domain NC cannot
exist in AD LDS. The root of a domain NC is an object of class domainDNS; for directory
replication [MS-DRSR], see domainDNS.

domain prefix: A security identifier (SID) of a domain without the relative identifier (RID)
portion. The domain prefix refers to the issuing authority SID. For example, the domain prefix
of S-1-5-21-397955417-626881126-188441444-1010 is S-1-5-21-397955417-626881126-
188441444,

downlevel trust: A trust in which one of the peers is running Windows NT 4.0.
DSA GUID: The objectGUID of a DSA object.

dsname: A tuple that contains between one and three identifiers for an object. The term dsname
does not stand for anything. The possible identifiers are the object's GUID (attribute
objectGuid), security identifier (SID) (attribute objectSid), and distinguished name (DN)
(attribute distinguishedName). A dsname can appear in a protocol message and as an attribute
value (for example, a value of an attribute with syntax Object(DS-DN)). Given a DSName, an
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object can be identified within a set of NC replicas according to the matching rules defined in
[MS-DRSR] section 5.49.

dynamic object: An object with a time-to-die (attribute msDS-Entry-Time-To-Die). The directory
service garbage-collects a dynamic object immediately after its time-to-die has passed. The
constructed attribute entryTTL gives a dynamic object's current time-to-live, that is, the
difference between the current time and msDS-Entry-Time-To-Die. For more information, see

RFC2589].

entry: In Active Directory, a synonym for object.
existing-object: An object that is not a tombstone, deleted-object, or recycled-object.

expunge: To permanently remove an object from a naming context (NC) replica, without
converting it to a tombstone.

Extended-Rights container: A container holding objects that correspond to control access
rights. The container is a child of configuration naming context (config NC) and has
relative distinguished name (RDN) CN=Extended-Rights.

File Replication Service (FRS): One of the services offered by a domain controller (DC),
which is advertised through the Domain Controller Location protocol. The service being offered
to clients is a replicated data storage volume that is associated with the default naming
context (NC). The running or paused state of the FRS on a DC is available through protocols
documented in [MS-ADTS] section 6.3.

filter: In the context of the Lightweight Directory Access Protocol (LDAP), the filter is one of
the parameters in a search request. The filter specifies matching constraints for the candidate
objects.

filtered attribute set: The subset of attributes that are not replicated to the filtered partial NC
replica and the filtered GC partial NC replica. The filtered attribute set is part of the state
of the forest and is used to control the attributes that replicate to a read-only domain
controller (RODC). The searchFlags schema attribute is used to define this set.

filtered GC partial NC replica: An NC replica that contains a schema-specified subset of
attributes for the objects. The attributes consist of the attributes in the GC partial
attribute set (PAS), excluding those present in the filtered attribute set. A filtered GC
partial NC replica is not writable; that is, it does not accept originating updates.

filtered partial NC replica: An NC replica that contains a schema-specified subset of attributes
for the objects it contains. The subset of attributes consists of all the attributes of the objects,
excluding those attributes in the filtered attribute set. A filtered partial NC replica is not
writable; that is, it does not accept originating updates.

flexible single master operation (FSMO): A read or update operation on a naming context
(NC), such that the operation must be performed on the single designated master replica of
that NC. The master replica designation is "flexible" because it can be changed without losing
the consistency gained from having a single master. This term, pronounced "fizmo", is never
used alone; see also FSMO role, FSMO role owner, and FSMO object.

foreign principal object (FPO): A foreignSecurityPrincipal object.

forest: For Active Directory Domain Services (AD DS), a set of naming contexts (NCs)
consisting of one schema naming context (schema NC), one configuration naming
context (config NC), one or more domain naming contexts (domain NCs), and zero or
more application naming contexts (application NCs). Because a set of NCs can be
arranged into a tree structure, a forest is also a set containing one or several trees of NCs. For
AD LDS, a set of NCs consisting of one schema NC, one config NC, and zero or more
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application NCs. (In Microsoft documentation, an AD LDS forest is called a "configuration
set".)

forest functional level: A specification of functionality available in a forest. It must be less than
or equal to the domain controller (DC) functional level of every DC in the forest. See [MS-
ADTS] section 6.1.4.4 for information on how the forest functional level is determined.

forest root domain NC: For Active Directory Domain Services (AD DS), the domain naming
context (domain NC) within a forest whose child is the forest's configuration naming
context (config NC). The fully qualified domain name (FQDN) of the forest root domain
NC serves as the forest's name.

forward link attribute: An attribute whose values include object references (for example, an
attribute of syntax Object(DS-DN)). The forward link values can be used to compute the
values of a related attribute, a back link attribute, on other objects. If an object o refers to
object r in forward link attribute f, and there exists a back link attribute b corresponding
to f, then a back link value referring to o exists in attribute b on object r. The relationship
between the forward and back link attributes is expressed using the linkld attribute on the
attributeSchema objects representing the two attributes. The forward link's linkId is an even
number, and the back link's linkId is the forward link's linkId plus one. A forward link
attribute can exist with no corresponding back link attribute, but not vice-versa. For more
information, see [MS-ADTS].

forward link value: The value of a forward link attribute.

FSMO role: A set of objects that can be updated in only one naming context (NC) replica (the
FSMO role owner's replica) at any given time. For more information, see [MS-ADTS] section
3.1.1.1.11. See also FSMO role owner.

FSMO role object: An object in a directory that represents a specific FSMO role. This object is
an element of the FSMO role and contains the fSMORoleOwner attribute.

FSMO role owner: The domain controller (DC) holding the naming context (NC) replica in
which the objects of a FSMO role can be updated.

full NC replica: A naming context (NC) replica that contains all the attributes of the objects
it contains. A full replica accepts originating updates.

fully qualified domain name (FQDN): (1) An unambiguous domain name that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035] section
3.1 and [RFC2181] section 11.

(2) In Active Directory, a fully qualified domain name (FQDN) (1) that identifies a
domain.

garbage collection: The process of identifying logically deleted objects (also known as
tombstones) and link values that have passed their tombstone lifetime, and then
permanently removing these objects from a naming context (NC) replica. Garbage
collection does not generate replication traffic.

GC partial attribute set (PAS): The subset of attributes that replicate to a GC partial NC
replica. A particular GC partial attribute set (PAS) is part of the state of the forest and is
used to control the attributes that replicate to global catalog servers (GC servers). The
isMemberOfPartialAttributeSet schema attribute is used to define this set.

GC partial NC replica: An NC replica that contains a schema-specified subset of attributes for
the objects it contains. The subset of attributes consists of the attributes in the GC partial
attribute set (PAS). A GC partial NC replica is not writable; for example, it does not accept
originating updates.
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global catalog (GC): A unified partial view of multiple naming contexts (NCs) in a distributed
partitioned directory. The Active Directory directory service GC is implemented by GC
servers. The definition of global catalog is specified in [MS-ADTS] section 3.1.1.1.8.

global catalog server (GC server): A domain controller (DC) that contains a naming context
(NC) replica (one full, the rest partial) for each domain naming context in the forest.

global group: An Active Directory group that allows user objects from its own domain and
global groups from its own domain as members. Also called domain global group. Universal
groups can contain global groups. A group object g is a global group if and only if
GROUP_TYPE_ACCOUNT_GROUP is present in g! groupType; see [MS-ADTS] section 2.2.12,
"Group Type Flags". A global group that is also a security-enabled group is valid for
inclusion within ACLs anywhere in the forest. If a domain is in mixed mode, then a global
group in that domain that is also a security-enabled group allows only user object as
members. See also domain local group, security-enabled group.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

group: A collection of objects that can be treated as a whole.

group object: In Active Directory, a group object has an object class group. A group has a
forward link attribute member; the values of this attribute either represent elements of the
group (for example, objects of class user or computer) or subsets of the group (objects of
class group). The representation of group subsets is called "nested group membership". The
back link attribute memberOf enables navigation from group members to the groups
containing them. Some groups represent groups of security principals and some do not and
are, for instance, used to represent email distribution lists.

Group Policy: A mechanism that allows the implementer to specify managed configurations for
users and computers in an Active Directory service environment.

GUID-based DNS name: The domain naming service name of a domain controller (DC),
constructed by concatenating the dashed string representation of the objectGuid of the DC's
nTDSDSA object, the string "._msdcs.", and the syntactic transformation of the root domain's
distinguished name (DN) to a domain naming service name. If a DC's DSA GUID is
"52f6c43b-99ec-4040-a2b0-e9ebf2ec02b8", and the forest root domain NC's DNS name is
"fabrikam.com", then the GUID-based DNS name of the DC is "52f6c43b-99ec-4040-a2b0-
e9ebf2ec02b8. msdcs.fabrikam.com".

GUIDString: A GUID in the form of an ASCII or Unicode string, consisting of one group of 8
hexadecimal digits, followed by three groups of 4 hexadecimal digits each, followed by one
group of 12 hexadecimal digits. It is the standard representation of a GUID, as described in
[RFC4122] section 3. For example, "6B29FC40-CA47-1067-B31D-00DD010662DA". Unlike a
curly braced GUID string, a GUIDString is not enclosed in braces.

inbound trust: A trust relationship between two domains, from the perspective of the domain
that is trusted to perform authentication.

inheritance: See object class inheritance.

interdomain trust account: An account that stores information associated with a domain trust
in the domain controllers (DCs) of the domain that is trusted to perform authentication.

intersite topology generator (ISTG): A domain controller (DC) within a given site that
computes an NC replica graph for each NC replica on any DC in its site. This DC creates,
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updates, and deletes corresponding nTDSConnection objects for edges directed from NC
replicas in other sites to NC replicas in its site.

invocation ID: The invocationld attribute. An attribute of an nTDSDSA object. Its value is a
unique identifier for a function that maps from update sequence numbers (USNs) to
updates to the NC replicas of a domain controller (DC). See also nTDSDSA object.

JavaScript Object Notation (JSON): A text-based, data interchange format that is used to
transmit structured data, typically in Asynchronous JavaScript + XML (AJAX) web applications,
as described in [RFC7159]. The JSON format is based on the structure of ECMAScript (Jscript,
JavaScript) objects.

Kerberos: An authentication system that enables two parties to exchange private information
across an otherwise open network by assigning a unique key (called a ticket) to each user that
logs on to the network and then embedding these tickets into messages sent by the users. For
more information, see [MS-KILE].

Knowledge Consistency Checker (KCC): A component of the Active Directory replication that
is used to create spanning trees for domain controller to domain controller replication and
to translate those trees into settings of variables that implement the replication topology.

LDAP connection: A TCP connection from a client to a server over which the client sends
Lightweight Directory Access Protocol (LDAP) requests and the server sends responses to the
client's requests.

LDAP Data Interchange Format (LDIF): A standard that defines how to import and export
directory data between directory servers that use the Lightweight Directory Access Protocol
(LDAP), as described in [RFC2849].

LDAP ping: A specific Lightweight Directory Access Protocol (LDAP) search that returns
information about whether services are live on a domain controller (DC).

Lightweight Directory Access Protocol (LDAP): The primary access protocol for Active
Directory. Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol,
established by the Internet Engineering Task Force (IETF), which allows users to query and
update information in a directory service (DS), as described in [MS-ADTS]. The Lightweight
Directory Access Protocol can be either version 2 [RFC1777] or version 3 [REC3377].

lingering object: An object that still exists in an NC replica even though it has been deleted and
garbage-collected from other replicas. This occurs, for instance, when a domain controller
(DC) goes offline for longer than the tombstone lifetime.

link attribute: A forward link attribute or a back link attribute.
link value: The value of a link attribute.

local domain controller (local DC): A domain controller (DC) on which the current method is
executing.

Lost and Found container: A container holding objects in a given naming context (NC) that do
not have parent objects due to add and remove operations that originated on different domain
controllers (DCs). The container is a child of the NC root and has RDN CN=LostAndFound in
domain NCs and CN=LostAndFoundConfig in config NCs.

mailslot: A form of datagram communication using the Server Message Block (SMB) protocol, as

specified in [MS-MAIL].

mailslot ping: A specific mailslot request that returns information about whether services are live
on a domain controller (DC).

35/637

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation
Release: June 25, 2021


https://go.microsoft.com/fwlink/?linkid=842522
https://go.microsoft.com/fwlink/?LinkId=90389
https://go.microsoft.com/fwlink/?LinkId=90290
https://go.microsoft.com/fwlink/?LinkID=91337
%5bMS-MAIL%5d.pdf#Section_8ea19aa46e5a4aedb6280b5cd75a1ab9

marshal: To encode one or more data structures into an octet stream using a specific remote
procedure call (RPC) transfer syntax (for example, marshaling a 32-bit integer).

Messaging Application Programming Interface (MAPI): A Windows programming interface
that enables email to be sent from within a Windows application.

mixed mode: A state of an Active Directory domain that supports domain controllers (DCs)
running Windows NT Server 4.0 operating system. Mixed mode does not allow organizations to
take advantage of new Active Directory features such as universal groups, nested group
membership, and interdomain group membership. See also native mode.

most specific object class: In a sequence of object classes related by inheritance, the class
that none of the other classes inherits from. The special object class top is less specific than
any other class.

multi-valued claim: A claim with more than one Value in the n-tuple {Identifier, ValueType, m
Value(s) of type ValueType}.

name service provider interface (NSPI): A method of performing address-book-related
operations on Active Directory.

naming context (NC): An NC is a set of objects organized as a tree. It is referenced by a
DSName. The DN of the DSName is the distinguishedName attribute of the tree root. The
GUID of the DSName is the objectGUID attribute of the tree root. The security identifier
(SID) of the DSName, if present, is the objectSid attribute of the tree root; for Active
Directory Domain Services (AD DS), the SID is present if and only if the NC is a domain
naming context (domain NC). Active Directory supports organizing several NCs into a tree
structure.

NC replica: A variable containing a tree of objects whose root object is identified by some
naming context (NC).

NC replica graph: A directed graph containing NC replicas as nodes and repsFrom tuples as
inbound edges by which originating updates replicate from each full replica of a given
naming context (NC) to all other NC replicas of the NC, directly or transitively.

NetBIOS: A particular network transport that is part of the LAN Manager protocol suite. NetBIOS
uses a broadcast communication style that was applicable to early segmented local area
networks. A protocol family including name resolution, datagram, and connection services. For
more information, see [RFC1001] and [RFC1002].

NetBIOS domain name: The name registered by domain controllers (DCs) on [1C] records of
the NBNS (WINS) server (see section 6.3.4). For details of NetBIOS name registration, see [MS-
WPQ] sections 7.1.4 and 10.4.

NetBIOS Name Service (NBNS): The name service for NetBIOS. For more information, see
[RFC1001] and [RFC1002].

Netlogon: A component that authenticates a computer and provides other services. The
running/paused state of Netlogon on a domain controller (DC) is available through protocols
documented in [MS-ADTS] section 6.3.

nonreplicated attribute: An attribute whose values are not replicated between naming context
(NC) replicas. The nonreplicated attributes of an object are, in effect, local variables of the
domain controller (DC) hosting the NC replica containing that object, since changes to these
attributes have no effect outside that DC.

nTDSDSA object: An object of class nTDSDSA that is always located in the configuration
naming context (config NC). This object represents a domain controller (DC) in the
forest. See [MS-ADTS] section 6.1.1.2.2.1.2.1.1.
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NULL GUID: A GUID of all zeros.

object: A set of attributes, each with its associated values. For more information on objects, see
[MS-ADTS] section 1 or [MS-DRSR] section 1.

object class: A set of restrictions on the construction and update of objects. An object class can
specify a set of must-have attributes (every object of the class must have at least one value of
each) and may-have attributes (every object of the class may have a value of each). An object
class can also specify the allowable classes for the parent object of an object in the class. An
object class can be defined by single inheritance; an object whose class is defined in this way
is a member of all object classes used to derive its most specific class. An object class is
defined in a classSchema object. See section 1 of [MS-ADTS] and section 1 of [MS-DRSR].

object class name: The IDAPDisplayName of the classSchema object of an object class. This
document consistently uses object class names to denote object classes; for example, user
and group are both object classes. The correspondence between Lightweight Directory
Access Protocol (LDAP) display names and numeric object identifiers (OIDs) in the Active
Directory schema is defined in the appendices of these documents: [MS-ADSC], [MS-ADA1],
[MS-ADA2], and [MS-ADA3].

object identifier (OID): In the Lightweight Directory Access Protocol (LDAP), a sequence of
numbers in a format described by [RFC1778]. In many LDAP directory implementations, an OID
is the standard internal representation of an attribute. In the directory model used in this
specification, the more familiar IdapDisplayName represents an attribute.

object of class x (or x object): An object o such that one of the values of its objectClass
attributes is x. For instance, if objectClass contains the value user, o is an object of class user.
This is often contracted to "user object".

object reference: An attribute value that references an object. Reading a reference gives the
distinguished name (DN) of the object.

operational attribute: An attribute that is returned only when requested by name in a
Lightweight Directory Access Protocol (LDAP) search request. An LDAP search request
requesting "all attributes" does not return operational attributes and their values.

optional feature: A non-default behavior that modifies the Active Directory state model. An
optional feature is enabled or disabled in a specific scope, such as a forest or a domain. For
more information, refer to [MS-ADTS] section 3.1.1.9.

organization: A collection of forests, including the current forest, whose
TRUST_ATTRIBUTE_CROSS_ORGANIZATION bit of the Trust attribute ([MS-ADTS] section
6.1.6.7.9) of the trusted domain object (TDO) is not set.

oriented tree: A directed acyclic graph such that for every vertex v, except one (the root), there
is a unique edge whose tail is v. There is no edge whose tail is the root. For more information,
see [KNUTH1] section 2.3.4.2.

originating update: An update that is performed to an NC replica via any protocol except
replication. An originating update to an attribute or link value generates a new stamp for the
attribute or link value.

outbound trust: A trust relationship between two domains, from the perspective of the domain
that trusts another domain to perform authentication.

parent naming context (parent NC): Given naming contexts (NCs) with their corresponding
distinguished names (DNs) forming a child and parent relationship, the NC in the parent
relationship is referred as the parent NC.
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parent object: An object is either the root of a tree of objects or has a parent. If two objects have
the same parent, they must have different values in their relative distinguished names
(RDNSs). See also, object in section 1 of [MS-ADTS] and section 1 of [MS-DRSR].

partial attribute set (PAS): The subset of attributes that replicate to partial naming context
(NC) replicas. Also, the particular partial attribute set that is part of the state of a forest and
that is used to control the attributes that replicate to global catalog (GC) servers.

partial NC replica: An NC replica that contains a schema-specified subset of attributes for the
objects it contains. A partial NC replica is not writable—it does not accept originating
updates. See also writable NC replica.

Partitions container: A child object of the configuration naming context (config NC) root.
The relative distinguished name (RDN) of the Partitions container is "cn=Partitions" and
its class is crossRefContainer ([MS-ADTS] section 2.30). See also crossRef object.

prefix table: A data structure that is used to translate between an object identifier (OID) and a
compressed representation for OIDs. See [MS-DRSR] section 5.14.

primary domain controller (PDC): A domain controller (DC) designated to track changes
made to the accounts of all computers on a domain. It is the only computer to receive these
changes directly, and is specialized so as to ensure consistency and to eliminate the potential for
conflicting entries in the Active Directory database. A domain has only one PDC.

primary group: The group object ([MS-ADSC] section 2.53) identified by the primaryGroupID
attribute ([MS-ADA3] section 2.120) of a user object ([MS-ADSC] section 2.263). The
primary group's objectSid attribute ([MS-ADA3] section 2.45) equals the user's objectSid,
with its relative identifier (RID) portion replaced by the primaryGroupID value. The user is
considered a member of its primary group.

principal: A unique entity identifiable by a security identifier (SID) that is typically the
requester of access to securable objects or resources. It often corresponds to a human user but
can also be a computer or service. It is sometimes referred to as a security principal.

privilege: The right of a user to perform system-related operations, such as debugging the
system. A user's authorization context specifies what privileges are held by that user.

property set: A set of attributes, identified by a GUID. Granting access to a property set grants
access to all the attributes in the set.

RDN attribute: The attribute used in a relative distinguished name (RDN). In the RDN
"cn=Peter Houston" the RDN attribute is cn. In the Active Directory directory service, the
RDN attribute of an object is determined by the 88 object class or the most specific
structural object class of the object.

read permission: The authorization to read an attribute of an object. For more information, see
[MS-ADTS] section 5.1.3.

read-only domain controller (RODC): A domain controller (DC) that does not accept
originating updates. Additionally, an RODC does not perform outbound replication. An RODC
cannot be the primary domain controller (PDC) for its domain.

read-only full NC replica: An NC replica that contains all attributes of the objects it contains,
and does not accept originating updates.

Recycle Bin: An optional feature that modifies the state model of object deletions and
undeletions, making undeletion of deleted-objects possible without loss of the object's
attribute values. For more information, see [MS-ADTS] section 3.1.1.9.1.
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recycled-object: An object that has been deleted, but remains in storage until a configured
amount of time (the tombstone lifetime) has passed, after which the object is permanently
removed from storage. Unlike a deleted-object, most of the state of the object has been
removed, and the object can no longer be undeleted without loss of information. By keeping
the recycled-object in existence for the tombstone lifetime, the deleted state of the object
is able to replicate. Recycled-objects exist only when the Recycle Bin optional feature is
enabled.

relative distinguished name (RDN): The name of an object relative to its parent. This is the
leftmost attribute-value pair in the distinguished name (DN) of an object. For example, in
the DN "cn=Peter Houston, ou=NTDEV, dc=microsoft, dc=com", the RDN is "cn=Peter
Houston". For more information, see [RFC2251].

relative identifier (RID): The last item in the series of SubAuthority values in a security
identifier (SID) [SIDD]. It distinguishes one account or group from all other accounts and
groups in the domain. No two accounts or groups in any domain share the same RID.

remote procedure call (RPC): A communication protocol used primarily between client and
server. The term has three definitions that are often used interchangeably: a runtime
environment providing for communication facilities between computers (the RPC runtime); a set
of request-and-response message exchanges between computers (the RPC exchange); and the
single message from an RPC exchange (the RPC message). For more information, see [C706].

replica: A variable containing a set of objects.

replicated attribute: An attribute whose values are replicated to other NC replicas. An
attribute is replicated if its attributeSchema object o does not have a value for the
systemFlags attribute, or if the FLAG_ATTR_NOT_REPLICATED bit (bit 0) of o! systemFlags is
zero.

replicated update: An update performed to a naming context (NC) replica by the replication
system, to propagate the effect of an originating update at another NC replica. The stamp
assigned during the originating update to attribute values or a link value is preserved by
replication.

replication: The process of propagating the effects of all originating writes to any replica of a
naming context (NC), to all replicas of the NC. If originating writes cease and replication
continues, all replicas converge to a common application-visible state.

replication cycle: Sometimes referred to simply as "cycle". A series of one or more replication
responses associated with the same invocationId, concluding with the return of a new up-to-
date vector.

replication latency: The time lag between a final originating update to a naming context (NC)
replica and all NC replicas reaching a common application-visible state.

Rivest-Shamir-Adleman (RSA): A system for public key cryptography. RSA is specified in
RFC8017].

root directory system agent-specific entry (rootDSE): The logical root of a directory server,
whose distinguished name (DN) is the empty string. In the Lightweight Directory Access
Protocol (LDAP), the rootDSE is a nameless entry (a DN with an empty string) containing the
configuration status of the server. Access to this entry is typically available to unauthenticated
clients. The rootDSE contains attributes that represent the features, capabilities, and
extensions provided by the particular server.

root domain: The unique domain naming contexts (domain NCs) of an Active Directory
forest that is the parent of the forest's config NC. The config NC's relative distinguished
name (RDN) is "cn=Configuration" relative to the root object of the root domain. The root
domain is the domain that is created first in a forest.
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RPC transport: The underlying network services used by the remote procedure call (RPC) runtime
for communications between network nodes. For more information, see [C706] section 2.

SASL: The Simple Authentication and Security Layer, as described in [RFC2222]. This is an
authentication mechanism used by the Lightweight Directory Access Protocol (LDAP).

schema: The set of attributes and object classes that govern the creation and update of
objects.

schema container: The root object of the schema naming context (schema NC).

schema naming context (schema NC): A specific type of naming context (NC) or an instance
of that type. A forest has a single schema NC, which is replicated to each domain controller
(DC) in the forest. No other NC replicas can contain these objects. Each attribute and class
in the forest's schema is represented as a corresponding object in the forest's schema NC. A
schema NC cannot contain security principal objects.

schema object: An object that defines an attribute or an object class. Schema objects are
contained in the schema naming context (schema NC).

secret attribute: Any of the following attributes: currentValue, dBCSPwd, initialAuthIncoming,
initialAuthOutgoing, ImPwdHistory, ntPwdHistory, priorValue, supplementalCredentials,
trustAuthIncoming, trustAuthOutgoing, and unicodePwd.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL supports
server and, optionally, client authentication using X.509 certificates [X509] and [RFC5280].
SSL is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL
version 3.0 [SSL3].

security context: A data structure containing authorization information for a particular security
principal in the form of a collection of security identifiers (SIDs). One SID identifies the
principal specifically, whereas others represent other capabilities. A server uses the
authorization information in a security context to check access to requested resources.

security descriptor: A data structure containing the security information associated with a
securable object. A security descriptor identifies an object's owner by its security
identifier (SID). If access control is configured for the object, its security descriptor
contains a discretionary access control list (DACL) with SIDs for the security principals
who are allowed or denied access. Applications use this structure to set and query an object's
security status. The security descriptor is used to guard access to an object as well as to
control which type of auditing takes place when the object is accessed. The security
descriptor format is specified in [MS-DTYP] section 2.4.6; a string representation of security
descriptors, called SDDL, is specified in [MS-DTYP] section 2.5.1.

security identifier (SID): An identifier for security principals that is used to identify an account
or a group. Conceptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority,
termed the relative identifier (RID). The SID format is specified in [MS-DTYP] section 2.4.2;
a string representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD] section
1.1.1.2.

security principal: A unique entity, also referred to as a principal, that can be authenticated by
Active Directory. It frequently corresponds to a human user, but also can be a service that
offers a resource to other security principals. Other security principals might be a group, which
is a set of principals. Groups are supported by Active Directory.

security principal object: An object that corresponds to a security principal. A security
principal object contains an identifier, used by the system and applications to name the
principal, and a secret that is shared only by the principal. In Active Directory, a security
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principal object has the objectSid attribute. In Active Directory, the user, computer, and
group object classes are examples of security principal object classes (though not every
group object is a security principal object). In AD LDS, any object containing the msDS-
BindableObject auxiliary class is a security principal. See also computer object, group
object, and user object.

security-enabled group: A group object with GROUP_TYPE_SECURITY_ENABLED present in its
groupType attribute. Only security-enabled groups are added to a security context. See
also group object.

server object: A class of object in the configuration naming context (config NC). A server
object can have an nTDSDSA object as a child.

service principal name (SPN): The name a client uses to identify a service for mutual
authentication. For more information, see [MS-ADTS] section 2.2.21 (Service Principal Name)
and [RFC1964] section 2.1.1.

simple bind: A bind with the simple authentication option enabled according to [RFC2251].

Simple Mail Transfer Protocol (SMTP): A member of the TCP/IP suite of protocols that is used
to transport Internet messages, as described in [RFC53217.

single-valued claim: A claim with only one Value in the n-tuple {Identifier, ValueType, m
Value(s) of type ValueType}.

site: A collection of one or more well-connected (reliable and fast) TCP/IP subnets. By defining
sites (represented by site objects) an administrator can optimize both Active Directory
access and Active Directory replication with respect to the physical network. When users log
in, Active Directory clients find domain controllers (DCs) that are in the same site as the
user, or near the same site if there is no DC in the site. See also Knowledge Consistency
Checker (KCC). For more information, see [MS-ADTS].

site object: An object of class site, representing a site.

site settings object: For a given site with site object s, its site settings object o is the child of
s such that o is of class nTDSSiteSettings and the relative distinguished name (RDN) of 0 is
CN=NTDS Site Settings. See also site object.

SRV record: A type of information record in DNS that maps the name of a service to the DNS
name of a server that offers that service. domain controllers (DCs) advertise their
capabilities by publishing SRV records in DNS.

SSL/TLS handshake: The process of negotiating and establishing a connection protected by
Secure Sockets Layer (SSL) or Transport Layer Security (TLS). For more information, see

[SSL3] and [RFC2246].

stamp: Information that describes an originating update by a domain controller (DC). The
stamp is not the new data value; the stamp is information about the update that created the
new data value. A stamp is often called metadata, because it is additional information that
"talks about" the conventional data values. A stamp contains the following pieces of
information: the unique identifier of the DC that made the originating update; a sequence
number characterizing the order of this change relative to other changes made at the originating
DC; a version number identifying the number of times the data value has been modified; and
the time when the change occurred.

structural object class: An object class that is not an 88 object class and can be instantiated
to create a new object.

SubAuthority: A variable-length array of unsigned, 32-bit integer values that is part of a security
identifier (SID). Each of these values is called a SubAuthority. All SubAuthority values
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excluding the last one collectively identify a domain. The last value, termed as the relative
identifier (RID), identifies a particular group or account relative to the domain. For more
information, see [SIDD].

subordinate reference object (sub-ref object): The naming context (NC) root of a parent
NC has a list of all the NC roots of its child NCs in the subRefs attribute ([MS-ADA3] section
2.282). Each entry in this list is a subordinate reference and the object named by the entry is
denominated a subordinate reference object. An object is a subordinate reference object
if and only if it is in such a list. If a server has replicas of both an NC and its child NC, then
the child NC root is the subordinate reference object, in the context of the parent NC. If
the server does not have a replica of the child NC, then another object, with
distinguishedName ([MS-ADA1] section 2.177) and objectGUID ([MS-ADA3] section 2.44)
attributes equal to the child NC root, is present in the server and is the subordinate
reference object.

system access control list (SACL): An access control list (ACL) that controls the generation
of audit messages for attempts to access a securable object. The ability to get or set an object's
SACL is controlled by a privilege typically held only by system administrators.

ticket-granting ticket (TGT): A special type of ticket that can be used to obtain other tickets.
The TGT is obtained after the initial authentication in the Authentication Service (AS) exchange;
thereafter, users do not need to present their credentials, but can use the TGT to obtain
subsequent tickets.

tombstone: An object that has been deleted, but remains in storage until a configured amount of
time (the tombstone lifetime) has passed, after which the object is permanently removed
from storage. By keeping the tombstone in existence for the tombstone lifetime, the deleted
state of the object is able to replicate. Tombstones exist only when the Recycle Bin optional
feature is not enabled.

tombstone lifetime: The amount of time a deleted directory object remains in storage before it is
permanently deleted. To avoid inconsistencies in object deletion, the tombstone lifetime is
configured to be many times longer than the worst-case replication latency.

top level name (TLN): The DNS name of the forest root domain NC.

transitive membership: An indirect group membership that occurs when an object is a member
of a group that is a member of a second group. The object is a member of the second group
through a transitive membership.

Transmission Control Protocol (TCP): A protocol used with the Internet Protocol (IP) to send
data in the form of message units between computers over the Internet. TCP handles keeping
track of the individual units of data (called packets) that a message is divided into for efficient
routing through the Internet.

Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in [X509]).
TLS is standardized in the IETF TLS working group.

trust: To accept another authority's statements for the purposes of authentication and
authorization, especially in the case of a relationship between two domains. If domain A
trusts domain B, domain A accepts domain B's authentication and authorization
statements for principals represented by security principal objects in domain B; for
example, the list of groups to which a particular user belongs. As a noun, a trust is the
relationship between two domains described in the previous sentence.

trust object: An object representing a trust.
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trust secret: A pair of keys used to encrypt or sign sensitive protocol data between two trust
authorities, such as domain controllers.

trusted domain object (TDO): A collection of properties that define a trust relationship with
another domain, such as direction (outbound, inbound, or both), trust attributes, name, and
security identifier of the other domain. For more information, see [MS-ADTS].

TTL-DN: An alternative form of distinguished name (DN), applicable only to values of link valued
attributes, that includes the time until the link is no longer returned to LDAP clients.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

universal group: An Active Directory group that allows user objects, global groups, and
universal groups from anywhere in the forest as members. A group object g is a universal
group if and only if GROUP_TYPE_UNIVERSAL_GROUP is present in g! groupType. A security-
enabled universal group is valid for inclusion within ACLs anywhere in the forest. If a domain is
in mixed mode, then a universal group cannot be created in that domain. See also domain
local group, security-enabled group.

universally unique identifier (UUID): A 128-bit value. UUIDs can be used for multiple
purposes, from tagging objects with an extremely short lifetime, to reliably identifying very
persistent objects in cross-process communication such as client and server interfaces, manager
entry-point vectors, and RPC objects. UUIDs are highly likely to be unique. UUIDs are also
known as globally unique identifiers (GUIDs) and these terms are used interchangeably in
the Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does
not imply or require a specific algorithm or mechanism to generate the UUID. Specifically, the
use of this term does not imply or require that the algorithms described in [RFC4122] or [C706]
must be used for generating the UUID.

update: An add, modify, or delete of one or more objects or attribute values. See originating
update, replicated update.

update sequence number (USN): A monotonically increasing sequence number used in
assigning a stamp to an originating update. For more information, see [MS-ADTS].

uplevel trust: A trust in which both peers are running Windows 2000 or later domain controllers.

User Datagram Protocol (UDP): The connectionless protocol within TCP/IP that corresponds to
the transport layer in the ISO/OSI reference model.

user object: An object of class user. A user object is a security principal object; the principal is a
person or service entity running on the computer. The shared secret allows the person or
service entity to authenticate itself, as described in ([MS-AUTHSOD] section 1.1.1.1).

UTF-16: A standard for encoding Unicode characters, defined in the Unicode standard, in which the
most commonly used characters are defined as double-byte characters. Unless specified
otherwise, this term refers to the UTF-16 encoding form specified in [UNICODES5.0.0/2007]
section 3.9.

UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF-8 encoding form specified in
[UNICODE5.0.0/2007] section 3.9.

Virtual List View (VLV) search: Refers to a Lightweight Directory Access Protocol (LDAP)
search operation that enables the server to return a contiguous subset of a large search result
set. LDAP controls LDAP_CONTROL_VLVREQUEST and LDAP_CONTROL_VLVRESPONSE (section
3.1.1.3.4.1.17) that are used to perform a VLV search.
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well-known object (WKO): An object within an naming context (NC) that can be located
using a fixed globally unique identifier (GUID).

Windows error code: A 32-bit quantity where zero represents success and nonzero represents
failure. The specific failure codes are specified in [MS-ERREF].

Windows security descriptor: See security descriptor.

writable naming context (NC) replica: A nhaming context (NC) replica that accepts originating
updates. A writable NC replica is always full, but a full NC replica is not always writable.
Partial replicas are not writable. See also read-only full NC replica.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.
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1.3 Overview

This is the primary specification for Active Directory. The state model for this specification is
prerequisite to the other specifications for Active Directory: [MS-DRSR] and [MS-SRPL].

Active Directory is either deployed as AD DS or as AD LDS. This document describes both forms.
When the specification does not refer specifically to AD DS or AD LDS, it applies to both.

The remainder of this section describes the structure of this document.

The basic state model is specified in section 3.1.1.1. The basic state model is prerequisite to the
remainder of the document. Section 3.1.1.1 also includes descriptive content to introduce key
concepts and refer to places in the document where the full specification is given.

The schema completes the state model and is specified in section 3.1.1.2. The schema is prerequisite
to the remainder of the document.

Active Directory is a server for LDAP. Section 3.1.1.3 specifies the extensions and variations of LDAP
that are supported by Active Directory.

LDAP is an access protocol that determines very little about the behavior of the data being accessed.
Section 3.1.1.4 specifies read (LDAP Search) behaviors, and section 3.1.1.5 specifies update (LDAP
Add, Modify, Modify DN, Delete) behaviors. Section 3.1.1.6 specifies background tasks required due to
write operations, to the extent that those tasks are exposed by protocols.

One of the update behaviors is the maintenance of the change log for use by Windows NT 4.0 backup
domain controller (BDC) replication [MS-NRPC] section 3.6. The maintenance of this change log is
specified in section 3.1.1.7.

The security services that Active Directory offers clients of LDAP are specified in section 5.1.

Active Directory contains a number of objects, visible through LDAP, that have special significance to
the system. Section 6.1 specifies these objects.

A server running Active Directory is part of a distributed system that performs replication. The
Knowledge Consistency Checker (KCC) is a component that is used to create spanning trees for
DC-to-DC replication, and is specified in section 6.2.

A server running Active Directory is responsible for publishing the services that it offers, in order to
eliminate the administrative burden of configuring clients to use particular servers running Active
Directory. A server running Active Directory also implements the server side of the LDAP ping and
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mailslot ping protocols to aid clients in selecting among all the servers offering the same service.
Section 6.3 specifies how a server running Active Directory publishes its services, and how a client
needing some service can use this publication plus the LDAP ping or mailslot ping to locate a suitable
server.

Computers in a network with Active Directory can be put into a state called "domain joined"; when in
this state, the computer can authenticate itself. Section 6.4 specifies both the state in Active Directory
and the state on a computer required for the domain joined state.

Each type of data stored in Active Directory has an associated function that compares two values to
determine if they are equal and, if not, which is greater. Section 3.1.1.2 specifies all but one of these
functions; the methodology for comparing two Unicode strings is specified in section 6.5.

1.4 Relationship to Other Protocols

This is the primary specification for Active Directory. The state model for this specification is
prerequisite to the specification for Active Directory described in [MS-DRSR]. This Active Directory
Technical Specification depends on the following protocols:

= Lightweight Directory Access Protocol (LDAP)

= Remote Procedure Call (RPC)

= Domain Name System (DNS)

| Active Directory |
| Technical Specification [

|
|

LDAP RPC

DNS

TCP/IP

Figure 1: Protocol and technical specification relationships

Other protocols make use of implementations of the Active Directory Technical Specification as a data
store.

1.5 Prerequisites/Preconditions

Active Directory requires an IP network and a DNS infrastructure.

1.6 Applicability Statement

Active Directory is not suitable for storing very large attribute values because, for instance, there is
no provision for check-pointing a large data transfer to allow restart after a failure. The bandwidth and
latency of typical networks makes Active Directory unsuitable for storing volatile data in replicated
attributes. Active Directory is especially suitable for storing security account data, including
passwords, and email address book data.
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1.7 Versioning and Capability Negotiation

Capability negotiation is performed using the root DSE as described in section 3.1.1.3.2.

1.8 Vendor-Extensible Fields

LDAP is not extensible by Active Directory applications. Applications extend the directory by
adding objects, including schema objects to control the application objects.

1.9 Standards Assignments

Active Directory's extensions and variations of LDAP have no standards assignments. AD DS uses
private allocations for its LDAP global catalog (GC) port (3268) and LDAP GC port with Secure
Sockets Layer (SSL)/Transport Layer Security (TLS) (3269).
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2 Messages

The following sections specify how LDAP is transported and denote common information such as bit
flag values.

2.1 Transport

LDAP transport is specified in section 3.1.1.3, and in [RFC2251] section 5 (for LDAPv3), in [RFC1777
section 3 (for LDAPv2), and in [RFC1798] section 3.1 (for both LDAPv2 and LDAPv3).

When sending any control to the DC which does not require a controlValue field, the client sets the
controlValue field of the Control structure to an OctetString of length zero and explicitly encodes this
rather than omitting the controlValue field as indicated in [RFC2251] section 4.12.1. The server MUST
ignore any controlValue provided in such requests.

2.2 Message Syntax

This section specifies types and data structures used in the remainder of this document. These type
specifications reference the following:

= DWORD and FILETIME types: [MS-DTYP] sections 2.2.9 and 2.3.3.

= repsFrom, repsTo, replUpToDateVector abstract attributes of an NC replica: [MS-DRSR] sections
5.172, 5.173, and 5.166.

= ReplUpToDateVector abstract type of a NC replica: [MS-DRSR] section 5.166.

= kCCFailedConnections, kCCFailedLinks, RPCClientContexts, RPCOutgoingContexts,
IdapConnections, and replicationQueue variables of a DC: [MS-DRSR] sections 5.111, 5.112,
5.177,5.178, 5.116, and 5.164.

= Stamp variable of an attribute: [MS-DRSR] section 5.11.
= Stamp variable of a link value: [MS-DRSR] section 5.118.

= DS_REPL_ATTR_META_DATA_2, DS_REPL_CURSOR_3W, DS_REPL_KCC_DSA_FAILUREW,
DS_REPL_NEIGHBORW, DS_REPL_OPW, DS_REPL_VALUE_META_DATA_2 types: [MS-DRSR]
section 4.1.13.1.

= IDL_DRSGetReplInfo method: [MS-DRSR] section 4.1.13.

2.2.1 LCID-Locale Mapping Table

The following table maps Windows locales (for example, French - France, Irish - Ireland) to numeric
identifiers called locale identifiers (LCIDs). These numeric identifiers are used as input to the Unicode
string comparison function specified in section 6.5. They are also used to name Display Specifier
containers, specified in section 6.1.1.2.3, "Display Specifiers Container".

LCID Language Location
0436 Afrikaans South Africa
041c Albanian Albania
0401 Arabic Saudi Arabia
0801 Arabic Iraq
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LCID Language Location

0c01 Arabic Egypt

1001 Arabic Libya

1401 Arabic Algeria

1801 Arabic Morocco

1c01 Arabic Tunisia

2001 Arabic Oman

2401 Arabic Yemen

2801 Arabic Syria

2c01 Arabic Jordan

3001 Arabic Lebanon

3401 Arabic Kuwait

3801 Arabic U.A.E.

3c01 Arabic Bahrain

4001 Arabic Qatar

042b Armenian Armenia

082c Azeri (Cyrillic) Azerbaijan
042c Azeri (Latin) Azerbaijan
042d Basque Basque

0423 Belarusian Belarus

201a Bosnian (Cyrillic) Bosnia and Herzegovina
141a Bosnian (Latin) Bosnia and Herzegovina
0402 Bulgarian Bulgaria

0403 Catalan Catalan

0004 Chinese Simplified

0404 Chinese Taiwan

0804 Chinese PRC

0c04 Chinese Hong Kong SAR
1004 Chinese Singapore

1404 Chinese Macao SAR
7¢c04 Chinese Traditional
O41a Croatian Croatia

101a Croatian (Latin) Bosnia and Herzegovina
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LCID Language Location
0405 Czech Czech Republic
0406 Danish Denmark
0465 Divehi Maldives
0813 Dutch Belgium
0413 Dutch Netherlands
1009 English Canada

2009 English Jamaica
2409 English Caribbean
2809 English Belize

2c09 English Trinidad
0809 English United Kingdom
1809 English Ireland

1c09 English South Africa
3009 English Zimbabwe
0c09 English Australia
1409 English New Zealand
3409 English Philippines
0409 English United States
0425 Estonian Estonia

0438 Faroese Faroe Islands
0464 Filipino Philippines
040b Finnish Finland

0c0c French Canada

040c French France

180c French Monaco

100c French Switzerland
080c French Belgium
140c French Luxembourg
0462 Frisian Netherlands
0456 Galician Galician
0437 Georgian Georgia
0407 German Germany
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LCID Language Location
0807 German Switzerland
0c07 German Austria

1407 German Liechtenstein
1007 German Luxembourg
0408 Greek Greece

0447 Gujarati India

040d Hebrew Israel

0439 Hindi India

040e Hungarian Hungary
04o0f Icelandic Iceland
0421 Indonesian Indonesia
085d Inuktitut (Latin) Canada
083c Irish Ireland

0434 isiXhosa South Africa
0435 isiZulu South Africa
0410 Italian Italy

0810 Italian Switzerland
0411 Japanese Japan

044b Kannada India

043f Kazakh Kazakhstan
0441 Kiswahili Kenya

0457 Konkani India

0412 Korean Korea

0440 Kyrgyz Kirghizstan
0426 Latvian Latvia

0427 Lithuanian Lithuania
046e Luxembourgish Luxembourg
042f North Macedonian North Macedonia, Republic of
043e Malay Malaysia
083e Malay Brunei Darussalam
043a Maltese Malta

0481 Maori New Zealand

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation

Release: June 25, 2021

56 /637



LCID Language Location
047a Mapudungun Chile

044e Marathi India

047c Mohawk Mohawk
0450 Mongolian (Cyrillic) Mongolia
0461 Nepali Nepal

0414 Norwegian (Bokmal) Norway
0814 Norwegian (Nynorsk) Norway
0463 Pashto Afghanistan
0429 Persian Iran

0415 Polish Poland
0416 Portuguese Brazil

0816 Portuguese Portugal
0446 Punjabi (Gurmukhi) India

046b Quechua Bolivia
086b Quechua Ecuador
Océb Quechua Peru

0418 Romanian Romania
0417 Romansh Switzerland
0419 Russian Russia
243b Sami, Inari Finland
143b Sami, Lule Sweden
103b Sami, Lule Norway
043b Sami, Northern Norway
083b Sami, Northern Sweden
0c3b Sami, Northern Finland
203b Sami, Skolt Finland
183b Sami, Southern Norway
1c3b Sami, Southern Sweden
044f Sanskrit India

Ocla Serbian (Cyrillic) Serbia
Ocla Serbian (Cyrillic) Montenegro
icla Serbian (Cyrillic) Bosnia and Herzegovina
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LCID Language Location
081a Serbian (Latin) Serbia

081a Serbian (Latin) Montenegro
181a Serbian (Latin) Bosnia and Herzegovina
046¢ Sesotho sa Leboa South Africa
0432 Setswana South Africa
041b Slovak Slovakia
0424 Slovenian Slovenia
080a Spanish Mexico
100a Spanish Guatemala
140a Spanish Costa Rica
180a Spanish Panama
1cOa Spanish Dominican Republic
200a Spanish Venezuela
240a Spanish Colombia
280a Spanish Peru

2c0a Spanish Argentina
300a Spanish Ecuador
340a Spanish Chile

3c0a Spanish Paraguay
400a Spanish Bolivia
440a Spanish El Salvador
480a Spanish Honduras
4c0a Spanish Nicaragua
500a Spanish Commonwealth of Puerto Rico
380a Spanish Uruguay
OcOa Spanish (International Sort) Spain

040a Spanish (Traditional Sort) Spain

041d Swedish Sweden
081d Swedish Finland
045a Syriac Syria

0449 Tamil India

0444 Tatar Russia
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LCID Language Location

044a Telugu India

041e Thai Thailand

041f Turkish Turkey

0422 Ukrainian Ukraine

0420 Urdu Pakistan

0843 Uzbek (Cyrillic) Uzbekistan
0443 Uzbek (Latin) Uzbekistan
042a Vietnamese Vietnam

0452 Welsh United Kingdom

2.2.2 DS_REPL_NEIGHBORW_BLOB

The DS_REPL_NEIGHBORW_BLOB structure is a representation of a tuple from the repsFrom or repsTo
abstract attribute of an NC replica. This structure, retrieved using an LDAP search method, is an
alternative representation of DS_REPL_NEIGHBORW, retrieved using the IDL_DRSGetReplIinfo RPC

method.

6|7|8|9|0|1|2(3(4(5(6|7|8|9|0]|1]|2

w

oszNamingContext

oszSourceDsaDN

oszSourceDsaAddress

oszAsynclntersiteTransportDN

dwReplicaFlags

dwReserved

uuidNamingContextObjGuid (16 bytes)

uuidSourceDsaObjGuid (16 bytes)
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uuidSourceDsalnvocationID (16 bytes)

uuidAsynclntersiteTransportObjGuid (16 bytes)

usnLastObjChangeSynced

usnAttributeFilter

ftimeLastSyncSuccess

ftimeLastSyncAttempt

dwlLastSyncResult

cNumConsecutiveSyncFailures

data (variable)

oszNamingContext (4 bytes): A 32-bit offset, in bytes, from the address of this structure to a null-
terminated Unicode string that contains the naming context (NC) to which this replication
state data pertains.

oszSourceDsaDN (4 bytes): A 32-bit offset, in bytes, from the address of this structure to a null-
terminated Unicode string that contains the distinguished name (DN) of the nTDSDSA object
of the source server to which this replication state data pertains. Each source server has different
associated neighbor data.

oszSourceDsaAddress (4 bytes): A 32-bit offset, in bytes, from the address of this structure to a
null-terminated Unicode string that contains the transport-specific network address of the source
server—that is, a directory name service name for RPC/IP replication, or a Simple Mail Transfer
Protocol (SMTP) address for an SMTP replication.

oszAsyncIntersiteTransportDN (4 bytes): A 32-bit offset, in bytes, from the address of this
structure to a null-terminated Unicode string that contains the DN of the interSiteTransport object
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(as specified in [MS-ADSC] section 2.65) that corresponds to the transport over which replication
is performed. This member contains NULL for RPC/IP replication.

dwReplicaFlags (4 bytes): A 32-bit bit field containing a set of flags that specify attributes and
options for the replication data. This can be zero or a combination of one or more of the following
flags presented in big-endian byte order.

=
N
w

X|IX|IN[CIX[X[X|X|X|X|N|X|X|X|F|IFIX[X[X[X[|X|X|T|X|JAIID|S|W|X|X|X|X
c|C S S|S W T|S|O
N N|P S S|S

X: Unused. Must be zero and ignored.
W (DS_REPL_NBR_WRITEABLE, 0x00000010): The NC replica is writable.

SOS (DS_REPL_NBR_SYNC_ON_STARTUP, 0x00000020): Replication of this NC from this
source is attempted when the destination server is booted.

DSS (DS_REPL_NBR_DO_SCHEDULED_SYNCS, 0x00000040): Perform replication on a
schedule.

AIT (DS_REPL_NBR_USE_ASYNC_INTERSITE_TRANSPORT, 0x00000080): Perform
replication indirectly through the Inter-Site Messaging Service. This flag is set only when
replicating over SMTP. This flag is not set when replicating over inter-site RPC/IP.

TWS (DS_REPL_NBR_TWO_WAY_SYNC, 0x00000200): When inbound replication is
complete, the destination server requests the source server to synchronize in the reverse
direction.

FSP (DS_REPL_NBR_FULL_SYNC_IN_PROGRESS, 0x00010000): The destination server is
performing a full synchronization from the source server.

FSN (DS_REPL_NBR_FULL_SYNC_NEXT_PACKET, 0x00020000): The last packet from the
source indicated a modification of an object that the destination server has not yet created. The
next packet to be requested instructs the source server to put all attributes of the modified
object into the packet.

NS (DS_REPL_NBR_NEVER_SYNCED, 0x00200000): A synchronization has never been
successfully completed from this source.

CC (DS_REPL_NBR_COMPRESS_CHANGES, 0x10000000): Changes received from this source
are to be compressed.

NCN (DS_REPL_NBR_NO_CHANGE_NOTIFICATIONS, 0x20000000): Applies to repsFrom
only. The domain controller (DC) storing this repsFrom is not configured to receive change
notifications from this source.

dwReserved (4 bytes): Reserved for future use.

uuidNamingContextObjGuid (16 bytes): A GUID structure, as defined in [MS-DTYP] section 2.3.4,
specifying the objectGUID of the NC that corresponds to oszNamingContext.

uuidSourceDsaObjGuid (16 bytes): A GUID structure, as defined in [MS-DTYP] section 2.3.4,
specifying the objectGUID of the nTDSDSA object that corresponds to oszSourceDsaDN.
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uuidSourceDsalInvocationID (16 bytes): A GUID structure, as defined in [MS-DTYP] section 2.3.4,
specifying the invocationId used by the source server as of the last replication attempt.

uuidAsyncIntersiteTransportObjGuid (16 bytes): A GUID structure, as defined in [MS-DTYP]
section 2.3.4, specifying the objectGUID of the intersite transport object that corresponds to
oszAsynclIntersiteTransportDN.

usnLastObjChangeSynced (8 bytes): An update sequence number (USN) value, as defined in
section 3.1.1.1.9, containing the USN of the last object update received.

usnAttributeFilter (8 bytes): A USN value, as defined in section 3.1.1.1.9, containing the
usnLastObjChangeSynced value at the end of the last complete, successful replication cycle, or
0 if none.

ftimeLastSyncSuccess (8 bytes): A FILETIME structure that contains the date and time that the
last successful replication cycle was completed from this source. All members of this structure are
zero if the replication cycle has never been completed.

ftimeLastSyncAttempt (8 bytes): A FILETIME structure that contains the date and time of the last
replication attempt from this source. All members of this structure are zero if the replication has
never been attempted.

dwlLastSyncResult (4 bytes): A 32-bit unsigned integer specifying a Windows error code
associated with the last replication attempt from this source. Contains ERROR_SUCCESS if the last
attempt was successful or replication was not attempted.

cNumConsecutiveSyncFailures (4 bytes): A 32-bit integer specifying the number of failed
replication attempts that have been made from this source since the last successful replication
attempt or since the source was added as a neighbor, if no previous attempt succeeded.

data (variable): This field contains all the null-terminated strings that are pointed to by the offset
fields in the structure (oszNamingContext, oszSourceDsaDN, oszSourceDsaAddress,
oszAsynclntersiteTransportDN). The strings are packed into this field, and the offsets can be used
to determine the start of each string.

All multibyte fields have little-endian byte ordering.

2.2.3 DS_REPL_KCC_DSA_FAILUREW_BLOB

The DS_REPL_KCC_DSA_FAILUREW_BLOB structure is a representation of a tuple from the
kCCFailedConnections or kCCFailedLinks variables of a DC. This structure, retrieved using an LDAP
search method, is an alternative representation of DS_REPL_KCC_DSA_FAILUREW, retrieved using the
IDL_DRSGetReplIinfo RPC method.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1|2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8|9|0]|1

oszDsaDN

uuidDsaObjGuid (16 bytes)
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ftimeFirstFailure

cNumFailures

dwLastResult

data (variable)

oszDsaDN (4 bytes): A 32-bit offset, in bytes, from the address of this structure to a null-terminated
string that contains the DN of the nTDSDSA object of the source server.

uuidDsaObjGuid (16 bytes): A GUID structure, defined in [MS-DTYP] section 2.3.4, specifying the
objectGUID of the object represented by the oszDsaDN member.

ftimeFirstFailure (8 bytes): A FILETIME structure, the content of which depends on the requested
binary replication data.

Attribute requested Meaning

msDS- Contains the date and time that the first failure occurred when attempting to

ReplConnectionFailures establish a replica link to the source server.

msDS-ReplLinkFailures Contains the date and time that the first failure occurred when replicating
from the source server.

cNumFailures (4 bytes): A 32-bit unsigned integer specifying the number of consecutive failures
since the last successful replication.

dwLastResult (4 bytes): A 32-bit unsigned integer specifying the error code associated with the
most recent failure, or ERROR_SUCCESS if no failures occurred.

data (variable): The data field contains the null-terminated string that contains the DN of the
nTDSDSA object of the source server.

All multibyte fields have little-endian byte ordering.

2.2.4 DS_REPL_OPW_BLOB

The DS_REPL_OPW_BLOB structure is a representation of a tuple from the replicationQueue variable
of a DC. This structure, retrieved using an LDAP search method, is an alternative representation of
DS_REPL_OPW, retrieved using the IDL_DRSGetReplInfo RPC method.

—
N
w

0(1|2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

ftimeEnqueued

ulSerialNumber
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ulPriority

opType

ulOptions

oszNamingContext

oszDsaDN

oszDsaAddress

uuidNamingContextObjGuid (16 bytes)

uuidDsaObjGuid (16 bytes)

data (variable)

ftimeEnqueued (8 bytes): A FILETIME structure that contains the date and time that this operation

was added to the queue.

ulSerialNumber (4 bytes): An unsigned integer specifying the identifier of the operation. The
counter used to assign this identifier is volatile; it is reset during startup of a DC. Therefore, these

identifiers are only unique between restarts of a DC.

ulPriority (4 bytes): An unsigned integer specifying the priority value of this operation. Tasks with a
higher priority value are executed first. The priority is calculated by the server based on the type

of operation and its parameters.

opType (4 bytes): Contains one of the following values that indicate the type of operation that this

structure represents.

Operation Value
DS_REPL_OP_TYPE_SYNC 0
DS_REPL_OP_TYPE_ADD 1
DS_REPL_OP_TYPE_DELETE 2
DS_REPL_OP_TYPE_MODIFY 3
DS_REPL_OP_TYPE_UPDATE_REFS 4
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ulOptions (4 bytes): Zero or more bits from the Directory Replication Service (DRS) options defined
in [MS-DRSR] section 5.41, the interpretation of which depends on the opType.

oszNamingContext (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure
to a null-terminated string that contains the DN of the NC associated with this operation (for
example, the NC to be synchronized for DS_REPL_OP_TYPE_SYNC).

oszDsaDN (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure to a null-
terminated string that contains the DN of the nTDSDSA object of the remote server
corresponding to this operation. For example, the server from which to ask for changes for
DS_REPL_OP_TYPE_SYNC. This can be NULL.

oszDsaAddress (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure to a
null-terminated string that contains the transport-specific network address of the remote server
associated with this operation. For example, the DNS or SMTP address of the server from which
to ask for changes for DS_REPL_OP_TYPE_SYNC. This can be NULL.

uuidNamingContextObjGuid (16 bytes): A GUID structure, as defined in [MS-DTYP] section 2.3.4,
specifying the objectGUID of the NC identified by oszNamingContext.

uuidDsaObjGuid (16 bytes): A GUID structure, as defined in [MS-DTYP] section 2.3.4, specifying
the objectGUID of the directory system agent object identified by oszDsaDN.

data (variable): This field contains all the null-terminated strings that are pointed to by the offset
fields in the structure (oszNamingContext, oszDsaDN, oszDsaAddress). The strings are
packed into this field and the offsets can be used to determine the start of each string.

All multibyte fields have little-endian byte ordering.

2.2.5 DS_REPL_QUEUE_STATISTICSW_BLOB

The DS_REPL_QUEUE_STATISTICSW_BLOB structure contains the statistics related to the
replicationQueue variable of a DC, returned by reading the msDS-
ReplQueueStatistics (section 3.1.1.3.2.30) rootDSE attribute.

—
N
w

0({1(2|3|4|5|6|7|8|9(0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

ftimeCurrentOpStarted

cNumPendingOps

ftimeOldestSync

ftimeOldestAdd

ftimeOldestMod
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ftimeOldestDel

ftimeOldestUpdRefs

ftimeCurrentOpStarted (8 bytes): A FILETIME structure that contains the date and time that the
currently running operation started.

cNumPendingOps (4 bytes): An unsigned integer specifying the number of currently pending
operations.

ftimeOldestSync (8 bytes): A FILETIME structure that contains the date and time of the oldest
synchronization operation.

ftimeOldestAdd (8 bytes): A FILETIME structure that contains the date and time of the oldest add
operation.

ftimeOldestMod (8 bytes): A FILETIME structure that contains the date and time of the oldest
modification operation.

ftimeOldestDel (8 bytes): A FILETIME structure that contains the date and time of the oldest delete
operation.

ftimeOldestUpdRefs (8 bytes): A FILETIME structure that contains the date and time of the oldest
reference update operation.

All multibyte fields have little-endian byte ordering.

2.2.6 DS_REPL_CURSOR_BLOB

The DS_REPL_CURSOR_BLOB is the packet representation of the ReplUpToDateVector type ([MS-
DRSR] section 5.166) of an NC replica. This structure, retrieved using an LDAP search method, is an
alternative representation of DS_REPL_CURSOR_3W, retrieved using the IDL_DRSGetReplInfo RPC
method.

1 2 3
0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[7|8|9|0(1

uuidSourceDsalnvocationID (16 bytes)

usnAttributeFilter

fTimelLastSyncSuccess
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oszSourceDsaDN

data (variable)

uuidSourceDsalInvocationID (16 bytes): A GUID structure, defined in [MS-DTYP] section 2.3.4,
specifying the invocationId of the originating server to which the usnAttributeFilter corresponds.

usnAttributeFilter (8 bytes): A USN value, as defined in section 3.1.1.1.9, containing the
maximum USN to which the destination server can indicate that it has recorded all changes
originated by the given server at USNs less than or equal to this USN. This is used to filter
changes at replication source servers that the destination server has already applied.

fTimeLastSyncSuccess (8 bytes): A FILETIME structure that contains the date and time of the last
successful synchronization operation.

oszSourceDsaDN (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure to
a null-terminated Unicode string. The string contains the distinguished name of the directory
service agent (DSA) that corresponds to the source server to which this replication state data
applies.

data (variable): This field contains the null-terminated string pointed to by the offset field in the
structure (oszSourceDsaDN). The offset can be used to determine the start of the string.

All multibyte fields have little-endian byte ordering.

2.2.7 DS_REPL_ATTR_META_DATA_BLOB

The DS_REPL_ATTR_META_DATA_BLOB packet is a representation of a stamp variable (of type
AttributeStamp) of an attribute. This structure, retrieved using an LDAP search method, is an
alternative representation of DS_REPL_ATTR_META_DATA_2, retrieved using the IDL_DRSGetReplInfo
RPC method.

-
N
w

0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

oszAttributeName

dwVersion

ftimeLastOriginatingChange

uuidLastOriginatingDsalnvocationID (16 bytes)

usnOriginatingChange

67/ 637

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation
Release: June 25, 2021


%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2

usnLocalChange

oszLastOriginatingDsaDN

data (variable)

oszAttributeName (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure
to a null-terminated Unicode string that contains the LDAP display name of the attribute
corresponding to this metadata.

dwVersion (4 bytes): Contains the dwVersion of this attribute's AttributeStamp, as specified in
section 3.1.1.1.9.

ftimeLastOriginatingChange (8 bytes): Contains the timeChanged of this attribute's
AttributeStamp, as specified in section 3.1.1.1.9.

uuidLastOriginatingDsalInvocationID (16 bytes): Contains the uuidOriginating of this attribute's
AttributeStamp, as specified in section 3.1.1.1.9.

usnOriginatingChange (8 bytes): Contains the usnOriginating of this attribute's AttributeStamp, as
specified in section 3.1.1.1.9.

usnLocalChange (8 bytes): A USN value, defined in section 3.1.1.1.9, specifying the USN on the
destination server (the server from which the metadata information is retrieved) at which the last
change to this attribute was applied. This value typically is different on all servers.

oszLastOriginatingDsaDN (4 bytes): Contains a 32-bit offset, in bytes, from the address of this
structure to a null-terminated Unicode string that contains the DN of the nTDSDSA object of the
server that originated the last replication.

data (variable): This field contains all the null-terminated strings that are pointed to by the offset
fields in the structure (oszAttributeName, oszLastOriginatingDsaDN). The strings are packed into
this field, and the offsets can be used to determine the start of each string.

All multibyte fields have little-endian byte ordering.

2.2.8 DS_REPL_VALUE_META_DATA_BLOB

The DS_REPL_VALUE_META_DATA_BLOB packet is a representation of a stamp variable (of type
LinkValueStamp) of a link value. This structure, retrieved using an LDAP search method, is an
alternative representation of DS_REPL_VALUE_META_DATA_2, retrieved using the
IDL_DRSGetReplInfo RPC method.

—
N
w

0(1|2|3(4|5|6|7|8|9|0|1|2|3(4|5|6(7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

oszAttributeName

o0szObjectDn
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cbData

pbData

ftimeDeleted

ftimeCreated

dwVersion

ftimeLastOriginatingChange

uuidLastOriginatingDsalnvocationID (16 bytes)

usnOriginatingChange

usnLocalChange

oszLastOriginatingDsaDN

data (variable)

oszAttributeName (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure
to a null-terminated Unicode string that contains the LDAP display name of the attribute
corresponding to this metadata.

oszObjectDn (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure to a
null-terminated Unicode string that contains the DN of the object that this attribute belongs to.

cbData (4 bytes): Contains the number of bytes in the pbData array.

pbData (4 bytes): Contains a 32-bit offset, in bytes, from the address of this structure to a buffer
that contains the attribute replication metadata. The cbData member contains the length, in
bytes, of this buffer.
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ftimeDeleted (8 bytes): Contains the timeDeleted of this link value's LinkValueStamp, as specified
in section 3.1.1.1.9.

ftimeCreated (8 bytes): Contains the timeCreated of this link value's LinkValueStamp, as specified
in section 3.1.1.1.9.

dwVersion (4 bytes): Contains the dwVersion of this link value's LinkValueStamp, as specified in
section 3.1.1.1.9.

ftimeLastOriginatingChange (8 bytes): Contains the timeChanged of this link value's
LinkValueStamp, as specified in section 3.1.1.1.9.

uuidLastOriginatingDsalInvocationID (16 bytes): Contains the uvuidOriginating of this link value's
LinkValueStamp, as specified in section 3.1.1.1.9.

usnOriginatingChange (8 bytes): Contains the usnOriginating of this link value's LinkValueStamp,
as specified in section 3.1.1.1.9.

usnLocalChange (8 bytes): Specifies the USN, as found on the server from which the metadata
information is being retrieved, at which the last change to this attribute was applied. This value is
typically different on all servers.

oszLastOriginatingDsaDN (4 bytes): Contains a 32-bit offset, in bytes, from the address of this
structure to a null-terminated Unicode string that contains the DN of the nTDSDSA object of the
server that originated the last replication.

data (variable): This field contains all the null-terminated strings that are pointed to by the offset
fields in the structure (oszAttributeName, oszObjectDn, oszLastOriginatingDsaDN) and the buffer
pointed to by pbData. The strings and buffers are packed into this field (aligned at 32-bit
boundaries), and the offsets can be used to determine the start of each string.

All multibyte fields have little-endian byte ordering.

2.2.9 Search Flags

The following table defines the valid search flags used on attributes, as specified in section 3.1.1.2.3.
The flags are presented in big-endian byte order.

—
N
w

X: Unused. Must be zero and ignored.
IX (FATTINDEX, 0x00000001): Specifies a hint to the DC to create an index for the attribute.

PI (fPDNTATTINDEX, 0x00000002): Specifies a hint to the DC to create an index for the
container and the attribute.

AR(fANR, 0x00000004): Specifies that the attribute is a member of the ambiguous name
resolution (ANR) set.

PR (fPRESERVEONDELETE, 0x00000008): Specifies that the attribute MUST be preserved on
objects after deletion of the object (that is, when the object is transformed to a tombstone,
deleted-object, or recycled-object). This flag is ignored on link attributes, objectCategory,
and sAMAccountType.
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CP (fCOPY, 0x00000010): Specifies a hint to LDAP clients that the attribute is intended to be
copied when copying the object. This flag is not interpreted by the server.

TP (fTUPLEINDEX, 0x00000020): Specifies a hint for the DC to create a tuple index for the
attribute. This will affect the performance of searches where the wildcard appears at the front of
the search string.

ST (fSUBTREEATTINDEX, 0x00000040): Specifies a hint for the DC to create subtree index for a
Virtual List View (VLV) search.

CF (fCONFIDENTIAL, 0x00000080): Specifies that the attribute is confidential. An extended access
check (section 3.1.1.4.4) is required.

Note: The effect of this flag can vary depending on whether the LDAP_SERVER_DIRSYNC_OID
control (section 3.1.1.3.4.1.3) or the LDAP_SERVER_DIRSYNC_EX_OID control (section
3.1.1.3.4.1.29) is present in an LDAP search request. If neither of these controls is present, a
confidential attribute will not be included in the LDAP search response. If one of these controls is
present and the LDAP_DIRSYNC_OBJECT_SECURITY flag is set (see section 3.1.1.3.4.1.3), a
confidential attribute might be included in the response, but its value will be empty.

NV (fNEVERVALUEAUDIT, 0x00000100): Specifies that auditing of changes to individual values
contained in this attribute MUST NOT be performed. Auditing is outside of the state model.

RO (fRODCFilteredAttribute, 0x00000200): Specifies that the attribute is a member of the
filtered attribute set.

XL (fEXTENDEDLINKTRACKING, 0x00000400): Specifies a hint to the DC to perform additional
implementation-specific, nonvisible tracking of link values. The behavior of this hint is outside the
state model.

BO (fBASEONLY, 0x00000800): Specifies that the attribute is not to be returned by search
operations that are not scoped to a single object. Read operations that would otherwise return an
attribute that has this search flag set instead fail with operationsError /
ERROR_DS_NON_BASE_SEARCH.

SE (fPARTITIONSECRET, 0x00001000): Specifies that the attribute is a partition secret. An
extended access check is required.

Flags that specify "hints" only direct the server to create certain indices that affect the system
performance. The effects of these flags are outside the state model. Implementations are permitted to
ignore these flags.

2.2.10 System Flags

The following table defines the valid system flags used on directory objects. The flags are presented
in big-endian byte order.

-
N
w

0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1
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X: Unused. Must be zero and ignored.

NR (FLAG_ATTR_NOT_REPLICATED or FLAG_CR_NTDS_NC, 0x00000001): When used on an
attributeSchema object, it specifies that this attribute is not replicated. If it is used on a
crossRef object, it specifies that the NC that the crossRef is for is an Active Directory NC.
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PS (FLAG_ATTR_REQ_PARTIAL_SET_MEMBER or FLAG_CR_NTDS_DOMAIN, 0x00000002):
When used on an attributeSchema object, it specifies that the attribute is a member of a partial
attribute set (PAS). If used on a crossRef object, it specifies that the NC is a domain NC.

CS (FLAG_ATTR_IS_CONSTRUCTED or FLAG_CR_NTDS_NOT_GC_REPLICATED,
0x00000004): When used on an attributeSchema object, this flag specifies that the attribute is a
constructed attribute. If used on a crossRef object, it specifies that the NC is not to be replicated
to GCs.

OP (FLAG_ATTR_IS_OPERATIONAL, 0x00000008): Only used on an attributeSchema object. It
specifies that the attribute is an operational attribute.

BS (FLAG_SCHEMA_BASE_OBJECT, 0x00000010): Only used on attributeSchema and
classSchema objects. It specifies that this attribute or class is part of the base schema.
Modifications to base schema objects are specially restricted.

RD (FLAG_ATTR_IS_RDN, 0x00000020): Only used on an attributeSchema object. It specifies
that this attribute can be used as an RDN attribute.

DE (FLAG_DISALLOW_MOVE_ON_DELETE, 0x02000000): Specifies that the object does not
move to the Deleted Objects container when the object is deleted.

DM (FLAG_DOMAIN_DISALLOW_MOVE, 0x04000000): Specifies that if the object is in a domain
NC, the object cannot be moved.

DR (FLAG_DOMAIN_DISALLOW_RENAME, 0x08000000): Specifies that if the object is in a
domain NC, the object cannot be renamed.

AL (FLAG_CONFIG_ALLOW_LIMITED_MOVE, 0x10000000): Specifies that if the object is in the
config NC, the object can be moved, with restrictions.

AM (FLAG_CONFIG_ALLOW_MOVE, 0x20000000): Specifies that if the object is in the config NC,
the object can be moved.

AR (FLAG_CONFIG_ALLOW_RENAME, 0x40000000): Specifies that if the object is in the config
NC, the object can be renamed.

DD (FLAG_DISALLOW_DELETE, 0x80000000): Specifies that the object cannot be deleted.

2.2.11 schemaFlagsEx Flags

The following table defines the valid schemaFlagsEx flags that are used on attributes, as specified in
section 3.1.1.2.3. The flags are presented in big-endian byte order.

-
N
w

X: Unused. MUST be zero and ignored.

CR (FLAG_ATTR_IS_CRITICAL, 0x00000001): Specifies that the attribute is not a member of the
filtered attribute set even if the fRODCFilteredAttribute flag is set. For more information, see
sections 3.1.1.2.3 and 3.1.1.2.3.5.
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2.2.12 Group Type Flags

Constants for defining group type. These constants define the values that are used in the groupType
attribute.

Symbolic name Value

GROUP_TYPE_BUILTIN_LOCAL_GROUP 0x00000001
GROUP_TYPE_ACCOUNT_GROUP 0x00000002
GROUP_TYPE_RESOURCE_GROUP 0x00000004
GROUP_TYPE_UNIVERSAL_GROUP 0x00000008
GROUP_TYPE_APP_BASIC_GROUP 0x00000010
GROUP_TYPE_APP_QUERY_GROUP 0x00000020
GROUP_TYPE_SECURITY_ENABLED 0x80000000

GROUP_TYPE_BUILTIN_LOCAL_GROUP: Specifies a group that is created by the system.
GROUP_TYPE_ACCOUNT_GROUP: Specifies a global group.
GROUP_TYPE_RESOURCE_GROUP: Specifies a domain local group.
GROUP_TYPE_UNIVERSAL_GROUP: Specifies a universal group.

GROUP_TYPE_APP_BASIC_GROUP: Groups of this type are not used by Active Directory. This
constant is included in this document because the value of this constant is used by Active
Directory in processing the groupType attribute (see section 3.1.1.5.4.2.2).

GROUP_TYPE_APP_QUERY_GROUP: Groups of this type are not used by Active Directory. This
constant is included in this document because the value of this constant is used by Active
Directory in processing the groupType attribute.

GROUP_TYPE_SECURITY_ENABLED: Specifies a security-enabled group.

The flag GROUP_TYPE_BUILTIN_LOCAL_GROUP is reserved for use by the system, and can be set in
combination with other flags on system-created Builtin objects (see section 6.1.1.4.12). The flag
GROUP_TYPE_BUILTIN_LOCAL_GROUP cannot be set by clients.

Otherwise, the flags GROUP_TYPE_ACCOUNT_GROUP, GROUP_TYPE_RESOURCE_GROUP,
GROUP_TYPE_UNIVERSAL_GROUP, GROUP_TYPE_APP_BASIC_GROUP, and
GROUP_TYPE_APP_QUERY_GROUP are mutually exclusive, and only one value must be set. The flag
GROUP_TYPE_SECURITY_ENABLED can be combined using a bitwise OR with flags
GROUP_TYPE_BUILTIN_LOCAL_GROUP, GROUP_TYPE_ACCOUNT_GROUP,
GROUP_TYPE_RESOURCE_GROUP, and GROUP_TYPE_UNIVERSAL_GROUP.

2.2.13 Group Security Flags

Constants for defining group security attributes.

Symbolic name Value
SE_GROUP_OWNER 0x00000008
SE_GROUP_USE_FOR_DENY_ONLY 0x00000010
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SE_GROUP_OWNER: Specifies that a particular user is the owner of the group.

SE_GROUP_USE_FOR_DENY_ONLY: Specifies that the group is used only for denial of access.

2.2.14 Security Privilege Flags

Constants for defining security privilege.

Symbolic name Value

SE_SECURITY_PRIVILEGE 0x00000008
SE_TAKE_OWNERSHIP_PRIVILEGE 0x00000009
SE_RESTORE_PRIVILEGE 0x00000012
SE_DEBUG_PRIVILEGE 0x00000014
SE_ENABLE_DELEGATION_PRIVILEGE 0x0000001B

SE_SECURITY_PRIVILEGE: Specifies the privilege to manage auditing and the security log.

SE_TAKE_OWNERSHIP_PRIVILEGE: Specifies the privilege to take ownership of objects.

Possession of this privilege overrides the DACL on an object and gives the possessor implicit

RIGHT_WRITE_OWNER access.

SE_RESTORE_PRIVILEGE: Specifies the privilege to restore objects.

SE_DEBUG_PRIVILEGE: Specifies the privilege to debug the system.

SE_ENABLE_DELEGATION_PRIVILEGE: Specifies the privilege to enable accounts to be trusted

for delegation.

2.2.15 Domain RID Values

Constants for defining domain relative identifiers (RIDs).

Symbolic name Value

DOMAIN_USER_RID_ADMIN 0x000001F4
DOMAIN_USER_RID_KRBTGT 0x000001F6
DOMAIN_GROUP_RID_ADMINS 0x00000200
DOMAIN_GROUP_RID_CONTROLLERS 0x00000204
DOMAIN_GROUP_RID_SCHEMA_ADMINS 0x00000206
DOMAIN_GROUP_RID_ENTERPRISE_ADMINS 0x00000207
DOMAIN_GROUP_RID_READONLY_CONTROLLERS 0x00000209
DOMAIN_ALIAS_RID_ADMINS 0x00000220
DOMAIN_ALIAS_RID_ACCOUNT_OPS 0x00000224
DOMAIN_ALIAS_RID_SYSTEM_OPS 0x00000225
DOMAIN_ALIAS_RID_PRINT_OPS 0x00000226
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Symbolic name Value

DOMAIN_ALIAS_RID_BACKUP_OPS 0x00000227

DOMAIN_ALIAS_RID_REPLICATOR 0x00000228

DOMAIN_USER_RID_ADMIN: The administrative user account in a domain.
DOMAIN_USER_RID_KRBTGT: The Kerberos ticket-granting ticket (TGT) account in a domain.
DOMAIN_GROUP_RID_ADMINS: The domain administrators' group.

DOMAIN_GROUP_RID_CONTROLLERS: The DCs' group. All DCs in the domain are members of the
group.

DOMAIN_GROUP_RID_SCHEMA_ADMINS: The schema administrators' group. Members of this
group can modify the Active Directory schema.

DOMAIN_GROUP_RID_ENTERPRISE_ADMINS: The enterprise administrators' group. Members of
this group have full access to all domains in the Active Directory forest. Enterprise administrators
are responsible for forest-level operations, such as adding or removing new domains.

DOMAIN_GROUP_RID_READONLY_CONTROLLERS: The read-only domain controllers' group.
All read-only DCs in the domain are members of this group.

DOMAIN_ALIAS_RID_ADMINS: The administrators' group in the built-in domain.

DOMAIN_ALIAS_RID_ACCOUNT_OPS: A group that permits control over nonadministrator
accounts.

DOMAIN_ALIAS_RID_SYSTEM_OPS: A group that performs system administrative functions, not
including security functions. It establishes network shares, controls printers, unlocks workstations,
and performs other operations.

DOMAIN_ALIAS_RID_PRINT_OPS: A group that controls printers and print queues.

DOMAIN_ALIAS_RID_BACKUP_OPS: A group that is used for controlling assignment of file backup
and restoring user rights.

DOMAIN_ALIAS_RID_REPLICATOR: A group responsible for copying security databases to the
Windows NT operating system backup controllers.

2.2.16 userAccountControl Bits

Bit flags describing various qualities of a security account. The flags are presented in big-endian byte
order.

-
N
w
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X: Unused. Must be zero and ignored.

D (ADS_UF_ACCOUNT_DISABLE, 0x00000002): Specifies that the account is not enabled for
authentication.
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HR (ADS_UF_HOMEDIR_REQUIRED, 0x00000008): Specifies that the homeDirectory attribute is
required.

L (ADS_UF_LOCKOUT, 0x00000010): Specifies that the account is temporarily locked out.

NR (ADS_UF_PASSWD_NOTREQD, 0x00000020): Specifies that the password-length policy, as
specified in [MS-SAMR] section 3.1.1.8.1, does not apply to this user.

CC (ADS_UF_PASSWD_CANT_CHANGE, 0x00000040): Specifies that the user cannot change his
or her password.

ET (ADS_UF_ENCRYPTED_TEXT_PASSWORD_ALLOWED, 0x00000080): Specifies that the
cleartext password is to be persisted.

N (ADS_UF_NORMAL_ACCOUNT, 0x00000200): Specifies that the account is the default account
type that represents a typical user.

ID (ADS_UF_INTERDOMAIN_TRUST_ACCOUNT, 0x00000800): Specifies that the account is for
a domain-to-domain trust.

WT (ADS_UF_WORKSTATION_TRUST_ACCOUNT, 0x00001000): Specifies that the account is a
computer account for a computer that is a member of this domain.

ST (ADS_UF_SERVER_TRUST_ACCOUNT, 0x00002000): Specifies that the account is a computer
account for a DC.

DP (ADS_UF_DONT_EXPIRE_PASSWD, 0x00010000): Specifies that the password does not
expire for the account.

SR (ADS_UF_SMARTCARD_REQUIRED, 0x00040000): Specifies that a smart card is required to
log in to the account.

TD (ADS_UF_TRUSTED_FOR_DELEGATION, 0x00080000): Used by the Kerberos protocol. This
bit indicates that the "OK as Delegate" ticket flag, as described in [RFC4120] section 2.8, MUST be
set.

ND (ADS_UF_NOT_DELEGATED, 0x00100000): Used by the Kerberos protocol. This bit indicates
that the ticket-granting tickets (TGTs) of this account and the service tickets obtained by this
account are not marked as forwardable or proxiable when the forwardable or proxiable ticket flags
are requested. For more information, see [RFC4120].

DK (ADS_UF_USE_DES_KEY_ONLY, 0x00200000): Used by the Kerberos protocol. This bit
indicates that only des-cbc-md5 or des-cbc-crc keys, as defined in [REC3961], are used in the
Kerberos protocols for this account.

DR (ADS_UF_DONT_REQUIRE_PREAUTH, 0x00400000): Used by the Kerberos protocol. This bit
indicates that the account is not required to present valid preauthentication data, as described in
[RFC4120] section 7.5.2.

PE (ADS_UF_PASSWORD_EXPIRED, 0x00800000): Specifies that the password age on the user
has exceeded the maximum password age policy.

TA (ADS_UF_TRUSTED_TO_AUTHENTICATE_FOR_DELEGATION, 0x01000000): Used by the
Kerberos protocol. When set, this bit indicates that the account (when running as a service) obtains
an S4U2self service ticket (as specified in [MS-SFU]) with the forwardable flag set. If this bit is
cleared, the forwardable flag is not set in the S4U2self service ticket.

NA (ADS_UF_NO_AUTH_DATA_REQUIRED, 0x02000000): Used by the Kerberos protocol. This
bit indicates that when the Key Distribution Center (KDC) is issuing a service ticket for this account,
the Privilege Attribute Certificate (PAC) MUST NOT be included. For more information, see
[RFC4120].
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PS (ADS_UF_PARTIAL_SECRETS_ACCOUNT, 0x04000000): Specifies that the account is a

computer account for a read-only domain controller (RODC). If this bit is set, the

ADS_UF_WORKSTATION_TRUST_ACCOUNT must also be set. This flag is only interpreted by a DC
whose DC functional level is DS_BEHAVIOR_WIN2008 or greater.

2.2.17 Optional Feature Values

Constants for defining behaviors of optional features.

Symbolic name Value

FOREST_OPTIONAL_FEATURE 0x00000001
DOMAIN_OPTIONAL_FEATURE 0x00000002
DISABLABLE_OPTIONAL_FEATURE 0x00000004
SERVER_OPTIONAL_FEATURE 0x00000008

FOREST_OPTIONAL_FEATURE: Specifies that the scope of the optional feature is forest-wide.

DOMAIN_OPTIONAL_FEATURE: Specifies that the scope of the optional feature is domain-wide.

DISABLABLE_OPTIONAL_FEATURE: Specifies that the optional feature can be disabled.

SERVER_OPTIONAL_FEATURE: Specifies that the scope of the optional feature is server-wide.

For more information, see section 3.1.1.9.

2.2.18 Claims Wire Structures

This section defines the structures related to claims using Interface Definition Language (IDL) format.

The term marshal refers to converting these structures into the appropriate wire format.

The following figure illustrates the nesting of various larger claims structures for descriptive reference

purposes.
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Figure 2: Nesting of claims structures

2.2.18.1 CLAIM_ID

The CLAIM_ID type is a null-terminated UTF-16 string used for typing claim IDs.

typedef [string] wchar t* CLAIM ID;
typedef [string] wchar t** PCLAIM ID;

2.2.18.2 CLAIM_TYPE

The CLAIM_TYPE enumeration enumerates various value types of a claim.

typedef enum CLAIM TYPE
{
CLAIM TYPE INT64 = 1
CLAIM TYPE UINTG64 ,
CLAIM TYPE STRING .
CLAIM TYPE BOOLEAN = 6
} CLAIM TYPE,
*PCLAIM_TYPE;

r
2
3
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CLAIM_TYPE_INTG64: The value type of the claim is LONG64.
CLAIM_TYPE_UINT64: The value type of the claim is ULONG64.

CLAIM_TYPE_STRING: The value type of the claim is a null-terminated string of Unicode
characters.

CLAIM_TYPE_BOOLEAN: The value type of the claim is ULONG64; a value is set to 1 to specify
TRUE, or 0 to specify FALSE.

2.2.18.3 CLAIMS_SOURCE_TYPE

The CLAIMS_SOURCE_TYPE enumeration specifies the source of the claims.

typedef enum CLAIMS SOURCE_TYPE
{
CLAIMS SOURCE TYPE AD = 1,
CLAIMS SOURCE TYPE CERTIFICATE
} CLAIMS SOURCE TYPE;

Note No semantics are to be attached to these values other than those specified in section 3.

2.2,18.4 CLAIMS_COMPRESSION_FORMAT

The CLAIMS_COMPRESSION_FORMAT enumeration specifies the source of the compression algorithm
that is used for encoding claims in a CLAIMS SET METADATA structure.

typedef enum CLAIMS COMPRESSION FORMAT

{
COMPRESSION FORMAT NONE = 0,
COMPRESSION FORMAT LZNT1 = 2,
COMPRESSION FORMAT XPRESS = 3,
COMPRESSION FORMAT XPRESS HUFF = 4

} CLAIMS_COMPRESSION_ FORMAT;

COMPRESSION_FORMAT_NONE: No compression.

COMPRESSION_FORMAT_LZNT1: The LZNT1 compression algorithm is used. For more
information, see [MS-XCA] section 2.5.

COMPRESSION_FORMAT_XPRESS: The Xpress LZ77 compression algorithm is used. For more
information, see [MS-XCA] sections 2.3 and 2.4.

COMPRESSION_FORMAT_XPRESS_HUFF: The Xpress LZ77+Huffman compression algorithm is
used. For more information, see [MS-XCA] sections 2.1 and 2.2.

2.2.18.5 CLAIM_ENTRY

The CLAIM_ENTRY structure specifies a single claim.

typedef struct CLAIM ENTRY {
CLAIM ID Id;
CLAIM TYPE Type;
[switch is(Type), switch type (CLAIM TYPE) ]
union {
[case (CLAIM TYPE INT64)]
struct {
[range (1, 10*1024*1024)] ULONG ValueCount;
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[size is(ValueCount)] LONG64* Inté64Values;
}i
[case (CLAIM TYPE UINT64) ]
struct {
[range (1, 10*1024*1024)] ULONG ValueCount;
[size is(ValueCount)] ULONG64* Uinté64Values;
bi
[case (CLAIM TYPE STRING) ]
struct {
[range (1, 10*1024*1024)] ULONG ValueCount;
[size is(ValueCount), string] LPWSTR* StringValues;
bi
[case(CLAIMﬁTYPEiBOOLEAN)]
struct {
[range (1, 10*1024*1024)] ULONG ValueCount;
[size is(ValueCount)] ULONG64* BooleanValues;
bi
[default] ;
} Values;
} CLAIM ENTRY,
*PCLAIM ENTRY;

Id: Specifies the claim identifier.

Type: Specifies the type of the data in the Values union. Refer to section 2.2.18.2 for allowed values
and their interpretation.

Values: A union of arrays of the various types of claim values that a CLAIM_ENTRY can contain. The
actual type of the elements is specified by the Type member.

ValueCount: Specifies the number of array elements in the Int64Values member.
Int64Values: An array of LONG64 values of the claim. The array has ValueCount elements.
ValueCount: Specifies the number of array elements in the Uint64Values member.
Uint64Values: An array of ULONG64 values of the claim. The array has ValueCount elements.
ValueCount: Specifies the number of array elements in the StringValues member.

StringValues: An array of null-terminated, Unicode string values of the claim. The array has
ValueCount elements.

ValueCount: Specifies the number of array elements in the BooleanValues member.

BooleanValues: An array of ULONG64 values of the claim. The array has ValueCount elements.

2.2.18.6 CLAIMS_ARRAY

The CLAIMS_ARRAY structure specifies an array of CLAIM_ENTRY structures and the associated
claims source type.

typedef struct _CLAIMS ARRAY ({
CLAIMS SOURCE TYPE usClaimsSourceType;
ULONG ulClaimsCount;
[size is(ulClaimsCount)] PCLAIM ENTRY ClaimEntries;
} CLAIMS ARRAY,
*PCLAIMS_ARRAY;

usClaimsSourceType: Specifies the source of the claims.
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ulClaimsCount: Specifies the number of CLAIM ENTRY elements in the ClaimEntries member of
this structure.

ClaimEntries: An array that contains ulClaimsCount humber of CLAIM_ENTRY elements.

2.2.18.7 CLAIMS_SET

The CLAIMS_SET structure specifies CLAIMS ARRAY structures, each from a different claims source.

typedef struct CLAIMS SET {
ULONG ulClaimsArrayCount;
[size is(ulClaimsArrayCount)] PCLAIMS ARRAY ClaimsArrays;
USHORT usReservedType;
ULONG ulReservedFieldSize;
[size is(ulReservedFieldSize)] BYTE* ReservedField;
} CLAIMS SET,
*PCLAIMS SET;

ulClaimsArrayCount: Specifies the number of CLAIMS_ARRAY elements that are in the
ClaimsArrays member. This field MUST be greater than or equal to 1.

ClaimsArrays: An array containing ulClaimsArrayCount number of CLAIMS_ARRAY structures.
usReservedType: This field is not used.
ulReservedFieldSize: Specifies the length, in bytes, of the ReservedField member.

ReservedField: A byte array containing ulReservedFieldSize bytes.

2.2.18.8 CLAIMS_SET_METADATA

The CLAIMS_SET_METADATA structure specifies an encoded CLAIMS_SET structure with information
about the encoding.

typedef struct CLAIMS SET METADATA {
ULONG ulClaimsSetSize;
[size is(ulClaimsSetSize)] BYTE* ClaimsSet;
CLAIMS COMPRESSION FORMAT usCompressionFormat;
ULONG ulUncompressedClaimsSetSize;
USHORT usReservedType;
ULONG ulReservedFieldSize;
[size is(ulReservedFieldSize)] BYTE* ReservedField;
} CLAIMS SET METADATA,
*PCLAIMS SET METADATA;

ulClaimsSetSize: Contains the size, in bytes, of the ClaimsSet member.

ClaimsSet: A byte array of length ulClaimsSetSize bytes. This field contains a CLAIMS SET
structure that is encoded as described in section 3.1.1.11.2.5.

usCompressionFormat: Specifies the compression algorithm used for encoding a CLAIMS_SET
structure, as specified in section 3.1.1.11.2.5.

ulUncompressedClaimsSetSize: Specifies the size of the partially encoded CLAIMS_SET structure
before compression, the fully encoded version of which is stored in the ClaimsSet member.

usReservedType: The server MUST set this member to 0. The client MUST ignore this member.

ulReservedFieldSize: Specifies the size, in bytes, of the ReservedField member.
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ReservedField: A byte array containing ulReservedFieldSize elements.

2.2.18.9 CLAIMS_BLOB

The CLAIMS_BLOB structure is generated from a CLAIMS SET structure, as specified in section
3.1.1.11.2.5.

typedef struct CLAIMS BLOB {
ULONG ulBlobSizeinBytes;
[size is(ulBlobSizeinBytes)] BYTE* EncodedBlob;
} CLAIMS BLOB,
*PCLAIMS BLOB;

ulBlobSizeinBytes: The size of the EncodedBlob member, in bytes.

EncodedBlob: A byte array of length ulBlobSizeinBytes bytes that contains an encoded
CLAIMS SET METADATA structure.

2.2.19 MSDS-MANAGEDPASSWORD_BLOB

The MSDS-MANAGEDPASSWORD_BLOB structure is a representation of a group-managed service
account's password information. This structure is returned as the msDS-
ManagedPassword (section 3.1.1.4.5.39) constructed attribute.

01234567893123456789312345678931
Version Reserved
Length
CurrentPasswordOffset PreviousPasswordOffset
QueryPasswordIntervalOffset UnchangedPasswordIntervalOffset

CurrentPassword (variable)

PreviousPassword (optional) (variable)

AlignmentPadding (variable)

QueryPasswordInterval

UnchangedPasswordInterval
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Version (2 bytes): A 16-bit unsigned integer that defines the version of the msDS-ManagedPassword
binary large object (BLOB). The Version field MUST be set to 0x0001.

Reserved (2 bytes): A 16-bit unsigned integer that MUST be set to 0x0000.

Length (4 bytes): A 32-bit unsigned integer that specifies the length, in bytes, of the msDS-
ManagedPassword BLOB.

CurrentPasswordOffset (2 bytes): A 16-bit offset, in bytes, from the beginning of this structure to
the CurrentPassword field. The CurrentPasswordOffset field MUST NOT be set to 0x0000.

PreviousPasswordOffset (2 bytes): A 16-bit offset, in bytes, from the beginning of this structure to
the PreviousPassword field. If this field is set to 0x0000, then the account has no previous
password.

QueryPasswordIntervalOffset (2 bytes): A 16-bit offset, in bytes, from the beginning of this
structure to the QueryPasswordInterval field.

UnchangedPasswordIntervalOffset (2 bytes): A 16-bit offset, in bytes, from the beginning of this
structure to the UnchangedPasswordInterval field.

CurrentPassword (variable): A null-terminated WCHAR string containing the cleartext current
password for the account.

PreviousPassword (optional) (variable): A null-terminated WCHAR string containing the cleartext
previous password for the account. If PreviousPasswordOffset is 0x0000, then this field MUST
be absent.

AlignmentPadding (variable): A padding field used to align the QueryPasswordInterval field to a
64-bit boundary. This field is ignored by the receiver. This field SHOULD set to zero and MUST be
ignored on receipt.

QueryPasswordInterval (8 bytes): A 64-bit unsigned integer containing the length of time, in units
of 10~ (-7) seconds, after which the receiver must re-query the password. The
QueryPasswordInterval field MUST be placed on a 64-bit boundary.

UnchangedPasswordInterval (8 bytes): A 64-bit unsigned integer containing the length of time, in
units of 10~ (-7) seconds, before which password queries will always return this password value.
The UnchangedPasswordInterval field MUST be placed on a 64-bit boundary.

2.2.20 Key Credential Link Structures

2.2.20.1 Key Credential Link Constants

The KEYCREDENTIALLINK_BLOB structure (section 2.2.20.2) contains a Version field that can be set
to one of the following values.

Symbolic name Value

KEY_CREDENTIAL_LINK_VERSION_2 0x00000200

The KEYCREDENTIALLINK_ENTRY of type KeyUsage (section 2.2.20.6) can have one of the following
values.
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Symbolic name Value
KEY_USAGE_NGC 0x01
KEY_USAGE_FIDO 0x07
KEY_USAGE_FEK 0x08

The KEYCREDENTIALLINK_ENTRY of type KeySource can have one of the following values.

Symbolic name

Value

KEY_SOURCE_AD

0x00

2.2.20.2 KEYCREDENTIALLINK_BLOB

The KEYCREDENTIALLINK_BLOB structure is a representation of a single credential stored as a series
of values. This structure is stored as the binary portion of the msDS-KeyCredentialLink DN-Binary
attribute. The structure contains a Version field followed by an array of KEYCREDENTIALLINK_ENTRY
structures. The KEYCREDENTIALLINK_ENTRY structures must be sorted by their Identifier fields in

increasing order.

9/0(1|/2|3/4/5/6/7/8|/9/0{1|2|3{4/5|/6/7(8|9|0(1

Version

First KEYCREDENTIALLINK_ENTRY (variable)

Second KEYCREDENTIALLINK_ENTRY (variable)

Nth KEYCREDENTIALLINK_ENTRY (variable)

Version (4 bytes): A 32-bit unsigned integer that defines the version of the
KEYCREDENTIALLINK_BLOB. The Version field MUST be set to
KEY_CREDENTIAL_LINK_VERSION_2.

KEYCREDENTIALLINK_ENTRY (variable): A sequence of KEYCREDENTIALLINK_ENTRY structures
(section 2.2.20.3) that describe various aspects of a single credential.

2.2.20.3 KEYCREDENTIALLINK_ENTRY
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0/1/2(3|4|5/6|/7/8/9/0|1/{2/3|4|5/6(7|8/9/0|1/2(3|4|5/6(7|8|9(0|1

Length Identifier Value (variable)

Length (2 bytes): A 16-bit unsigned integer that specifies the length of the Value field.

Identifier (1 byte): An 8-bit unsigned integer that specifies the type of data that is stored in the
Value field.

Value (variable): A series of bytes whose size and meaning are defined by the Identifier field.

The available identifiers and the semantics of the related data are defined in section 2.2.20.6.

2.2.20.4 CUSTOM_KEY_INFORMATION
A structure that contains key information.

Note: This structure has two possible representations. In the first representation, only the Version
and Flags fields are present; in this case the structure has a total size of two bytes. In the second
representation, all additional fields shown below are also present; in this case, the structure's total
size is variable. Differentiating between the two representations must be inferred using only the total
size.

=

2 3
0[{1(2|3|4|5|6|7|8|9(0(1(2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6(|7(8]9|0]|1

Version Flags VolType SupportsNotification

FekKeyVersion KeyStrength Reserved

EncodedExtendedCKI (variable)

Version (1 byte): An 8-bit unsigned integer that must be set to 1.

Flags (1 byte): An 8-bit unsigned integer that specifies zero or more of the following bit-flag values:

Name and Value Description
CUSTOMKEYINFO_FLAGS_ATTESTATION Reserved for future use.
0x01
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Name and Value

Description

CUSTOMKEYINFO_FLAGS_MFA_NOT_USED
0x02

During creation of this key, the requesting client
authenticated using only a single credential.

VolType (1 byte): An 8-bit unsigned integer tha

t specifies one of the following volume types:

Name and Value

Description

None Volume not specified.
0x00

osv Operating system volume.
0x01

FDV Fixed data volume.

0x02

RDV Removable data volume.
0x03

SupportsNotification (1 byte): An 8-bit unsigned integer that specifies whether the device
associated with this credential supports notification.

Name and Value Description

None Notification is not supported.
0x00

Supported Notification is supported.
0x01

FekKeyVersion (1 byte): An 8-bit unsigned integer that specifies the version of the buffer stored in

KEY_USAGE_FEK (section 2.2.20.5.3). This field must be set to 1.

KeyStrength (1 byte): An 8-bit unsigned integer that specifies the strength of the NGC key.

Name and Value Description

Unknown Key strength is unknown.
0x00

Weak Key strength is weak.
0x01

Normal Key strength is normal.
0x02

Reserved (10 bytes): Reserved for future use.

EncodedExtendedCKI (variable): Extended cu
defined in section 2.2.20.4.1.

2.2.20.4.1 EncodedExtendedCKI

The EncodedExtendedCKI structure contains exte

stom key information. The contents of this field are

nded custom key information.
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0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

Version Size Data (variable)

Version (1 byte): An 8-bit unsigned integer that must be 0.
Size (1 byte): An 8-bit unsigned integer that specifies the size of the Data field.

Data (variable): A Concise Binary Object Representation (CBOR)-encoded blob whose length is
specified by the Size field. CBOR is a binary data serialization format defined in [RFC7049]. The
contents of this field are opaque and result in no behavioral impact on the protocol.

2.2.20.5 KeyMaterial

The content of the KeyMaterial entry (see section 2.2.20.6) is dependent upon the content of the
KeyUsage entry, as shown in the following sections.

2.2.20.5.1 KEY_USAGE_NGC

The key material is a 2048-bit RSA [RFC8017] public key.

2.2.20.5.2 KEY_USAGE_FIDO

The key material is a UTF-8 encoding of a JSON serialized object [RFC8259] of the following
structure:

"version": {"type": "integer"},
"authData": {"type": "string"},
"x5c":
{

"type": "array",

"items": {"type": "string"}
}7
"displayName": {"type": "string"}

version: An integer that specifies the version of the structure.

authData: A base64-encoded Authenticator Data structure, as specified in section 6.1 of [W3C-
WebAuthPKC1].

x5c¢: An array of base64-encoded certificates.
displayName: A string representing the display name that is associated with the credential.

2.2.20.5.3 KEY_USAGE_FEK

The key material is a combination of RSA 2048 [RFC8017] and AES-256 KDF keys.
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2.2.20.6 KEYCREDENTIALLINK_ENTRY Identifiers

Length of data in the | Description of the data stored in the

Identifier value Value field, in bytes Value field

KeyID (0x01) 32 A SHA256 hash of the Value field of the
KeyMaterial entry.

KeyHash (0x02) 32 A SHA256 hash of all entries following this
entry.

KeyMaterial (0x03) Variable Key material of the credential.

KeyUsage (0x04) 1 Must be set to one of KEY_USAGE_NGC,
KEY_USAGE_FIDO, or KEY_USAGE_FEK.

KeySource (0x05) 1 Must be set to KEY_SOURCE_AD.

Deviceld (0x06) 16 Contains a device object identifier, or all
zeros.

CustomKeyInformation (0x07) 2 Must contain a

CUSTOM_KEY_INFORMATION structure.

KeyApproximatelLastLogonTimeStamp 8 The approximate time this key was last
(0x08) used, in FILETIME format.
KeyCreationTime (0x09) 8 The approximate time this key was created,

in FILETIME format.

All keys MUST contain KeyID, KeyMaterial, and KeyUsage entries. Keys SHOULD contain KeyHash,
KeyApproximateLastLogonTimeStamp, and KeyCreationTime entries.

2.2.21 Service Principal Name

The name a client uses to identify a service for mutual authentication. For more information, see
RFC1964] section 2.1.1.

A service principal name (SPN) is a string with the following format:

serviceclass "/" hostname [":"port | ":"instancename] ["/" servicename]

An SPN consists of either two parts or three parts, each separated by a forward slash ("/"). The first
part is the service class, the second part is the host name, and the third part (if present) is the service
name. The host name part can optionally be suffixed with either a ":port" component or an
":instancename" component. A port component is distinguished from an instancename component by
being entirely composed of numeric digits.

For example, "ldap/dc-01.fabrikam.com/fabrikam.com" is a three-part SPN where "ldap" is the service
class name, "dc-01.fabrikam.com" is the host name, and "fabrikam.com" is the service name.

See Mutual Authentication (section 5.1.1.4) for an example of how three-part SPNs are used. See
SPNNAMES] for more information about SPN format and composing a unique SPN.
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3 Details

The following sections specify details of the abstract data model and directory operations for Active
Directory.

When an LDAP operation results in an error, the error is expressed in this document in the form:
= LDAP error /| Extended error code
Where the Extended error code is either a Windows error code or the literal string "<unrestricted>".

The LDAP error is specified in the resultCode field of an LDAP response. See [RFC2251] section
4.1.10 for the specification of resultCode in an LDAP response. See section 3.1.1.3.1.9 for the
specification of Extended error codes in an LDAP response.

Note: This document contains tables that specify the capabilities of applicable Windows Server
releases or ADAM versions. The table columns are indexed, as appropriate, using the following key.
The order of products in this key does not necessarily imply chronology.

Column index Product version

A Windows 2000 operating system

B Windows 2000 operating system Service Pack 1 (SP1)

C Windows 2000 Server operating system Service Pack 3 (SP3)

D Windows Server 2003 operating system

E Windows Server 2003 operating system with Service Pack 1
(SP1)

DR2 Windows Server 2003 R2 operating system

F Windows Server 2003 operating system with Service Pack 2
(SP2)

G Active Directory Application Mode (ADAM)

H ADAM RTW

I ADAM SP1

] Windows Server 2008 operating system

K Windows Server 2008 AD DS

L Windows Server 2008 AD LDS

M Windows Server 2008 R2 operating system

N Windows Server 2008 R2 AD DS

P Windows Server 2008 R2 AD LDS

R Windows Server 2012 operating system

S Windows Server 2012 AD DS

T Windows Server 2012 AD LDS

U Windows Server 2012 R2 operating system
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Column index Product version

\Y Windows Server 2012 R2 AD DS

w Windows Server 2012 R2 AD LDS

X Windows Server 2016 operating system
Y Windows Server 2016 AD DS

4 Windows Server 2016 AD LDS

A2 Windows Server v1709 operating system
B2 Windows Server v1709 AD DS

Cc2 Windows Server v1709 AD LDS

D2 Windows Server v1803 operating system
E2 Windows Server v1803 AD DS

F2 Windows Server v1803 AD LDS

G2 Windows Server v1809 operating system
H2 Windows Server v1809 AD DS

12 Windows Server v1809 AD LDS

J2 Windows Server 2019 operating system
K2 Windows Server 2019 AD DS

L2 Windows Server 2019 AD LDS

3.1 Common Details

3.1.1 Abstract Data Model

Sections 3.1.1.1 and 3.1.1.2 describe a conceptual model of possible data organization that an
implementation maintains to participate in this protocol. The described organization is provided to
facilitate the explanation of how the protocol behaves. This document does not mandate that
implementations adhere to this model as long as their external behavior is consistent with that
described in this document.

3.1.1.1 State Model

3.1.1.1.1 Scope

The specification of all Active Directory protocols is based on a definition, shared by all Active
Directory protocols, of the state of a server running Active Directory that is implied by the protocols.
Call this the "state model" of Active Directory.

The Active Directory state model is divided into two categories:
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1. Certain state that is represented as objects and attributes within Active Directory is promoted
directly into the state model. State within Active Directory becomes part of the state model if it
satisfies one of the following conditions:

1. Itis replicated.

2. Itis nonreplicated, but a protocol exists in the protocol documentation set of applicable
Windows Server releases whose behavior is dependent upon the state.

The representation of nonreplicated state that is only accessed by a process running on the same
server, that is itself implementing Active Directory, is private to the implementation. Therefore,
such attributes are not promoted directly into the state model. It might still be required for this
state to be modeled as described in category 2 later in this section.

Excluded from the second condition above is all generic access by browsing tools such as Idp.exe
that can access any attribute of any object in the directory. If Idp.exe or a similar tool covered by
a Windows license can display or even modify a nonreplicated attribute of an object using only
the attribute's syntax as defined by the schema, that does not make the attribute part of the
state model. If Idp.exe or a similar tool covered by a Windows license accesses a nonreplicated
attribute and decodes or encodes its value using information outside the attribute's syntax as
defined by the schema, that nonreplicated attribute is included in the state model under condition
1 (2) above. For example, by using LDP, it is possible to look at a nonreplicated attribute using an
attribute's syntax of type String(Unicode). However, if the string stored in that attribute would be
an XML content defined by an external XSD, then if LDP had special knowledge of how to interpret
that XML, that nonreplicated attribute would be included in the state model under condition 1 (2)
above.

2. Other state, however represented within Active Directory, is "abstracted" in the state model. Such
state is included only as necessitated by the requirement that a licensee implementation of the
protocols of applicable Windows Server releases has to be capable of receiving messages and
responding in the same manner as applicable Windows Server releases.

For example, certain values sent by the Active Directory replication protocol [MS-DRSR] are
accompanied by metadata. If the replicated values are stored by the receiving system, it must
also store the metadata associated with the values. Otherwise, the receiving system will make
incorrect responses to subsequent replication requests. These incorrect responses will, in general,
prevent replication from converging. So this metadata must be included within the state model.
The specific way that this metadata is stored by Active Directory, and the algorithms that optimize
access to this metadata, are excluded from the state model.

The various indexes used by the Active Directory implementation to improve the performance of
directory search are another example of state within Active Directory. These indexes have no
effect, other than performance, on the protocol responses that Active Directory makes. Therefore,
these indexes are not included in the state model.

In this specification, the first category of state is modeled in a variant of LDAP information structures:
naming contexts, objects, attributes, and values. These structures are defined precisely in the
following sections. The set of replicated attributes is defined in [MS-ADA1], [MS-ADA2], and [MS-
ADA3]. The set of nonreplicated attributes covered under condition 1 (2) (described earlier in this
section) consists of the repsFrom and repsTo attributes documented in [MS-DRSR] sections 5.172 and
5.173.

Note Only the schema elements and instances of objects that are fundamental to Active Directory are
described in this specification. If a protocol defines its own schema objects or otherwise creates its
own objects in the directory, those objects are described in that protocol's specification. A summary of
schema elements defined by such other protocols is included in [MS-ADA1], [MS-ADA2], [MS-ADA3],
[MS-ADSC], and [MS-ADLS] as a convenience for the reader, but the documentation for the protocols
using those schema elements should be consulted for a complete description.
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In this specification, the second category of state is modeled using standard mathematical concepts.
The concepts used and their associated notational conventions are described in the next section.

LDAP mandates very little about the behavior of a directory. Active Directory has many specific
behaviors that are observable through LDAP. The remainder of this section describes the most
pervasive of these behaviors. The remainder of the specification completes the discussion.

3.1.1.1.2 State Modeling Primitives and Notational Conventions

Attribute names are underlined in this document, as specified in section 1. If a variable o refers to an
object, and a is an attribute name, then o'a denotes the value or values of attribute a on object o. If
attribute a is not present on o, the value of o!a is null.

The specification uses the LDAP display names of attributes and object classes when referring to
specific attributes and object classes. So if o refers to an object,

o'name
denotes the name attribute of object o.

Some attributes in this specification are abstract in the sense of [MS-DRSR] section 3.3.3. Abstract
attribute names are also underlined, for example, repsFrom. rootDSE attribute names are also
underlined, for example, dumpDatabase, even though rootDSE attributes are not declared as
attributes in the schema.

This specification models state in category 2 from the previous section using the standard
mathematical concepts of set, sequence, directed graph, and tuple.

The notation [first .. last] stands for the subrange first, first+1, ... , last. The type byte is the
subrange [0.. 255].

A sequence is an indexed collection of variables, which are called the elements of the sequence. The
elements all have the same type. The index type of a sequence is a zero-based subrange. S[i] denotes
the element of the sequence S corresponding to the value i of the index type. The number of elements
in a sequence S is denoted S.length. Therefore the index type of a sequence Sis [0 .. S.length-1].

A fixed-length sequence can be constructed using the notation:
[first element, second element, ... , last element]

A tuple is a set of name-value pairs: [namej: value;, name;: valuey, ... , namen: value,] where namey
is an identifier and valuey is the value bound to that identifier. Tuple types are defined as in this
example:

= type DSName = [dn: DN, guid: GUID, sid: SID]

This defines DSName as a type of tuple with a DN-valued field dn, a GUID-valued field guid, and a
SID-valued field sid.

3.1.1.1.3 Basics, objectGUID, and Special Attribute Behavior

The LDAP data model is defined by [RFC3377]. Because the LDAP RFCs and their underlying ITU
specifications have been interpreted in a variety of ways, this section defines a more specific model
that correctly represents the behavior of Active Directory objects and attributes and describes the
correspondence between this model and the LDAP model.

The model is based on the general definitions of Replica, Object, and Attribute given in section 1, and
repeated here for convenience:

A replica is a variable containing a set of objects.
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An attribute is an identifier for a set of values.

An object is set of attributes, each with its associated values. Two attributes of an object have special
significance:

= Identifying attribute. A designated single-valued attribute appears on every object; the value of
this attribute identifies the object. For the set of objects in a replica, the values of the identifying
attribute are distinct.

= Parent-identifying attribute. A designated single-valued attribute appears on every object; the
value of this attribute identifies the object's parent. That is, this attribute either contains the value
of the parent's identifying attribute, or contains a reserved value (NULL GUID, as described later
in this section) identifying no object. For the set of objects in a replica, the values of this parent-
identifying attribute define an oriented tree with objects as vertices and child-parent references
as directed edges, with the child as an edge's tail and the parent as an edge's head.

Note that an object is a value, not a variable; a replica is a variable. The process of adding, modifying,
or deleting an object in a replica replaces the entire value of the replica with a new value.

As the word replica suggests, it is often the case that two replicas contain "the same objects". In this
usage, objects in two replicas are considered "the same" if they have the same value of the identifying
attribute and if there is a process in place (replication) to converge both the set of objects in
existence and the values of the non-identifying attributes as originating updates take place in
replicas. When the members of a set of replicas are considered to be the same, it is common to say
"an object" as a shorthand referring to the set of corresponding objects in the replicas.

A child object is an object that is not the root of its oriented tree. The children of an object o is the
set of all objects whose parent is o.

The directory model used in this specification instantiates the preceding definitions as follows. The
identifying attribute is objectGUID and the parent-identifying attribute is parent, an abstract attribute.
Both attributes have GUID values. No actual object has objectGUID equal to the NULL GUID. The root
object has parent equal to the NULL GUID.

This specification uses the following s-expression representation ([LISP15]) of directory values,
attributes, objects, and replicas to provide a notation for examples:

= Represent an attribute and its values as a list (Attr Val; Val; ... Val,) where Attr is an atom whose
name is the attribute's name (its IDAPDisplayName, defined in section 3.1.1.2) and each Valk is a
value. The attribute comes first, but the ordering of values in the list is not significant, with the
exception of the values of the objectClass attribute explained later in this section. If a value is a
GUID, represent it as a 128-bit unsigned integer instead of using a representation that reflects the
internal structure of a GUID. To aid the readability of examples, the GUIDs used in examples are
unrealistically small integers.

= Represent an object as a list (Attrvali Attrval; ...Attrval,) where each Attrvali is the representation
of an attribute and its values; the ordering of this list is not significant.

= Represent a replica as a list (Obj; Obj. ... Objn) where each Obji is the representation of an
object; the ordering of this list is not significant.

The following list

(

( (objectGUID 5) (parent 0) (dc "microsoft") )

( (objectGUID 2) (parent 5) (ou "NTDEV") )

( (objectGUID 9) (parent 2) (cn "Peter Houston") )
)

93/ 637

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation
Release: June 25, 2021



is one representation of the value of some replica containing three objects. The object with
objectGUID = 5 is the root, the object with objectGUID = 2 is the only child of the root, and the object
with objectGUID = 9 is the only grandchild of the root. Each object in this example has one additional
attribute whose meaning has not yet been described.

Representing an attribute as its IDAPDisplayName makes examples readable. In the actual state
model, an attribute is identified by an ATTRTYP. An ATTRTYP is a 32-bit unsigned integer that can be
mapped to and from an object representing an attribute. This mapping is specified in section
3.1.1.2.6.

Active Directory's objectGUID attribute has special behavior. A GUID that is generated by the DC is
assigned to the objectGUID attribute of an object during its creation (LDAP Add), and this attribute is
read-only thereafter. This is the first of many examples of an attribute with special behavior. Section
3.1.1.5 specifies the behavior of every attribute that has special behavior.

Active Directory includes the objectSid attribute on certain objects, called security principal objects.
The objectSid attribute has special behavior. A fresh SID is assigned to the objectSid attribute of an
object during its creation (LDAP Add), and this attribute is read-only thereafter, unless the object
moves to another NC (LDAP Modify DN; see section 3.1.1.5 for the specification of such moves). More
on objectSid generation can be found in section 3.1.1.1.5.

3.1.1.1.4 objectClass, RDN, DN, Constructed Attributes, Secret Attributes

A directory object is constrained by the directory's schema, which is a set of predicates. A few
schema concepts are mentioned here. A full understanding of these concepts is not required to
understand this section; additional information is available in the Glossary or in section 3.1.1.2.

When an object is created, it is assigned a most specific structural object class or an 88 object
class, plus the sequence of object classes that this class inherits from. The set of inherited classes
always includes the class top. The value of an object's objectClass attribute is the full set of object
classes (each identified by IDAPDisplayName) assigned to the object. The example in the previous
section is elaborated in the following list.

(objectGUID 5) (parent 0) (dc "microsoft")
(objectClass top ... domainDNS) )

(objectGUID 2) (parent 5) (ou "NTDEV")
(objectClass top ... organizationalUnit) )
(objectGUID 9) (parent 2) (cn "Peter Houston")
(objectClass top ... user) )

This list represents three objects, including their first and last objectClass values. The intermediate
objectClass values are elided. Unlike all other multivalued attributes, the ordering of objectClass
values is significant—top is always listed first; the most specific structural object class (or the 88
object class used in place of the structural class) is always listed last. So, for instance, the most
specific structural object class of the root is domainDNS.

Representing a class as its IDAPDisplayName makes examples readable. In the actual state model, a
class is identified by an ATTRTYP. An ATTRTYP is a 32-bit unsigned integer that can be mapped to and
from the schema object representing a class. This mapping is specified in section 3.1.1.2.6.

In Active Directory, each object has an RDN attribute, which is determined by the most specific
structural object class of the object when the object is created. The RDN attribute is the attribute that
defines an object's name relative to its parent. In Active Directory, the RDN attribute of an object
class has String(Unicode) syntax; that is, its value is a Unicode string, and the RDN attribute of an
object always has exactly one value. (See section 3.1.1.2 for more on the topic of attribute syntax.)
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Confusingly, the Active Directory schema includes an attribute whose attributeSchema object's cn is
"RDN"; this is the name attribute, described later in this section. The term "RDN attribute" never
refers to the name attribute in this document.

The relative distinguished name (RDN) of an object is a string of the form "att=val" where att is
the IDAPDisplayName of the RDN attribute of the object and val is the value of the RDN attribute on
this object. In the preceding example, the object class user has RDN attribute cn, as can be confirmed
by consulting [MS-ADSC]. Therefore the RDN of the object with objectGUID = 9 is "cn=Peter
Houston". An RDN can also be written using the attributeID of the RDN attribute in place of its
IDAPDisplayName; the example just given becomes "2.5.4.3=Peter Houston". The RDN form based on
IDAPDisplayName is used throughout this document.

Active Directory requires that the value parts of the RDNs of all children of an object be distinct. This
guarantees that the RDNs of all children of an object are distinct.

The DN of an object is defined recursively as follows. The DN of the root has an assigned value; the
way Active Directory assigns this value is described later in section 3.1.1.1.5. The DN of a child
object is the RDN of the child, followed by "," and the DN of the parent. In the preceding example,
suppose the assigned DN of the root object is "dc=microsoft,dc=com". Then the DN of the object with
objectGUID = 9 is "cn=Peter Houston,ou=NTDEV,dc=microsoft,dc=com".

The correspondence between this model and the LDAP data model is as follows. An object with its
attributes and values corresponds to an LDAP entry with its attributes and values. This model and
LDAP agree on the definition of the objectClass attribute. The definition of RDN in this model is a
subset of LDAP's definition; all RDNs in this model are valid LDAP RDNs, but not vice versa. For
example, the following multivalued RDN is a valid LDAP RDN, but it is not valid in this model:
"cn=Peter Houston+employeeID=ABC123". Given the RDN definition, the definition of DN in this
model is the same as LDAP's definition. In the LDAP data model, the child-parent relationship is
represented in the DNs of the child and parent, whereas in the Active Directory data model, the child-
parent relationship is represented in the parent attribute and the DN is derived. Active Directory does
not expose the model's parent attribute through LDAP.

Active Directory includes the distinguishedName attribute on every object; the value is the object's
DN. The following example elaborates the previous example to include a value of distinguishedName
on each object.

(

( (objectGUID 5) (parent 0) (dc "microsoft")

(
(objectClass top ... domainDNS)
(distinguishedName "dc=microsoft,dc=com") )
(objectGUID 2) (parent 5) (ou "NTDEV")
(objectClass top ... organizationalUnit)
(distinguishedName "ou=NTDEV,dc=microsoft,dc=com" ) )
(objectGUID 9) (parent 2) (cn "Peter Houston")
(objectClass top ... user)
(distinguishedName

"cn=Peter Houston,ou=NTDEV,dc=microsoft,dc=com") )

But including distinguishedName on each object this way is misleading, because the
distinguishedName attribute is not stored as a string on each object. If it were stored as a string on
each object, renaming an object would require updating every object in the subtree rooted at the
renamed object. For a large subtree, this would take a long time and would either interfere with other
directory activity (if performed as a single transaction) or would expose observable inconsistency to
clients (if performed as multiple transactions). Active Directory does neither of these, so its state
model can't imply that it does.

The distinguishedName attribute is not declared in the schema as a constructed attribute, but it
behaves like one. Normal attributes, including attributes with special behavior such as objectGUID,
have their values stored as part of an object's representation. Constructed attributes have the
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property that they have values computed from normal attributes (for read) and/or have effects on the
values of normal attributes (for write). Constructed attributes are not included in the state model.
Because the distinguishedName attribute behaves like a constructed attribute in that it also
contributes no state to an instance of an object, it is not considered to be part of the state model.

Active Directory includes the name attribute on every object. An object's value of name equals the
value of the object's RDN attribute. The following example removes the incorrect modeling of
distinguishedName from the previous example, then elaborates that example to include name.

(

( (objectGUID 5) (parent 0) (dc "microsoft")

(
(objectClass top ... domainDNS)

(name "microsoft") )

(objectGUID 2) (parent 5) (ou "NTDEV")
(objectClass top ... organizationalUnit)

(name "NTDEV") )

(objectGUID 9) (parent 2) (cn "Peter Houston")
(objectClass top ... user)

(name "Peter Houston") )

The name attribute has special behavior. Even if an object is renamed (LDAP Modify DN), the object's
name attribute remains equal to the object's RDN attribute. As with the distinguishedName attribute,
the name attribute is not declared in the schema as a constructed attribute, but it behaves like one.

Because Active Directory requires that the value parts of the RDNs of all children of an object be
distinct, it follows that the name attribute of all children of an object are distinct.

Active Directory includes the rdnType attribute on every object. An object's value of rdnType is the
object's RDN attribute at object creation time—the identifier, not its associated value. The following
example elaborates the previous example to include rdnType.

(

( (objectGUID 5) (parent 0) (dc "microsoft")

(
(objectClass top ... domainDNS)
(name "microsoft") (rdnType dc))
( (objectGUID 2) (parent 5) (ou "NTDEV")
(objectClass top ... organizationalUnit)
(name "NTDEV") (rdnType ou))
( (objectGUID 9) (parent 2) (cn "Peter Houston")
(objectClass top ... user)
(

name "Peter Houston") (rdnType cn))

The rdnType attribute, like the parent attribute, is not declared in the Active Directory schema. [MS-
DRSR] section 5.159 specifies the special behavior of the rdnType attribute.

A secret attribute is any attribute from the following set: currentValue, dBCSPwd,
initialAuthIncoming, initialAuthOutgoing, ImPwdHistory, ntPwdHistory, priorValue,
supplementalCredentials, trustAuthIncoming, trustAuthOutgoing, and unicodePwd.

3.1.1.1.5 NC, NC Replica

The type DSNAME is defined as a C structure in [MS-DRSR] section 5.50; this state model uses the
simpler DSName, which contains the same information in a tuple of the form:

DSName: [dn: DN; guid: GUID; sid: SID]

An NC is a set of objects organized as a tree. It is referenced by a DSName containing a non-NULL
dn and a non-NULL GUID. This DSName also references the NC root, which is the root object of the
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tree of objects in the NC. The NC root has the IT_NC_HEAD bit set in the instanceType attribute. Any
instance of the NC on any DC is called an NC replica. It is convenient to say "the NC x" where x is
the DSName referencing the NC.

A replica of NC x is a replica as already defined, with its root object r constrained as follows:
= rlobjectGUID = x.guid

= rldistinguishedName = x.dn

= If x.sid # NULL then rlobjectSid = x.sid, otherwise rlobjectSid = NULL

Mutation of a replica in the general sense is unconstrained. In the case of a replica of a specific NC,
the root object cannot be replaced, because doing so would change the objectGUID (and objectSid if
any), and this must equal the NC's guid. In a replica of a given NC the root object's DN cannot be
changed, because the root object's DN must equal the NC's dn.

All replicas in Active Directory are NC replicas.

NC replicas are mutable. The term originating update means any mutation to an NC replica
performed via any protocol except replication.

Active Directory performs replication between replicas of the same NC to converge their states, so an
update originated on one replica is reflected in all the others. The replication algorithm has the
property that if originating updates to all replicas ceases and communication between replicas is
maintained, the application-visible states of the replicas will eventually converge to a common value.
Applications of Active Directory can read from several replicas of a given NC and observe the
differences, but applications typically bind to a single replica.

Active Directory supports four NC types:

Domain NC: A domain naming context (domain NC). The sid field of a domain NC is not
NULL.

Config NC: An NC that stores Active Directory configuration information. The sid field of a config
NC is NULL.

Schema NC: An NC that stores Active Directory schema information. The sid field of a schema
NC is NULL.

Application NC: An application NC. The sid field of an application NC is NULL.
The dn of a domain NC or an AD DS application NC takes the form:
dc=nji,dc=n3, ... dc=ny

where each nj satisfies the syntactic requirements of a DNS name component [RFC1034]. Such a DN
corresponds to the DNS name:

ni.No. ... .Ng
This is the DNS name of the NC. The mapping just specified follows [RFC2247].

In AD LDS, an application NC can have any valid DN; therefore an AD LDS application NC does not
necessarily have a DNS name.

Replicas of a domain NC have one of these two subtypes:
= Full. A replica whose objects contain their full state as defined by all originating updates.

=  Partial. A replica whose objects contain a filtered view of the full state as defined by all
originating updates. There are three types of the partial replica:

97/ 637

[MS-ADTS] - v20210625

Active Directory Technical Specification
Copyright © 2021 Microsoft Corporation
Release: June 25, 2021


https://go.microsoft.com/fwlink/?LinkId=90263
https://go.microsoft.com/fwlink/?LinkId=91344

* GC partial NC replica: The filter removes all attributes (and their values) that are not in the
partial replica's GC partial attribute set.

= Filtered partial NC replica: The filter removes all the attributes (and their values) that are
in the filtered attribute set. The default naming context (default NC), config NC, and
application NC on a RODC are filtered partial NC replicas.

= Filtered GC partial NC replica: The filter removes all the attributes (and their values) that
are not in the partial replica's GC partial attribute set, as well as all the attributes (and their
values) in the filtered attribute set. Domain NCs, excluding the default domain NC, that are
hosted on an RODC are filtered GC partial NC replicas. Such domain NCs will exist on the
RODC when the RODC is a GC.

Replicas of other NC types are always full. A full replica is either writable, that is, it accepts originating
updates, or is read-only. A partial replica is read-only.

This section has introduced many concepts without describing how they are reflected in the state
model. To a great extent this obligation will be discharged in other sections of this document. The
schema NC is described in section 3.1.1.2, while the other NC types are described in section 6.1. Here
are three elaborations of the state model that can be explained without making a forward reference:

1.

NC replicas are modeled by making a DSName, converted into a string formatted as specified in
[MS-DRSR] section 5.16.2.1, the first element of a replica.

The root object of a domain NC or an AD DS application NC has class domainDNS. The RDN
attribute of domainDNS is dc. Therefore both the dc and name attributes of the root object of a
domain NC or an AD DS application NC equal the first component (for example, ni for DNS name
ni.nz. ... .ny) of the NC's DNS name. The root object of an AD LDS application NC can have any
object class except dMD or configuration.

In AD DS, the generation of objectSid values is constrained by the sid of a domain NC as follows.
The sid of a domain NC, the domain SID, is a SID with four SubAuthority values. The root
object of a domain NC has objectSid equal to the domain SID, as required by the definition of NC
replica. Every security principal object o in a domain NC has o!objectSid equal to the domain
SID plus the RID portion (that is, it has five SubAuthority values). The RID portion of o!objectSid
is a number not assigned as the RID portion of the objectSid to any other object of the domain,
including objects that existed earlier but have been deleted.

Section 3.1.1.5.2.4 specifies how AD DS assigns RIDs. The same section specifies how AD LDS
generates objectSid values for new AD LDS security principals.

Continuing the example, let the example NC be a domain NC, and let the object with name "Peter
Houston" be assigned the RID value 2055 (decimal). Then the state of the example NC is as follows.

(
"<GUID=5>;<SID=0x0105...94E1F2E6>;
dc=microsoft,dc=com"
( (objectGUID 5) (parent 0) (dc "microsoft")
(objectClass top ... domainDNS)
(name "microsoft") (rdnType dc)
(objectSid 0x0105...94E1F2E6) )
(objectGUID 2) (parent 5) (ou "NTDEV")
(objectClass top ... organizationalUnit)
(name "NTDEV") (rdnType ou) )
(objectGUID 9) (parent 2) (cn "Peter Houston")
(objectClass top ... user)
(name "Peter Houston") (rdnType cn)
(objectSid 0x0105...94E1F2E607080000) )
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The DNS name of this domain NC is microsoft.com. Note that the domain SID is a prefix of the "Peter
Houston" object's objectSid. Portions of the (long) SID values have been elided for clarity; consider
the elided portions to be the following hex digits

0000000000051500000089598D33D3C56B68

and the example SID will be a valid SID.

3.1.1.1.5.1 Tombstone Lifetime and Deleted-Object Lifetime

The tombstone lifetime is controlled by the tombstoneLifetime attribute of the Directory Services
object specified in section 6.1.1.2.4.1.1, interpreted as a number of days. If no value is specified for
the tombstonelLifetime attribute of the Directory Services object, the tombstone lifetime defaults to 60
days. The minimum value that can be sp