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1 Introduction

The Active Directory Web Services: Custom Action Protocol is used for directory access in identity
management and topology management. Examples of these operations are managing groups and
passwords (identity management; see section 3.3) and retrieving information about the forest and
domain (topology management; see section 3.4). A portion of the Microsoft implementation of the
Active Directory Web Services: Custom Action Protocol is used to communicate between servers; for
example the implementation of server-to-server FSMO transfers or the implementation of server-to-
server methods for retrieving group memberships from other servers. Those server-to-server
communications are not used by Microsoft to communicate with Windows client operating systems
and are not included in this specification. Licensees can implement those server-to-server
communications using any protocol they choose. This specification describes the client-to-server
portions of the Active Directory Web Services: Custom Action Protocol that are used between
Windows servers and Windows client operating systems to manage Active Directory identities and
topologies. In some cases, the client-to-server communications include status of the success or
failure of server-to-server communication, to give administrators the ability to assist in diagnosing
or monitoring the server-to-server implementation. However, the specific content of these
communications is not understood by Windows client operating systems, and the semantics are not
prescribed by this specification. Interoperation with Windows client operating systems does not
require an understanding of the status of the server-to-server implementation. Licensees can
implement the Active Directory Web Services: Custom Action Protocol to provide and accept any
status that is meaningful for diagnosing or monitoring their server-to-server communications, or no
data at all, as they choose.

The goal of this specification is to enable the transition of client applications that are currently using
non-Web services protocols such as Lightweight Directory Access Protocol (LDAP) version 3
RFC2251] for managing information held in directory services to using Web services protocols.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

Active Directory Domain Services (AD DS)
application NC

attribute

computer object

configuration naming context (config NC)
crossRef object

directory object

directory service (DS)

distinguished name (DN)

domain

domain controller (DC)

domain local group

Domain Name System (DNS)

domain naming context (domain NC)
domain naming service name
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domain tree

flexible single master operation (FSMO)
forest

forest functional level

fully qualified domain name (FQDN)(1)(2)
FSMO role

global catalog (GC)

global group

globally unique identifier (GUID)

group

group object

Group Policy

Group Policy Object (GPO)

Lightweight Directory Access Protocol (LDAP)
naming context (NC)

NetBIOS name

object class

object class inheritance

principal

read-only domain controller (RODC)
relative identifier (RID)

root directory system agent-specific entry (rootDSE)
root domain

schema naming context (schema NC)
Secure Sockets Layer (SSL)

security identifier (SID)

security principal

site

SOAP

SOAP action

SOAP body

SOAP fault

SOAP fault code

SOAP fault detail

SOAP header

SOAP header block

SOAP message

SOAP mustUnderstand attribute
Uniform Resource Locator (URL)
universal group

user object

Web Services Description Language (WSDL)
WSDL message

WSDL operation

WSDL port type

XML

XML namespace

The following terms are defined in [MS-ADTS]:
security-enabled group

The following terms are specific to this document:

16 / 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-ADTS%5d.pdf

Active Directory Lightweight Directory Services (AD LDS): A general-purpose network
directory service that is an independent mode of Active Directory and that provides
dedicated directory services for applications. See [MS-ADTS].

Active Directory Web Services (ADWS): Provides a Web Service interface to Active
Directory Domain Services (AD DS) and Active Directory Lightweight Directory
Services (AD LDS) instances.

authenticable principal: In AD DS, a directory object of class user or of a class derived from
user. In AD LDS, a directory object of a class that statically links to the msDS-
BindableObject auxiliary class. See [MS-ADTS] section 3.1.1.2.4.

child domain: A domain that is a member of a domain tree but is not the root domain of the
domain tree.

directory instance: The directory service referred to by the SOAP header in the Active
Directory Web Services: Custom Action Protocol custom action XML operation, which is the
target of the custom action request. This directory service is assumed to be running locally
on the server. This may be an Active Directory directory service instance, or an Active
Directory Lightweight Directory Service instance (one of possibly many). For more detail
on the format of the SOAP header see [MS-ADDM] section 2.5.1.

endPoint: In the context of a Web service, a network target to which a SOAP message can
addressed. See [WSADDR].

non-authenticable principal: A reference identifying a directory object that is not an
authenticable principal object.

non-user principal: A reference identifying a directory object that is not a user object.
non-group principal: A reference identifying a directory object that is not a group object.

non-security principal: A reference identifying a directory object that is not a security
principal object.

nonexistent naming context (nonexistent NC): A reference that does not identify an NC in
the specified directory instance.

nonexistent principal: A reference that does not identify a security principal in the specified
directory instance.

nTDSDSA object: Each domain controller in a domain has an nTDSDSA object. See [MS-
ADTS] section 6.1.1.2.2.1.2.1.1.

parent domain: A domain that is part of a domain tree and has child domains is a parent of
those child domains.

primary group: The group object identified by the primaryGroupID attribute ([MS-ADA3
section 2.120) of a user object ([MS-ADSC] section 2.263). The primary group's objectSid
equals the user's objectSid, with its relative identifier (RID) portion replaced by the
primaryGrouplID value. The user is considered a member of its primary group.

snapshot store instance: A read-only copy of an Active Directory Domain Services instance
or an Active Directory Lightweight Directory Services instance at some point in time.

SOAP fault subcode: An element of a SOAP fault, defined in [SOAP1.2-1/2003].

17/ 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADTS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADTS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADDM%5d.pdf
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=113065
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADTS%5d.pdf
%5bMS-ADTS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADA3%5d.pdf
%5bMS-ADSC%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90521

Uniform Resource Identifier (URI): A string of characters in a standardized format that
identifies a resource on a network [RFC2396].

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

[MS-ADA2] Microsoft Corporation, "Active Directory Schema Attributes M".

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".

[MS-ADDM] Microsoft Corporation, "Active Directory Web Services: Data Model and Common
Elements".

[MS-ADLS] Microsoft Corporation, "Active Directory Lightweight Directory Services Schema".

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes".

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".

[MS-DRSR] Microsoft Corporation, "Directory Replication Service (DRS) Remote Protocol".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-ERREF] Microsoft Corporation, "Windows Error Codes".

[MS-NNS] Microsoft Corporation, ".NET NegotiateStream Protocol".

[MS-GPOL] Microsoft Corporation, "Group Policy: Core Protocol".

[MS-SAMR] Microsoft Corporation, "Security Account Manager (SAM) Remote Protocol (Client-to-
Server)".

[MS-WPOQO] Microsoft Corporation, "Windows Protocols Overview".

[MS-WSDS] Microsoft Corporation, "WS-Enumeration: Directory Services Protocol Extensions".
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[MS-WSPELD] Microsoft Corporation, "WS-Transfer and WS-Enumeration Protocol Extension for
Lightweight Directory Access Protocol v3 Controls".

[MS-WSTIM] Microsoft Corporation, "WS-Transfer: Identity Management Operations for Directory
Access Extensions".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2251] Wahl, M., Howes, T., and Kille, S., "Lightweight Directory Access Protocol (v3)", RFC
2251, December 1997, http://www.ietf.org/rfc/rfc2251.txt

[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):
Generic Syntax", RFC 2396, August 1998, http://www.ietf.org/rfc/rfc2396.txt

[RFC3296] Zeilenga, K., "Named Subordinate References in Lightweight Directory (LDAP)
Directories", RFC 3296, July 2002, http://www.ietf.org/rfc/rfc3296.txt

[RFC4122] Leach, P., Mealling, M., and Salz, R., "A Universally Unique Identifier (UUID) URN
Namespace", RFC 4122, July 2005, http://www.ietf.org/rfc/rfc4122.txt

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP)
1.1", May 2000, http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-
soapl2-part1-20030624

[WSADDR] Gudgin, M., Hadley, M., and Rogers, T., "Web Services Addressing (WS-Addressing)
1.0", W3C Recommendation, May 2006, http://www.w3.0rg/2005/08/addressing

[WSASB] Gudgin, M., Hadley, M., and Rogers, T., "Web Services Addressing 1.0 - SOAP Binding",
W3C Recommendation, May 2006, http://www.w3.0rg/TR/2006/REC-ws-addr-soap-20060509/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[WSDLSOAP] Angelov, D., Ballinger, K., Butek, R., et al., "WSDL 1.1 Binding Extension for SOAP
1.2", W3c Member Submission, April 2006, http://www.w3.0org/Submission/wsdl11soap12/

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

[XMLSCHEMA1] Thompson, H.S., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-
xmlschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

.2.2 Informative References

[MS-ADOD] Microsoft Corporation, "Active Directory Protocols Overview".

[MS-AUTHSOD] Microsoft Corporation, "Authentication Services Protocols Overview".

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".
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1.3 Overview

The Active Directory Web Services: Custom Action Protocol is one of the protocols that make up the
set of Active Directory Web Services (ADWS) protocols. The Active Directory Web Services:
Custom Action Protocol permits access to Active Directory [MS-ADTS] via the use of common SOAP-
based Web services.

This protocol adds a protocol to ADWS to permit it to do such operations as changing passwords,
expanding groups, retrieving domain, forest and site information, and translating names.

To do so, this protocol defines the following Web Services Description Language (WSDL)
operations:<1>

= ChangeOptionalFeature

=  ChangePassword

= GetADDomain

=  GetADDomainController

= GetADForest

= GetADGroupMember

=  GetADPrincipalAuthorizationGroup

=  GetADPrincipalGroupMembership

= GetVersion

= MoveADOperationMasterRole

=  SetPassword
= TranslateName

Requests that make use of the Active Directory Web Services: Custom Action Protocol can be
identified by the presence of a protocol-specific SOAP header.

The Active Directory Web Services: Custom Action Protocol specifies a set of SOAP faults that a
server is permitted to return to the client to indicate that an error occurred while processing the
request. The intent is to allow interoperability between clients and servers by providing a
standardized set of errors that both sides of the communication session can understand. This
protocol specifies SOAP faults for the custom actions as specified in section 3.

1.4 Relationship to Other Protocols

The Active Directory Web Services: Custom Action Protocol uses transports that support the sending
of SOAP messages, as described in section 2.1 and as shown in the following layering diagram.
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Figure 1: Protocol layering diagram

The information in this document is used by the Active Directory Web Services: Custom Action
Protocol in the set of ADWS protocols. The ADWS protocol documentation set comprises this
document and the following documents: [MS-WSDS], [MS-WSPELD], [MS-WSTIM], and [MS-ADDM].

Active Directory Web Services: Custom Action Protocol uses the Microsoft.NET NegotiateStream
Protocol Specification [MS-NNS] to establish the security context of the operations as described in
section 3.1.4.3.

1.5 Prerequisites/Preconditions

The Active Directory Web Services: Custom Action Protocol assumes that the client is able to
discover the server by means not specified in this protocol.<2>

1.6 Applicability Statement

The Active Directory Web Services: Custom Action Protocol is suitable for use when the implementer
desires to retrieve and manipulate data stored in a directory service via an XML-based model. It is
used to manage access to Active Directory data (setting and retrieving) which is not easily done via
the other protocols specified in this documentation set, including [MS-WSDS], [MS-WSTIM], and

MS-WSPELD]. Examples of the capabilities provided by this protocol include retrieving and changing
user passwords and retrieving information about the Active Directory domain and Active Directory
forest.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

Supported Transports: This protocol can be implemented using transports that support sending
SOAP messages as described in section 2.1.

Protocol Versions: This protocol is not versioned.
Capability Negotiation: This protocol does not support version negotiation.

Localization: This protocol includes text strings in various SOAP faults. Localization
considerations for such strings are specified in the SOAP faults section of each operation
described in section 3.3.4. See, for example, section 3.3.4.1.8 for the ChangePassword
operation.

1.8 Vendor-Extensible Fields

There are no vendor-extensible fields.
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1.9 Standards Assignments

Parameter

Value

Reference

TCP Port

9389

TIANA

Note XML namespaces used by SOAP-based protocols are listed in section 2.2.1.
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2 Messages

2.1 Transport

The Active Directory Web Services: Custom Action Protocol MUST use a transport binding that
supports either SOAP 1.1 [SOAP1.1] or SOAP 1.2 [SOAP1.2-1/2003]. All messages MUST be
formatted as specified in either SOAP 1.1 or SOAP 1.2.<3>

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses
XML schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and Web Services Description
Language as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified in

XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefix Namespace URI Reference

ca: http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions This specification
ser: http://schemas.microsoft.com/2003/10/Serialization/ This specification.
sera: http://schemas.microsoft.com/2003/10/Serialization/Arrays This specification.
soapl2: http://schemas.xmlsoap.org/wsdl/soap12/ WSDLSOAP
wsam: http://www.w3.0rg/2007/05/addressing/metadata This specification.
wsdl: http://schemas.xmlsoap.org/wsdl/ WSDL

XS: http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1
XSi: http://www.w3.0rg/2001/XMLSchema-instance XMLSCHEMA1

2.2.2 Messages

This protocol does not contain any WSDL messages that are used in more than one operation.

2.2.3 Elements

The following table summarizes the set of common XML schema element definitions defined by this
specification. XML schema element definitions that are specific to a particular operation are
described with the operation.

Element Description

ActiveDirectoryGroup An extension of the ActiveDirectoryPrincipal element to include a GroupScope
and a GroupType.

ActiveDirectoryObject The base object for the ActiveDirectoryPrincipal element.
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Element Description

ActiveDirectoryPrincipal Represents a principal.

CustomActionFault The base fault for all the Custom Action faults.

Server Specifies which directory service a request is intended for.

2.2.3.1 ActiveDirectoryObject

The ActiveDirectoryObject element represents an object in the directory. This element MUST NOT be
returned in any messages in the Active Directory Web Services: Custom Action Protocol, because
the complex type ActiveDirectoryObject is used only as a base type, with no elements created from
that type. The ActiveDirectoryObject element MUST NOT be null.

<xs:element
name="ActiveDirectoryObject"
nillable="true" type="ca:ActiveDirectoryObject" />

2.2.3.2 ActiveDirectoryPrincipal

The ActiveDirectoryPrincipal element represents a principal ([MS-ADTS] section 5.1.1.5). It is
an extension of the ActiveDirectoryObject (section 2.2.3.1) element to include a
SamAccountName (section 2.2.4.2.1) and a SID (section 2.2.4.2.2). The ActiveDirectoryPrincipal
element MUST NOT be null.

<xs:element
name="ActiveDirectoryPrincipal” nillable="true"
type="ca:ActiveDirectoryPrincipal" />

2.2.3.3 ActiveDirectoryGroup

The ActiveDirectoryGroup element is contained in the response for group information. It is an
extension of the ActiveDirectoryPrincipal element (section 2.2.3.2) to include a GroupScope

(section 2.2.4.3.1) and a GroupType (section 2.2.4.3.2). The ActiveDirectoryGroup element MUST
NOT be null.

<xs:element
name="ActiveDirectoryGroup" nillable="true"
type="ca:ActiveDirectoryGroup" />

2.2.3.4 CustomActionFault
The CustomActionFault element is the base fault for all the Custom Action faults. This fault MUST

NOT be returned directly by any Custom Actions. Only the derived children fault of this element is to
be returned.

<xs:element name="CustomActionFault" nillable="true" type="ca:CustomActionFault" />
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2.2.3.5 Server

An implementation MAY<4> allow multiple directory services to be accessed via a single endpoint.
Therefore, when sending a SOAP request message (for example, to change a password), the
requestor MUST specify which directory service the request is intended for. The Server SOAP
header, which is located in the
http://schemas.microsoft.com/2008/1/ActiveDirectory/Customactions XML namespace, is used to
accomplish this. It MUST be specified by the requestor in any SOAP request message that is
intended to target a specific directory service.

The contents of the Server header are the string literal "ldap:" followed by an integer (expressed as
a string in base 10) that specifies the TCP port number of the desired directory service's LDAP
interface.

In the following example, the requestor is asking that the operation (ADCAP ChangePassword) that
is specified in the SOAP message be performed against the directory service that listens on port
3268.

<soapenv:Envelope

xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:wsa="http://www.w3.0rg/2005/08/addressing">

<soapenv:Header>

<wsa:Action
soapenv:mustUnderstand="1">http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/
AccountManagement/ChangePassword</wsa:Action>

<ca:Server

xmlns:ca="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions">1dap:3268</ca:Serve
r>
<wsa:MessageID>urn:uuid:a541d67¢c-707d-41£0-b27e-78d40b5a8293</wsa:MessageID>
<wsa:ReplyTo>
<wsa:Address>http://www.w3.0rg/2005/08/addressing/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:To
soapenv:mustUnderstand="1">net.tcp://server0l.fabrikam.com:9389/ActiveDirectoryWebServices/Wi
ndows/AccountManagement</wsa:To>
</soapenv:Header>
<soapenv:Body
xmlns:xs="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<ChangePasswordRequest
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions">
<AccountDN>CN=Guest, CN=Users, DC=fabrikam, DC=com</AccountDN>
<NewPassword>Password2</NewPassword>
<0OldPassword>Passwordl</OldPassword>
<PartitionDN>DC=fabrikam, DC=com</PartitionDN>
</ChangePasswordRequest>
</soapenv:Body>
</soapenv:Envelope>

2.2.4 Complex Types
The following table summarizes the set of common XML schema complex type definitions defined by

this specification. XML schema complex type definitions that are specific to a particular operation are
described with the operation.
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Complex Type Description

ActiveDirectoryObject The base type for the ActiveDirectoryPrincipal complex type and the
ActiveDirectoryPartition complex type. Represents a directory object.

ActiveDirectoryPrincipal An extension of an ActiveDirectoryObject complex type definition, adding a
SID element and a SamAccountName element.

ActiveDirectoryGroup Extends the ActiveDirectoryPrincipal complex type definition to specify
group results.

ArrayOfActiveDirectoryGroup Defines an array of ActiveDirectoryGroup complex types.

ArgumentErrorDetailCA Indicates that one or more of the parameters supplied were invalid.

CustomActionFault The base type for all Active Directory Web Services: Custom Action
Protocol faults.

DirectoryErrorDetailCA Supplies details about the directory or LDAP error that was returned.

sera:ArrayOfString Defines an array of strings.

2.2.4.1 ActiveDirectoryObject

The ActiveDirectoryObject complex type represents a directory object.

<xs:complexType name="ActiveDirectoryObject">
<xs:sequence>
<xs:element name="DistinguishedName" nillable="true" type="xs:string" />
<xs:element name="Name" nillable="true" type="xs:string" />
<xs:element name="ObjectClass" nillable="true" type="xs:string" />
<xs:element name="ObjectGuid" type="ser:guid" />
<xs:element name="ObjectTypes" nillable="true" type="sera:ArrayOfstring" />
<xs:element name="ReferenceServer" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>

2.2.4.1.1 ActiveDirectoryObject/DistinguishedName

The DistinguishedName element specifies the distinguished name of the ActiveDirectoryObject
directory object.

<xs:element name="DistinguishedName" nillable="true" type="xs:string" />

2.2.4.1.2 ActiveDirectoryObject/Name

The Name element specifies the name of the ActiveDirectoryObject directory object.

<xs:element name="Name" nillable="true" type="xs:string" />

2.2.4.1.3 ActiveDirectoryObject/ObjectClass

The ObjectClass element specifies the object class of the ActiveDirectoryObject directory object.
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<xs:element name="ObjectClass" nillable="true" type="xs:string" />

2.2.4.1.4 ActiveDirectoryObject/ObjectGuid

The ObjectGuid element specifies the GUID of the ActiveDirectoryObject directory object. GUID is
defined in [MS-DTYP] section 2.3.4.

<xs:element name="ObjectGuid" type="ser:guid" />

2.2.4.1.5 ActiveDirectoryObject/ObjectTypes

The ObjectTypes element specifies an array of object class strings (the objectClass hierarchy)
that form the object class inheritance of the ActiveDirectoryObject directory object.

<xs:element name="ObjectTypes" nillable="true" type="sera:ArrayOfstring" />

2.2.4.1.6 ActiveDirectoryObject/ReferenceServer

When the directory service is AD DS, the ReferenceServer element is the fully qualified domain
name (FQDN) (1) of the domain for this ActiveDirectoryObject, ActiveDirectoryPrincipal, or
ActiveDirectoryGroup directory object. If the directory service is AD LDS, this element is a string
"servername:port", where servername is the name of the AD LDS server hosting the NC for this
ActiveDirectoryObject, ActiveDirectoryPrincipal, or ActiveDirectoryGroup directory object, and port is
the base-10 representation of the TCP port number that the AD LDS instance is using for LDAP.

<xs:element name="ReferenceServer" nillable="true" type="xs:string" />

2.2.4.2 ActiveDirectoryPrincipal

The ActiveDirectoryPrincipal complex type is an extension of an ActiveDirectoryObject complex
type definition (section 2.2.4.1), adding a SID element and a SamAccountName element.

<xs:complexType name="ActiveDirectoryPrincipal">
<xs:complexContent mixed="false">
<xs:extension base="ca:ActiveDirectoryObject">
<xs:sequence>
<xs:element name="SID" nillable="true" type="xs:base64Binary" />
<xs:element name="SamAccountName" nillable="true" type="xs:string" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

2.2.4.2.1 ActiveDirectoryPrincipal/SamAccountName

The SamAccountName element specifies the account name of the principal specified by the
ActiveDirectoryPrincipal or ActiveDirectoryGroup directory object.

<xs:element name="SamAccountName" nillable="true" type="xs:string" />

27/ 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-GLOS%5d.pdf
%5bMS-DTYP%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf

2.2.4.2.2 ActiveDirectoryPrincipal/SID

The SID element specifies the object security identifier (SID) on the principal specified by the
ActiveDirectoryPrincipal or ActiveDirectoryGroup directory object. The SID is encoded in
base64Binary format ([ XMLSCHEMAZ2] section 3.2.16).

<xs:element name="SID" nillable="true" type="xs:base64Binary" />

2.2.4.3 ActiveDirectoryGroup

The ActiveDirectoryGroup complex type extends the ActiveDirectoryPrincipal (section 2.2.4.2)
complex type definition, adding the elements GroupScope and GroupType.

<xs:complexType name="ActiveDirectoryGroup">
<xs:complexContent mixed="false">
<xs:extension base="ca:ActiveDirectoryPrincipal">
<xs:sequence>
<xs:element name="GroupScope" type="ca:ActiveDirectoryGroupScope" />

<xs:element name="GroupType" type="ca:ActiveDirectoryGroupType" />
</xs:sequence>

</xs:extension>
</xs:complexContent>
</xs:complexType>

2.2.4.3.1 ActiveDirectoryGroup/GroupScope

The GroupScope element contains the Group Scope (Unknown, DomainLocal, Global or Universal;
see section 2.2.5.1) of the ActiveDirectoryGroup directory object.

<xs:element name="GroupScope" type="ca:ActiveDirectoryGroupScope" />

2.2.4.3.2 ActiveDirectoryGroup/GroupType

The GroupType element contains the group type (Unknown, Distribution or Security, see section
2.2.5.2) of the ActiveDirectoryGroup directory object.

<xs:element name="GroupType" type="ca:ActiveDirectoryGroupType" />

2.2.4.4 ArrayOfActiveDirectoryGroup

The ArrayOfActiveDirectoryGroup complex type defines an array of ActiveDirectoryGroup
(section 2.2.4.3) complex types.

<xs:complexType name="ArrayOfActiveDirectoryGroup">
<xs:sequence>
<xs:element

minOccurs="0"
maxOccurs="unbounded"
name="ActiveDirectoryGroup"
nillable="true"
type="ca:ActiveDirectoryGroup" />

</xs:sequence>
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</xs:complexType>

2.2.4.5 ArgumentErrorDetailCA

The ArgumentErrorDetailCA complex type definition SHOULD be used in a SOAP fault to indicate
that one or more of the parameters supplied were invalid.

<xs:complexType name="ArgumentErrorDetailCA">
<xs:sequence>
<xs:element minOccurs="0" name="Message" nillable="true" type="xs:string" />
<xs:element minOccurs="0" name="ParameterName" nillable="true" type="xs:string" />
<xs:element minOccurs="0" name="ShortMessage" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>

2.2.4.5.1 ArgumentErrorDetailCA/Message

The Message element contains a human-readable error string explaining the nature of the
argument error that occurred.<5> The value of this element is implementation-specific; therefore a
client MUST NOT rely on the value.

<xs:element
minOccurs="0" name="Message" nillable="true" type="xs:string" />

2.2.4.5.2 ArgumentErrorDetailCA/ParameterName

The ParameterName element contains a human-readable error string containing the name of the
argument that caused the error.<6> The value of this element is implementation-specific; therefore,
a client MUST NOT rely on the value.

<xs:element
minOccurs="0" name="ParameterName"
nillable="true" type="xs:string" />

2.2.4.5.3 ArgumentErrorDetailCA/ShortMessage

The ShortMessage element contains a human-readable error string that explains the nature of the
argument error that occurred.<7> The value of this element is implementation specific; therefore, a
client MUST NOT rely on the value.

<xs:element
minOccurs="0" name="ShortMessage" nillable="true" type="xs:string" />

2.2.4.6 CustomActionFault

The CustomActionFault complex type definition SHOULD be the base type for all Active Directory
Web Services: Custom Action Protocol faults.

<xs:complexType name="CustomActionFault">
<xs:sequence>

29/ 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013



<xs:element minOccurs="0"
name="ArgumentError" nillable="true" type="ca:ArgumentErrorDetailCA" />
<xs:element minOccurs="0"
name="DirectoryError" nillable="true" type="ca:DirectoryErrorDetailCA" />
<xs:element minOccurs="0"
name="Error" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="ShortError" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>

The ADCAP protocol implementation MUST return only one of the following elements:
ArgumentError, DirectoryError, or Error.

2.2.4.6.1 CustomActionFault/ArgumentError

The ArgumentError element SHOULD be used in a SOAP fault to indicate that one or more of the
parameters supplied were invalid.

<xs:element
minOccurs="0" name="ArgumentError"
nillable="true" type="ca:ArgumentErrorDetailCA" />

2.2.4.6.2 CustomActionFault/DirectoryError

The DirectoryError element SHOULD be used in a SOAP fault to supply details about the directory
error that was returned.

<xs:element
minOccurs="0" name="DirectoryError"
nillable="true" type="ca:DirectoryErrorDetailCA" />

2.2.4.6.3 CustomActionFault/Error

The Error element contains a human-readable error string explaining the nature of the error that
occurred.<8> The value of this element is implementation specific; therefore, a client MUST NOT
rely on the value.

<xs:element
minOccurs="0" name="Error" nillable="true" type="xs:string" />

2.2.4.6.4 CustomActionFault/ShortError

The ShortError element contains a human-readable error string explaining the nature of the error
that occurred.<9> The value of this element is implementation specific; therefore, a client MUST
NOT rely on the value.

<xs:element
minOccurs="0" name="ShortError" nillable="true" type="xs:string" />
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2.2.4.7 DirectoryErrorDetailCA

The DirectoryErrorDetailCA complex type definition SHOULD be used in a SOAP fault to supply
details about the directory or LDAP error that was returned.

<xs:complexType name="DirectoryErrorDetailCA">
<xs:sequence>
<xs:element minOccurs="0"
name="ErrorCode" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="ExtendedErrorMessage" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="MatchedDN" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="Message" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="Referral” nillable="true" type="sera:ArrayOfstring" />
<xs:element minOccurs="0"
name="ShortMessage" nillable="true" type="xs:string" />
<xs:element minOccurs="0"
name="Win32ErrorCode" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>

2.2.4.7.1 DirectoryErrorDetailCA/ErrorCode

The ErrorCode element contains a nhumeric error code, in string form, representing the cause of the
error.

<xs:element
minOccurs="0" name="ErrorCode" nillable="true" type="xs:string" />

2.2.4.7.2 DirectoryErrorDetailCA/ExtendedErrorMessage
The ExtendedErrorMessage eclement contains a human-readable error string explaining the nature

of the error that occurred. The value of this element is implementation-specific; therefore a client
MUST NOT rely on the value.

<xs:element
minOccurs="0" name="ExtendedErrorMessage"
nillable="true" type="xs:string" />

2.2.4.7.3 DirectoryErrorDetailCA/MatchedDN

The MatchedDN element contains an LDAP matchedDN as specified in [RFC2251].

<xs:element
minOccurs="0" name="MatchedDN" nillable="true" type="xs:string" />
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2.2.4.7.4 DirectoryErrorDetailCA/Message

The Message element contains a human-readable error string that explains the nature of the
directory error that occurred.<10> The value of this element is implementation specific; therefore, a
client MUST NOT rely on the value.

<xs:element
minOccurs="0" name="Message" nillable="true" type="xs:string" />

2.2.4.7.5 DirectoryErrorDetailCA/Referral

The Referral element contains an LDAP referral URL as specified in [RFC22517.

<xs:element
minOccurs="0" name="Referral"
nillable="true" type="sera:ArrayOfstring" />

2.2.4.7.6 DirectoryErrorDetailCA/ShortMessage

The ShortMessage element contains a human-readable error string explaining the nature of the
error that occurred.<11> The value of this element is implementation specific; therefore, a client
MUST NOT rely on the value.

<xs:element
minOccurs="0" name="ShortMessage" nillable="true" type="xs:string" />

2.2.4.7.7 DirectoryErrorDetailCA/Win32ErrorCode

When DirectoryErrorDetailCA/errorCode (section 2.2.4.7.1) is an LDAP error code, the
Win32ErrorCode element SHOULD contain the Win32 error code ([MS-ERREF] section 2.2), in
string form, translated from the error contained in ErrorCode.<12> When ErrorCode is a non-
LDAP error code, the Win32ErrorCode element SHOULD contain the error contained in ErrorCode.

<xs:element
minOccurs="0" name="Win32ErrorCode"
nillable="true" type="xs:string" />

2.2.4.8 sera:ArrayOfString

The sera:ArrayOfString complex type defines an array of strings.

<xs:complexType name="ArrayOfstring">
<xs:sequence>
<xs:element
minOccurs="0" maxOccurs="unbounded"
name="string" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>
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2.2.5 Simple Types

The following table summarizes the set of common XML schema simple type definitions defined by
this specification. XML schema simple type definitions that are specific to a particular operation are
described with the operation.

Simple type Description

ActiveDirectoryGroupScope Specifies the type of the GroupScope element.
ActiveDirectoryGroupType Defines the allowable types of groups.
ActiveDirectoryOperationMasterRole Represents the FSMO roles that a directory service may hold.
ser:duration Defines a type to express a duration of time.

ser:guid Defines a globally unique identifier (GUID) using a pattern.

2.2.5.1 ActiveDirectoryGroupScope

This enumeration simple type is used to specify the type of the GroupScope element. It indicates
the type of group that is specified in the ActiveDirectoryGroup element.

<xs:simpleType name="ActiveDirectoryGroupScope">
<xs:restriction base="xs:string">
<xs:enumeration value="Unknown" />
<xs:enumeration value="DomainLocal" />
<xs:enumeration value="Global" />
<xs:enumeration value="Universal" />
</xs:restriction>
</xs:simpleType>

Value Meaning

Unknown The group membership is unknown.

DomainLocal The group membership is in a domain local group.
Global The group membership is in a global group.
Universal The group membership is in a universal group.

2.2.5.2 ActiveDirectoryGroupType

The ActiveDirectoryGroupType simple type defines the three allowable types of groups
(Unknown, Distribution, and Security).

This enumeration simple type is used to specify the type of the GroupType element. It indicates the
type of group that is specified in the ActiveDirectoryGroup element.

<xs:simpleType name="ActiveDirectoryGroupType">
<xs:restriction base="xs:string">
<xs:enumeration value="Unknown" />
<xs:enumeration value="Distribution" />
<xs:enumeration value="Security" />
</xs:restriction>
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</xs:simpleType>

Value Meaning

Unknown The type of group represented is unknown.

Distribution The group does not represent a group of security principals.
Security The group represents a group of security principals.

2.2.5.3 ActiveDirectoryOperationMasterRole

The ActiveDirectoryOperationMasterRole simple type is an enumeration, representing the FSMO

roles that a directory service may hold.

<xs:simpleType name="ActiveDirectoryOperationMasterRole">

<xs:restriction base=

"

xs:string">

<xs:enumeration value="PDCEmulator" />

<xs:enumeration value="RIDMaster" />

<xs:enumeration value="InfrastructureMaster" />

<xs:enumeration value="SchemaMaster" />

<xs:enumeration value="DomainNamingMaster" />

</xs:restriction>
</xs:simpleType>

The enumeration values specify a FSMO role, according to the following table.

Value

Description

"PDCEmulator"

PDC Emulator FSMO role, per [MS-ADTS] section 6.1.5.4.

"RIDMaster" relative identifier (RID) Master FSMO role, per [MS-ADTS] section 6.1.5.3.
"InfrastructureMaster" Infrastructure Master FSMO role, per [MS-ADTS] section 6.1.5.5.
"SchemaMaster" Schema Master FSMO role, per [MS-ADTS] section 6.1.5.

"DomainNamingMaster"

Domain Naming Master FSMO role, per [MS-ADTS] section 6.1.5.2.

2.2.5.4 ser:duration

The ser:duration simple type defines a type to express a duration of time.

<xs:simpleType name="duration">

<xs:restriction base=

"xs:duration">

<xs:pattern value="\-2P(\d*D)? (T (\d*H) ? (\d*M) ? (\d* (\.\d*)?S)?)2" />
<xs:minInclusive value="-P10675199DT2H48M5.4775808S" />
<xs:maxInclusive value="P10675199DT2H48M5.4775807s" />

</xs:restriction>
</xs:simpleType>

2.2.5.5 ser:guid

The ser:guid simple type defines a GUID using a pattern.
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<xs:simpleType name="guid">
<xs:restriction base="xs:string">
<xs:pattern

value="[\da-fA-F]{8}-[\da-fA-F]{4}-[\da-fA-F] {4}-[\da-fA-F] {4}-[\da-fA-F] {12}" />

</xs:restriction>
</xs:simpleType>

2.2.6 Attributes

This specification does not define any common XML schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.

2.3 Directory Service Schema Elements

The protocol accesses the directory service schema classes and attributes listed in the following

table.

For the syntactic specifications of the following <Class> or <Class> <Attribute> pairs, refer either

to:

Active Directory Domain Services (AD DS) ([MS-ADA1], [MS-ADA2], [MS-ADA3], and [MS-ADSC]).

Or to:

Active Directory Lightweight Directory Services (AD LDS) [MS-ADLS].

Class

Attribute

computer

dnsHostName

memberOf

name

objectSID
operatingSystemHotFix
operatingSystem
operatingSystemServicePack
operatingSystemVersion
sAMAccountName
userAccountControl

crossRef

distinguishedName
dnsRoot

Enabled
nETBIOSNAme
ncName
objectGUID
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Class

Attribute

systemFlags
trustParent

crossRefContainer

fSMORoleOwner
msDS-Behavior-Version
msDS-SPNSuffixes

uPNSuffixes
dMD fSMORoleOwner
domainDNS distinguishedName

fSMORoleOwner

gpLink
msDS-AllowedDNSSuffixes
msDS-Behavior-Version
msDS-LogonTimeSyncInterval
managedBy

name

objectSID

objectClass
rIDManagerReference
subRefs

wellKknownObjects

foreignSecurityPrincipal objectSID
group groupType
member
memberOf
name
objectSID
sAMAccountName
inetOrgPerson unicodePwd
userPassword
infrastructureUpdate fSMORoleOwner
nTDSDSA distinguishedName

invocationld
msDS-hasDomainNCs
msDS-hasMasterNCs
msDS-hasFullReplicaNCs
hasPartialReplicaNCs
msDS-PortLDAP
msDS-PortSSL

name

objectCategory
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Class

Attribute

options

rIDManager

fSMORoleOwner

rootDSE

becomeDomainMaster
becomelnfrastructureMaster
becomePdc
becomeRidMaster
becomeSchemaMaster
defaultNamingContext
disableOptionalFeature
enableOptionalFeature
isGlobalCatalogReady
supportedCapabilities<13>

server

distinguishedName
dnsHostName
objectGUID
serverReference

site

cn

user

name
memberOf
objectSID
primaryGrouplID
sAMAccountName
userPassword
unicodePwd
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3 Protocol Details

The following sections describe the behavior of the Active Directory Web Services: Custom Action
Protocol. This protocol follows a client-server model, in which a client sends a SOAP message
containing a request (a ChangePassword, GetADGroupMember, GetADPrincipalAuthorizationGroup,
GetADPrincipalGroupMembership, SetPassword, TranslateName, ChangeOptionalFeature,
GetADDomain, GetADDomainController, GetADForest, GetVersion, or MoveADOperationMasterRole
operation) to the server, and the server responds with a SOAP message containing the response (or
a SOAP fault, if an error occurred during server processing).<14>

In the following sections, the operations are grouped by the two WSDL port types to which they
apply, the AccountManagement (section 3.3) port type (on which ChangePassword,
GetADGroupMember, GetADPrincipalAuthorizationGroup, GetADPrincipalGroupMembership,
SetPassword and TranslateName operations are processed) and the TopologyManagement (section
3.4) port type (on which ChangeOptionalFeature, GetADDomain, GetADDomainController,
GetADForest, GetVersion and MoveADOperationMasterRole operations are processed). Prior to
discussing the operation-specific behaviors associated with each port type, a common server
processing section is included that contains protocol details common to all operations on all port
types.

The client side of this protocol is simply a pass-through. That is, no additional timers or other state
is required on the client side of this protocol. Calls made by the higher-layer protocol or application
are passed directly to the transport, and the results returned by the transport are passed directly
back to the higher-layer protocol or application.

3.1 Common Server Processing and Notational Conventions

This section describes processing that is common to all operations on all port types. Specifically, it
discusses the SOAP header that is included by clients on SOAP messages to identity Active Directory
Web Services: Custom Action Protocol requests. It also documents the abstract data model and
initialization procedure common to all port types.

If e is an element, then the following list defines common states of the value of e:
= Empty: The string "<e></e>" is considered to specify an empty e element.
* Null: The string "<e nil="true"></e>" is considered to specify a null e element.

= Not Present: A SOAP block that does not contain the string "<e>" is considered to specify an
element e that is not present.

= Unspecific: The string "<e>...</e>" is considered to specify any value permitted for the element
e. The value can include null, empty, or not present, if permitted for e.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

An implementer should read [MS-ADTS] sections 3.1.1.1 and 3.1.1.2 to understand the data model
in this specification. Specifically, the State Modeling Primitives and Notation Conventions in this
document are per [MS-ADTS] section 3.1.1.1.2.
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This protocol operates over an external directory instance that is composed of a set of named
objects as described in [MS-ADTS] section 3.1.1.

Objects are retrieved from the directory database using the Active Directory Web Services: Custom
Action Protocol Web Service Protocol by specifying attribute values that the object's attribute's
values satisfy (for example, object!distinguishedName must match an input string). Sections 3.1.1.1
and 3.1.1.2 list the Active Directory attributes and classes that are relevant to this protocol.

When requesting or manipulating directory objects, the constraints on individual objects and their
attributes MUST be honored as specified in [MS-ADTS].

3.1.1.1 Attribute List

The following attributes are referenced by this protocol (listed by IdapDisplayName). For a
normative description of these attributes, see [MS-ADA1], [MS-ADA2], and [MS-ADA3].

= cn
= distinguishedName

= dNSHostName

= dnsRoot

= fSMORoleOwner

= gPLink

= groupType

= hasPartialReplicaNCs

* invocationld

= managedBy

* member

* memberOf

» msDS-AllowedDNSSuffixes
= msDS-Behavior-Version

= msDS-HasDomainNCs

= msDS-hasFullReplicaNCs

= msDS-hasMasterNCs

= msDS-LogonTimeSynclnterval
* msDS-SPNSuffixes

= pame

= nCName

= nETBIOSName
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= objectCategory

= objectClass

= objectGUID

= objectSid

= operatingSystem

= operatingSystemHotFix
= operatingSystemServicePack
= operatingSystemVersion
= options

= rIDManagerReference

= sAMAccountName

= serverReference

= subRefs

= systemFlags

= trustParent

= unicodePwd

= uPNSuffixes

= userAccountControl

= userPassword

= wellKnownObjects

For the normative description of the following attributes, see [MS-ADLS].
= msDS-PortLDAP

* msDS-PortSSL

For the normative description of the following attributes, see [MS-ADTS] sections 3.1.1.3.2 and
3.1.1.3.3.

= becomeDomainMaster

» becomelnfrastructureMaster
* becomePdc

* becomeRidMaster

* becomeSchemaMaster

= defaultNamingContext
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disableOptionalFeature
enableOptionalFeature

isGlobalCatalogReady

supportedCapabilities<15>

.1.1.2 Object Class List

The following classes are referenced by this protocol (listed by IdapDisplayName). For a normative

description of these classes, see [MS-ADSC].

classSchema
computer
configuration
crossRef
crossRefContainer
dMD

domainDNS
foreignSecurityPrincipal
group

inetOrgPerson
infrastructureUpdate
nTDSDSA
rIDManager

server

site

sitesContainer

user

.1.1.3 Read and Write Operations

The Active Directory Web Services: Custom Action Protocol consists of 12 WSDL operations, on two
ports (AccountManagement, section 3.3, and TopologyManagement, section 3.4). Of these 12 WSDL
operations, eight consist of reading information, and four consist of writing information. The eight
read WSDL operations are listed in section 3.1.1.3.1, and the four write operations are listed in
section 3.1.1.3.2.

.1.1.3.1 Read Operations

GetVersion (section 3.4.4.5)
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= GetADGroupMember (section 3.3.4.2)

= GetADDomain (section 3.4.4.2)

= GetADPrincipalAuthorizationGroup (section 3.3.4.3)

=  GetADDomainController (section 3.4.4.3)

=  GetADPrincipalGroupMembership (section 3.3.4.4)

=  GetADForest (section 3.4.4.4)

= TranslateName (section 3.3.4.6)

3.1.1.3.2 Write Operations

=  ChangePassword (section 3.3.4.1)

= ChangeOptionalFeature (section 3.4.4.1)

= SetPassword (section 3.3.4.5)

= MoveADOperationMasterRole (section 3.4.4.6)

3.1.2 Timers

None.

3.1.3 Initialization

When this protocol initializes, it MUST begin listening on endpoints for the AccountManagement
(section 3.3) and TopologyManagement (section 3.4) port types. The endpoints exposed, along with
the transports and authentication mechanisms used by this protocol, are specified in [MS-ADDM
section 2.1.

3.1.4 Message Processing Events and Sequencing Rules

3.1.4.1 Header Processing Rules

With the exception of the GetVersion operation, a client MUST include the Server element (section
2.2.3.5) as a SOAP header in all Active Directory Web Services: Custom Action Protocol requests.
The client SHOULD set the SOAP mustUnderstand attribute to true on this element.

When the server receives an Active Directory Web Services: Custom Action Protocol request on
which the Server element is present as a SOAP header, the server processes the request in accord
with Active Directory Web Services: Custom Action Protocol operation(s) as described in this
document. Otherwise, the server rejects the request entirely. If the server receives an Active
Directory Web Services: Custom Action Protocol request where the SOAP header contains an empty,
not present, invalid, null, or unknown Server element, the server returns a SOAP fault
corresponding to the Custom Action that was requested as described in sections 3.3.4.1.8.1,
3.3.4.2.8.1,3.3.4.3.8.1,3.3.4.4.8.1,3.3.4.5.8.1,3.3.4.6.8.1,3.4.4.1.8.1,3.4.4.2.8.1,3.4.4.3.8.1,
3.4.4.4.8.1, and 3.4.4.6.8.1. The interpretation of an invalid or unknown Server element is as
follows.

= A Custom Action Protocol request with a SOAP header containing a Server element that does not
conform to section2.2.3.5 is considered to specify an invalid Server element.
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= A Custom Action Protocol request with a SOAP header containing a Server element that
conforms to the format constraints specified in section2.2.3.5 but fails to identify an instance of a
directory service is considered to specify an unknown Server element.

3.1.4.2 Common Response Elements Processing Rules

3.1.4.2.1 ActiveDirectoryGroup

The GroupScope element is populated from the group!groupType ([MS-ADTS] section 2.2.12),
according to the table that follows. If group!groupType is not set, cannot be read, or does not
contain one of the values listed in the table that follows, the GroupScope element SHOULD be
populated with Unknown.<16>

groupType contains (Symbolic name [MS- Value of GroupScope

ADTS]) element Group scope

GROUP_TYPE_BUILTIN_LOCAL_GROUP DomainLocal The group membership is in a
domain local group.

GROUP_TYPE_RESOURCE_GROUP DomainLocal The group membership is in a
domain local group.

GROUP_TYPE_ACCOUNT_GROUP Global The group membership is in a
global group.

GROUP_TYPE_UNIVERSAL_GROUP Universal The group membership is in a
universal group.

The GroupType element is populated from the group!groupType flag
GROUP_TYPE_SECURITY_ENABLED ([MS-ADTS] section 2.2.12), according to the following table. If
group!groupType is not set or cannot be read, the GroupType element SHOULD be populated with
Unknown.<17>

Value of GroupType
GROUP_TYPE_SECURITY_ENABLED Element Meaning

Zero Distribution The group does not represent a group
of security principals.

One Security The group represents a group of
security principals.

3.1.4.2.2 ActiveDirectoryObject

The DistinguishedName element is populated from the directory object's distinguishedName
attribute. If the DistinguishedName attribute is not present on the directory object or cannot be
read due to the client lacking access rights to read the attribute, then the server MUST return a
SOAP fault corresponding to the custom action that was requested as described in sections
3.4.4.2.8.1,3.4.4.3.8.1, and 3.4.4.4.8.1. For the GetADDomain (section 3.4.4.2) custom action
defined in section 3.4.4.2, however, if the distinguishedName attribute is not present on the
directory object or cannot be read due to the client lacking access rights to read the attribute, then
the server returns a null ActiveDirectoryObject/DistinguishedName element. Therefore, except in the
response to the GetADDomain custom action, the DistinguishedName element MUST NOT be null
in any other custom action response.
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The Name element is populated from the group!name, user'name, or computer!name attribute on
the group object, user object, or computer object depending on which type of directory object a
response encapsulates. If the attribute is not present on the directory object or cannot be read due
to the client lacking access rights to read the attribute, then the server returns a null
ActiveDirectoryObject/Name element.

The ObjectClass element is populated from the directory object's objectClass attribute. This
element contains the most specific structural object class ([MS-ADTS] section 3.1.1.4) among the
set of classes in the multivalued objectClass attribute's values. If the objectClass attribute is not
present on the directory object or cannot be read due to the client lacking access rights to read the
attribute, and:

= The custom action is GetADDomain or GetADPrincipalAuthorizationGroup, then the server MUST
return a SOAP fault corresponding to the custom action that was requested as described in
sections 3.3.4.3.8.5 and 3.4.4.2.8.1.

= The custom action is GetADGroupMember or GetADPrincipalGroupMembership, then the server
omits the object when constructing the response (sections 3.3.4.2.2.6 and 3.3.4.4.2.7).

The ObjectClass element MUST NOT be null in any custom action response.

The ObjectGuid element is populated from the directory object's objectGUID attribute, converted
to UUID string form ([RFC4122] section 3). If the objectGUID attribute is not present on the
directory object or cannot be read due to the client lacking access rights to read the attribute, then
the server MUST return a SOAP fault corresponding to the custom action that was requested as
described in sections 3.3.4.2.8.1, 3.3.4.3.8.1, and 3.3.4.4.8.5. For the GetADDomain custom action
defined in section 3.4.4.2, however, if the objectGUID attribute is not present on the directory
object or cannot be read due to the client lacking access rights to read the attribute, then the server
populates the ActiveDirectoryObject/ObjectGuid element with a value of 00000000-0000-0000-
0000-000000000000. The ObjectGuid element MUST NOT be null in any custom action response.

The ObjectTypes element is populated from the directory object's objectClass multivalued
attribute. The values in the array are ordered in the same sequence as values in the objectClass
attribute ([MS-ADTS] section 3.1.1.2.4.3). If the objectClass multivalued attribute is not present on
the directory object or cannot be read due to the client lacking access rights to read the attribute,
and:

= The custom action is GetADDomain or GetADPrincipalAuthorizationGroup, then the server MUST
return a SOAP fault corresponding to the custom action that was requested as described in
sections 3.3.4.3.8.5 and 3.4.4.2.8.1.

= The custom action is GetADGroupMember or GetADPrincipalGroupMembership, then the server
omits the object when constructing the response (sections 3.3.4.2.2.6 and 3.3.4.4.2.7).

The ObjectTypes element MUST NOT be null in any custom action response.
The ReferenceServer element is populated as follows:
= If the directory instance is AD DS and:

»= The custom actions is not GetADDomain (section 3.4.4.2), then the element is populated by
converting from the rootDSE!defaultNamingContext attribute (fully qualified domain name
(FQDN)(1)) to a canonical name following the syntactic transformation described in [MS-
ADTS] section 3.1.1.1.7, but with any trailing "/" omitted. If the
rootDSE!defaultNamingContext attribute is not present or cannot be read due to the client
lacking access rights to read the attribute, then the server MUST return a SOAP fault
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corresponding to the custom action that was requested as described in sections 3.3.4.2.8.5,
3.3.4.3.8.5, and 3.3.4.4.8.6.

= The custom action is GetADDomain, then the element is populated with the value of the
ActiveDirectoryPartition/DNSRoot (section 3.4.4.2.3.2.3) element of the response.

= If the directory instance is AD LDS, the element is populated from the server name, concatenated
with a colon (:) followed by the base 10 representation of the TCP port number that AD LDS is
using. Note that the port number string is equal to the Server element port number that was
received in the message header. The server name is populated from the Active Directory
instance's computer!dNSHostName attribute, for the computer object representing this DC. If
the dNSHostName attribute is not present on the computer object or cannot be read due to the
client lacking access rights to read the attribute, then the server MUST return a SOAP fault
corresponding to the custom action that was requested as described in sections 3.3.4.2.8.5,
3.3.4.3.8.5, 3.3.4.4.8.6, and 3.4.4.2.8.2.

3.1.4.2.3 ActiveDirectoryPrincipal

The SamAccountName element is populated from the group!sAMAccountName or
user!'sAMAccountName attribute on the user object or group object. If the attribute is not present on
the directory object or cannot be read due to the client lacking access rights to read the attribute,
then the server returns a null ActiveDirectoryPrincipal/SamAccountName element.

The SID element is populated from the group'!objectSID, userlobjectSID, or computer!objectSID
attribute on the group object, user object, or computer object. If the attribute is not present on the
directory object or cannot be read due to the client lacking access rights to read the attribute, then
the server returns a null ActiveDirectoryPrincipal/SID element.

3.1.4.3 Security Context of Operations

When the server receives an Active Directory Web Services: Custom Action Protocol request, the
operations are performed under the caller's security context. The caller's security context is
established as specified in [MS-NNS] section 3.1.4. The client MUST allow the server to impersonate
its credentials, otherwise; the server returns a SOAP fault corresponding to the custom action that
was requested as described in sections 3.3.4.1.8.8, 3.3.4.5.8.8, 3.3.4.6.8.3, 3.4.4.1.8.6,
3.4.4.2.8.4,3.4.4.3.8.4, 3.4.4.4.8.3, 3.4.4.5.8, and 3.4.4.6.8.6.

For the GetADGroupMember, GetADPrincipalAuthorizationGroup, and
GetADPrincipalGroupMembership custom actions, if any of the following is true:

= The GetADGroupMemberRequest/GroupDN element of GetADGroupMember specifies a group
from a domain that is different from what is hosted by the target server (specified by the Server
element (section 2.2.3.5) in the SOAP header).

»= The GetADPrincipalAuthorizationGroupRequest/PrincipalDN element of
GetADPrincipalAuthorizationGroup specifies an object from a domain that is different from what is
hosted by the target server (specified by the Server element in the SOAP header).

= The GetADPrincipalGroupMembershipRequest/PrincipalDN element of
GetADPrincipalGroupMembership specifies an object from a domain that is different from what is
hosted by the target server (specified by the Server element in the SOAP header).

= The group specified in GetADGroupMemberRequest/GroupDN contains security principals that are
defined in a domain that is different from what is hosted by the target server (specified by the
Server element in the SOAP header).
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= The security principal specified in GetADPrincipalAuthorizationGroupRequest/PrincipalDN is part of
a security-enabled group defined in a domain that is different from what is hosted by the
target server (specified by the Server element in the SOAP header).

= The security principal specified in GetADPrincipalGroupMembershipRequest/PrincipalDN is part of
a group defined in a domain that is different from what is hosted by the target server (specified
by the Server element (section 2.2.3.5) in the SOAP header).

Then, these custom actions rely on implementation specific server-to-server protocol behavior to
retrieve information from remote servers in order to populate their response elements. For such
requests, in addition to allowing the server to impersonate the client's credentials, the client MUST
allow the server to delegate its credentials and execute operations on remote servers using the
client's security context. Otherwise, the server returns a SOAP fault corresponding to the custom
action that was requested as described in sections 3.3.4.2.8.7, 3.3.4.3.8.7, and 3.3.4.4.8.8.

If none of the above is true, these custom actions populate their response elements by retrieving
information from the target server (specified by the Server element in the SOAP header). For such
requests, the client MUST allow the server to impersonate its credentials, otherwise; the server
returns a SOAP fault corresponding to the custom action that was requested as described in sections
3.3.4.2.8.6, 3.3.4.3.8.6, and 3.3.4.4.8.7.

3.1.5 Timer Events

None.

3.1.6 Other Local Events

None.

3.2 Port Types

This protocol includes the following port types.

Namespace Port type

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions | AccountManagement (section
3.3)

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions | TopologyManagement (section
3.4)

3.3 AccountManagement Server Details

This section describes the server behaviors of the Active Directory Web Services: Custom Action
Protocol as they apply to the protocol's AccountManagement port type. In the Active Directory Web
Services: Custom Action Protocol, this port type is used to process six WSDL operations:

= ChangePassword

= GetADGroupMember

=  GetADPrincipalAuthorizationGroup

=  GetADPrincipalGroupMembership

= SetPassword
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= TranslateName

This protocol defines a SOAP message for each of these operations.
3.3.1 Abstract Data Model

See the abstract data model in the common processing section 3.1.1.
3.3.2 Timers

None.

3.3.3 Initialization

See the initialization in the common processing section 3.1.3.

3.3.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of WSDL operations as defined by this specification.

Operation Description

ChangePassword Changes the password for an account.

GetADGroupMember Retrieves the recursive or non-recursive members of the specified
group.

GetADPrincipalAuthorizationGroup | Retrieves the security-enabled groups that the specified user is a
member of (recursively).

GetADPrincipalGroupMembership Retrieves the direct (non-recursive) group membership of the
specified principal.

SetPassword Sets the password for an account.

TranslateName Translates names specified in one format to another format.

3.3.4.1 ChangePassword

A server processes a ChangePassword request using the Active Directory Web Services: Custom
Action Protocol upon receiving a SOAP message that contains the ChangePasswordRequest_Headers
header and that specifies the following Uniform Resource Identifier (URI) as the SOAP action:

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/Change
Password

This operation is specified by the following WSDL.

<wsdl:operation name="ChangePassword">
<wsdl:input
wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/ChangePa
ssword"
name="ChangePasswordRequest"
—n

message=
<wsdl:output

ca:ChangePasswordRequest" />
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wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/ChangePa
sswordResponse"

name="ChangePasswordResponse"

message="ca:ChangePasswordResponse" />

<wsdl:fault

wsam:Action="http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault"

name="ChangePasswordFault"

message=
"ca:AccountManagement ChangePassword ChangePasswordFault FaultMessage" />
</wsdl:operation>

Upon receiving the ChangePassword request, the server changes the password on the principal
contained in the ChangePasswordRequest/AccountDN element (3.3.4.1.2.3), specified by the
naming context (NC) that is contained in the ChangePasswordRequest/PartitionDN element
(section 3.3.4.1.2.6). The current password is contained in the
ChangePasswordRequest/OldPassword element (section 3.3.4.1.2.5), and the new password is
contained in the ChangePasswordRequest/NewPassword element (section 3.3.4.1.2.4). Upon
success, the server MUST return a ChangePasswordResponse message (section 3.3.4.1.1.3) with an
empty ChangePasswordResponse element (section 3.3.4.1.2.7).

In the case of AD LDS, the ChangePassword custom action changes the value of the
user!userPassword or the inetOrgPerson!userPassword attribute of the given security principal. In
the case of AD DS, either the user!unicodePwd or the inetOrgPerson!unicodePwd attribute is
changed. See [MS-ADTS] section 3.1.1.3.1.5 and [MS-SAMR] section 3.1.1.7.2 for additional
processing considerations that apply.

If an error occurs while processing this operation, the server MUST return the appropriate SOAP
fault for the particular error condition, as specified in section 3.3.4.1.8.

3.3.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

AccountManagement_ChangePassword_ChangePasswordFault_FaultMessage | Contains a
ChangePasswordFault
element.

ChangePasswordRequest Used to change the
password of a principal.

ChangePasswordResponse The response to the
ChangePasswordRequest
message.

3.3.4.1.1.1

AccountManagement_ChangePassword_ChangePasswordFault_FaultMessage

The AccountManagement_ChangePassword_ChangePasswordFault_FaultMessage message contains
a ChangePasswordFault element.

<wsdl:message name=

48 / 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013


%5bMS-ADTS%5d.pdf
%5bMS-SAMR%5d.pdf

"AccountManagement ChangePassword ChangePasswordFault FaultMessage">
<wsdl:part name="detail" element="ca:ChangePasswordFault " />
</wsdl:message>

detail: A ChangePasswordFault element, as specified in section 3.3.4.1.2.1.

3.3.4.1.1.2 ChangePasswordRequest

The ChangePasswordRequest message contains a ChangePasswordRequest element, and is sent by
the client to the server to change the password of a principal.

<wsdl:message name="ChangePasswordRequest">
<wsdl:part name="parameters" element="ca:ChangePasswordRequest" />
</wsdl:message>

parameters: A ChangePasswordRequest element, as specified in section 3.3.4.1.2.2.

3.3.4.1.1.3 ChangePasswordResponse

The ChangePasswordResponse message contains a ChangePasswordResponse element with the
server response to the ChangePasswordRequest message.

<wsdl:message name="ChangePasswordResponse">
<wsdl:part name="parameters" element="ca:ChangePasswordResponse " />
</wsdl:message>

parameters: A ChangePasswordResponse element, as specified in section 3.3.4.1.2.7.

3.3.4.1.2 Elements

The following table summarizes the XML schema element definitions that are specific to this
operation.

Element Description

ChangePasswordFault Forms the body of a ChangePasswordFault message.
ChangePasswordRequest Forms the body of the ChangePassword request.
ChangePasswordResponse Contains the response to a ChangePasswordRequest.

3.3.4.1.2.1 ChangePasswordFault

The ChangePasswordFault element forms the body of a ChangePasswordFault message returned
by the server in response to a client request, and MUST be returned when the request could not be
performed. See section 3.3.4.1.3.1 for the definition of the type.

<xs:element name="ChangePasswordFault"
nillable="true"
type="ca:ChangePasswordFault" />
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3.3.4.1.2.2 ChangePasswordRequest

The ChangePasswordRequest element forms the body of the ChangePassword request, and
contains the AccountDN, NewPassword, OldPassword, and PartitionDN parameters.

<xs:element name="ChangePasswordRequest">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="AccountDN" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="NewPassword" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="0OldPassword" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.1.2.3 ChangePasswordRequest/AccountDN

The AccountDN element contains the Distinguished Name (DN) of the directory object
representing the principal whose password should be changed.

<xs:element minOccurs="0" name="AccountDN" nillable="true" type="xs:string" />

3.3.4.1.2.4 ChangePasswordRequest/NewPassword

The NewPassword element contains a string that represents the desired new password that is to
be assigned to the specified principal.

<xs:element minOccurs="0" name="NewPassword" nillable="true" type="xs:string" />

3.3.4.1.2.5 ChangePasswordRequest/OldPassword

The OldPassword element contains a string that represents the current password for the specified
principal.

<xs:element minOccurs="0" name="0OldPassword" nillable="true" type="xs:string" />

3.3.4.1.2.6 ChangePasswordRequest/PartitionDN

The PartitionDN element contains the DN of the root of the naming context (NC), which represents
the NC that contains the principal specified in ChangePasswordRequest/AccountDN.

<xs:element minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />

The PartitionDN element refers to the directory instance root directory object of the NC ([MS-
ADTS] section 6.1.1.1) that contains the directory object referenced by
ChangePasswordRequest/AccountDN.
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3.3.4.1.2.7 ChangePasswordResponse

The ChangePasswordResponse element contains the response to a ChangePasswordRequest, and
contains no child elements and so conveys no information to the client other than that the
ChangePassword operation requested by the client was performed successfully.

<xs:element name="ChangePasswordResponse">
<xs:complexType>
<xs:sequence />
</xs:complexType>
</xs:element>

3.3.4.1.3 Complex Types

The following table summarizes the XML schema complex type definitions that are specific to this
operation.

Complex Type Description

ChangePasswordFault | Extends a CustomActionFault complex type. Returned by the server when it is
unable to process the ChangePassword request.

3.3.4.1.3.1 ChangePasswordFault

The ChangePasswordFault complex type extends a CustomActionFault complex type, defined in
section 2.2.4.6. The server MUST return this fault when it is unable to process the ChangePassword
request.

<xs:complexType name="ChangePasswordFault">
<xs:complexContent mixed="false">
<xs:extension base="ca:CustomActionFault">
<xs:sequence />
</xs:extension>
</xs:complexContent>
</xs:complexType>

3.3.4.1.4 Simple Types

There are no XML schema simple type definitions specific to this operation.
3.3.4.1.5 Attributes

There are no XML schema attribute definitions specific to this operation.

3.3.4.1.6 Groups

There are no XML schema group definitions specific to this operation.

3.3.4.1.7 Attribute Groups

There are no XML schema attribute group definitions specific to this operation.
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3.3.4.1.8 ChangePassword SOAP Faults

This section documents the SOAP faults specified for use by servers that implement the Active
Directory Web Services: Custom Action Protocol ChangePassword operation. These faults SHOULD
be used by servers while processing an Active Directory Web Services: Custom Action Protocol
message, to indicate to the client that a server-side error has occurred. This protocol assigns these
faults a specific meaning within the context of an Active Directory Web Services: Custom Action
Protocol operation using the protocol that is defined in this document.

Server implementations are permitted to return additional faults beyond those described below.
However, to maximize interoperability, implementations SHOULD make use of the below faults
where applicable.

Some of the SOAP faults documented below specify English-language text in their fault reason.
Server implementations are permitted to localize this text to other languages. It is important that
localized text maintain, to the extent possible, the same meaning as the English text supplied in this
document.

All SOAP faults defined in this document MUST be sent as described in [WSASB] section 6.
In the tables in the following sections:

[Code] is the SOAP fault code.

[Subcode] is the SOAP fault subcode.

[Action] is the SOAP action URI for the fault.

[Reason] is an illustrative example of a human-readable explanation of the error.

[Details] is the fault detail.

The following table summarizes the faults (grouped by fault subcode) specified in this section.

Fault subcode Description

ChangePasswordFault | Bad Parameter Error: One or more parameters in the request was invalid.

ChangePasswordFault | Bad Principal Error: The request contained a nonexistent principal or a non-
user principal.

ChangePasswordFault | Bad Principal AD LDS Error: The request contained a non-authenticable
principal.

ChangePasswordFault | Bad Password Error: The old password is not correct or the new password does
not meet the password policy.

ChangePasswordFault | Bad Naming Context Error: The request contained a nonexistent NC.

ChangePasswordFault | Directory Error: Implementation specific errors.

ChangePasswordFault | Authorization Error: The client does not have sufficient rights for this operation to
succeed.

ChangePasswordFault | Authentication Error: The server was unable to authenticate using the client's
security context.
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3.3.4.1.8.1 Bad Parameter Error
If the client sends a request where any of the following is true:

= The SOAP header (section 2.2.3.5) contains an empty, not present, invalid, unknown, or null
Server element (section 3.1.4).

= The request contains an empty, not present, or null AccountDN element.
= The request contains an empty, not present, or null PartitionDN element.
= The request contains a null or not present NewPassword element.

= The request contains a null or not present OldPassword element.

Then the server MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault
detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] ChangePasswordFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail] <soapenv:Detail>

<ChangePasswordFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError>
<Message>...</Message>
<ParameterName>...</ParameterName>
<ShortMessage>...</ShortMessage>
</ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>

3.3.4.1.8.2 Bad Principal Error
If the client sends a request where all of the following are true:
= The Server element specifies an AD DS instance.
» The PartitionDN/AccountDN elements specify a nonexistent principal or a non-user principal.
Or where all of the following are true:
= The Server element specifies an AD LDS instance.

= The PartitionDN/AccountDN elements specify a nonexistent principal.
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Then the server MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault
detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] ChangePasswordFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] The operation failed because of a nonexistent principal or a non-user principal.
[Detail] <soapenv:Detail>

<ChangePasswordFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error>...</Error>
<ShortError>...</ShortError>
</ChangePasswordFault>
</soapenv:Detail>

3.3.4.1.8.3 Bad Principal AD LDS Error

If the client sends a request where all of the following are true:

= The Server element specifies an AD LDS instance.

= The PartitionDN/AccountDN elements specify a non-authenticable principal.

Then the server MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault
detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode ChangePasswordFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail]

<soapenv:Detail>
<ChangePasswordFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>65</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>..</Message>
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<ShortMessage>..</ShortMessage>
<Win32ErrorCode>8212</Win32ErrorCode>
</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>

Field Value
<Referral
xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays">...</Refe
rral>

3.3.4.1.8.4

Bad Password Error

If the client sends a request with the OldPassword element not matching the current password for
the principal identified by the PartitionDN/AccountDN elements, or a request with the NewPassword
element that does not meet the password policy ([MS-SAMR] section 3.1.1.7.1), then the server
MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault detail SHOULD be
as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] ChangePasswordFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail]

<soapenv:Detail>
<ChangePasswordFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>19</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral

xmlns:b=http://schema.microsoft.com/2003/10/Serialization/Arrays></Referral>

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>8239</Win32Errorcode>
</DirectoryError>
<Error i:nil="true"></Error>
<ShortError i:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>
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3.3.4.1.8.5 Bad Naming Context Error

If the client sends a request with the PartitionDN element specifying a nonexistent NC, then the

server MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault detail

SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] ChangePasswordFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail]

<soapenv:Detail>
<ChangePasswordFault

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>32</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>8240</Win32Errorcode>
</DirectoryError>
<Error i:nil="true"></Error>
<ShortError i:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”

xmlns:b=http://schema.microsoft.com/2003/10/Serialization/Arrays></Referral>

3.3.4.1.8.6 Directory Error
If the server is unable to complete the request because the following is true:

= Implementation-specific errors were encountered while processing the request.

Then the server MUST return a SOAP fault with a ChangePasswordFault fault subcode. The fault

detail SHOULD<18> be as specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode ChangePasswordFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] Active Directory returned an error processing the operation.
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Field Value

[Detail] <soapenv:Detail>

<ChangePasswordFault

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral

rral>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>
</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"

xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays">...</Refe

3.3.4.1.8.7 Authorization Error

If the client sends a request where the principal contained in the

ChangePasswordRequest/AccountDN element does not have the "User-Change-Password" control
access right on itself (as described in [MS-ADTS] section 3.1.1.3.1.5), the server MUST return a
SOAP fault with a ChangePasswordFault fault subcode. The fault detail SHOULD be as specified in

the following table.

Field Value

[Code] soapenv:Receiver

[Subcode ChangePasswordFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] Active Directory returned an error processing the operation.

[Detail]

<soapenv:Detail>
< ChangePasswordFault

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>19</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral

rral>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>8239</Win32ErrorCode>

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions

"

xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays">...</Refe
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Field

Value

</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</ ChangePasswordFault >
</soapenv:Detail>

3.3.4.1.8.8 Authentication Error

If the client does not allow the server to impersonate its credentials, the server MUST return a SOAP
fault with a ChangePasswordFault fault subcode. The fault detail SHOULD be as specified in the
following table.

Field Value

[Code] soapenv:Receiver

[Subcode ChangePasswordFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The lightweight directory access protocol (LDAP) operation failed.
[Detail]

<soapenv:Detail>
<ChangePasswordFault
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage 1i:nil="true"></ExtendedErrorMessage>
<MatchedDN i:nil="true"></MatchedDN>
<Message>...</Message>
<Referral i:nil="true"
xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays"></Referra
1>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>
</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</ChangePasswordFault>
</soapenv:Detail>

3.3.4.2 GetADGroupMember

A server processes a GetADGroupMember request using the Active Directory Web Services: Custom
Action Protocol upon receiving a SOAP message that contains the
GetADGroupMemberRequest_Headers header and that specifies the following URI as the SOAP

action:

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADG

roupMember
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This operation is specified by the following WSDL.

<wsdl:operation name="GetADGroupMember">
<wsdl:input
wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADGro
upMember"
name="GetADGroupMemberRequest"
message="ca:GetADGroupMemberRequest" />
<wsdl:output
wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADGro
upMemberResponse"
name="GetADGroupMemberResponse"
message="ca:GetADGroupMemberResponse" />
<wsdl:fault
wsam:Action="http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault"
name="GetADGroupMemberFault"
message=
"ca:AccountManagement GetADGroupMember GetADGroupMemberFault FaultMessage" />
</wsdl:operation>

The GetADGroupMember custom action retrieves the members of the group (Local/Global/Universal
and Security/Distribution) that is specified by GetADGroupMemberRequest/GroupDN (section
3.3.4.2.2.3) in the NC specified in GetADGroupMemberRequest/PartitionDN (section 3.3.4.2.2.4).

Members that are returned are security principals (see [MS-AUTHSOD] section 1.1.1.1 and [MS-
ADTS] section 5.1.1.5) that meet one of the following criteria:

= Security principals identified by the group!member attribute of the group.

= Security principals whose membership is determined via the primary group (the
user!primaryGrouplD attribute).

= Foreign security principals (members with the value of user!objectSID, computer!objectSID, or
group!objectSID equal to the value of foreignSecurityPrincipal'objectSID of the corresponding
foreignSecurityPrincipal object), when the foreignSecurityPrincipal object is a member of a
qualifying group. See [MS-SAMR] section 3.1.1.8.9.

If the group contains other members that are not security principals, they are ignored.

If the group contains other groups and element GetADGroupMemberRequest/Recursive (section
3.3.4.2.2.5) is set to TRUE, then GetADGroupMember retrieves members of the child groups as well
(recursively). The child groups themselves are not included in the returned members.

For every member previously specified, GetADGroupMember constructs an
ActiveDirectoryPrincipal element (section 2.2.3.2) with all the child elements populated and adds
it to the GetADGroupMemberResponse/Members element (section 3.3.4.2.2.7). Upon success,
the GetADGroupMemberResponse element is returned. If a group has no members, then the
server returns a GetADGroupMemberResponse with an empty Members element.

Members are returned without respect to the context supplied in
GetADGroupMemberRequest/PartitionDN. If no members were returned by the server, then the
GetADGroupMemberResponse element SHOULD have an empty Members element.

If an error occurs while processing this operation, the server MUST return the appropriate SOAP
fault for the particular error condition as specified in section 3.3.4.2.8.
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3.3.4.2.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

AccountManagement_GetADGroupMember_GetADGroupMemberFault_FaultMessag Contains a

e GetADGroupMemberFaul
t element.
GetADGroupMemberRequest Specifies which group
should be expanded.
GetADGroupMemberResponse The response to a
successful
GetADGroupMember
operation.
3.3.4.2.1.1

AccountManagement_GetADGroupMember_GetADGroupMemberFault_FaultMessa
ge

The AccountManagement_GetADGroupMember_GetADGroupMemberFault_FaultMessage message
contains a GetADGroupMemberFault element.

<wsdl:message name=

"AccountManagement GetADGroupMember GetADGroupMemberFault FaultMessage">
<wsdl:part name="detail" element="ca:GetADGroupMemberFault " />

</wsdl:message>

detail: A GetADGroupMemberFault element, as specified in section 3.3.4.2.2.1.

3.3.4.2.1.2 GetADGroupMemberRequest

The GetADGroupMemberRequest message is sent by the client to the server to specify which group
should be expanded, the NC containing the group, and whether included groups should be expanded
as well (recursively).

<wsdl:message name="GetADGroupMemberRequest">
<wsdl:part name="parameters" element="ca:GetADGroupMemberRequest" />
</wsdl:message>

parameters: A GetADGroupMemberRequest element, as specified in section 3.3.4.2.2.2.

3.3.4.2.1.3 GetADGroupMemberResponse

The GetADGroupMemberResponse message is returned in response to a successful
GetADGroupMember operation, and contains a GetADGroupMemberResponse element with the
server response to the GetADGroupMember message. The body of the response is a
GetADGroupMemberResponse/Members element containing an array of ActiveDirectoryPrincipal
elements (section 2.2.4.2), with the child elements filled in.

60/ 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013



<wsdl:message name="GetADGroupMemberResponse">
<wsdl:part name="parameters" element="ca:GetADGroupMemberResponse " />
</wsdl:message>

parameters: A GetADGroupMemberResponse element, as specified in section 3.3.4.2.2.6.

3.3.4.2.2 Elements

The following table summarizes the XML schema element definitions that are specific to this
operation.

Element Description

GetADGroupMemberFault Forms the body of a GetADGroupMemberFault message.
GetADGroupMemberRequest Forms the body of the GetADGroupMember request.
GetADGroupMemberResponse Contains the response to a GetADGroupMemberRequest.

3.3.4.2.2.1 GetADGroupMemberFault

The GetADGroupMemberFault element forms the body of a GetADGroupMemberFault message
returned by the server in response to a client request, and MUST be returned when the request
could not be performed. See section 3.3.4.2.3.2 for the type. The GetADGroupMemberFault
element MUST NOT be null.

<xs:element name="GetADGroupMemberFault"
nillable="true" type="ca:GetADGroupMemberFault" />

3.3.4.2.2.2 GetADGroupMemberRequest

The GetADGroupMemberRequest element forms the body of the GetADGroupMember request and
contains the GroupDN, PartitionDN, and Recursive parameters.

<xs:element name="GetADGroupMemberRequest">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="GroupDN" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="Recursive" type="xs:boolean" />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.2.2.3 GetADGroupMemberRequest/GroupDN

The GroupDN element contains the DN of the directory object that represents the group ([MS-
AUTHSOD] section 1.1.1.4) whose membership should be returned.
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<xs:element minOccurs="0" name="GroupDN" nillable="true" type="xs:string" />

3.3.4.2.2.4 GetADGroupMemberRequest/PartitionDN

The PartitionDN element contains the DN of the NC containing the group object ([MS-AUTHSOD
section 1.1.1.4) as specified in GetADGroupMemberRequest/GroupDN (section 3.3.4.2.2.3).

<xs:element minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />

The PartitionDN element refers to the directory instance root directory object of the NC ([MS-ADTS
section 6.1.1.1) that contains the directory object by GetADGroupMemberRequest/GroupDN.

3.3.4.2.2.5 GetADGroupMemberRequest/Recursive

The Recursive element contains a Boolean flag, indicating to the server to recursively return all
members of child groups of the group specified in GetADGroupMemberRequest/GroupDN.

<xs:element minOccurs="0" name="Recursive" type="xs:boolean" />

If the GetADGroupMemberRequest/Recursive element is not specified, the server MUST treat this as
if the element is specified, and contains the value FALSE.

3.3.4.2.2.6 GetADGroupMemberResponse

The GetADGroupMemberResponse contains the response to a GetADGroupMemberRequest. It
contains one child element, GetADGroupMemberResponse/Members (section 3.3.4.2.2.7),
representing an array of ActiveDirectoryPrincipal elements (section 2.2.3.2), each representing
the members of the group specified in GetADGroupMemberRequest/GroupDN.

The Members element MUST NOT be null.

<xs:element name="GetADGroupMemberResponse'">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="Members" nillable="true"
type="ca:ArrayOfActiveDirectoryPrincipal™ />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.2.2.7 GetADGroupMemberResponse/Members

The Members element contains an array of ActiveDirectoryPrincipal elements (section 2.2.3.2),
each representing a member of the group specified in the GetADGroupMemberRequest/GroupDN.

<xs:element
minOccurs="0" name="Members" nillable="true"
type="ca:ArrayOfActiveDirectoryPrincipal™ />
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See section 3.1.4.2.3 for information on how to populate the ActiveDirectoryPrincipal element and
subelements.

3.3.4.2.3 Complex Types

The following table summarizes the XML schema complex type definitions that are specific to this
operation.

Complex Type Description

ArrayOfActiveDirectoryPrincipal | Defines an array of ActiveDirectoryPrincipal elements.

GetADGroupMemberFault An extension of a CustomActionFault complex type indicating that the
server is unable to process the GetADGroupMember request.

3.3.4.2.3.1 ArrayOfActiveDirectoryPrincipal

The ArrayOfActiveDirectoryPrincipal complex type defines an array of
ActiveDirectoryPrincipal elements. See section 2.2.4.2 for detail on the ActiveDirectoryPrincipal
complex type.

<xs:complexType name="ArrayOfActiveDirectoryPrincipal">
<xXs:sequence>
<xs:element
minOccurs="0" maxOccurs="unbounded" name="ActiveDirectoryPrincipal”
nillable="true" type="ca:ActiveDirectoryPrincipal" />
</xs:sequence>
</xs:complexType>

3.3.4.2.3.2 GetADGroupMemberFault

The GetADGroupMemberFault complex type is an extension of a CustomActionFault complex
type, defined in section 2.2.4.6. The server MUST return this fault when it is unable to process the
GetADGroupMember request.

<xs:complexType name="GetADGroupMemberFault">
<xs:complexContent mixed="false">
<xs:extension base="ca:CustomActionFault">
<xs:sequence />
</xs:extension>
</xs:complexContent>
</xs:complexType>

3.3.4.2.4 Simple Types

There are no XML schema simple type definitions specific to this operation.

3.3.4.2.5 Attributes

There are no XML schema attribute definitions specific to this operation.
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3.3.4.2.6 Groups

There are no XML schema group definitions specific to this operation.

3.3.4.2.7 Attribute Groups

There are no XML schema attribute group definitions specific to this operation.

3.3.4.2.8 GetADGroupMember SOAP Faults

This section documents the SOAP faults specified for use by servers that implement the Active
Directory Web Services: Custom Action Protocol GetADGroupMember operation. These faults
SHOULD be used by servers while processing an Active Directory Web Services: Custom Action
Protocol message to indicate to the client that a server-side error has occurred. This protocol
assigns these faults a specific meaning within the context of an Active Directory Web Services:
Custom Action Protocol operation using the protocol defined in this document.

Server implementations are permitted to return additional faults beyond those described below.
However, to maximize interoperability, implementations SHOULD make use of the below faults
where applicable.

Some of the SOAP faults documented below specify English-language text in their fault reason.
Server implementations are permitted to localize this text to other languages. It is important that
localized text maintain, to the extent possible, the same meaning as the English text supplied in this
document.

All SOAP faults defined in this document MUST be sent as described in [WSASB] section 6.
In the tables in the following sections:

[Code] is the SOAP fault code.

[Subcode] is the SOAP fault subcode.

[Action] is the SOAP action URI for the fault.

[Reason] is an illustrative example of a human-readable explanation of the error.
[Details] is the fault detail.

The following table summarizes the faults (grouped by fault subcode) that are specified in this
section.

Fault subcode Description

GetADGroupMemberFault | Bad Parameter Error: One or more parameters in the request was invalid.

GetADGroupMemberFault | Bad Principal Error: The request contained a nonexistent group.

GetADGroupMemberFault | Multiple Matching Principals Error: Multiple matching principals were found.

GetADGroupMemberFault | Bad Naming Context Error: The request contained a nonexistent NC.

GetADGroupMemberFault Directory Error: Implementation-specific errors.

GetADGroupMemberFault | Authentication Error: The server was unable to authenticate using the client's
security context.
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Fault subcode Description

GetADGroupMemberFault Remote Authentication Error: The server was unable to authenticate on a
remote machine using the client's security context.

3.3.4.2.8.1 Bad Parameter Error
If the client sends a request where any of the following is true:

= The SOAP header (section 2.2.3.5) contains an empty, not present, invalid, unknown, or null
Server element (section 3.1.4).

= The request contains an empty, not present, or null GroupDN element.
= The request contains an empty, not present, or null PartitionDN element.
Or if, during the processing of the request by the server, the following is true:

* The server fails to populate the DistinguishedName or the ObjectGuid elements of
ActiveDirectoryObject according to the processing rules documented in section 3.1.4.2.2.

Then the server MUST return a SOAP fault with a GetADGroupMemberFault fault subcode. The fault
detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] GetADGroupMemberFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail] <soapenv:Detail>

<GetADGroupMemberFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError>
<Message>...</Message>
<ParameterName>...</ParameterName>
<ShortMessage>...</ShortMessage>
</ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADGroupMemberFault>
</soapenv:Detail>

3.3.4.2.8.2 Bad Principal Error

If the client sends a request with the PartitionDN/GroupDN elements specifying a nonexistent
principal or a non-group principal, then the server MUST return a SOAP fault with a
GetADGroupMemberFault fault subcode. The fault detail SHOULD be as specified in the following
table.
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Field Value

[Code] soapenv:Sender

[Subcode] GetADGroupMemberFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail]

<soapenv:Detail>
<GetADGroupMemberFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error>...</Error>
<ShortError>...</ShortError>

</GetADGroupMemberFault>
</soapenv:Detail>

3.3.4.2.8.3 Multiple Matching Principals Error

If the client sends a request with a GroupDN element that matches more than one security principal,
then the server MUST return a SOAP fault with a GetADGroupMemberFault fault subcode. The fault
detail SHOULD be as specified in the following table.<19>

Field Value

[Code] soapenv:Sender

[Subcode] GetADGroupMemberFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Multiple matching security principals were found.
[Detail]

<soapenv:Detail>
<GetADGroupMemberFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error>...</Error>
<ShortError>...</ShortError>

</GetADGroupMemberFault>
</soapenv:Detail>

3.3.4.2.8.4 Bad Naming Context Error

If the client sends a request with the PartitionDN element specifying a nonexistent NC, then the
server MUST return a SOAP fault with a GetADGroupMemberFault fault subcode. The fault detail
SHOULD be as specified in the following table.
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Field Value

[Code] soapenv:Sender

[Subcode] GetADGroupMemberFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail]

<soapenv:Detail>
<GetADGroupMemberFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>-2147016656</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral
xmlns:b=http://schema.microsoft.com/2003/10/Serialization/Arrays></Referral>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>-2147016656</Win32Errorcode>
</DirectoryError>
<Error i:nil="true"></Error>
<ShortError i:nil="true"></ShortError>
</GetADGroupMemberFault >
</soapenv:Detail>

3.3.4.2.8.5 Directory Error

If any of the following conditions are true, the server MUST return a SOAP fault with a
GetADGroupMemberFault fault subcode:

= The client sends a request that the server is unable to complete because of implementation-
specific errors encountered while processing the request.

= During the processing of the request, the server fails to populate the ReferenceServer element
of the ActiveDirectoryObject according to the processing rules documented in section 3.1.4.2.2.

The fault detail SHOULD be as specified in the following table.

Field Value
[Code] soapenv:Receiver
[Subcode GetADGroupMemberFault
1
[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail] <soapenv:Detail>
<GetADGroupMemberFault
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Field

Value

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ArgumentError xsi:nil="true"></ArgumentError>

<DirectoryError>

xmlns:
rral>

</

<E

<S
</Ge
</soap

<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>

<Message>...</Message>

<Referral
sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays">...</Refe

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>
DirectoryError>

rror xsi:nil="true"></Error>

hortError xsi:nil="true"></ShortError>
tADGroupMemberFault>

env:Detail>

3.3.4.2.8.6 Authentication Error

If the client does not allow the server to impersonate its credentials, the server MUST return a SOAP
fault with a GetADGroupMemberFault fault subcode. The fault detail SHOULD be as specified in the
following table.

Field Value

[Code] soapenv:Receiver

[Subcode GetADGroupMemberFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The Lightweight Directory Access Protocol (LDAP) operation failed.
[Detail]

<soapenv:Detail>
<GetADGroupMemberFault
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>

xmlns:
1>

<ErrorCode>...</ErrorCode>

<ExtendedErrorMessage 1i:nil="true"></ExtendedErrorMessage>

<MatchedDN i:nil="true"></MatchedDN>

<Message>...</Message>

<Referral i:nil="true"
sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays"></Referra

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>

</DirectoryError>

<Error xsi:nil="true"></Error>

<ShortError xsi:nil="true"></ShortError>
</GetADGroupMemberFault>
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Field Value

</soapenv:Detail>

3.3.4.2.8.7 Remote Authentication Error

If the server receiving the request needs to contact another server to service the request, but the
client does not allow the server to delegate its credentials for execution of the request on the
remote server using the client's security context (as specified in section 3.1.4.3), the server MUST
return a SOAP fault with a GetADGroupMemberFault fault subcode. The fault detail SHOULD be as
specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode GetADGroupMemberFault
1

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] Active Directory returned an error processing the operation.

[Detail] <soapenv:Detail>

<GetADGroupMemberFault
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage 1i:nil="true"></ExtendedErrorMessage>
<MatchedDN i:nil="true"></MatchedDN>
<Message>...</Message>
<Referral i:nil="true"
xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays"></Referra
1>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>
</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADGroupMemberFault>
</soapenv:Detail>

3.3.4.3 GetADPrincipalAuthorizationGroup

A server processes a GetADPrincipalAuthorizationGroup request using the Active Directory Web
Services: Custom Action Protocol upon receiving a SOAP message that contains the
GetADPrincipalAuthorizationGroupRequest_Headers header and that specifies the following URI as
the SOAP action:

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADP
rincipalAuthorizationGroup

This operation is specified by the following WSDL.
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<wsdl:operation name="GetADPrincipalAuthorizationGroup">
<wsdl:input
wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADPri
ncipalAuthorizationGroup"
name="GetADPrincipalAuthorizationGroupRequest"
message="ca:GetADPrincipalAuthorizationGroupRequest" />
<wsdl:output
wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADPri
ncipalAuthorizationGroupResponse"
name="GetADPrincipalAuthorizationGroupResponse"
message="ca:GetADPrincipalAuthorizationGroupResponse" />
<wsdl:fault
wsam:Action="http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault"
name="GetADPrincipalAuthorizationGroupFault"
message=
"ca:AccountManagement GetADPrincipalAuthorizationGroup GetADPrincipalAuthorizationGroupFault
FaultMessage" /> B B B
</wsdl:operation>

The GetADPrincipalAuthorizationGroup custom action retrieves information for all security-enabled
groups that contain, as a member, the authenticable principal specified in
GetADPrincipalAuthorizationGroupRequest/PrincipalDN (section 3.3.4.3.2.4) in the NC specified in
GetADPrincipalAuthorizationGroupRequest/PartitionDN (section 3.3.4.3.2.3).

For each security-enabled group in which the specified authenticable principal is a member, the
GetADPrincipalAuthorizationGroup operation constructs an ActiveDirectoryGroup object (section
2.2.3.3) with all the elements populated and adds it to the
GetADPrincipalAuthorizationGroupResponse/MemberOf (section 3.3.4.3.2.6) element. Upon
success, the GetADPrincipalAuthorizationGroupResponse element is returned. If an authenticable
principal is not a member of any security-enabled groups, then the server returns a
GetADPrincipalAuthorizationGroupResponse with an empty MemberOf element.

Groups are returned without respect to the context supplied in
GetADPrincipalAuthorizationGroupRequest/PartitionDN (section 3.3.4.3.2.3).

Note Returned groups include the primary group of the authenticable principal specified in
GetADPrincipalAuthorizationGroupRequest/PrincipalDN.

If an error occurs while processing this operation, the server MUST return the appropriate SOAP
fault for the particular error condition as specified in section 3.3.4.3.8.

3.3.4.3.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

AccountManagement_GetADPrincipalAuthorizationGroup_GetADPrincipalAuth Contains a
orizationGroupFault_FaultMessage GetADPrincipalAuthorizationGr
oupFault element.

GetADPrincipalAuthorizationGroupRequest Sent by the client to the
server to retrieve a list of all
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Message Description

the groups of a specified NC
that contain the specified
principal as a member (via
direct or recursive group
membership).

GetADPrincipalAuthorizationGroupResponse Contains a
GetADPrincipalAuthorizationGr
oupResponse element with
the server response to the
GetADPrincipalAuthorizationGr
oup message.

3.3.4.3.1.1
AccountManagement_GetADPrincipalAuthorizationGroup_GetADPrincipalAuthoriz
ationGroupFault_FaultMessage

The
AccountManagement_GetADPrincipalAuthorizationGroup_GetADPrincipalAuthorizationGroupFault_Fa
ultMessage message contains a GetADPrincipalAuthorizationGroupFault element.

<wsdl:message name=

"AccountManagement GetADPrincipalAuthorizationGroup GetADPrincipalAuthorizationGroupFault Fau
ltMessage">

<wsdl:part name="detail" element="ca:GetADPrincipalAuthorizationGroupFault " />
</wsdl:message>

detail: A GetADPrincipalAuthorizationGroupFault element, as specified in section 3.3.4.3.2.1.

3.3.4.3.1.2 GetADPrincipalAuthorizationGroupRequest

The GetADPrincipalAuthorizationGroupRequest message is sent by the client to the server to retrieve
a list of all the groups of a specified NC that contain the specified principal as a member (via direct
or recursive group membership).

<wsdl:message name="GetADPrincipalAuthorizationGroupRequest">
<wsdl:part name="parameters" element="ca:GetADPrincipalAuthorizationGroupRequest" />
</wsdl:message>

parameters: A GetADPrincipalAuthorizationGroupRequest element, as specified in section
3.3.4.3.2.2.

3.3.4.3.1.3 GetADPrincipalAuthorizationGroupResponse

The GetADPrincipalAuthorizationGroupResponse message contains a
GetADPrincipalAuthorizationGroupResponse element with the server response to the
GetADPrincipalAuthorizationGroup message.

<wsdl:message name="GetADPrincipalAuthorizationGroupResponse">
<wsdl:part name="parameters" element="ca:GetADPrincipalAuthorizationGroupResponse " />
</wsdl:message>
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parameters: A GetADPrincipalAuthorizationGroupResponse element, as specified in section
3.3.4.3.2.5.

3.3.4.3.2 Elements

The following table summarizes the XML schema element definitions that are specific to this
operation.

Element Description
GetADPrincipalAuthorizationGroupFault Forms the body of a GetADPrincipalAuthorizationGroupFault
message.

GetADPrincipalAuthorizationGroupRequest Forms the body of the GetADPrincipalAuthorizationGroup
request.

GetADPrincipalAuthorizationGroupResponse | Contains the response to a
GetADPrincipalAuthorizationGroupRequest.

3.3.4.3.2.1 GetADPrincipalAuthorizationGroupFault

The GetADPrincipalAuthorizationGroupFault element forms the body of a
GetADPrincipalAuthorizationGroupFault message that is returned by the server in response to a
client request, and MUST be returned when the request could not be performed. See section
3.3.4.3.3.1 for the type definition. The GetADPrincipalAuthorizationGroupFault element MUST NOT
be null.

<xs:element name="GetADPrincipalAuthorizationGroupFault"
nillable="true"
type="ca:GetADPrincipalAuthorizationGroupFault" />

3.3.4.3.2.2 GetADPrincipalAuthorizationGroupRequest

The GetADPrincipalAuthorizationGroupRequest element is the body of the
GetADPrincipalAuthorizationGroup request and contains the PartitionDN and PrincipalDN parameters.

<xs:element name="GetADPrincipalAuthorizationGroupRequest">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="PartitionDN" nillable="true"
type="xs:string" />
<xs:element
minOccurs="0" name="PrincipalDN" nillable="true"
type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.3.2.3 GetADPrincipalAuthorizationGroupRequest/PartitionDN

The PartitionDN element contains the DN of the NC that contains the principal specified in
GetADPrincipalAuthorizationGroupRequest/PrincipalDN.
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<xs:element minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />

The PartitionDN element refers to the directory instance root directory object of the NC ([MS-
ADTS] section 6.1.1.1) that contains the directory object referenced by
GetADPrincipalAuthorizationGroupRequest/PrincipalDN.

3.3.4.3.2.4 GetADPrincipalAuthorizationGroupRequest/PrincipalDN

The PrincipalDN element contains the DN of the directory object representing the authenticable
principal whose group memberships should be returned.

<xs:element minOccurs="0" name="PrincipalDN" nillable="true" type="xs:string" />

The PrincipalDN element refers to a directory object that is an authenticable principal.

3.3.4.3.2.5 GetADPrincipalAuthorizationGroupResponse

The GetADPrincipalAuthorizationGroupResponse element contains the response to a
GetADPrincipalAuthorizationGroupRequest. It contains one child element,
GetADPrincipalAuthorizationGroupResponse/MemberOf (section 3.3.4.3.2.6) that represents
an array of ActiveDirectoryGroup elements (section 2.2.3.3), each representing a group that
contains the authenticable principal specified in GetADAuthorizationGroupRequest/PrincipalDN. The
complex type ArrayOfActiveDirectoryGroup (section 2.2.4.4) describes the array of
ActiveDirectoryGroup elements returned in
GetADPrincipalAuthorizationGroupResponse/MemberOf.

<xs:element name="GetADPrincipalAuthorizationGroupResponse">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="MemberOf" nillable="true"
type="ca:ArrayOfActiveDirectoryGroup" />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.3.2.6 GetADPrincipalAuthorizationGroupResponse/MemberOf

The MemberOf element contains an array of ActiveDirectoryGroup elements (section 2.2.3.3),
each representing a group that contains the authenticable principal specified in
GetADAuthorizationGroupRequest/PrincipalDN. The MemberOf element MUST NOT be null.

<xs:element
minOccurs="0" name="MemberOf" nillable="true"
type="ca:ArrayOfActiveDirectoryGroup" />

See section 3.1.4.2.1 for information on how to populate the ActiveDirectoryGroup element and
subelements.
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3.3.4.3.3 Complex Types

The following table summarizes the XML schema complex type definitions that are specific to this
operation.

Complex Type Description

GetADPrincipalAuthorizationGroupFault | An extension of a CustomActionFault complex type indicating
that the server is unable to process the
GetADPrincipalAuthorizationGroup request.

3.3.4.3.3.1 GetADPrincipalAuthorizationGroupFault

The GetADPrincipalAuthorizationGroupFault complex type is an extension of a
CustomActionFault complex type, defined in section 2.2.4.6. The server MUST return this fault when
it is unable to process the GetADPrincipalAuthorizationGroup request.

<xs:complexType name="GetADPrincipalAuthorizationGroupFault">
<xs:complexContent mixed="false">
<xs:extension base="ca:CustomActionFault">
<xs:sequence />
</xs:extension>
</xs:complexContent>
</xs:complexType>

3.3.4.3.4 Simple Types

There are no XML schema simple type definitions specific to this operation.

3.3.4.3.5 Attributes

There are no XML schema attribute definitions specific to this operation.

3.3.4.3.6 Groups

There are no XML schema group definitions specific to this operation.

3.3.4.3.7 Attribute Groups

There are no XML schema attribute group definitions specific to this operation.

3.3.4.3.8 GetADPrincipalAuthorizationGroup SOAP Faults

This section documents the SOAP faults specified for use by servers that implement the Active
Directory Web Services: Custom Action Protocol GetADPrincipalAuthorizationGroup operation. These
faults SHOULD be used by servers while processing an Active Directory Web Services: Custom
Action Protocol message to indicate to the client that a server-side error has occurred. This protocol
assigns these faults a specific meaning within the context of an Active Directory Web Services:
Custom Action Protocol operation using the protocol defined in this document.

Server implementations are permitted to return additional faults beyond those described below.
However, to maximize interoperability, implementations SHOULD make use of the below faults
where applicable.
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Some of the SOAP faults documented below specify English-language text in their fault reason.
Server implementations are permitted to localize this text to other languages. It is important that
localized text maintain, to the extent possible, the same meaning as the English text supplied in this
document.

All SOAP faults defined in this document MUST be sent as described in [WSASB] section 6.
In the tables in the following sections:

[Code] is the SOAP fault code.

[Subcode] is the SOAP fault subcode.

[Action] is the SOAP action URI for the fault.

[Reason] is an illustrative example of a human-readable explanation of the error.

[Details] is the fault detail.

The following table summarizes the faults (grouped by fault subcode) that are specified in this
section.

Fault subcode Description

GetADPrincipalAuthorizationGroupFault | Bad Parameter Error: One or more parameters in the request
was invalid.

GetADPrincipalAuthorizationGroupFault | Bad Principal Error: The request contained a nonexistent
principal.

GetADPrincipalAuthorizationGroupFault | Multiple Matching Principals Error: Multiple matching principals
were found.

GetADPrincipalAuthorizationGroupFault | Bad Naming Context Error: The request contained a nonexistent
NC.

GetADPrincipalAuthorizationGroupFault Directory Error: Implementation specific errors.

GetADPrincipalAuthorizationGroupFault | Authentication Error: The server was unable to authenticate
using the client's security context.

GetADPrincipalAuthorizationGroupFault | Remote Authentication Error: The server was unable to
authenticate on a remote machine using the client's security
context.

3.3.4.3.8.1 Bad Parameter Error
If the client sends a request where any of the following is true:

= The SOAP header (section 2.2.3.5) contains an empty, not present, invalid, unknown, or null
Server element (section 3.1.4).

= The request contains an empty, not present, or null PartitionDN element.
= The request contains an empty, not present, or null PrincipalDN element.

Or if, during the processing of the request by the server, the following is true:
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= The server fails to populate the DistinguishedName element of ActiveDirectoryObject according

to the processing rules documented in section 3.1.4.2.2 .

Then the server MUST return a SOAP fault with a GetADPrincipalAuthorizationGroupFault fault

subcode. The fault detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] GetADPrincipalAuthorizationGroupFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail]

<soapenv:Detail>
<GetADPrincipalAuthorizationGroupFault

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError>
<Message>...</Message>
<ParameterName>...</ParameterName>
<ShortMessage>...</ShortMessage>
</ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”

3.3.4.3.8.2 Bad Principal Error

If the client sends a request with the PartitionDN/PrincipalDN elements specifying a nonexistent

principal or a non-authenticable principal, then the server MUST return a SOAP fault with a

GetADPrincipalAuthorizationGroupFault fault subcode. The fault detail SHOULD be as specified in the

following table.

Field Value

[Code] soapenv:Sender

[Subcode] | GetADPrincipalAuthorizationGroupFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail]

<soapenv:Detail>
<GetADPrincipalAuthorizationGroupFault

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error>...</Error>

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
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Field

Value

<ShortError>...</ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.3.8.3 Multiple Matching Principals Error

If the client sends a request with a PrincipalDN element that matches more than one security
principal, then the server MUST return a SOAP fault with a GetADPrincipalAuthorizationGroupFault

fault subcode.

The fault detail SHOULD be as specified in the following table.<20>

Field Value

[Code] soapenv:Sender

[Subcode] GetADPrincipalAuthorizationGroupFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Multiple matching security principals were found.

[Detail] <soapenv:Detail>

<GetADPrincipalAuthorizationGroupFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError>
<Message>...</Message>
<ParameterName>...</ParameterName>
<ShortMessage>...</ShortMessage>
</ArgumentError>
<DirectoryError xsi:nil="true"></DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.3.8.4 Bad Naming Context Error

If the client sends a request with the PartitionDN element specifying a nonexistent NC, then the
server MUST return a SOAP fault with a GetADPrincipalAuthorizationGroupFault fault subcode. The
fault detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] | GetADPrincipalAuthorizationGroupFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] Active Directory returned an error processing the operation.
[Detail] <soapenv:Detail>

77/ 259

[MS-ADCAP] — v20130722
Active Directory Web Services: Custom Action Protocol

Copyright © 2013 Microsoft Corporation.

Release: Monday, July 22, 2013




Field Value

<GetADPrincipalAuthorizationGroupFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>-2147016656</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
<Referral
xmlns:b=http://schema.microsoft.com/2003/10/Serialization/Arrays></Referral>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>-2147016656</Win32Errorcode>
</DirectoryError>
<Error i:nil="true"></Error>
<ShortError i:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.3.8.5 Directory Error
If any of the following conditions are true:

= The client sends a request that the server is unable to complete because of implementation-
specific errors encountered while processing the request.

= During the processing of the request, the server fails to populate any one of the ObjectClass,
ObjectTypes, or the ReferenceServer elements of ActiveDirectoryObject according to the
processing rules documented in section 3.1.4.2.2.

Then the server MUST return a SOAP fault with a GetADPrincipalAuthorizationGroupFault fault
subcode. The fault detail SHOULD<21> be as specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode GetADPrincipalAuthorizationGroupFault
]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] Active Directory returned an error processing the operation.

[Detail]

<soapenv:Detail>
<GetADPrincipalAuthorizationGroupFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ArgumentError xsi:nil="true"></ArgumentError>

<DirectoryError>
<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage>...</ExtendedErrorMessage>
<MatchedDN>. . .</MatchedDN>
<Message>...</Message>
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Field

Value

<Referral

xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays">...</Refe

rral>

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>

</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.3.8.6 Authentication Error

If the client does not allow the server to impersonate its credentials, the server MUST return a SOAP
fault with a GetADPrincipalAuthorizationGroupFault fault subcode. The fault detail SHOULD be as
specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode GetADPrincipalAuthorizationGroupFault

]

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The lightweight directory access protocol (LDAP) operation failed.
[Detail]

<soapenv:Detail>
<GetADPrincipalAuthorizationGroupFault
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>

<DirectoryError>

xmlns:
1>

<ErrorCode>...</ErrorCode>

<ExtendedErrorMessage 1i:nil="true"></ExtendedErrorMessage>

<MatchedDN i:nil="true"></MatchedDN>

<Message>...</Message>

<Referral i:nil="true"
sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays"></Referra

<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>

</DirectoryError>

<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.3.8.7 Remote Authentication Error

If the server receiving the request needs to contact another server to service the request, but the
client does not allow the server to delegate its credentials for execution of the request on the
remote server using the client's security context (as specified in section 3.1.4.3), the server MUST
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return a SOAP fault with a GetADPrincipalAuthorizationGroupFault fault subcode. The fault detail
SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Receiver

[Subcode GetADPrincipalAuthorizationGroupFault
1

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault

[Reason] Active Directory returned an error processing the operation.

[Detail]

<soapenv:Detail>
<GetADPrincipalAuthorizationGroupFault
xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="true"></ArgumentError>
<DirectoryError>
<ErrorCode>...</ErrorCode>
<ExtendedErrorMessage 1i:nil="true"></ExtendedErrorMessage>
<MatchedDN i:nil="true"></MatchedDN>
<Message>...</Message>
<Referral i:nil="true"
xmlns:sera="http://schemas.microsoft.com/2003/10/Serialization/Arrays"></Referra
1>
<ShortMessage>...</ShortMessage>
<Win32ErrorCode>...</Win32ErrorCode>
</DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalAuthorizationGroupFault>
</soapenv:Detail>

3.3.4.4 GetADPrincipalGroupMembership

A server processes a GetADPrincipalGroupMembership request using the Active Directory Web
Services: Custom Action Protocol upon receiving a SOAP message that contains the
GetADPrincipalGroupMembershipRequest_Headers header and that specifies the following URI as the
SOAP action:

http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADP
rincipalGroupMembership

This operation is specified by the following WSDL.

<wsdl:operation name="GetADPrincipalGroupMembership">
<wsdl:input

wsam:Action=
"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADPri
ncipalGroupMembership"

name="GetADPrincipalGroupMembershipRequest"

message="ca:GetADPrincipalGroupMembershipRequest" />

<wsdl:output
wsam:Action=
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"http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions/AccountManagement/GetADPri
ncipalGroupMembershipResponse"
name="GetADPrincipalGroupMembershipResponse"
message="ca:GetADPrincipalGroupMembershipResponse" />
<wsdl:fault
wsam:Action="http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault"
name="GetADPrincipalGroupMembershipFault"
message=
"ca:AccountManagement GetADPrincipalGroupMembership GetADPrincipalGroupMembershipFault FaultM
essage" />
</wsdl:operation>

The GetADPrincipalGroupMembership custom action retrieves a set of groups associated with the
principal specified by the GetADPrincipalGroupMembershipRequest/PrincipalDN element
(section 3.3.4.4.2.4).

The elements GetADPrincipalGroupMembershipRequest/ResourceContextServer (section 3.3.4.4.2.6)
and GetADPrincipalGroupMembershipRequest/ResourceContextPartition (section 3.3.4.4.2.5) are
optional. If specified, they are specified together. That is, if one is non-null then the other is also
non-null, otherwise the server MUST return the appropriate SOAP fault for this particular condition
as specified in section 3.3.4.4.8.

Depending on the parameters of GetADPrincipalGroupMembershipRequest, the group
membership of the principal specified by
GetADPrincipalGroupMembershipRequest/PrincipalDN is retrieved according to the following
rules:

1. If GetADPrincipalGroupMembershipRequest/ResourceContextServer and
GetADPrincipalGroupMembershipRequest/ResourceContextPartition elements are not specified in
the GetADPrincipalGroupMembershipRequest then:

= If the Server element specified in the GetADPrincipalGroupMembershipRequest SOAP
message envelope (section 2.2.3.5) identifies an AD DS instance then the set of groups
contains:

= All domain local and global groups from the domain of the principal specified by
GetADPrincipalGroupMembershipRequest/PrincipalDN element that have that principal as a
member.

= All universal groups from the forest of the principal specified by
GetADPrincipalGroupMembershipRequest/PrincipalDN element that have that principal as a
member.

= The primary group of the principal specified by
GetADPrincipalGroupMembershipRequest/PrincipalDN element.

= If the Server element specified in the GetADPrincipalGroupMembershipRequest SOAP
message envelope (section 2.2.3.5) identifies an AD LDS instance, then the set of groups
contains all groups, in the AD LDS forest ([MS-ADTS] section 3.1.1.1.7) in which the principal
specified by the GetADPrincipalGroupMembershipRequest/PrincipalDN element is defined, that
have the principal as member.

The server-to-server methods required to implement retrieving group memberships, including
possibly contacting other servers, are not included in this document. Any failure of this method
specific to the server-to-server implementation MUST return the SOAP fault as described in
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section 3.3.4.4.8.5. The fault MAY have meaning to peer servers or administrators of those
servers.

2. If GetADPrincipalGroupMembershipRequest/ResourceContextServer and
GetADPrincipalGroupMembershipRequest/ResourceContextPartition elements are
specified in the GetADPrincipalGroupMembershipRequest, then the domain controller
specified by the GetADPrincipalGroupMembershipRequest/ResourceContextServer
element is used to retrieve a set of groups from the NC specified by
GetADPrincipalGroupMembershipRequest/ResourceContextPartition which have the
principal specified by GetADPrincipalGroupMembershipRequest/PrincipalDN element as a
member. The NC specified by the
GetADPrincipalGroupMembershipRequest/ResourceContextPartition can exist either in
the same forest or in a different forest than the principal specified by the
GetADPrincipalGroupMembershipRequest/PrincipalDN.

The server-to-server methods required to implement retrieving group memberships from
GetADPrincipalGroupMembershipRequest/ResourceContextPartition, are not included in
this document. Any failure of this method specific to the server-to-server implementation MUST
return the SOAP fault as described in section 3.3.4.4.8.5. The fault MAY have meaning to peer
servers or administrators of those servers.

For each group in the set retrieved using the above rules, the GetADPrincipalGroupMembership
custom action constructs an ActiveDirectoryGroup element with all the properties populated, and
adds it to the GeADPrincipalGroupMembershipResponse/MemberOf element (section 3.3.4.4.2.8).
Upon success, the GeADPrincipalGroupMembershipResponse (section 3.3.4.4.2.7) element is
returned. If no groups satisfy the above rules, then the server returns a
GeADPrincipalGroupMembershipResponse with an empty MemberOf element.

If an error occurs while processing this operation, the server MUST return the appropriate SOAP
fault for the particular error condition as specified in section 3.3.4.4.8.

Note The set of groups returned contains only those that have the principal specified by
GetADPrincipalGroupMembershipRequest/PrincipalDN element as a direct member. No transitive
group membership evaluation is done.

Note The GetADPrincipalGroupMembershipReguest/PartitionDN element, together with the
GetADPrincipalGroupMembershipRequest/PrincipalDN element, is used only to verify the existence of
the principal. The GetADPrincipalGroupMembershipRequest/PartitionDN element does not affect the
set of groups returned in GeADPrincipalGroupMembershipResponse.

3.3.4.4.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

AccountManagement_GetADPrincipalGroupMembership_GetADPrincipalGroup Contains a
MembershipFault_FaultMessage GetADPrincipalGroupMembers
hipFault element.

GetADPrincipalGroupMembershipRequest Sent by the client to the
server to retrieve all groups
that contain the specified
principal.
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Message Description

GetADPrincipalGroupMembershipResponse Contains a

GetADPrincipalGroupMembers
hipResponse element with the
server response to the
GetADPrincipalGroupMembers
hip message.

3.3.4.4.1.1
AccountManagement_GetADPrincipalGroupMembership_GetADPrincipalGroupMe
mbershipFault_FaultMessage

The

AccountManagement_GetADPrincipalGroupMembership_GetADPrincipalGroupMembershipFault_Fault
Message message contains a GetADPrincipalGroupMembershipFault element.

<wsdl:message name=

"AccountManagement GetADPrincipalGroupMembership GetADPrincipalGroupMembershipFault FaultMess
age">

<wsdl:part name="detail" element="ca:GetADPrincipalGroupMembershipFault " />
</wsdl:message>

detail: A GetADPrincipalGroupMembershipFault element, as specified in section 3.3.4.4.2.1.

3.3.4.4.1.2 GetADPrincipalGroupMembershipRequest

The GetADPrincipalGroupMembershipRequest message is sent by the client to the server to retrieve
all groups that contain, as a member, the specified principal.

<wsdl:message name="GetADPrincipalGroupMembershipRequest">

<wsdl:part name="parameters" element="ca:GetADPrincipalGroupMembershipRequest" />
</wsdl:message>

parameters: A GetADPrincipalGroupMembershipRequest element, as specified in section
3.3.4.4.2.2.

3.3.4.4.1.3 GetADPrincipalGroupMembershipResponse

The GetADPrincipalGroupMembershipResponse message contains a
GetADPrincipalGroupMembershipResponse element with the server response to the
GetADPrincipalGroupMembership message.

<wsdl:message name="GetADPrincipalGroupMembershipResponse">

<wsdl:part name="parameters" element="ca:GetADPrincipalGroupMembershipResponse " />
</wsdl:message>

parameters: A GetADPrincipalGroupMembershipResponse element, as specified in section
3.3.4.4.2.7.
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3.3.4.4.2 Elements

The following table summarizes the XML schema element definitions that are specific to this
operation.

Element Description
GetADPrincipalGroupMembershipFault Forms the body of a GetADPrincipalGroupMembershipFault
message.

GetADPrincipalGroupMembershipRequest Forms the body of the GetADPrincipalGroupMembership
request.

GetADPrincipalGroupMembershipResponse | The response to a GetADPrincipalGroupMembershipRequest.

3.3.4.4.2.1 GetADPrincipalGroupMembershipFault

The GetADPrincipalGroupMembershipFault element forms the body of a
GetADPrincipalGroupMembershipFault message that is returned by the server in response to a client

request, and MUST be returned when the request could not be performed. See section 3.3.4.4.3.1
for the type definition.

<xs:element name="GetADPrincipalGroupMembershipFault"
nillable="true"

type="ca:GetADPrincipalGroupMembershipFault" />
3.3.4.4.2.2 GetADPrincipalGroupMembershipRequest
The GetADPrincipalGroupMembershipRequest element is the body of the

GetADPrincipalGroupMembership request and contains the PartitionDN, PrincipalDN,
ResourceContextPartition, and ResourceContextServer parameters.

<xs:element name="GetADPrincipalGroupMembershipRequest">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="PrincipalDN" nillable="true" type="xs:string" />
<xs:element
minOccurs="0" name="ResourceContextPartition" nillable="true"
type="xs:string" />
<xs:element
minOccurs="0" name="ResourceContextServer" nillable="true"
type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>

3.3.4.4.2.3 GetADPrincipalGroupMembershipRequest/PartitionDN

The PartitionDN element contains the DN ofany ancestor object of the principal specified in
GetADPrincipalGroupMembershipRequest/PrincipalDN.
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<xs:element minOccurs="0" name="PartitionDN" nillable="true" type="xs:string" />

3.3.4.4.2.4 GetADPrincipalGroupMembershipRequest/PrincipalDN

The PrincipalDN element contains the DN of the directory object representing the principal whose
group memberships should be returned.

<xs:element minOccurs="0" name="PrincipalDN" nillable="true" type="xs:string" />

The PrincipalDN element refers to a directory object that is a security principal ([MS-ADTS] section
5.1.1.5).

3.3.4.4.2.5 GetADPrincipalGroupMembershipRequest/ResourceContextPartition

If non-null, the ResourceContextPartition element contains the DN string that is used to limit the
set of returned groups. Only groups that have their DN string ending with the string specified by the
GetADPrincipalGroupMembershipRequest/ResourceContextPartition and have the principal specified

by GetADPrincipalGroupMembershipRequest/PrincipalDN element as a direct member are returned.

<xs:element minOccurs="0" name="ResourceContextPartition" nillable="true" type="xs:string" />

3.3.4.4.2.6 GetADPrincipalGroupMembershipRequest/ResourceContextServer

If non-null, the ResourceContextServer element contains the FQDN (1) of a server/domain,
optionally followed by a ":" and a port number ranging from 1 to 65535.<22>

<xs:element minOccurs="0" name="ResourceContextServer" nillable="true" type="xs:string" />

3.3.4.4.2.7 GetADPrincipalGroupMembershipResponse

The GetADPrincipalGroupMembershipResponse element contains the response to a
GetADPrincipalGroupMembershipRequest. It contains one child element,
GetADPrincipalGroupMembershipResponse/MemberOf (section 3.3.4.4.2.8) that represents
an array of ActiveDirectoryGroup elements (section 2.2.3.3), each representing a group that
contains the principal specified in GetADPrincipalGroupMembershipRequest/PrincipalDN. The
complex type ArrayOfActiveDirectoryGroup (section 2.2.4.4) describes the array of
ActiveDirectoryGroup elements returned in
GetADPrincipalGroupMembershipResponse/MemberoOf.

<xs:element name="GetADPrincipalGroupMembershipResponse">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="0"
name="MemberOf"
nillable="true"
type="ca:ArrayOfActiveDirectoryGroup" />
</xs:sequence>
</xs:complexType>
</xs:element>
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3.3.4.4.2.8 GetADPrincipalGroupMembershipResponse/MemberOf

The MemberOf element contains an array of ActiveDirectoryGroup elements (section 2.2.3.3),
each representing a group that contains the principal specified in
GetADPrincipalGroupMembershipRequest/PrincipalDN. The MemberOf element MUST NOT be null.

<xs:element
minOccurs="0" name="MemberOf" nillable="true"
type="ca:ArrayOfActiveDirectoryGroup" />

See section 3.1.4.2.1 for information on how to populate the ActiveDirectoryGroup element and
subelements.

3.3.4.4.3 Complex Types

The following table summarizes the XML schema complex type definitions that are specific to this
operation.

Complex Type Description

GetADPrincipalGroupMembershipFault | An extension of a CustomActionFault complex type indicating that
the server is unable to process the
GetADPrincipalGroupMembership request.

3.3.4.4.3.1 GetADPrincipalGroupMembershipFault

The GetADPrincipalGroupMembershipFault complex type is an extension of a
CustomActionFault complex type, defined in section 2.2.4.6. The server MUST return this fault
when it is unable to process the GetADPrincipalGroupMembership request.

<xs:complexType name="GetADPrincipalGroupMembershipFault">
<xs:complexContent mixed="false">
<xs:extension base="ca:CustomActionFault">
<xs:sequence />
</xs:extension>
</xs:complexContent>
</xs:complexType>

3.3.4.4.4 Simple Types

There are no XML schema simple type definitions specific to this operation.

3.3.4.4.5 Attributes

There are no XML schema attribute definitions specific to this operation.

3.3.4.4.6 Groups

There are no XML schema group definitions specific to this operation.

3.3.4.4.7 Attribute Groups

There are no XML schema attribute group definitions specific to this operation.
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3.3.4.4.8 GetADPrincipalGroupMembership SOAP Faults

This section documents the SOAP faults specified for use by servers that implement the Active
Directory Web Services: Custom Action Protocol GetADPrincipalGroupMembership operation. These
faults SHOULD be used by servers while processing an Active Directory Web Services: Custom
Action Protocol message to indicate to the client that a server-side error has occurred. This protocol
assigns these faults a specific meaning within the context of an Active Directory Web Services:
Custom Action Protocol operation using the protocol defined in this document.

Server implementations are permitted to return additional faults<23> beyond those described
below. However, to maximize interoperability, implementations SHOULD make use of the below
faults where applicable.

Some of the SOAP faults documented below specify English-language text in their fault reason.
Server implementations are permitted to localize this text to other languages. It is important that
localized text maintain, to the extent possible, the same meaning as the English text supplied in this
document.

All SOAP faults defined in this document MUST be sent as described in [WSASB] section 6.
In the tables in the following sections:

[Code] is the SOAP fault code.

[Subcode] is the SOAP fault subcode.

[Action] is the SOAP action URI for the fault.

[Reason] is an illustrative example of a human-readable explanation of the error.

[Details] is the fault detail.

The following table summarizes the faults (grouped by fault subcode) that are specified in this
section.

Fault subcode Description

GetADPrincipalGroupMembershipFault | Bad Parameter Error: One or more parameters in the request was
invalid.

GetADPrincipalGroupMembershipFault | Bad Principal Error: The request contained a nonexistent principal.

GetADPrincipalGroupMembershipFault | Multiple Matching Principals Error: Multiple matching principals
were found.

GetADPrincipalGroupMembershipFault | Bad Naming Context Error: The request contained a nonexistent
NC.

GetADPrincipalGroupMembershipFault | ObjectGuid Error: The server failed to populate the ObjectGuid
element of an ActiveDirectoryObject.

GetADPrincipalGroupMembershipFault | Directory Error: Implementation specific errors.

GetADPrincipalGroupMembershipFault | Authentication Error: The server was unable to authenticate using
the client's security context.

GetADPrincipalGroupMembershipFault | Remote Authentication Error: The server was unable to
authenticate on a remote machine using the client's security
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Fault subcode Description

context.

GetADPrincipalGroupMembershipFault | Resource Context Server Format Error: The

number in the range of 1 to 65535.<24>

ResourceContextServer element must consist of the name of
the directory server, optionally followed by a colon and a TCP port

3.3.4.4.8.1 Bad Parameter Error

If the client sends a request where any of the following is true:

The SOAP header (section 2.2.3.5) contains an empty, not present, invalid, unknown, or null
Server element (section 3.1.4).

The request contains an empty, not present, or null PartitionDN element.

The request contains an empty, not present, or null PrincipalDN element.

The request contains an empty ResourceContextPartition element.

The request contains an empty ResourceContextServer element.

The ResourceContextPartition element is present and not null, and the ResourceContextServer
element is null or not present.

The ResourceContextServer element is present and not null, and the ResourceContextPartition
element is null or not present.

Or if, during the processing of the request by the server, the following is true:

The server fails to populate the DistinguishedName element of ActiveDirectoryObject as per the
processing rules documented in section 3.1.4.2.2.

Then the server MUST return a SOAP fault with a GetADPrincipalGroupMembershipFault fault
subcode. The fault detail SHOULD be as specified in the following table.

Field Value

[Code] soapenv:Sender

[Subcode] GetADPrincipalGroupMembershipFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.

[Detail]

<soapenv:Detail>
<GetADPrincipalGroupMembershipFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"’

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<ArgumentError>
<Message>...</Message>
<ParameterName>...</ParameterName>
<ShortMessage>...</ShortMessage>

</ArgumentError>
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Field Value

<DirectoryError xsi:nil="true"></DirectoryError>
<Error xsi:nil="true"></Error>
<ShortError xsi:nil="true"></ShortError>
</GetADPrincipalGroupMembershipFault>
</soapenv:Detail>

3.3.4.4.8.2 Bad Principal Error

If the client sends a request with the PartitionDN/PrincipalDN element specifying a nonexistent
principal or a non-security principal, then the server MUST return a SOAP fault with a
GetADPrincipalGroupMembershipFault fault subcode. The fault detail SHOULD be as specified in the
following table.

Field Value

[Code] soapenv:Sender

[Subcode] GetADPrincipalGroupMembershipFault

[Action] http://schemas.microsoft.com/2008/1/ActiveDirectory/Data/fault
[Reason] The operation failed because of a bad parameter.
[Detail]

<soapenv:Detail>
<GetADPrincipalGroupMembershipFault

xmlns="http://schemas.microsoft.com/2008/1/ActiveDirectory/CustomActions"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<ArgumentError xsi:nil="tru